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In line with the WI goal, this CR allows the separation of GPRS bearer establishment and ISP Environment setup. The proposed changes support end-to-end DHCP and Mobile IP. Currently, the PDP activation procedure for PDP type IP assigns a PDP address on behalf of the MS without giving the MS the possibility to directly communicate or negotiate with the server assigning the address, e.g. the DHCP server. Therefore, the MS is not able to run challenge response authentication or to retrieve plug-and-play information from the network. In addition, generally, all protocols that use IP broadcast mechanisms cannot be used by the MS, in particular DHCP or Mobile IP. This CR introduces the general possibility to use IP broadcasts (to limited port numbers which are terminated in special GGSN services).

This CR proposes a modified activation procedure in which the MS may receive the PDP address 0.0.0.0 in the Activate PDP Context Accept message indicating that the MS will receive the PDP address in a second phase during a Modify PDP Context Request (this message is extended by this CR to include the PDP address).

Packet forwarding in between the two phases is done via IP broadcasts from the view point of the MS and the PDN host. The correct mapping to GTP tunnels is done by GGSN services which relay the broadcasts and keep track of the tunnel Ids.

Reserved APNs are proposed in this CR which indicate that above mentioned special services are supported by this APN. This helps automatic APN selection. The service offering is not exclusively coupled to the reserved APN: all APNs can support the new services if configured to do so by the operator.
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3.2
Abbreviations

DHCP
Dynamic Host Configuration Protocol

MIP
Mobile IP

9.2.1
Static and Dynamic PDP Addresses

PDP addresses can be allocated to an MS in four different ways:

-
the HPLMN operator assigns a PDP address permanently to the MS (static PDP address);

-
the HPLMN operator assigns a PDP address to the MS when a PDP context is activated (dynamic HPLMN PDP address); or

· the VPLMN operator assigns a PDP address to the MS when a PDP context is activated (dynamic VPLMN PDP address).

-
the PDN operator/administrator assigns an IP address to the MS after the PDP context has been activated (External PDN Address Allocation).

It is the HPLMN operator that defines in the subscription whether a dynamic HPLMN or VPLMN PDP address can be used.

For every IMSI, zero, one, or more dynamic PDP address per PDP type can be assigned. For every IMSI, zero, one, or more static PDP addresses per PDP type can be subscribed to.

When dynamic addressing from the HPLMN or the VPLMN is used, it is the responsibility of the GGSN to allocate and release the dynamic PDP address. When External PDN Address Allocation is used, it is the responsibility of the MS and PDN to allocate and release the dynamic PDP address by means of protocols such as DHCP or MIP. In case of DHCP, the GGSN provides the function of a DHCP Relay Agent [47,48]. In case of MIP the GGSN provides the function of a Foreign Agent [49].

Only static PDP addressing is applicable in the network-requested PDP context activation case.

9.2.2
Activation Procedures

9.2.2.1
PDP Context Activation Procedure

The PDP Context Activation procedure is illustrated in xx. Each step is explained in the following list.
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Figure xx: PDP Context Activation Procedure

1)
The MS sends an Activate PDP Context Request (NSAPI, TI, PDP Type, PDP Address, Access Point Name, QoS Requested, PDP Configuration Options) message to the SGSN. The MS shall use PDP Address to indicate whether it requires the use of a static PDP address or whether it requires the use of a dynamic PDP address. The MS shall leave PDP Address empty to request a dynamic PDP address. The MS may use Access Point Name to select a reference point to a certain external network and/or to select a service. Access Point Name is a logical name referring to the external packet data network and /or to a service that the subscriber wishes to connect to. QoS Requested indicates the desired QoS profile. PDP Configuration Options may be used to request optional PDP parameters from the GGSN (see GSM 09.60). PDP Configuration Options is sent transparently through the SGSN.

2)
Security functions may be executed. These procedures are defined in subclause "Security Function".

3)
The SGSN validates the Activate PDP Context Request using PDP Type (optional), PDP Address (optional), and Access Point Name (optional) provided by the MS and the PDP context subscription records. The validation criteria, the APN selection criteria, and the mapping from APN to a GGSN are described in annex A.


If no GGSN address can be derived or if the SGSN has determined that the Activate PDP Context Request is not valid according to the rules described in annex A, then the SGSN rejects the PDP context activation request.


If a GGSN address can be derived, the SGSN creates a TID for the requested PDP context by combining the IMSI stored in the MM context with the NSAPI received from the MS. If the MS requests a dynamic address, then the SGSN lets a GGSN allocate the dynamic address. The SGSN may restrict the requested QoS attributes given its capabilities, the current load, and the subscribed QoS profile. The SGSN sends a Create PDP Context Request (PDP Type, PDP Address, Access Point Name, QoS Negotiated, TID, MSISDN, Selection Mode, PDP Configuration Options) message to the affected GGSN. Access Point Name shall be the APN Network Identifier of the APN selected according to the procedure described in annex A. PDP Address shall be empty if a dynamic address is requested. The GGSN may use Access Point Name to find an external network and optionally to activate a service for this APN. Selection Mode indicates whether a subscribed APN was selected, or whether a non-subscribed APN sent by MS or a non-subscribed APN chosen by SGSN was selected. Selection Mode is set according to annex A. The GGSN may use Selection Mode when deciding whether to accept or reject the PDP context activation. For example, if an APN requires subscription, then the GGSN is configured to accept only the PDP context activation that requests a subscribed APN as indicated by the SGSN with Selection Mode. The GGSN creates a new entry in its PDP context table and generates a Charging Id. The new entry allows the GGSN to route PDP PDUs between the SGSN and the external PDP network, and to start charging. The GGSN may further restrict QoS Negotiated given its capabilities and the current load. The GGSN then returns a Create PDP Context Response (TID, PDP Address, BB Protocol, Reordering Required, PDP Configuration Options, QoS Negotiated, Charging Id, Cause) message to the SGSN. PDP Address is included if the GGSN allocated a PDP address. 
If the GGSN has been configured by the operator to use External PDN Address Allocation for the requested APN, the PDP address returned by the GGSN shall be set to 0.0.0.0, indicating that the PDP address shall be negotiated by the MS with the external PDN after the PDP context activation procedure. The GGSN shall relay, modify and monitor these negotiations during the life time of the PDP context and use the GGSN-initiated PDP Context Modification Procedure to transfer the currently used PDP address to the SGSN and the MS.
BB Protocol indicates whether TCP or UDP shall be used to transport user data on the backbone network between the SGSN and GGSN. Reordering Required indicates whether the SGSN shall reorder N‑PDUs before delivering the N‑PDUs to the MS. PDP Configuration Options contain optional PDP parameters that the GGSN may transfer to the MS. These optional PDP parameters may be requested by the MS in the Activate PDP Context Request message, or may be sent unsolicited by the GGSN. PDP Configuration Options is sent transparently through the SGSN. The Create PDP Context messages are sent over the GPRS backbone network.


If QoS Negotiated received from the SGSN is incompatible with the PDP context being activated (e.g., the reliability class is insufficient to support the PDP type), then the GGSN rejects the Create PDP Context Request message. The compatible QoS profiles are configured by the GGSN operator.

4)
The SGSN inserts the NSAPI along with the GGSN address in its PDP context. If the MS has requested a dynamic address, the PDP address received from the GGSN is inserted in the PDP context. The SGSN selects Radio Priority based on QoS Negotiated, and returns an Activate PDP Context Accept (PDP Type, PDP Address, TI, QoS Negotiated, Radio Priority, PDP Configuration Options) message to the MS. The SGSN is now able to route PDP PDUs between the GGSN and the MS, and to start charging.

For each PDP Address a different quality of service (QoS) profile may be requested. For example, some PDP addresses may be associated with E-mail that can tolerate lengthy response times. Other applications cannot tolerate delay and demand a very high level of throughput, interactive applications being one example. These different requirements are reflected in the QoS profile. The QoS profile is defined in subclause "Quality of Service Profile". If a QoS requirement is beyond the capabilities of a PLMN, the PLMN negotiates the QoS profile as close as possible to the requested QoS profile. The MS either accepts the negotiated QoS profile, or deactivates the PDP context.

After an SGSN has successfully updated the GGSN, the PDP contexts associated with an MS is distributed as shown in clause "Information Storage".

If the PDP Context Activation Procedure fails or if the SGSN returns an Activate PDP Context Reject (Cause, PDP Configuration Options) message, then the MS may attempt another activation to the same APN up to a maximum number of attempts.

9.2.3
Modification Procedures

An MS or GGSN can request, or an SGSN can decide, possibly triggered by the HLR as explained in subclause "Insert Subscriber Data Procedure", to modify parameters that were negotiated during an activation procedure for one or several PDP contexts. The following parameters can be modified:

-
QoS Negotiated;
· Radio Priority; and
-
PDP address (in case of the GGSN-initiated modification procedure).
The SGSN has several means to inform the MS of such a modification:

-
send a separate Modify PDP Context Request message to the MS; or

-
piggyback the modification information on a mobility management signalling exchange, e.g., routeing area update.

A GGSN can request the modification of parameters by sending an Update PDP Context Request message to the SGSN.

An MS can request the modification of parameters by sending a Modify PDP Context Request message to the SGSN.

9.2.3.2
GGSN-Initiated PDP Context Modification Procedure

The GGSN-Initiated PDP Context Modification procedure is illustrated in Figure X. Each step is explained in the following list.
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Figure X: GGSN-Initiated PDP Context Modification Procedure

1)
The GGSN sends an Update PDP Context Request (TID, QoS Requested, PDP Address) message to the SGSN. QoS Requested indicates the desired QoS profile. PDP Address is optional.
2)
The SGSN may restrict the desired QoS profile given its capabilities, the current load, the current QoS profile, and the subscribed QoS profile. The SGSN selects a Radio Priority based on QoS Negotiated, and sends a Modify PDP Context Request (TI, QoS Negotiated, Radio Priority, PDP Address) message to the MS. PDP Address is optional.
3)
The MS acknowledges by returning a Modify PDP Context Accept message. If the MS does not accept the new QoS Negotiated it shall instead de-activate the PDP context with the PDP Context Deactivation Initiated by MS procedure.

4)
Upon receipt of the Modify PDP Context Accept message the SGSN returns an Update PDP Context Response (TID, QoS Negotiated) message to the GGSN. If the SGSN receives a Deactivate PDP Context Request message, it shall instead follow the PDP Context Deactivation Initiated by MS procedure. 

9.2.4
Deactivation Procedures

9.2.4.1
PDP Context Deactivation Initiated by MS Procedure

The PDP Context Deactivation Initiated by MS procedure is illustrated in xx. Each step is explained in the following list.
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Figure xx: PDP Context Deactivation Initiated by MS Procedure

1)
The MS sends a Deactivate PDP Context Request (TI) message to the SGSN.

2)
Security functions may be executed. These procedures are defined in subclause "Security Function".

3)
The SGSN sends a Delete PDP Context Request (TID) message to the GGSN. The GGSN removes the PDP context and returns a Delete PDP Context Response (TID) message to the SGSN. If the MS was using a dynamic PDP address allocated by the GGSN, then the GGSN releases this PDP address and makes it available for subsequent activation by other MSs. The Delete PDP Context messages are sent over the GPRS backbone network.

4)
The SGSN returns a Deactivate PDP Context Accept (TI) message to the MS.

At GPRS detach, all PDP contexts for the MS are implicitly deactivated.

9.2.4.2
PDP Context Deactivation Initiated by SGSN Procedure

The PDP Context Deactivation Initiated by SGSN procedure is illustrated in xx. Each step is explained in the following list.
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Figure xx: PDP Context Deactivation Initiated by SGSN Procedure

1)
The SGSN sends a Delete PDP Context Request (TID) message to the GGSN. The GGSN removes the PDP context and returns a Delete PDP Context Response (TID) message to the SGSN. If the MS was using a dynamic PDP address allocated by the GGSN, then the GGSN releases this PDP address and makes it available for subsequent activation by other MSs. The Delete PDP Context messages are sent over the GPRS backbone network. The SGSN may not wait for the response from the GGSN before sending the Deactivate PDP Context Request message.

2)
The SGSN sends a Deactivate PDP Context Request (TI) message to the MS. The MS removes the PDP context and returns a Deactivate PDP Context Accept (TI) message to the SGSN.

9.2.4.3
PDP Context Deactivation Initiated by GGSN Procedure

The PDP Context Deactivation Initiated by GGSN procedure is illustrated in xx. Each step is explained in the following list.
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Figure xx: PDP Context Deactivation Initiated by GGSN Procedure

1)
The GGSN sends a Delete PDP Context Request (TID) message to the SGSN.

2)
The SGSN sends a Deactivate PDP Context Request (TI) message to the MS. The MS removes the PDP context and returns a Deactivate PDP Context Accept (TI) message to the SGSN.

3) The SGSN returns a Delete PDP Context Response (TID) message to the GGSN. If the MS was using a dynamic PDP address allocated by the GGSN, then the GGSN releases this PDP address and makes it available for subsequent activation by other MSs. The Delete PDP Context messages are sent over the GPRS backbone network. The SGSN may not wait for the response from the MS before sending the Delete PDP Context Response message.

14.9 Access Point Name

In the GPRS backbone, Access Point Name is a reference to the GGSN to be used. In addition, Access Point Name may, in the GGSN, identify the external network and optionally a service to be offered. Access Point Name is composed of two parts as defined in GSM 03.03:

-
The APN Network Identifier is mandatory and is a label (for example "corporation" or "service") or a set of labels separated by dots which is a fully qualified domain name according to the DNS naming conventions (for example "company.com" or "service.company.com"). In order to guarantee the uniqueness of the APN, the GPRS PLMN should allocate, to an ISP or corporation, an APN Network Identifier identical to their domain name in the public Internet. The APN Network Identifier shall not end with ".gprs". An APN Network Identifier consisting of 3 or more labels and starting with a Reserved Service Label, or an APN Network Identifier consisting of a Reserved Service Label alone, shall indicate, that for this APN, the GGSN supports additional services, such as dynamic PDN addressing or Mobile IP support. Reserved Service Labels, e.g. "dhcp" or "MIPv4FA" and the corresponding services they stand for, e.g. external PDN addressing via DHCP, or Mobile IP Foreign Agent support are to be agreed among operators. 
-
The APN Operator Identifier is optional. It is a fully qualified domain name according to the DNS naming conventions, and consists of three labels. The APN Operator Identifier shall end in ".gprs". For example, it may be "MNCyyyy.MCCzzzz.gprs". The exact format is defined in GSM 09.60.

The APN stored in the HLR shall not contain the APN Operator Identifier. A wild card may be stored in the HLR instead of the APN. This wild card indicates that the user may select an APN that is not stored in the HLR. The use of the wild card is described in annex A.
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