3GPP - TSG SA - WG2																Tdoc S2 99 147


15-19 March 1999 


Nynäshamn, Sweden








Title: 		Liaison statement with 3GPP TSG SA WG3


Subject:	Information and request of advice about the use of an extra level of authentication for Mobile IP operations in UMTS


From: 	 	3GPP TSG SA WG2 – MIP


To:			3GPP TSG SA WG3











A study on using Mobile IP in UMTS is currently in progress in 3GPP TSG S2 according to the two work items “Combined GSM and Mobile IP mobility handling in UMTS IP CN”, which is a feasibility study of using Mobile IP for mobility management within the UMTS CN, and “GPRS Mobile IP interworking”, which is aimed at identifying how to offer Mobile IP to GSM/UMTS users.





During this work, TSG S2 has identified activity a set of requirements on the UMTS packet domain.





The 3GPP TSG S2 MIP ad hoc group have been identifying during their activity a set of requirements on the UMTS packet domain.





For the provision of authentication, authorization and accounting services and roaming support when using mobile IP, the group identifies as a requirement the need of an extra level of authentication in addition to those required for normal UMTS operation. This will allow to provide IP level roaming services across public and private wireline and wireless networks supporting mobile IP.





This additional level of authentication requires the support of Challenge/Response based authentication and NAI (Network Access Identifier) extensions of Mobile IP. The Challenge/Response method is chosen because it is believed necessary to protect user authentication against reply attacks (the simple shared secret is in fact known to be prone to this kind of attack).





The Mobile IP ad hoc groupTSG S2 believes that this does not represent any harm to the UMTS system security, whilst providing UMTS packet domain with the capability to use AAA (Authentication, Authorization and Accounting) infrastructure being currently standardized by the IETF. However, TSG S2the Mobile IP ad hoc group intend to inform WGTSG S3 and ask TSG SWG3 to express any considerations and advice they may want to bring to our attention.
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