3GPP TSG-SA1 Meeting #96e	S1-214088
Electronic Meeting, 08 November – 18 November 2021
	CR-Form-v12.1

	CHANGE REQUEST

	

	
	22.261
	CR
	0603
	rev
	-
	Current version:
	18.4.0
	

	

	For HELP on using this form: comprehensive instructions can be found at 
http://www.3gpp.org/Change-Requests.

	



	Proposed change affects:
	UICC apps
	
	ME
	X
	Radio Access Network
	X
	Core Network
	X



	

	Title:	
	Update the security section of PIRates

	
	

	Source to WG:
	vivo, KPN

	Source to TSG:
	[bookmark: _GoBack]SA1

	
	

	Work item code:
	PIRates
	
	Date:
	2021-10-23

	
	
	
	
	

	Category:
	B
	
	Release:
	Rel-18

	
	Use one of the following categories:
F  (correction)
A  (mirror corresponding to a change in an earlier 													release)
B  (addition of feature), 
C  (functional modification of feature)
D  (editorial modification)
Detailed explanations of the above categories can
be found in 3GPP TR 21.900.
	Use one of the following releases:
Rel-8	(Release 8)
Rel-9	(Release 9)
Rel-10	(Release 10)
Rel-11	(Release 11)
…
Rel-15	(Release 15)
Rel-16	(Release 16)
Rel-17	(Release 17)
Rel-18	(Release 18)

	
	

	Reason for change:
	In clause 6.38.2.6, the similar requirement of mitigating repeated and unauthorized attempts for PIN elemements can also applied to CPN, as the following.
- The 5G system shall support a mechanism to mitigate repeated and unauthorized attempts to access a CPN.

	
	

	Summary of change:
	In clause 6.38.2.6, add “The 5G system shall support a mechanism to mitigate repeated and unauthorized attempts to access a CPN.”.


	
	

	Consequences if not approved:
	Miss the requirement for supporting a mechanism to mitigate repeated and unauthorized attempts to access a CPN.
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****START OF CHANGES****
[bookmark: _Toc83392351][bookmark: _Toc83392352][bookmark: _Toc45387618][bookmark: _Toc52638663][bookmark: _Toc59116748][bookmark: _Toc61885567][bookmark: _Toc83392192] 6.38	Personal IoT Networks and Customer Premises Networks 
[bookmark: _Toc83392353]6.38.2	Requirements
[bookmark: _Toc83392359]6.38.2.6	Security
The 5G system shall provide user privacy; location privacy, identity protection and communication confidentiallity for non-3GPP devices and UEs that are using the PIN Element with Gateway Capability, eRG or PRAS.
NOTE 1:	Privacy protection should not block differentiated routing and QoS for different destinations and services for the UE(s).
The 5G system shall support a mechanism to minimize the security risk of communications using an eRG.
The 5G system shall enable the network operator associated with an eRG to control the security policy of an eRG.
The 5G system shall support a mechanism to minimize the security risk of communications via a PRAS. 
The PRAS (and its associated backhaul connectivity) shall provide a level of security equivalent to regular 5G base stations.
The 5G system shall enable the network operator associated with the Premises Radio Access Station (PRAS) to control the security policy of the PRAS.
The 5G system shall support authentication of a UE with 3GPP credentials for communication with entities (UEs, non-3GPP devices) in a CPN.
NOTE 2:	To support this functionality the CPN needs to be connected with the 5G core network.
The 5G system shall provide support for a network operator to authenticate a PRAS.
The 5G system shall provide support for a network operator to authorize a PRAS for its use in a CPN.
The 5G system shall support a PIN Element using non operator managed credentials (e.g. provided by a third party) for performing communications within the PIN when those communications use PIN direct connections.
The 5G system shall support a mechanism to mitigate repeated and unauthorized attempts to access PIN Elements (e.g.  mitigate a malicious flood of messages).
[bookmark: _Toc83392360]The 5G system shall support a mechanism to mitigate repeated and unauthorized attempts to access a CPN.
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