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References

The following documents contain provisions which, through reference in this text, constitute provisions of the present document.

-
References are either specific (identified by date of publication, edition number, version number, etc.) or non‑specific.

-
For a specific reference, subsequent revisions do not apply.

-
For a non-specific reference, the latest version applies. In the case of a reference to a 3GPP document (including a GSM document), a non-specific reference implicitly refers to the latest version of that document in the same Release as the present document.

[1]
3GPP TR 21.905: "Vocabulary for 3GPP Specifications".

[2]
Digital Imaging and Communications in Medicine (DICOM) supplement 202 (Real Time Video)

[3]
3GPP TR 22.804 Study on Communication for Automation in Vertical Domains
[4]
ANSI/AAMI/IEC TIR80001-2-2:2012: Application of risk management for IT- networks incorporating medical devices — Part 2-2: Guidance for the disclosure and communication of medical device security needs, risks and controls

[5]
IEC TR 80001-2-3: Application of risk management for IT-networks incorporating medical devices -- Part 2-3: Guidance for wireless networks
[X1]
Regulation (EU) 2016/679 of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (General Data Protection Regulation) (Text with EEA relevance)
[X2]
U.S. Department of Health and Human Services Office for Civil Rights – Health Information Patient Accountability Act (HIPAA) Privacy Rule
[X3]
111th Congress of United States of America – Health Information Technology for Economic and Clinical Health (HITECH) Act
…

[x]
<doctype> <#>[ ([up to and including]{yyyy[-mm]|V<a[.b[.c]]>}[onwards])]: "<Title>".
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3
Definitions, symbols and abbreviations

Delete from the above heading those words which are not applicable.

Clause numbering depends on applicability and should be renumbered accordingly.

3.1
Definitions

For the purposes of the present document, the terms and definitions given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].

Definition format (Normal)

<defined term>: <definition>.
Personal data: information relating to an identified or identifiable natural person; an identifiable natural person is one who can be identified, directly or indirectly, in particular by reference to an identity such as a name, an identification, location data, an online identifier or to one or more factors specific to the physical, physiological, genetic, mental, economic, cultural or social identity of that natural person
NOTE 1: This definition is taken from [X1].
Medical data: personal data related to the physical or mental health of a natural person, including the provision of health care services, which reveal information about his or her health status. 

NOTE 1: This definition is taken from [X1].

Genetic data: personal data relating to inherited or acquired genetic characteristics of a natural person which give unique information about the physiology or the health of that natural person and which result, in particular, from an analysis of a biological sample from the natural person in question.
NOTE 1: This definition is taken from [X1].

Biometric data: personal data resulting from specific technical processing relating to the physical, physiological or behavioral characteristics of a natural person, which allow or confirm the unique identification of that natural person, such as facial images or dactyloscopic data.
NOTE 1: This definition is taken from [X1].

Data Subject: an individual, of any nationality and age, who is the subject of the personal data
NOTE 1: This definition is taken from [X1].
Processing: obtaining, recording, holding, or carrying out any operation on personal data. It includes organisation or alteration; retrieval or use; disclosure and anonymisation, blocking or destruction. Most operations in relation to personal data will constitute processing.
NOTE 1: This definition is taken from [X1].
Controller: means the natural or legal person, public authority, agency or other body which, alone or jointly with others, determines the purposes and means of the processing of personal data; where the purposes and means of such processing are determined by Union or Member State law, the controller or the specific criteria for its nomination may be provided for by Union or Member State law
NOTE 1: This definition is taken from [X1].
Processor: a natural or legal person, public authority, agency or other body which processes personal data on behalf of the controller
NOTE 1: This definition is taken from [X1].
-------------------------             END SECOND CHANGE          -----------------------------
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6
Security Aspects

6.1
Introduction
The healthcare industry is currently undergoing many changes, not only in medicine but also in the information technology that serves as the underpinning of healthcare delivery. In fact, advancement in IT and electronic health records (EHRs), as well as reinforcement of professional collaboration (mentoring) and of telemedicine is leading to numerous new complexities. Electronic information is everywhere, often in more than one place at a time, and shall be accessed from everywhere thus making increasingly difficult to keep sensitive healthcare information well protected.
This has led regulatory bodies in every part of the world to iron out new regulatory texts which businesses in the healthcare industry shall be compliant with. Among them, one can cite the following regulations that already cover a broad range of rules impacting the privacy and security of healthcare data. e.g.:

· Health Information Patient Accountability Act (HIPAA) see [X2]

· Health Information Technology for Economic and Clinical Health (HITECH) see [X3]

· General Data Protection Regulation (GDPR) see [X1]
Editor’s note: Complete this list with important regulatory texts in application in Asia
A strong underlying principle in those regulations, is that natural persons, whatever their nationality or residence, have fundamental rights and freedoms, in particular the right to the protection of their personal data.
A good level of protection is provided when privacy is ensured by design or default, meaning that data protection measures are implemented across all data processing activities and endpoints and in accordance to the level of criticity of that data. As an example, “medical health,” “genetic data” and “biometric data” are subject to a higher standard of protection than personal data in general. 
Then, security traditionally includes the attributes of “Confidentiality”, “Integrity” and “Availability” but recently has been also focused on “Auditability” to demonstrate to regulators that patient safety and privacy is maintained throughout entire processing and transporting chain. Compliance and regulatory expectations demand that data access and transfer be therefore well defined and documented. 
6.2
Actors and Responsibilities

In the field of data security, the following roles are often defined: 

· Controllers:  natural or legal person that is responsible for handling the whole data life cycle and will have to establish or amend technical and organizational measures to ensure and prove that the processing of personal data fully complies with regulatory requirements. In practise, controllers can be e.g. hospitals, health houses or physicians…
· Processors: natural or legal person that processes medical data. A processor is required to maintain records of all its processing activities and to maintain disclosure readiness of this information to show compliance. A processor could be for instance a cloud provider offering services to a controller for data storage and processing.
In the process of transporting medical data over a 5G network, this data can be encapsulated, packetized, encrypted, and temporary stored and copied, which, according to the very generic definition tight to data processing in national regulations, may lead to also assigning a processor role to telecom operators.
Interactions between data subjects, regulators, controllers and processors are shown on the picture below:
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Figure 1: Role model on personal data security
6.3
Potential Requirements




	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	


6.3.1 Existing features partly or fully covering the functionality
	Reference number
	Requirement text
	Application / transport
	Comment

	8.9
	The 5G system shall support data integrity protection and confidentiality methods for network slices dedicated to transporting personal, medical, genetic or biometric data.
	T
	See 3GPP TS 22.261



	8.2, 8.3
	All requirements related to security management in private slices
	T
	See 3GPP TS 22.261


6.3.2 Potential New Requirements
	Reference number
	Requirement text
	Application / transport
	Comment

	6.3.3-1
	The 5G system shall support security self assessment of network functions involved in rendering communication services in order to detect malicious cyber activity or compromissions in the operator’s network.
	T
	

	6.3.3-2
	The 5G system shall support the calculation of security related metrics for each network slice instantiation used for communication services delivery.
	T
	Editor’s note: The editor’s current understanding is that this capability is not fully supported by a clear requirement in 22.261. To be further check by SA1 group.

	6.3.3-3
	The 5G system shall provide suitable APIs to allow an authorized third party to consult security related metrics for the network slices dedicated to that third party, and any report on security breach or malicious activity that would have been self detected.
	T
	Editor’s note: The editor’s current understanding is that this capability is not fully supported by a clear requirement in 22.261. To be further check by SA1 group.

	
	
	
	

	
	
	
	

	
	
	
	

	6.3.3-4
	The 5G system shall allow the operator to authorize a 3rd party to create and modify network slices having appropriate security policies (e.g. user data privacy handling, slices isolation, enhanced logging …) subject to an agreement between the 3rd party and the network operator.
	T
	Editor’s note: The editor’s current understanding is that this capability is not fully supported by a clear requirement in 22.261. To be further check by SA1 group.


Editor’s note: Security analysis in light of various national regulatory texts for user data privacy management is a complex topic. It is expected that this section will be further developed and improved.
-------------------------     END OF THIRD CHANGE     ----------------------------

-------------------------     START OF FOURTH CHANGE     ----------------------------

Annex <A>:
<Security Considerations>



A.1
Regulatory texts’ analysis

As a general rule, organizations involved in controlling and/or processing the data have to be careful with the data and exact in knowing where it is being stored, how it is being processed and whether consent has been given. Parsing national regulations along those lines for general data management requirements in light of the role models explained in section 6.2, leads to the following mapping of high level requirements on the involved actors.
Table 2: Mapping of general data requirements from regulatory bodies

	Requirements
	Controllers
	Processors
	Comment

	Explicit Consent: data subjects to explicitly give their consent (declaratory statement or opt-in tick box) for processing their medical, genetic or biometric data
	X
	
	

	Right to Data Portability: data subjects to have their personal data sent back to them to transmit elsewhere more easily
	X
	
	

	Right to Be Forgotten: data subjects to have their personal data erased without undue delay
	X
	
	

	Right to rectification: data subjects to obtain from the controller without undue delay the rectification of inaccurate personal data concerning him or her
	X
	
	

	Right to restriction of processing: data subjects to obtain from  the  controller restriction of  processing under certain circumstances
	X
	
	

	Subject Access Rights, the request to access data must be addressed quickly (less than one month)
	X
	
	

	Appointment of a Data Protection Officer where medical, genetic or biometric data is processed in a large scale
	X
	X
	

	Data Protection Impact Assessment: risk assessment of the impact of anticipated processing activities on personal, medical, genetic or biometric data
	X
	X
	For telcos, this implies a certain level of security policies parametrization in order to cope with different type of data

	Mandatory data breach reporting: breaches must be reported to a data protection regulator within 72 hours, and those affected by the breach must also be informed.
	X
	X
	

	Anonymisation: the method of processing personal data in order to irreversibly prevent identification.
	X
	X
	

	Data confidentiality: protection of data from being accessed by unauthorised parties through e.g. pseudonymisation and/or encryption of personal data
	X
	X
	

	Data Integrity: maintenance of the accuracy and consistency of data throughout its entire life cycle
	X
	X
	

	Integrity, availability  and  resilience of  processing systems  and services against against accidental loss, destruction or malicious actions that compromise the availability, authenticity, integrity and confidentiality of stored or transmitted personal data
	X
	X
	For telcos, this requirement leads to the need of having self assessment of systems related to their ability to process the data according to regulatory rules

	Existence of a process for regularly testing, assessing and evaluating the effectiveness of technical and organisational measures for ensuring the security of the processing
	X
	X
	For telcos this means the ability to monitor and assess security policies and their efficiency

	Traceability: care providers to determine the initial source of the data, and what happened to it through its various locations and transformations.
	X
	X
	For telcos this implies enhanced logging capabilities for highly secured communication services


-------------------------     END OF FOURTH CHANGE     ----------------------------

