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1. Overall Description:

3GPP SA1 thanks 3GPP SA3 for their LS on securing warning messages in ePWS.

3GPP SA1 agrees with the 3GPP SA3 assertion that “a single Warning Notification is used both by PWS and ePWS devices. While PWS is intended for human users and ePWS can be used by human users as well as IOT devices.

3GPP SA3 does not agree with the 3GPP SA3 assertion that security concerns are applicable to all cell broadcast based services. TS 22.268 defines specific security related requirements for PWS see e.g. section 4.8 in TS 22.268. Note furthermore, that PWS in LTE does not use CBS radio broadcast.

Furthermore, 3GPP SA1 sees a difference between ePWS requirements for IOT devices (as in 3GPP 22.268) and Group messaging (see 3GPP 22.368 and 3GPP TS23.682) for IOT devices. Group messaging uses broadcast technology, but assumes MBMS instead of CBS broadcast.
Related to the specific questions from 3GPP SA3:

What are the requirements for trust of Warning Notifications or other CBS messages by PWS/ePWS human users? For ePWS IOT devices?  For other CBS based services?

3GPP SA1: See TS22.268 clause 4.8, integrity protection of Warning Notification and protection agains false base stations are required subject to regional or national regulations, and when not roaming internationally. See furthermore clause 4.6.4 and 9.2.3 which enable the HPLMN operator to instruct (e)PWS-UEs to ignore Warning Notifications when the integrity of a VPLMN is know to be compromised. There are no security requirements associated with the CBS service (see TS22.003).
What are the regulatory and service requirements for security and coverage for Warning Notifications by PWS/ePWS for a human user compared with those for ePWS IOT devices?
There are no differences between service requirements for security and coverage for PWS/ePWS for a human user compared with those for ePWS IOT devices.

2. Actions:

To SA3 and CT1.

ACTION: 
SA1 asks SA3 and CT1 to take the above into account. SA1 does not consider it necessary to develop additional security mechanisms specifically for ePWS (human or IOT devices).
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