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Abstract: This FRMCS system principle use case addresses the FRMCS system security framework requirements. To guarantee train safety, it is important that only authenticated and authorised FRMCS users get access to FRMCS communication facilities. In addition, the increasing level of train operation requires a high protection level against external as well as internal attacks.
================================New Section=================================
12.X
Use Case: FRMCS system security framework
12.X.1
Introduction

The security framework protects the FRMCS system against attacks and threats, like misuse, Denial of Service (DoS), unauthorized access to services, interception, man-in-the-middle attacks, replay attacks and intended data modification. It encompasses the protection of security attributes confidentiality, privacy, integrity, availability and non-reputation.
12.X.2
Use case: FRMCS system security framework
12.X.2.1
Description

The security framework protects:

•
Services provided by the FRMCS system;

•
Bearer flexible access including 3GPP as well as non-3GPP access;

•
Interaction between the FRMCS end user devices and FRMCS network;

•
Interaction between FRMCS network functions;

•
stored data within the FRMCS system;

•
Interworking between a FRMCS system and another FRMCS system;

•
Interworking between a FRMCS system and a legacy system.
12.X.2.2
Pre-conditions 

FRMCS System is in use.
12.X.2.3
Service flows

FRMCS system security framework related service flows cover the following aspects:

· identity management;

· authentication;

· authorization;

· key management;

· data protection (regarding integrity, confidentiality, privacy, non-reputation);

· prevention of attacks;

· detection of attacks;

· reaction on detected attacks.
12.X.2.4
Post-conditions

The FRMCS system is protected.

12.X.2.5
Potential requirements and gap analysis

	Reference Number
	Requirement text
	Application / Transport
	SA1 spec covering
	Comments

	[R-12.X.2-001]
	The FRMCS system security framework shall enable the use of unique identities.
	A/T
	
	[Needs analysis]

	[R-12.X.2-002]
	The FRMCS system security framework shall allow the grouping of identities.
	A/T
	
	[Needs analysis]

	[R-12.X.2-003]
	The FRMCS system security framework shall provide mechanisms to authenticate a unique identity.
	A/T
	
	[Needs analysis]

	[R-12.X.2-004]
	The FRMCS system security framework shall provide authentication mechanisms required for the secured interaction between FRMCS network functions.
	A/T
	
	[Needs analysis]

	[R-12.X.2-005]
	The FRMCS system security framework shall provide mechanisms to authorise communications and the use of applications.
	A/T
	
	[Needs analysis]

	[R-12.X.2-006]
	The FRMCS system security framework shall provide a management of identities, passwords and keys required for the protection of FRMCS user communication, the interaction between FRMCS network functions as well as subscribers and service related data.
	A/T
	
	[Needs analysis]

	[R-12.X.2-007]
	The FRMCS system security framework shall be able to block the use of any FRMCS equipment when it is detected as being stolen or lost.
	A/T
	
	[Needs analysis]

	[R-12.X.2-008]
	The FRMCS system security framework shall be able to unblock the use any recovered stolen or lost FRMCS equipment.
	A/T
	
	[Needs analysis]

	[R-12.X.2-009]
	The FRMCS system security framework shall protect the

· services provided by the FRMCS system;

· bearer flexible access including 3GPP as well as non-3GPP access;

· interaction between the FRMCS end user devices and FRMCS network;

· interaction between FRMCS network functions;

· stored data within the FRMCS system;

· interworking between a FRMCS system and another FRMCS system;

· Interworking between a FRMCS system and a legacy system.
	T
	
	[Needs analysis]

	[R-12.X.2-010]
	The FRMCS system security framework shall prevent any attacks on:

· confidentiality;

· privacy;

· integrity; 

· non-repudiation mechanisms;

· availability.
	T
	
	[Need analysis]

	[R-12.X.2-011]
	The FRMCS system security framework shall be able to detect attacks.
	
	
	

	[R-12.X.2-012]
	The FRMCS system security framework shall be able to react on detected attacks.
	
	
	

	[R-12.X.2-013]
	The FRMCS system security framework shall provide procedures and mechanisms for management of FRMCS system security functions.
	
	
	

	[R-12.X.2-014]
	The FRMCS system security framework shall be able to track users’ actions.
	
	
	

	[R-12.X.2-015]
	The FRMCS system security framework shall be able to store security related data for post-analysis, e.g. forensic.
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