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Abstract: This pCR proposes to add some considerations on security to TR 22.891 v1.1.0.
6
Considerations

6.1
Considerations on security

The present document contains several diverse use cases involving different types of services, devices and business models. All use cases explicitly or implicitly comprise security requirements and features. As stated in this document the guiding principles on 5G security are the following:
· The <5G system> shall be able to provide at least the same level of security as the LTE security architecture described in 3GPP TS 33.401 (the existing version and potential evolutions defined by 3GPP SA3).
· 
· The subscriber’s identity together with the credentials allowing access to a given operator’s network is owned and remains under the strict control of the network operator at all times.
Use cases within this document contain following 5G security aspects:

· 3GPP network access and authentication
· Authorization
· Data integrity

· Subscriber privacy 

· Confidentiality and end-to-end data protection

· Protection of identities
· Protection of subscription credentials at rest and in transit
· Subscription credential management
· Resistance against attacks
In addition the following aspects are not covered by use cases but have to be considered as they impact the design of the 5G security solution:

· Legal obligations

· Regulatory obligations

· 
Considerations:

1. Given that the weakest link forces the security level of the whole system, careful attention has to be put on the protection of assets in the 3GPP system, i.e. within the 3GPP network and in 3GPP devices. Strong protection is required for assets at rest and in transit. 

2. 
3. Certain stakeholders / entities within the 5G system are responsible to fulfil regulatory obligations. In order to allow them to fulfil these requirements they need to be able to control and verify the security level of the involved security components.
4. Authentication, confidentiality, integrity, non-repudiation and credentials cloning prevention, risks and frauds protection has to be ensured by the involved security components.
5. Different use cases and business models could have different security needs. The 3GPP system has to provide security levels that enable all use cases that an operator supports in his network.
6. Mechanisms that provide a lower level of security for certain services must not compromise other services requiring higher security levels.
7. 
8. Application layer security has to be separated from the 3GPP security mechanisms and is out of scope of 3GPP.
