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6
Considerations

6.1
Considerations on security

 The present document contains several diverse use cases involving different types of services, devices and business models. All use cases explicitly or implicitly comprise security requirements and features. As stated in this document the guiding principle on 5G security is the following:
· 5G security shall provide at least the level of security as provided by 4G or earlier 3GPP systems.

Use cases within this document contain following 5G security aspects:

· 3GPP network access and authentication
· Authorization
· Data integrity

· Subscriber privacy 

· Confidentiality and end-to-end data protection

· Protection of identities
· Protection of subscription credentials at rest and in transit
· Subscription credential management
· Resistance against attacks
In addition the following aspects are not covered by use cases but have to be considered as they impact the design of the 5G security solution:

· Regulatory obligations

· Responsibility / ownership, i.e. contractual and legal aspects

Considerations:

1. Given that the weakest link forces the security level of the whole system, careful attention has to be put on the protection of assets in the 3GPP system, i.e. within the 3GPP network and in 3GPP devices. Strong protection is required for assets at rest and in transit. 

2. The delimiting factors for security are provided by the requirements of the 3GPP service operating in the 5G system. Security requirements imposed by limitations on physical dimensions of devices (form factors, human interfaces...) and cost of security are out of scope of 3GPP. 
3. Certain stakeholders / entities within the 5G system are responsible to fulfil regulatory obligations. In order to allow them to fulfil these requirements they need to be able to verify the security level of the involved security components.
4. Different use cases and business models may have different security needs. The 3GPP system has to provide a security level that enables all use cases and that at the same time does not introduce back doors by accepting lower security for certain use cases that could be exploited for use cases requiring higher security. 

5. Application layer security has to be separated from the 3GPP security mechanisms and is out of scope of 3GPP.
