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Abstract: This contribution adds user audio and activity logging requirements to TS22.179 v1.0.0. 
Discussion

MCPTT customers will require mechanisms to gather information for the purposes of monitoring service quality, users' activities and users' conversations (e.g. for internal affairs investigations).
Proposal

Make the following changes to the requirements:
>>>>>>>>>>>>>>>>>> Start of changes <<<<<<<<<<<<<<<

6.17.4
Recording and Audit Requirements
The MCPTT service shall provide a mechanism for a Critical Communication Agency to log the metadata of the MCPTT Group and Private Call transmissions under the agency's authority.
The MCPTT service shall provide a mechanism for a Critical Communication Agency to record the talker audio of the MCPTT Group and Private Call transmissions under the agency's authority.

The MCPTT service shall provide a mechanism for a Critical Communication Agency to log at least the following call metadata per transmission: start of call time, date, Talker ID, Group ID, location information of the transmitting participant, end of call time, call end reason, and call type (e.g. emergency, regroup, private, etc.)
If an MCPTT Group or Private Call uses end-to-end security, the MCPTT service shall provide a mechanism for a Critical Communication Agency to maintain the end-to-end security when the MCPTT Group or Private Call is logged.
The MCPTT service shall provide a mechanism for a Critical Communications Agency to log the metadata of non-call related user activities under the agency's authority. 
The MCPTT service shall provide a mechanism for a Critical Communication Agency to log at least the following non-call activity types: Emergency Alert, Emergency Alert cancellation, In-progress Emergency cancellation, registration state change, overridden event, user remote logout, changing another user's affiliations, affiliation change, and change of Selected MCPTT Group.

The MCPTT service shall provide a mechanism for a Critical Communication Agency to log at least the following metadata per non-call activity: time, date, MCPTT User identity, and activity type.  The following metadata should be logged if applicable to the activity type: Group ID, location information of the MCPTT User, affiliation list, target user ID and success/failure indication.

The MCPTT service shall provide a mechanism for a Critical Communication Agency to log metadata for all failed authorization attempts (e.g. invalid login password) by an MCPTT User.
>>>>>>>>>>>>>>>>>> End of changes <<<<<<<<<<<<<<<
