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1. Introduction 
Analysis of Secure Application Use Cases listed in Chapter 4 from the perspective of USIM enhancements. 
2. Proposal 

----------------------- Change 1 ------------------------

6
Use case evaluation

6.xz
Secure applications
Applications such as mobile commerce, banking, and access to corporate resources, since they operate with sensitive or confidential data, require an end-to-end encryption between the client and the server.  

Currently there are various security mechanisms and secure transport protocols used in the market to protect application data. Some of these mechanisms are standardized by 3GPP (for example GAA), while some are specified by other standards bodies (OMA, SIMalliance, etc.).  Still others are proprietary implementations. 

Additionally, the Secure Channel mechanism to secure communication between ME and UICC is specified by ETSI (see [z]). 
[Note: Reversed the order in text to first talk about landscape of solutions, then potential role of USIM]
3GPP defines mechanisms for network security (e.g. user authentication) residing on a USIM for the purpose of network (internal) security.  There is no standard mechanism defined in 3GPP for secure communication between a UE and an external application, be it on protocol and/or application layer.  Such external secure applications, if residing on a USIM, may use any of the available secure communication protocols, comensurate with the type of application involved.

[Note: Tamper resistance is independent from end-to-end encryption.  Also, tamper resistance cannot be claimed as a feature unique to USIM.]
----------------------- End of Change 1 ------------------------

----------------------- Change 2 ------------------------

Annex B







----------------------- End of Change 2 ------------------------



















