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Introduction
At the last SA1 meeting a new work item (“SIPTO Service Continuity of IP Data Session”, 
S1-102401) was agreed, that requested additional SIPTO mobility for Rel-11.
The current discussion paper motivates similar mobility requirements for LIPA.
In particular it shows, how the user and the operator will benefit from various LIPA mobility scenarios.
The conclusion of the discussion is to propose similar enhancements to LIPA mobility as had been agreed for SIPTO. 

Discussion 

TS 22.220 section 5.7 states the requirements for Local IP Access (LIPA). 

On mobility we find the following requirement:

-	It shall be possible for a UE to maintain its IP connectivity to the residential/enterprise IP network when moving between H(e)NBs within the same residential/enterprise IP network. Any interruption to this IP connectivity shall be limited to levels comparable to that of the IP connectivity for PLMN services.
NOTE:  Loss of access to the residential/enterprise IP network is acceptable as a UE moves out of H(e)NB coverage.

In other words: 
Whenever a user loses coverage of his H(e)NB his connection with the residential/enterprise IP network will break down and the service may fail.
Similarly, e.g. in an enterprise scenario, breakdown of LIPA connection with the residential / enterprise IP network will happen when the user leaves coverage of a set of (enterprise) H(e)NBs with overlapping cells.

Current LIPA:
  


For what services is LIPA needed?
LIPA is needed whenever a user wants to connect to the local residential/enterprise IP network from his/her UE.
Some examples of services for which LIPA is required:
· music / video download or streaming (music/video from private storage in residential IP network) to the UE
· access to enterprise internal services (e.g. a printer, corporate outlook calendar or intranet web pages)
· remote management of devices in the household (opening the garage door), using applications on the UE.
A characteristic property of LIPA, as all of these examples show, is guaranteed privacy and confidentiality of the connection between the UE and the residential/enterprise IP network.
The residential/enterprise IP network needs no connection with the Internet!

“minimal” LIPA mobility
A loss of coverage as described above easily may happen when e.g. the user passes a window and his UE receives a stronger radio signal from the macro network than from the H(e)NB. 
However, since his voice calls, data connections (and in future also his SIPTO connections) still work he will experience the LIPA connection as ‘unreliable’ and possibly refrain from using it.

In some cases one may argue that for certain scenarios, e.g. for web browsing, a temporary interruption of access to the web server is tolerable. But even for these the user is required to move into the coverage of the H(e)NB to resume the service. 
In any case the user will notice the interruption and satisfaction with LIPA will decrease.

Conclusion 1   For 3GPP Rel-11 ‘minimal’ LIPA mobility is required
· In order to make LIPA access appear “reliable” from user’s perspective it is required that a LIPA session (i.e. access to the residential/enterprise IP network), that has started under H(e)NB coverage  is maintained when the user’s UE moves from H(e)NB coverage into macro coverage (and back). 


LIPA versus SIPTO (in the H(e)NB)
Currently, when speaking about LIPA, many people don’t see a clear distinction to SIPTO (technically they are similar).
However, we believe that the distinction between LIPA (giving access to the local IP network of the customer) and SIPTO (giving access to the public Internet) is crucial from user perspective as well as for operator’s business.

A local residential IP network may connect devices such as TV set-top boxes, a server with my personal music collection, the garage door opener, control of the house/room heating system, shutter control for windows, burglar alarm system … 

A local enterprise IP network may be similar to the above but may in addition allow access to the company Intranet for employees (with PCs, web-servers, proprietary communication systems …) 

The commonality of both scenarios is that, for security / privacy reasons, the local IP network can not be accessed from the Internet. 


“general” LIPA mobility 
… where mobile operators can play their strength and make revenue

Privacy and security of communication from a UE has always been a strong asset of mobile operators. Currently, strong 3GPP security ensures that only UEs of the family members / employees – and no others – can access the local IP network using LIPA. There is no need for firewalls etc. to protect the local IP network.
This level of privacy and security only the mobile operator can ensure!

However, secure access to the local IP network (ensured by the mobile operator) – LIPA – does not need to be restricted to the case where the UE is under coverage of the local H(e)NB. It can be provided from anywhere in the operator’s mobile network, also from the macro network

 To provide secure access to the local IP network also from the macro network without the need to send traffic over the Internet is a unique business opportunity only available to a mobile operator!  This is not yet covered in Rel-10!




This scenario naturally leads to the requirement for “general” LIPA mobility:




Conclusion 2   ‘general’ LIPA mobility is desired
· The unique position of a mobile operator to provide a secure data path between the UE and a local (residential/enterprise) IP network should be leveraged. 
For that purpose LIPA - i.e. UE access to the local IP network - should be available to the UE also from the macro network.
· ‘general’ LIPA mobility – i.e. handover of a LIPA session of a UE between macro network and H(e)NB should be supported. 


Some notes on additional – user controlled – privacy for LIPA traffic
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Note, that e.g. an enterprise might still not have sufficient trust in the operator as to allow access from the mobile network to the local IP network. In this case the enterprise may decide to install an additional, enterprise controlled, VPN between the UE and the local IP network. 
 No 3GPP standardisation work needed !




Additional VPN can also be done (a) for LIPA via macro network and (b) still allows mobility

    




Conclusion

We believe that for reasons of (a) a satisfactory user experience and (b) new business opportunities to a mobile operator the following additional functionality for LIPA should be included for Rel-11.

An operator shall be able to provide the following optional LIPA functionality:

· A LIPA session (i.e. access of the UE to the residential/enterprise IP network), that has started under H(e)NB coverage shall be maintained when the UE moves from H(e)NB coverage into macro coverage.
· It shall be possible to initiate LIPA from a UE (i.e. access of the UE to the residential / enterprise IP network) also when the UE is under coverage of the macro network.
· ‘general’ LIPA mobility – i.e. handover of a LIPA session of a UE between macro network and H(e)NB should be supported.

NEC encourages a discussion on that topic and would be happy to draft a related work item.
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LIPA mobility (doesn’t break enterprise VPN)

NW entities

(P, S-GW, MME, ..)

H(e)NB





image1.png
LIPA via H(e)NB

NW entities

(P, S-GW, MME, ..)

Local Galeway
(functionalentity
KoL)

N

H(e)NB

H\e)NB





image2.png
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LIPA via Macro Network (security guaranteed)
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LIPA mobility (macro < H(e)NB)
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LIPA via H(e)NB (with enterprise controlled VPN)
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