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Introduction
The aim of this contribution is to define the security and privacy requirements for the SSO service/framework feature of TR 22.895.  

Background

TS 22.895:  Study on Service Aspects of integration of Single Sign-On (SSO) frameworks with 3GPP operator controlled resources and mechanisms, was accepted at SA 49 for Release 11 in September 2010. This contribution proposes text to describe security and privacy requirements.
Proposal
7
Security and privacy
7.1
General

The Single Sign-On System shall provide a high level of security and privacy for users, operators and 3rd party web services. 
7.2
Security requirements

The Single Sign-On System shall provide a high level of security, equivalent or better than Rel-10 3GPP systems. 

The Single Sign-On System shall ensure only the intended user is accessing the service, via user authentication to the device. 
The Single Sign-On System should provide protection against threats and attacks including those present in the Internet.

Once authenticated via a Single Sign-On System, the UE shall not be required to re-authenticate upon changing between Operator domains, unless specifically requested by the operator (mobility) 
7.3
Privacy requirements

The Single Sign-On System shall provide several appropriate levels of user privacy including communication confidentiality, location privacy, and identity protection.
The privacy of the contents, origin, and destination of a particular communication shall be protected from disclosure to unauthorised parties.
The Single Sign-On System shall be able to hide the identities of users from unauthorised third parties.
It shall be possible to provide no disclosure, at any level of granularity, of location, location-related information, e.g. geographic and routing information, or information from which a user’s location can be determined, to unauthorised parties, including another party on a communication.
Conclusion

It is recommended that this text be included into TR22.895
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