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Title: 
Protection against Unsolicited Communication for IMS
<Protection against Unsolicited Communication for IMS>  UID_40xyz

Acronym:
PUCI
Solution should be developed for protecting targeted recipient and system against real-time- (e.g. VoIP) and non-real-time (e.g. deferred messaging) unsolicited communication (or in other words, spam) in IMS.
Is this Work Item a "Study Item"? (Yes / No): No
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Linked work items

Related WIs within and outside 3GPP are:

· Security Enhancements for IMS (IMS-Sec), UID: 360017

· Consumer protection against spam and malware (CPSMal), UID: 320026

· TISPAN WG7: Feasibility study of prevention of unsolicited communications in the NGN, WI07025

· OMA: Categorization Based Content Screening
· ITU X.1231: Requirement on countering spam, TD 2496
· Identification of Advanced Requirements for IP Interconnection of Services (IPXS), UID: 380083
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Justification

In the e-mail environment the instance of spam – the common name used to refer to bulk Unsolicited Communication (UC) where the benefit is weighted in favour of the sender – has proliferated in recent years. This development hinges upon the fact that setting up of communication (e.g. e-mail) to numerous recipients can be automated easily at no or negligible cost to the sender. Since the same is true also for IMS based communication (e.g. for IMS VoIP) – especially when IMS peering on a global scale starts to emerge – there is a real threat that UC will occur also in mobile communications networks developed by 3GPP. UC can thus jeopardize the success of IMS and have strong impact on mobile operator’s business especially because IMS is expected to provide core services like voice. Therefore, a solution should be developed against UC in IMS that protects end customers and operator services.
With the above issues in mind UC prevention solutions are being developed in several standardization bodies listed under Section 2. OMA is developing solutions on Categorization Based Content Screening (CBCS), which is limited to offline checking of stored content, as opposed to real-time evaluation during session establishment proposed in this WID. TISPAN has already concluded a general feasibility study on preventing UC in the NGN in TR 187 998 and will now specify UC prevention solutions that handles specific issues related to TISPAN access, but not that related to common IMS. Appendix A illustrates the scope of the ongoing work in TISPAN. 
3GPP has the responsibility to take care of the common IMS part. As unsolicited communication are expected to target in particular IMS services, a solution for protection against UC in common IMS should be developed by 3GPP SA3. Protection against UC in IMS is considered a stand-alone feature that neither overlaps nor is linked to other IMS activities like authentication/authorization and media plane security. Hence, a focused work item addressing only the UC thread across the relevant 3GPP working groups is recommended.  
3GPP can enhance the study done by TISPAN and develop solutions from there on. Furthermore, previous work in SA3, done under the CPSMal WI that focused on SMS and MMS spam, shall be taken into account. 
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Objective
The objective is to develop solutions to protect the terminating party from receiving unsolicited communication of any form. Further the objective is to develop a service agnostic solution that can protect already standardized IMS services, and equally be applied to future IMS services with no or little modification. This activity will build on the study done in TISPAN TR 187 009 on “Feasibility study of prevention of unsolicited communications in the NGN”.

· Requirements for protecting users/customers against spam shall be formulated starting from the study in TISPAN WI07025 (TR on “Feasibility study of prevention of unsolicited communications in the NGN”), taking into account the needs of the end-user, the operator, as well as regulatory bodies.
· Necessary 3GPP functionality to prevent unsolicited communication in IMS shall be specified. It is expected that SA3 will develop the security solutions and communicate with other relevant working groups if and when required.
SA3 will first develop a TR. Based on the TR a TS will be developed if there is no existing TS where the solution can be added.

The specification shall be aligned with the work of TISPAN which takes care about the impact of UC prevention mechanisms to the non-common-IMS related part. This work shall also be coordinated with ongoing activity in other SDOs (e.g. IETF, ITU, OMA and GSMA).  It is expected that a common solution can be defined for protection against UC in IMS both for 3GPP and TISPAN deployments. 
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Service Aspects

The proposed work item will allow operators to provide new UC prevention services for IMS to their customers (beyond what is available in today’s network). Furthermore, UC prevention services are expected to give customers more confidence in using existing and future IMS based communication services. 
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MMI-Aspects

Since UC prevention services may block certain traffic from the recipient user, special care must be taken to allow the user sufficient control over these services. Also regulatory requirements concerning customer protection need to be satisfied.
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Charging Aspects

It shall be possible to charge a customer for UC prevention services.
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Security Aspects

This is a security WID
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Expected Output and Time scale (to be updated at each plenary) 

	New specifications
[If Study Item, one TR is anticipated]

	Spec No.
	Title
	Prime rsp. WG
	2ndary rsp. WG(s)
	Presented for information at plenary#
	Approved at plenary#
	Comments

	TR 33.xxx
	Study of Mechanisms to prevent unsolicited Communication
	SA3
	
	#43
	#44
	

	
	
	
	
	
	
	

	Affected existing specifications
[None in the case of Study Items]

	Spec No.
	CR
	Subject
	Approved at plenary#
	Comments

	TS 22.228
	
	CR(s): Requirements for spam protection of IMS based services
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Work item rapporteur(s)
Anand R. Prasad
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Work item leadership

Primary responsibility: 
TSG SA3

Secondary responsibility:
TSG SA1
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Supporting Companies

AT&T, BT, China Mobile, Ericsson, KDDI, NEC Corporation, Nokia Corporation, Nokia Siemens Networks, NTT docomo, Qualcomm, Rogers Wireless, Samsung, SOFTBANK MOBILE Corp., T-Mobile, Telenor
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Classification of the WI (if known)

	
	Study Item (no further information required)

	X
	Feature (go to 14a)

	
	Building Block (go to 14b)

	
	Work Task (go to 14c)


14a
The WI is a Feature: List of building blocks under this feature

None
14b
The WI is a Building Block: parent Feature 

(one Work Item identified as a feature)

14c
The WI is a Work Task: parent Building Block

(one Work Item identified as a building block)

Appendix A

Scope of ongoing work related to prevention of UC in TISPAN (blue). Common IMS related aspects (yellow) need to be addressed by 3GPP.
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form change history:
v1.0.0: creation of WID at SA3#52









































































































