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Introduction

An LS from SA3 on “Requirement to allow IMS access by means of SIM” (S3-030161) has clearly acknowledge the existence of some threats related to EAP-SIM: 
“The EAP-SIM was analysed in the scope of 3G-WLAN interworking WID and some threats were identified, arising from the exposure of (RAND, SRES, Kc). The risk of exposure of (RAND, SRES, Kc) is due to the fact that computations and checks are performed in the EAP client instead of the UICC”

These threats should be taken into account by SA1. The IETF draft “EAP support in smartcards” seems an adequate candidate to fix these issues, but it may require some standardization activities in 3GPP-T3 to adapt this new feature to the (U)SIM applications.

In the context of WLAN Inter-working, SA1 has stated that existing SIMs shall be supported. However, this requirement shall not prevent standards to provide an interoperable solution for GSM operators requiring a higher level of security. Particularly they should not preclude optional modifications in their SIM or USIM applications whether they supply recognized security upgrades. In other words, GSM Operators wishing to offer to their subscribers a higher level of security reusing their GSM authentication infrastructure should not be forced to deploy proprietary solutions. 3GPP should provide standardised optional solutions to solve these EAP SIM security flaws.

Proposal

SA1 should encourage SA3 and T3 groups to find a satisfactory solution to fix the identified EAP SIM security issues even when modifications in SIM or USIM applications are needed. These enhancements shall be considered as optional and should not produce impacts in the authentication mechanisms already proposed for WLAN inter-working. 

