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1. Introduction

Digital Rights Management can be formally defined as “Control of the use and onward distribution of objects”. As such, the main focus in the wireline world has traditionally been on copyright management, making sure that valuable assets are not used or distributed without the permission of the rights holder. Absence of good copyright protection mechanisms on the Internet has so far prevented monetisation of valuable content, such as music, books or videos.

In a wireless context, the value of digital rights management goes beyond copyright protection. It can also provide communication service providers (CSP) with the missing link for monetisation of lower‑value content such as ring tones, images, screen savers and so on. 

In the wireline world, the traditional way of monetising such content has been through indirect means such as advertising. In a wireless setting this is often not feasible due to inherent limitations in screen sizes for handheld devices and bandwidth constraints. 

A good digital rights management framework can help a CSP overcome this problem. It allows a CSP to leverage its customer base, providing content providers with a secure, billable outlet for media objects. It allows the CSP to provide subscribers with unique, customised content, and an attractive service. 

Further, a good framework for digital rights management enables secure copying (e.g. “pass on to a friend”), enforced previews with billable upgrades, renewal (e.g. periodic subscriptions) and upgrade procedures, and so on. All of which are key components in allowing CSP and content providers alike to provide an enhanced user experience.

With this in mind, this document discusses the basic components of digital rights management, defines end-to-end copying and preview scenarios that need to be addressed, and discusses upgrades and renewals. The intention is to provide a thorough background for developing requirements for digital rights management in 3GPP release 5.

2. Components of Digital Rights Management 

Digital rights management is an end-to-end problem, and must be approached accordingly. A solution for digital rights management involves a number of separate technology areas:

· UE Trust

A key part of digital rights management is ensuring that a UE that receives a protected object also upholds its usage rights.

Depending on the end-to-end environment and the value of the content, this can be solved in an arbitrarily complex way. At one end of the scale, distributing lower-value content to controlled devices such as a phone, UE trust may be simply a matter of making sure that protected objects are only distributed to “DRM aware” devices. At the other end of the scale, various encryption and key distribution techniques may be used to ensure protection of more valuable content in a more open UE environment.

· Authentication

Standard authentication methods should be used where applicable.

· Expressing usage rights

A mechanism to express usage rights is needed. This mechanism must be flexible enough to cover both basic rights (e.g., play, view, execute), more complex copying and preview scenarios, and rights upgrades (all discussed separately below). 

Rights may be permanent, or they may be constrained to a maximum number of uses or to a certain time. The mechanism for expressing usage rights must also support upgrading and renewal of usage rights.

There are existing standards in this area that should be considered, e.g. [ODRL].

· Packaging

A mechanism is needed to allow an object to be packaged together with its usage rights in a form that is independent of the underlying transport.

Depending on the UE trust level, packaging can be anything from a plain combination (e.g. a mulitpart MIME) to various forms of encrypted packagings. 

The packaging of protected objects must be done in such a way that it can be recognised by messaging servers or other transport intermediaries without opening up the package.

· Transport

The same packaging method(s) should be possible to apply transparently on different forms of transport. For example:

· HTTP/WSP Pull

· MMS

· Email

· Push

· File transfer over IrDA/Bluetooth

3. Copying Scenarios

The act of copying a protected object can be desireable in some cases, primarily as a way to achieve wide, targeted distribution (e.g. “pass on to a friend”). However, it hinges on guaranteeing that any usage rights are upheld, that appropriate payment is made by the receiving party and so on.

In the context of digital rights management, copying becomes an end-to-end problem. There are a number of different scenarios for copy that need to be addressed separately:

· Free copy.

Free copy means that a protected object (an object with usage rights) may be given away for free to anyone. 

The use case is for objects with little or no intrinsic value, e.g. a film clip or a low resolution image used for previews, but which still utilises digital rights management to provide an easy upgrade path to the “full” version (at a price).

· Protected copy/forward.

Protected forward means that a protected object (an object with usage rights) may be copied to another UE, but only if the receiving UE is trusted.

The use case for protected copy/forward is “pass on to a friend”, when the sender owns a full version of the object and not a preview. Since the object has actual value in this case, the object itself must not be forwarded. Instead, only an object descriptor should be passed on, which can be used by the receiving UE to request (and pay for) a fresh version from the rights owner/distributor.

· Transfer.

The use case for transfer is when an object, e.g. a piece of music, is transferred from one device to another. A user may have changed her phone, or she wants to listen on an MP3 player instead of her phone.

This is similar to protected copy, but in this case it is still the same user. In other words, it is more complex in that there are, for example, special authentication and billing considerations to be addressed.

4. Preview Scenarios

The purpose of a preview is two-fold; it allows users to make informed choices before committing to purchasing an object, and it allows an easy way to upgrade to a full version (at a price).

From the point of view of digital rights management, previews come in two forms:

· Preview object

A preview object is some limited version of the object itself with little or no intrinsic value, e.g. a film clip, a music snip, a low resolution image or similar. Digital rights management still has an important role to play in providing an easy way to upgrade to a “full” version.

· Constrained rights

In this case, the “full” object is used, e.g. a ring tone, but with constrained usage rights. For example, it may allow ten views, or fifteen minutes play.

In either case, digital rights management provides the means for enforcing constrained rights, but more importantly it must also provide a means for upgrading usage rights (at a price).

5. Upgrade and Renewal Scenarios

As mentioned in  the introduction, a traditional part of digital rights management is to provide copyright protection. However, its true potential is enleashed when this is augmented with mechanisms allowing users to easily upgrade constrained rights or renew expired usage rights.

A traditional part of digital rights management is to provide copyright protection. However, its true potential is unleashed when this is augmented with mechanisms allowing users to easily upgrade constrained rights or renew expired usage rights.

This provides an extremely flexible framework for building many kinds of business models. Here are just a few examples:

· Previews

An object can be provided with constrained usage rights; or with limited functionality. The constraints may be removed by upgrading the usage rights or the object.

· Periodic subscriptions

An object may be provided with a temporal constraint, e.g. view for thirty days. When the time runs out, the usage rights may be renewed.

· Pay per view

An object is provided with rights for only a limited number of views. When the number of views run out, the usage rights may renewed.

6. Summary and Recommendations

As showed in this document, digital rights management is about more than copyright protection. It is also a key component allowing CSP to monetise content and at the same time provide an enhanced and unique customer experience.

Consequently, a good framework for digital rights managements should embrace this potential. At the same time, any activity on digital rights management should not over stretch in an initial solution. Careful phasing of requirements is highly recommended.

Openwave proposes that an initial (release 5) set of requirements should be constrained as follows:

· Lower-value content

· Basic usage rights: play, view, execute

· Basic constraints: number of times, accumulated time

· Support previews

· Assume controlled, trusted UE

· Adequate security, not perfect – ease of use to promote adoption

· Strong, flexible framework for upgrades/renewals – enable monetisation of content

· Modular designs – allow later versions to define more complex packaging methods or trust models by adding to the framework.

Future releases may consider extending the basic framework:

· Higher-value content

· More secure packaging methods.

· More complex UE trust models.

· More complex usage rights.
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