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---------- Use Case template ----------
x.1
Use case on provisioning of energy aware security in the network  
x.1.1
Description

While ensuring confidentiality, integrity, and authenticity of data transfer, implementing stringent security measures (being a compute-intensive process) for all scenarios may adversely impact energy consumption in mobile networks. It can be noted that not all data flows require the same level of security, e.g., ‘browsing through a news portal’ and ‘online banking transaction’ may have different security needs.  An option to apply a security mechanism (in the network in addition to application-level security) based on security requirements and energy information can address both operational and sustainability concerns. However, a coordinated solution at both user and network levels is needed from the perspective of security and saving the energy. 

A dynamic approach can be used for selecting security measures based on time varying characteristics of the energy sources and their availability, and the context of data flows. It can optimise security levels by avoiding unessential measures, particularly in cases where certain activities, such as streaming sporting events, may not require heightened security, while others, like online financial transactions, demand enhanced security measures This dynamic procedure seeks to minimize redundant security measures, leading to energy savings in the network, especially when certain applications already provide end-to-end security.
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Figure x.1.1: Energy aware security support in the network based on energy information. 
x.1.2
Pre-conditions

The service provider’s 5G system supports energy information exposure to users and third parties based on agreement. This energy usage and energy source related information is used for applying energy-aware dynamic security measures in the network with the consent of the user and application service provider. 
x.1.3
Service Flows

EnergyAPP is an application service provider that has obtained user consent to flexibly apply security mechanisms based on energy availability.  It has access to energy-related information from the network. While streaming of OTT applications like news or sports, it requests the network to avoid applying high-level security (by the network), as this content is being broadcasted to all users in that area. The network then applies a minimum-security level, which conserves energy. When EnergyAPP provides an on-demand interactive service to a specific user, which must remain secure and cannot be exposed to others, it communicates with network and ensures that high-level security is applied. EnergyAPP is aware of the user's energy conditions, which are sufficient to support high security. Accordingly, the network applies a high security level at EnergyAPP's request. In some scenarios, the network may need to adjust the security level dynamically based on energy availability. This adjustment must be consented to by both the user and the application service provider, depending on the type of service being provided. This approach achieves a balance between energy efficiency and security, tailored to the preferences of the user and the application service provider, with support from the network.
x.1.4
Post-conditions

The application service provider is satisfied with the energy-aware security services, as they can provide the necessary security. The network has achieved net energy savings by reducing energy consumption by avoiding the usage of redundant security measures. 
x.1.5
Existing features partly or fully covering the use case functionality
· Subject to user consent and operator policy, the 5G system shall provide mechanisms to modify a communication service based on energy-related information criteria as defined by subscription policies. [TS 22.261]
· Subject to user consent, operator policy, and regulatory requirements, the 5G system shall provide mechanisms to operate part or all of the network according to energy consumption requirements, which may be based on subscription policies or requests from an authorized third party. [TS 22.261]
· Subject to the operator's policy, the 5G network shall support energy consumption monitoring at both the per-network-slice level and per-subscriber level. [TS 22.261]
NOTE:
Energy consumption monitoring, as described in the preceding requirement, is performed through averaging or applying a statistical model. This requirement does not imply the need for real-time monitoring. The granularity of the subscription policies can be applied either to the subscriber (covering all services) or to specific services. 
· Subject to operator policy, the 5G system shall facilitate the exposure of energy consumption to authorized third parties for services, including information regarding the condition of the energy credit limit (such as when energy consumption approaches or reaches the limit). [TS 22.261]

· Subject to the operator's policy and agreement with a third party, the 5G system shall have the capability to disclose energy consumption information and predictions on energy consumption of the 5G network per application service to the third party. [TS 22.261]

· Subject to operator policy and regulatory requirements, the 5G system shall be capable of monitoring the energy consumption for serving the third party, alongside the network performance statistical information for the services provided by that network, pertaining to the same time interval, such as hourly or daily. [TS 22.261]

       NOTE: The network performance statistical information could include data rate, packet delay, packet loss, and similar metrics. 
· Subject to operator policy and agreement with a third party, the 5G system shall be capable of providing information on energy consumption for serving this third party. [TS 22.261]
       NOTE: Energy consumption information may include the ratio of renewable energy usage and carbon emission data when available. The reporting period can be set, for instance, on a monthly or yearly basis and may vary based on location. 
       NOTE: The energy consumption information may pertain to the network resources of network slices, NPNs, and similar components.
x.1.6
Potential New Requirements needed to support the use case

[PR x.6-001] Subject to user consent and regulatory requirements, the 5G network shall allow the operator to configure policies for dynamically adjusting network security mechanisms related to data flows considering energy related information.

[PR x.6-002] Subject to user consent, operator policy and regulatory requirements, the 5G network shall support dynamic adjustment of network security mechanisms related to data flows considering energy related information.
