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Abstract: This document provides a pCR on a use case of secured home care in support of the Rel-20 SI proposal on enhancement to 5G Residence.
1. Introduction
Smart home market is experiencing rapid growth globally, driven by the increasing adoption of connected devices and the operators’ strong push for advanced services targeting intelligent home or small/medium enterprise networks. While smart homes use connected devices and appliances to perform actions, tasks, and automated routines to save money, time, and energy, the remote access, control and monitoring of individual devices becomes an essential component of intelligent home automation. Typical scenarios include: 1) home care & security, where a person can remote access the cameras installed at home for elderly/children/pet care; 2) remote access to home networks or enterprise networks, which allows people to access files/photos stored at home or at work.
2. Reason for Change
To provide an example use case of secured home care in support of the SI proposal. 


* * * First Change * * * *
5.x	Use case of secured home care
5.x.1	Description
The Smart Home market has been rapidly evolving across the globe, driven by technological advancements and changing consumer lifestyles. As we advance into 2024, smart home technology continues to evolve, and customers worldwide are increasingly seeking convenience, efficiency, and connectivity in their homes. The demand for smart home devices that offer automation, security, and energy efficiency is on the rise. Homeowners are looking for solutions that can be easily integrated into their existing homes and controlled remotely through their smartphones or voice assistants. Security arguable remains a top priority both within a smart home and remote access to a smart home.
5.x.2	Pre-conditions
Lucy and her husband Fred are both busy career professionals, and they live in a small town with their 12-year-old son and 10-year-old daughter. They also have to keep an eye on their elderly parents living in villages miles away.
To be able to look after, even at work or on business trips, their teenager kids and their parents, Lucy and Fred have installed various smart devices in homes after the discussions with their children and their parents. Security system including cameras and sensors is installed to allow them to remotely monitor the situation in home; energy management system is set up to allow them remotely monitor and adjust heating, cooling, and lighting to optimize energy use; health monitoring system for elderly care including sensors and wearables is installed which also allows them to remotely access the vital health information of their parents.  To further secure the connectivity both in home and remote access, Lucy and Fred has subscribed to the services provided by a mobile network provider FernGully. With this subscription, an additional security measure is provided, especially when remotely accessing, via mobile phone, the smart home systems and devices. 

Figure 5.x.2-1: Illustration of a smart home
The service flows below illustrate how Lucy remotely accesses the home camera securely using services provided by the 5G system.
5.x.3	Service Flows 
0.	As part of the subscribed service, FernGully remotely installs the necessary software module into the residential gateways of the homes. Then these residential gateways are authenticated and registered into FernGully 5G network. 
1. 	Lucy is out of town on a business trip, and she is worried about her 75-year-old father who was discharged from hospital recently. During the break of the business meeting, she decides to check on her father without disturbing her parents.  So she uses her mobile phone and tries to access the health monitoring system installed in her patents’ home. 
2.	Upon the receipt of this service request, the 5G network locates the targeted residential gateway and sets up the secured tunnel towards the gateway and further to the in-home server for health monitoring.
3.	Once the secured link is established, Lucy starts looking into the vital health information of her father provided by the smart home care devices. 
4.	Lucy is very much relieved to see her father’s condition has been fully stabilized. 
5.x.4	Post-conditions
The 5G system with a combination of various technologies continues providing secured services with guaranteed QoS/QoE to the subscribers at home, in office, on the way ... 
5.11.5	Existing features partly or fully covering the use case functionality
The 5G service requirements on the Customer Premises Network (CPN, a network located within premises (e.g. a residence, office or shop)) are specified in TS 22.261 since Rel-18. The relevant requirements include:
The 5G system shall support mechanisms to identify a PIN, a PIN Element, an eRG and a PRAS.
The 5G system shall support a mechanism for the network operator to provision an eRG with:
-	policies on which transport (e.g. wireless, cable, etc.) is best suited for different negotiated QoS levels,
-	authentication credentials,
-	identification,
-	initial OA&M information, and
-	associated subscription.
However, SA1 Rel-18 work focused on the 5G system support for UEs/devices behind an eRG with limited discussion and requirement on the residential gateways. In support of smart home services, practical issues need to be considered, e.g.:
-     A Premises Radio Access Station (PRAS) is assumed to be installed in a CPN, which is not always the case in some markets for various reasons;
-    Customers are often reluctant to change their residential gateways and operators also consider equipment such as RG and BS as additional CAPEX. 
5.x.6	Potential New Requirements needed to support the use case
[PR 5.x.6-1] Subject to operator’s policy, the 5G system shall support mechanisms to securely register and authenticate the residential gateway (without USIM) that is associated with a user. 
[PR 5.x.6-2] Subject to operator’s policy and user consent, the 5G system shall support secured mechanisms to allow an authorised user to remotely access the devices within a residential network behind the registered residential gateway. 
NOTE: 	In the above PRs, the user could be an individual human user using a UE with a certain subscription, or an application running on or connecting via a UE. The user could also be a third party, which is typically a business customer having service level agreement with the operator.
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