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1	Impacts

	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	X
	X
	

	No
	X
	X
	X
	
	

	Don't know
	
	
	
	
	



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …
 
	X
	Feature

	
	Building Block

	
	Work Task

	X
	Study Item



2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	N/A
	
	
	



2.3	Other related Work Items and dependencies

	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	{optional free text} 



Dependency on non-3GPP (draft) specification: None

3	Justification
Stand-alone non-public networks (SNPNs) for 5G were introduced in Release-16. In Rel-17, the use-cases and architecture for inter-connection between SNPNs and Credentials Holder (CH) was created where access to an SNPN is based on credentials owned by a CH that has inter-connection with the SNPN. 
The reference architecture created by Stage-2 group leveraged existing roaming architecture specified between MNOs. However, the requirements for SNPN and CH interconnects is very different from that between MNOs, e.g. 1)  the need to support several order of magnitudes larger number of interconnected entities (i.e. SNPNs and CHs) and 2) the signalling traffic between a specific pair of SNPN and CH is intermittent and small in volume, and can be inexistent most of the time due to much smaller traffic scale compared to that of the conventional public networks. 
N32 reference point is currently designed to support tens of millions of subscribers using a long-lived connection between VPLMN and HPLMN. 
With the introduction of SNPN, the requirements on the N32 reference points are dramatically increased due to a couple of complementary factors: 1)  the need to support thousand times more networks and 2) subscribers use short lived forwarding connections between VPLMNS and HPLMNs due to much smaller scale of the conventional public networks.

Recently, WBA OpenRoaming Task Force have sent an LSs to 3GPP (SP-220730) announcing that they have launched a new “roaming” federation (OpenRoaming federation) to lower the barriers to adoption of “roaming” functionality by access network providers and identity providers. The OpenRoaming federation comprises a technical framework and a legal framework that was originally conceived of to facilitate the adoption of “roaming” by the significant number of private enterprises that have deployed Wi-Fi systems to support inbound “roaming” for guests that use credentials managed by third party identity providers.
There is a need to look at how different verticals are using SNPNs and CH interconnection and create service requirement and considerations scalable deployment of the interconnects. The WBA report can be used as one of the inputs to this study.





In response to this scalability issue, the potential enhancements and security aspects for the N32 reference point that facilitate deployments by SNPN and Credentials Holder (CH) shall address the following objectives:
1. How to enable support for N32 functionality between SNPN and CH (which can be either a PLMN or another SNPN or AAA server) that does not require long-lived persistent connectivity on N32.
2. How to enable support for N32 functionality that facilitates firewall and border gateway configuration on the SNPN side of N32.
3. How to scale the N32 design to support a three order of magnitude increase in the number of subscribers.



4	Objective
The objectives of the study are:
· Based on use cases,  create the service requirements for scalable and secure interconnections between SNPNs and CH.
[bookmark: _Hlk117708268]
ss
The objective is to define normative stage 1 requirements to support WBA OpenRoaming Framework for the interconnect between SNPN & Credentials Holder (CH) using N32.
The Service requirements for the 5G system (TS 22.261, Rel-19) scope of WBA OpenRoaming Framework for the interconnect between SNPN & CH are:
1. Interconnection of Standalone non-public network (SNPN) with a large number of entities that authenticate and authorize access to the non-public network. 
1. The authorizing entities could operate behind a NAT and use dynamic IP addresses whose information may not be available in advance of signaling establishment.
  
NOTE:    Infosec policies of the enterprise operating the 5G system for standalone operation of a non-public network can prohibit accepting inbound socket connections from unknown IP addresses.
 
 
NOTE:    Infosec policies of the enterprise operating the 5G system for standalone operation of a non-public network can prohibit accepting inbound socket connections from unknown IP addresses.



5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	Internal TR
	21.xxx
	Study on Secure and Scalable Interconnects between SNPNs and CHs
	TSG#99
	TSG#100
	Suresh Srinivasan suresh.srinivasan@intel.com

	
	
	
	
	
	





	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	TS 22.261
	Text modifications and addition of new requirements on Diverse Mobility Management – Description and Service Continuity Requirement
	SA#98-e
	

	
	
	
	



6	Work item Rapporteur(s)
Suresh Srinivasan suresh.srinivasan@intel.com

7	Work item leadership
SA1

8	Aspects that involve other WGs
None. 

9	Supporting Individual Members

	Supporting IM name

	Intel

	Cisco

	BT

	Broadcom

	Interdigital

	IITB

	HPE

	SaankyaLab

	



