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Abstract: This document provides a TP to TR 22.840 on the new use case of monitoring manhole covers to provide e.g. improved safety for both vehicles (e.g. motorists, cyclists) and pedestrians using Ambient IoT.
1. Introduction
As part of the underground infrastructure, manholes provide access for maintenance and for potential new installations. However, manhole covers alone are rarely monitored frequently enough. In and outside busy cities, the dropping causes potential danger of severe injuries or death is lurking. This proposal concerns the use case of smart manhole cover monitoring for municipalities or other local authorities to improve safety and additionally enable remote asset management of utility manholes.
2. Reason for Change
To provide the new use case manhole cover monitoring for improved safety and remote monitoring of manholes.
3. Proposal
It is proposed to agree the following changes to 3GPP TR 22.840 v0.2.0.


* * * First Change * * * *
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[bookmark: _Toc49931674]5.x	Use case of smart manhole cover safety monitoring using Ambient IoT
5.x.1	Description
Manholes date back to the mid-19th century. Sanitary sewer manholes are primarily used for joining or/and changing the direction of the sewer. As part of the underground infrastructure, manholes provide access for maintenance and for potentially installing additional sewer lines. Worldwide, there have been increasingly a large number of manholes in villages and cities (e.g. parks, sidewalks, parking lots, streets, etc.) as modern civilization grows. For example, U.S. EPA estimates the number of sewer manholes nationwide to be 12 million. Most coincide with the typical lengths of city and suburban blocks, about 100 to 500 feet apart [y1]. The total count of utility manholes (adding onto sewer manholes) in the United States is approximately 20 million. A typical large Chinese city has around 1 million manholes. For example, more than 123 million manholes are in use in Wuhan alone [y2], which the local government has plans to digitally identify and register each of them. Usually local authorities such as municipalities monitor and inspect assets of city infrastructure. At times manned manhole inspection is carried out with cameras underground to verify degrees of deterioration and provide rehabilitation recommendations. In that process, surface features such as manhole cover and pavement can be reported if restoration is needed [y3]. 
However, manhole covers alone are rarely monitored frequently enough. Often gone unnoticed are they doing their job to keep traffic (e.g. motorist, cyclists) and pedestrians safe, until one falls. In and outside busy cities, falling into manholes causes potential danger of severe injuries or death is lurking, not only where poorly lit. 
A recent incident in October 2022 downtown Saint-Nazaire (west coast France) concerns a 39-year-old man found dead early Saturday morning, drowned head down leaving lower legs hanging upright outside the manhole [y4]. There are also many stories where children fall into manholes, parents desperately trying to pull them outside but often deadly tragedy prevails [y5]. As a matter of fact, accidental fall due to damaged or missing manhole covers has become a silent killer around us. But this is preventable thanks to the use of Ambient IoT.
In Q1 2022, China published intelligent manhole cover national standard GB/T 41401 [y6] for municipalities to digitally manage this important asset. The standard requires the manholes to be identifiable by the asset management application, displacement of manhole cover (due to e.g. accidental damage or theft) can be detected by tilt sensors. Additionally, underground water level sensors, vibration sensors (e.g. to detect shock events), and temperature sensors could be deployed.
Figure 5.x.1-1 Manhole where the fatal accident took place [y4], photo © Maxppp- Sébastien Jarry
[image: ]
For the manhole cover use case, a large number of sensors (a type of Ambient IoT devices) need to be efficiently connected, particularly because they have very limited power source. The data acquisition process of these sensor data is not latency critical. The sensor data (tilt, underground water level, shock) is needed once every 15 minutes. The acquisition of detected abnormality is required within 30 seconds [y6]. All these sensors should be durable and maintenance free, as sending technicians to solely replace sensors at each manhole location would be an extra process adding to municipalities OPEX and environmental impact. 
In this use case, the municipality M responds to a recent tragic incident similar to [y4] by implementing the smart manhole cover management programme “La Bouche d'égout sans Souci”. M has service level agreement with La-Tel-Verte to provide 5G network coverage and enable communication of Ambient IoT devices with the 5G network. La-Tel-Verte per service level agreement provides energy-efficient communication and management services to the municipality M:
- interfacing with municipality M’s manhole cover management platform where application “La Bouche d'égout sans Souci” runs;
- providing energy efficient device management for the Ambient IoT devices based on the instructions from the manhole cover management platform;
- providing energy efficient operation (e.g. inventory, read) the Ambient IoT devices based on the instructions from the manhole cover management platform;
- providing energy efficient security mechanisms for the communication between Ambient IoT devices and the network.
5.x.2	Pre-conditions
Municipality M’s manhole project team has installed wireless sensors, a form of Ambient IoT devices, onto all manhole covers within its responsible area to monitor the corresponding parameters (e.g. water level [y7], tilt of manhole cover [y8], vibration [y9]). Water level sensor information can be used to forecast potential flooding. Based on data from tilt sensors and/or vibration sensors, displacing or missing manhole covers could be detected for safety intervention.
5.x.3	Service Flows
1. The 5G core network receives the request from the application function (“La Bouche d'égout sans Souci” in municipality M’s manhole cover management platform) to operate on the Ambient IoT devices in a certain area. The 5G network starts to operate on these devices accordingly. Once detecting the signals from the 5G network these Ambient IoT devices can respond to the command. 
2. Since each of these Ambient IoT devices are uniquely identifiable, in response they send the identification information to the 5G core network and complete the authentication procedure. 
3. The Ambient IoT devices (wireless sensors) measure the parameters, such as water level, tilt, and shock/vibration. 
In this use case, sample size for water level sensor and tilt sensor is respectively 8 bits [y7] and 32 bits [y8]. With typical sampling rate being 10 Hz, the data generation is less than 400 bit/s. For vibration measurement, typical sampling rate is 10 Hz with sample size of max 48 bits [y9] (e.g. 3-axis, 8 bit per axis; possibly per axis two measurement values to register acceleration). Thus, in total the data generation per Ambient IoT device is up to 880 bit/s.
4. [bookmark: _Hlk119416566]The 5G core network, based on the requests issued by the application function, performs operations such as "inventory" and "read" on the Ambient IoT devices correspondingly. "Inventory" operation is to read the Ambient IoT device identifier. "Read" operation is to read sensor data.
5. The 5G core network then sends the results of the operations to the application function. The application function includes diagnostic functions that analyze the sensor data and detect the anomaly and trigger maintenance actions when necessary. Typically, the sensor data is collected once per 15 minutes. 
6. When the application function “La Bouche d'égout sans Souci” receives sensor data that is considered by the application function to be related to potential problem of a specific manhole cover, the application function can request the information of the Ambient IoT device on that manhole cover more frequently. The max allowed latency is 30 seconds [y6].
5.x.4	Post-conditions
The 5G network enables efficient communication for Ambient IoT devices. Thanks to that, municipality M’s intelligent manhole cover management application function “La Bouche d'égout sans Souci” is enabled by the 5G system to remotely monitor the large number of manholes in its responsible area for safety and maintenance reasons. Depending on the needs/logic of the application function, the application function is enabled by 5G system to retrieve the sensor data from a specific or a given group of Ambient IoT devices.
5.x.5	Existing features partly or fully covering the use case functionality
SA1 has performed various studies on IoT in previous releases, where related normative stage 1 requirements are introduced in TS 22.011 [9], TS 22.278 [7], TS 22.368 [6], and TS 22.261 [8]. 

TS 22.011 introduces access control for MTC, examples of periodic network selection attempts are:

For UEs only supporting any of the following, or a combination of, NB-IoT, GERAN EC-GSM-IoT [18], and  Category M1[13] of E-UTRAN enhanced-MTC, the UE shall interpret the interval value to be between 2 and 240 hours, with a step size of 2 hours between 2 and 80 hours and a step size of 4 hours between 80 and 240 hours. 
In the absence of a permitted value in the SIM/USIM, or the SIM/USIM is phase 1 and therefore does not contain the datafield, then a default value of 60 minutes, shall be used by the UE except for those UEs only supporting any of the following, or a combination of: NB-IoT, GERAN EC-GSM-IoT [18], and Category M1 [17] of E-UTRAN enhanced-MTC. For those UEs a default value of 72 hours shall be used.
NOTE:	Use of values less than 60 minutes may result in excessive UE battery drain.
TS 22.368 addresses features of MTC communication and service requirements related to MTC device triggering, addressing, identifiers, low mobility, small data transmission, infrequent MT communication, security, remote MTC device management, group-based MTC features including policing and addressing, etc. Example requirements are:

      The system shall provide mechanisms to lower power consumption of MTC Devices.
The system shall provide mechanisms for the network operator to efficiently manage numbers and identifiers related to MTC Subscribers.
TS 22.261 captures some important service requirements for IoT, e.g.

The 5G system shall support a secure mechanism for a home operator to remotely provision the 3GPP credentials of a uniquely identifiable and verifiably secure IoT device.
The 5G system shall support a secure mechanism for the network operator of an NPN to remotely provision the non-3GPP identities and credentials of a uniquely identifiable and verifiably secure IoT device.
An IoT device which is able to access a 5G PLMN in direct network connection mode using a 3GPP RAT shall have a 3GPP subscription.
The 5G system shall allow the operator to identify a UE as an IoT device based on UE characteristics (e.g. identified by an equipment identifier or a range of equipment identifiers) or subscription or the combination of both.
An IoT device which is able to connect to a UE in direct device connection mode shall have a 3GPP subscription, if the IoT device needs to be identifiable by the core network (e.g. for IoT device management purposes or to use indirect network connection mode).
The 5G system shall support operator-controlled alternative authentication methods (i.e. alternative to AKA) with different types of credentials for network access for IoT devices in isolated deployment scenarios (e.g. for industrial automation). 
Additional consideration needs to be given in support of Ambient IoT devices that are battery-less or with limited energy storage capability, which present new challenges to the 5G system. 
5.x.6	Potential New Requirements needed to support the use case
[PR.5.x.6-1] The 5G system shall support energy efficient communication mechanisms (i.e. minimizing the device communication power consumption) for Ambient IoT devices, while meeting the communication performance requirements.
[PR 5.x.6-2] The 5G system shall provide a mechanism for a 3rd party application to write user data to and to read user data from an Ambient IoT device.
[PR 5.x.6-3] The 5G system shall be able to collect charging information for a large group of closely located Ambient IoT devices  in an efficient way.
NOTE: for example, the eddiciency could be reduced total number of charging data related to a group of Ambient IoT devices, the reduction is compared with already specified 3GPP technologies

[bookmark: _GoBack][PR.5.x.6-4] The 5G system shall provide the network connection to address the KPIs for the use of Ambient IoT devices for smart manhole cover monitoring, see table 5.x.6-1.
Table 5.x.6-1 – Potential key performance requirements for the use of Ambient IoT devices for smart manhole cover monitoring


	Scenario
	Max. allowed end-to-end latency
	Service bit rate: user-experienced data rate
	Message
Size
	Max Communication 
range
	Transfer Interval
	Device density
	Service area dimension

	Smart manhole cover remote monitoring
	10 s - 30 s
(note 1)
	 < 1 kbit/s

	Typically
[< 100 bytes]
(note 2)
	[300 m – 700 m]
Outdoors
(note 3)
	15 min
(note 4)
	< 1000 devices / km2
 (note 5)
	City wide including rural areas 
(note 6)

	NOTE 1:   Latency is not critical. Per GB/T 41401 [y6], the max latency is smaller than 30 seconds.
NOTE 2:   This size is the payload size, compatible with allowed business data length by Electronic Product Code standard [5]. Considering EPC for identification is 96 bits, the total message size is < 100 bytes.
NOTE 3:   Referring to data from the United States [y1], sewer manholes are about 100 to 500 feet apart, additionally there are other utility manholes present. According to Wuhan data [y2], 123 million manholes are known per 8569 km2. 
NOTE 4:   For manhole cover remote monitoring, per 15-minutes data acquisition is sufficient to largely increase road traffic safety. 
NOTE 5:   Assuming there is one manhole every 200 feet [y1], 
NOTE 6:   As local authority is the customer, the service should be available for all the utility manholes within the responsible area of that municipality.
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