3GPP TSG-SA WG1 Meeting #100 	S1-223324
November 14– 18, 2022, Toulouse, France 	

Source:	Intel
pCR Title:		Use case on Applications requiring Fault -tolerant and Time bound Reliable Aambient IoT communication.

Draft Spec:	3GPP TR 22.840
Agenda item:	7.2
Document for:	Approval
Contact:	Suresh Srinivasan	suresh.srinivasan@intel.com

Abstract: Abstract: This pseudo-CR provides an overview of “Applications requiring Fault-tolerant and Time bound Reliable Aambient IoT communication” use case, service flows and potential new requirements.
1. Introduction
2. Reason for Change
Proposing new “Applications requiring Fault-tolerant and Time bound Reliable Aambient IoT communication” use case for FS_ambientIoT proposal.
3. Conclusions
<Conclusion part (optional)>
4. Proposal
It is proposed to agree the following changes to 3GPP TR 22.840 version 0.2.0.
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5	Use cases
[bookmark: _Toc100862436][bookmark: _Toc100921160]5.A	Use case on Applications requiring Fault-tolerant and Time Bound reliable Aambient IoT Communication 
[bookmark: _Toc100862437][bookmark: _Toc100921161]5.A.1	Description		
Ambient IoT is an attractive technology to adapt due to its low or zero maintenance due to its usage of emerging technologies such as Energy Harvesting, Energy Efficient (EE) communication and zero energy IoT technologies but unfortunately suffers faulty and time bound unreliable communication. Ambient IoT devices are usually small in size and operate on small computing and memory usage due to power limitation harvested from energy harvesting techniques such as RF-based, heat energy, photovoltaic, vibration energy, solar etc., Due to its limitation on the memory size and uncertainty in the power, timely communication to the aAmbient IoT devices is required to avoid loss of critical data. Further, Aambient IoT devices use zero-energy technologies such as  ambient backscatter communication (AmBC), compressed sensing (CS)-based random access techniques etc., These EE communications are unreliable due to drop in signal strength, data rate and drop in connection caused by radio frequency, electrical interference and environmental conditions such as rain, dampness, indoor, outdoor, buildings etc., Though some of these interference are intermittent and Aambient IoT might resume reliable communication but timely communication to and from the Aambient IoT devices is a must for mission critical systems. Due to unreliable power and communication of aAmbient IoT can result in faulty and time bound unreliable 
communication [1-5].
 
 Many applications such as Industrial automation, healthcare monitoring, traffic signal monitoring alert system, home monitoring, forest fire alert systems require fault-tolerant and time bound reliable systems. AnimalHealthcare. Studies have revealed that animals hide their sickness making veterinarians difficult to timely diagnose sickness. To diagnose animal sickness in a timely manner, Aambient IoT sensors are implanted to the animals as shown in Figure-1b. These sensors operate on zero-energy technologies such as RF signal-based energy harvesting, sensor implanted animals are released into the forest where they are free to roam. There are space and energy constraints with such deployments due to their size of the sensors and poor signal coverage in the forest. Fault-tolerant and timebound reliable Aambient IoT communication is required to timely diagnose and report the issues to the veterinarians [2].
 
Forest fire alert system. Early detection of forest fire can save animals and nature, which is required for human existence. Ambient IoT devices with smoke detetorsdetectors are deployed in the forest as fire alert system as shown in the Figure-1d. Large number of Aambient IoT based sensors are required to monitor forest fire, such deployment has space, power and communication issues. Under fire these Aambient IoT based senorssensors can function faulty due to fire and can face intermittent power shortages due to poor signal coverage. Forest fire alert systems is a classic application, which urges for fault-tolerant and timebound reliable communication [7].
 
Industrial Automation. Reliability of the Aambient IoT sensors is a key in deploying such sensors in Industrial Automation. Consider a pharmaceutical industry automation where monitoring the level of chemical compositions, monitoring stock inventory, keeping track of number of pills being generated etc., is required to automate as shown in Figure1c. Such application requires fault-tolerant and timebound reliable communication without which the pharmaceutical industry automation is not possible. A fault or error in monitoring chemical composition can lead to deaths. Industrial automation is another classical example of the need for fault-tolerant and timebound reliable Aambient IoT communication [8].
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Figure-1: Applications requiring Fault-Tolerant and Timebound Reliable Aambient IoT communication [9-11]
5.A.2	Pre-conditions
1) NYC is a busy city and encounters traffic jam quite often, to alleviate traffic Jam, city council have installed Aambient IoT devices in almost all the traffic junctions as shown in Figure-1a.
2) These Aambient IoT devices are registered to the 5G system.
3) Traffic monitoring Aambient IoT devices are programmed to monitor traffic jam and raise alarms to the subscribed users through 5G System as shown in Figure-1a.
5.A.3	Service Flows
1) On a busy day in NYC, many intersections in the downtown are traffic jammed.
2) Aambient IoT devices installed in the traffic intersection is able to predict traffic jam and sends a Time bound OnDemand communication to the 5G system.
3) Due to traffic jam, 5G system is extensively used by the people at the junction and Aambient IoT without timebound communication, would not have informed about the traffic jam to the 5G system.
4) In case of a heavy rainy day, Aambient IoT at the signal could be faulty at times and/or undergo strong signal attenuation due to rain. Aambient IoT devices will be able to communicate with 5G system with a Fault-Tolerant and Time Bound Reliable Aambient IoT communication.
5) Time bound and fault tolerant Aambient IoT communication helped Aambient IoT devices mounted on the signal junctions to timely communicate with the 5G system so that traffic could be redirected appropriately.
6) In case, if fault tolerant or time bound communication did not exist then the Aambient IoT would have failed to communicate with the 5G system in time to avoid traffic jam.
5.A.4	Post-conditions
1) Aambient IoT device installed on the traffic junction switches back to normal mode where it monitors for traffic jam and periodically updates the traffic status to the 5G system.
2) Aambient IoT devices performs periodic build-in tests to ensure it is able to communicate in a timely manner.
5.A.5	Existing feature partly or fully covering use case functionality
1) URLLC system design in clause 5.33 of 23.501 [6] has proposed dual redundant system to achieve ultrahigh reliability. Though - in this system design- there are dual RAN connections, PDU session established, SMF and UPF but it is designed for a UE with dual radios and not for Aambient IoT devices.  URLLC system design is ultrareliable but not time bound ultra-reliable and fault tolerant. It also relies on the upper layer protocol such as IEEE 802.1 TSN (Time sensitive Network) FRER (Frame replication & elimination for reliability), to manage dual redundant systems such as replication and elimination of redundant packets or frames. Since Aambient IoT devices works on zero-power technologies, Aambient IoT devices cann’t depend on such upper layer protocol.
2) Redundant user plane paths based on multiple UEs per device has been proposed in Annex F of 23.501[6]. In this system design, the device is expected to have two UE(s) and they independently connect to their RAN and have their own PDU sessions with a common DN. This system is not End-to-End fault tolerant since it has a common DN – a single point of failure- and requires dual UE(s) to achieve ultrahigh reliability. This architecture too assumes that some upper layer protocol (e.g. FRER) is used for replication and frame elimination, thus doubling the resources used over the radio. This architecture is for UE, which is not power savvy and not for an Aambient IoT devices, a fault tolerent and time bound reliable architecture for Aambient IoT is yet to be explored.
3)  As per Multimedia Priority Service (MPS), mentioned in clause 5.16.5 of TS 23.501[6], allows service users priority access to the system resources under congestion, creating the ability to deliver or complete session of a high priority nature. Service users are priority users such as government officials, authorized users etc., This priority access is for special users – whose requirements are quite different from time bound reliable and fault tolerant Aambient iIoT communications. Priority access as applied to Aambient IoT devices can be explored for time bound reliable and fault tolerant Aambient IoT communication.
4) RRC controls the scheduling of user data in the uplink by associating each logical channel with a logical channel priority, a prioritised bit rate (PBR), and a buffer size duration (BSD), mentioned in clause 10.5 of TS 38.300 [7]. Though these requirements for UE, these logical channel priroritypriority can be extenedextended to Aambient iIoT devices.
5) Massive Machine type Communication (mMTC) in TS 22.368 [8], defines KPI and protocol to communicate with a large number of IoT devices connected typically transmitting low volume of non-delay sensitive data. It also requires that the devices have long lasting battery. Though large number of Aambient IoT connected device communication is applicable but Aambient IoT devices operates on Energy Efficient technologies where power is unreliable. Hence these KPI and protocol may not be applicable directly but some of them can be extended to Aambient IoT communication.
5.A.6	Potential New Requirements needed to support the use case
[PR 5.2.6-001] The 5G system shall support Fault-Tolerant and Time Bound Reliable ambientIoT communication.
 
[PR 5.2.6-0012] The 5G system shall support Time Bound on-demand access to/from Aambient IoT device.
 
[PR 5.2.6-0023] The 5G system shall meet the following KPI table [12,13]:

	 
ApplicationsScenario
	End to End LatencyDelay (sec)
	Reliability

	Industrial Automation/
HealthCare/
TrafficMonitor/
Forest Fire Monitor

	EN: Delay KPI is FFS
> 10sec
	99.9999% with fault tolerance.




	End OF CHANGE	
3GPP
image1.jpeg
Box Camera with
Outdoor Enclosure

Control Room

¢
2
£
£
=
=

Power Supply





image2.png
Health Center

Sink node

[FAGHGSBAN] < Closed-acosss LAHN &S5 Open-aceess LAHN] < WAHN





image3.jpeg




image4.jpeg




image5.jpeg
Box Camera with
Outdoor Enclosure

Control Room

¢
2
£
£
=
=

Power Supply





image6.png
Health Center

Sink node

[FAGHGSBAN] < Closed-acosss LAHN &S5 Open-aceess LAHN] < WAHN





image7.jpeg




image8.jpeg




