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Abstract: This use case proposes a use case on privacy protection of sensing target.
1. Introduction

Introduce a sensing target privacy protection use case into the sensing study 
2. Reason for Change

Adding a use case with some functional requirements to the study.

3. Conclusions

4. Proposal

It is proposed to agree the following changes to 3GPPTR 22.837 v0.2.0.

* * * First Change * * * *

5.x
Use case on privacy protection of sensing target
5.x.1
Description 
Sensing can be used to obtain information about a target area or objective. However, the owner or manager of some area or objects may not want to expose sensing information to non-relevant persons for privacy and security reasons. For example, sensing request for a house may be allowed only to family members and sensing request for a government building may be available only to the security department.
5.x.2
Pre-conditions
The building in figure 5.x.3-1 is a government building. The security department has a contract with mobile operator A to use the base station beside the building for sensing service.  To protect the privacy and security of the governemnt, only sensing requests from the security department are allowed.
5.x.3
Service Flows
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Figure 5.x.3-1 Example of privacy protection of sensing target.
1. Bob sees a building and is interested in its architectural style during his visit to the city. He wants to know more about the building so he requests sensing service from 5G system to collect information about the it.
2. The building which Bob is interested is a government building and sensing service of the building has been configured security department only.
3. The 5G system rejects Bob’s sensing request since he is not allowed to get sensing information about the government building.
5.x.4
Post-conditions

Bob fails to get sensing information about the government building. The privacy of the government building is protected.
5.x.5
Existing features partly or fully covering the use case functionality
None
5.x.6
Potential New Requirements needed to support the use case

[PR.5.x.6 - 001] The 5G systems shall provide a mechanism for owner(s) and/or manager(s) of the sensing target to configure and update privacy settings.
[PR.5.x.6 - 002] Based on local and national regulations, privacy settings, the 5G system shall be able to protect the privacy of the sensing target.
* * * End of Change * * * *
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