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3GPP™ Work Item Description
Information on Work Items can be found at http://www.3gpp.org/Work-Items 
See also the 3GPP Working Procedures, article 39 and the TSG Working Methods in 3GPP TR 21.900
Title: Study on Standardising Automated Certificate Management in SBA	

Acronym: FS_ACM_SBA	

Unique identifier:	920022

Potential target Release:	{Rel-1718}
{Note that this field above indicates the proposed Release at the time of submission of the WID to TSG approval. It can later be changed without a need to revise the WID. The updated target Release is indicated in the Work Plan}
1	Impacts
{For Normative work, identify the anticipated impacts. For a Study, identify the scope of the study}
	Affects:
	UICC apps
	ME
	AN
	CN
	Others (specify)

	Yes
	
	
	
	x
	

	No
	x
	x
	x
	
	

	Don't know
	
	
	
	
	x



2	Classification of the Work Item and linked work items
2.1	Primary classification
This work item is a …

	
	Feature

	
	Building Block

	
	Work Task

	x
	Study Item



2.2	Parent Work Item
For a brand-new topic, use “N/A” in the table below. Otherwise indicate the parent Work Item.
	Parent Work / Study Items 

	Acronym
	Working Group
	Unique ID
	Title (as in 3GPP Work Plan)

	
	
	
	



2.3	Other related Work Items and dependencies
	Other related Work /Study Items (if any)

	Unique ID
	Title
	Nature of relationship

	
	
	



3	Justification
According to TS33.501, use of mutual TLS for authentication of NF require compliance to 3GPP TS33.310 section 6.1.3c for TLS client and TLS server certificate profiles in addition to TLS profile compliance with section 6.2a of TS33.310.
Use of TLS certificates in 5G SBA is ubiquitous. Also as per section 9.9 of TS33.501, certificate based NDS/IP is to be used for protection of non-SBI interfaces. E.g. N4, N9. 
However, unlike standardised model using CMPv2 in RAN, SBA does not have a standardised model and set of procedures for automated certificate management. 
SBA also does not have a standardised protocol for managing life cycle events of the certificates. e.g. bootstrap, request, issue, enrolment, revocation, renewal etc.
1. Lack of standardisation has resulted into number of bespoke methodologies and varying choices of certificate management protocols resulting into inconsistent model. 
2. Once service slicing and NPN are introduced in service provider network, manual management or lack of standardised procedures for life cycle management of TLS certificates belonging to separate legal entities could further complicate the architecture. 
All the above have potential of increasing the security risk and impact the deployment and to availability of operators’ 5G SBA network.
RAN has benefitted from the standardisation of CMPv2 to be used for eNodeB/gNodeB automated certificate management. The specification defined a bootstrap procedure based on the use of vendor certificate for requesting an operator certificates for the set-up of IPSec IKE2 towards the SeGW. 5G SBA is within the operator core network domain that could benefit from a study that leads to the standardisation of an automated certificate management procedure using a standardised protocol that is fit for purpose to serve the 5G Core Network.

4	Objective
The objectives of this study are to identify key issues, potential security and privacy requirements and solutions with respect to
· Standardise the use of a single automated certificate management protocol and procedures for certificate life cycle events within intra-PLMN 5G SBA (i.e. to be used by all 5GC NFs including NRF, SCP, SEPP etc.)
· Study the impact of service mesh in certificate management within 5G SBA. 
· Study which lifecycle events (e.g. enrolment, renewal, revocation (e.g., OCSP, CRLs), status monitoring) of a certificate need to be covered.
· Study the relation between certificate management lifecycle and NF management lifecycle.
· Study to reference at minimum following principles:
1. Principle to be reusable when 5G SBA is for NPN (standalone and PNI)
2. Principles standardised to be able to support NFs doing mutual TLS in Slicing
3. Principles standardized to support both intra and inter PLMN, in the latter referring to SEPP certificates in N32 interfaces and potential cross-certification considerations. 
4. Principles involving ‘Chain of Trust’ of Certificate Authorities hierarchies
5. Principles for security of CA’s cryptographic private key

5	Expected Output and Time scale
	New specifications {One line per specification. Create/delete lines as needed}

	Type 
	TS/TR number
	Title
	For info 
at TSG# 
	For approval at TSG#
	Rapporteur

	External TR

	33.876
	Study on Standardising Automated Certificate Management in SBA
	
	
	German Peinado, german.peinado@nokia.com




	Impacted existing TS/TR {One line per specification. Create/delete lines as needed}

	TS/TR No.
	Description of change 
	Target completion plenary#
	Remarks

	
	
	
	



6	Work item Rapporteur(s)
Nokia, German Peinado, german.peinado@nokia.com
7	Work item leadership
SA3

8	Aspects that involve other WGs
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