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*** BEGIN OF CHANGE ***

4.1.5 Reference points description
Wa

The reference point Wa connects the WLAN Access Network to the 3GPP Network (i.e. the 3GPP AAA Proxy in the
roaming case and the 3GPP AAA server in the non-roaming case). The main purpose of the protocols implementing this
interfaces is to transport authentication and keying information (WLAN UE - 3GPP network), and authorization
information (WLAN AN — 3GPP network). The reference point has to accommodate also legacy WLAN Access
Networks and thus should be Diameter [23], [24] or RADIUS[15], [26] based.

Wx

Thisreference point is located between 3GPP AAA Server and HSS. The main purpose of the protocols implementing
thisinterface is communication between WLAN AAA infrastructure and HSS, and more specifically the retrieval of
authentication vectors, e.g. for USIM authentication, and retrieval of WLAN access-related subscriber information from
HSS. The protocol is either MAP or Diameter based.

D'/Gr'

This optional reference point islocated between 3GPP AAA Server and pre-R6 HLR/HSS. The main purpose of the
protocol implementing this interface is communication between WLAN AAA infrastructure and HLR, and more
specifically the retrieval of authentication vectors, e.g. for USIM authentication, from HLR. The protocol is MAP-
based.

Wn

This reference point is located between the WLAN Access Network and the WAG. Thisinterface isto force traffic on a
WLAN UE initiated tunnel to travel viathe WAG. The specific method to implement this interface is subject to local
agreement between the WLAN AN and the PLMN.

Wm

This reference point is located between 3GPP AAA Server and Packet Data Gateway. The functionality of this
reference point isto retrieve tunnelling attributes and UE's | P configuration parameters from/via Packet Data Gateway.

wd

The reference point Wd connects the 3GPP AAA Proxy to the 3GPP AAA Server. Thisinterfaceis similar to Wa, its
main purpose is to transport authentication, authorization and related information in a secure manner.

Wu

The reference point Wu is located between the WLAN UE and the Packet Data Gateway. |t represents the WLAN UE-
initiated tunnel between the WLAN UE and the Packet Data Gateway. On Wu interface WLAN UE and Packet Data
Gateway run |KEv2 protocol to establish | Psec tunnel and protect user data packets transmitted.

***END OF CHANGE ***
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*** BEGIN OF FIRST CHANGE ***

4.1.3 Roaming WLAN Interworking Reference Model, access to VPLMN
services

The home network is responsible for access control, but the authorization decision of tunnel
establishment will be taken by the 3GPP proxy AAA based on own information plus information
received from the home network. The VPLMN will take part in tunnel establishment (either the

| WAG or the PRGWPDG).

***END OF FIRST CHANGE ***

*** BEGIN OF SECOND CHANGE ***

414 Network elements

The list below describes the access control related functionality in the network elements of the

3GPP-WLAN interworking Reference Model:
- The WLAN-UE, equipped withaUICC (or SIM card), for accessing the WLAN interworking service):

- May be capable of WLAN access only;

- May be capable of both WLAN and 3GPP System access,

- May be capable of simultaneous access to both WLAN and 3GPP systems;
NOTE: Definition of simultaneous access is specified in TS 23.234 [13].

- May be alaptop computer or PDA withaWLAN card, UICC (or SIM card) card reader, and suitable
software applications;

- May befunctionally split over several physical devices, that communicate over local interfaces e.g.
Bluetooth, Infrared or seria cable interface;

- The AAA proxy represents alogical proxying functionality that may reside in any network between the WLAN
and the 3GPP AAA Server. These AAA proxies are able to relay the AAA information between WLAN and the
3GPP AAA Server.

The number of intermediate AAA proxiesis not restricted by 3GPP specifications. The AAA proxy functionality
can reside in a separate physical network node; it may reside in the 3GPP AAA server or any other physical
network node;

- The3GPP AAA server islocated within the 3GPP network. The 3GPP AAA server:
- Retrieves authentication information from the HLR/HSS of the 3GPP subscriber's home 3GPP network;

- Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The
authentication signalling may pass through AAA proxies,

- Communicates authorisation information to the WLAN potentialy via AAA proxies.

- ThePacket Data Gateway (PBGWPDG) enforces tunnel authorization and establishment with the information
received from the 3GPP AAA viathe Wm interface.

CR page 2
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NOTE: TheWLAN Access Gateway (WAG) responsibilities for security issues are related to tunnel
establishment but this decision is pending to be taken.

*** END OF SECOND CHANGE ***

*** BEGIN OF FINAL CHANGE ***

4.2.6 UE-initiated tunnelling

The security features that are expected in atunnel from the UE to the VPLMN or HPLMN will be:
Data origin authentication and integrity must be supported.

- Confidentiality must be supported.

- The 3GPP network has the ultimate decision to alow tunnel establishment, based on:
- Thelevel of trust inthe WLAN AN and/or VPLMN
- The capabilities supported in the WLAN UE

- Whether the user is authorized or not to access the services (in the VPLMN or HPLMN) the tunnel will give
access to.

- The 3GPP network, in the setup process, decides the characteristics (encryption a gorithms, protocols) under
which the tunnel will be established.

NOTE: Authorization for the tunnel establishment is decided by the 3GPP AAA and enforced by the PBGW
PDG or WAG. Whether this authorization information is protected or not is FFS.

Working assumptions:
1. The security mechanisms used in context with the IP tunnel in WLAN 3GPP | P Access are to be independent of
thelink layer security in WLAN Direct IP Access.

*** END OF FINAL CHANGE ***

CR page 3
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***BEGIN SET OF CHANGES ***

6.1.5.1 Tunnel full authentication and authorization

The tunnel end point in the network isthe PDG. As part of the tunnel establishment attempt the use of a certain W-APN
isrequested. When a new attempt for tunnel establishment is performed by the WLAN UE, the WLAN UE shall use
IKEVv2 as specified in ref. [29]. The EAP messages carried over IKEv2 shall be terminated in the AAA server, which
communicates with the PDG viaWm interface, implemented with Diameter. Then the PDG shall extract the EAP
messages received from the WLAN UE over IKEv2, and send them to the AAA server over Diameter (the opposite for
messages sent from the AAA server). The WLAN UE shall use the Configuration Payload of IKEv2 to obtain the
Remote | P address.

The sequence diagram is shown in figure 7A. The EAP message parameters and procedures regarding authentication are
omitted since they are already described in this technical specification. Only decisions and processes relevant to this
EAP-IKEv2 procedure are explained.

Asthe WLAN UE and PDG generated nonces are used as input to derive the encryption and authentication keysin
IKEV2, replay protection isimplemented as well. For this reason, there is no need for the AAA server to request the
user identity again using the EAP AKA or EAP SIM specific methods (as specified in ref. [4] and ref. [5]), because the
AAA server is certain that no intermediate node has modified or changed the user identity.
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Figure 7A: Tunnel full authentication and authorization

1. The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG
and WLAN UE negotiation cryptographic a gorithms, exchange nonces and perform a Diffie_Hellman
exchange.

2. The WLAN UE sendsthe user identity (in the Idi payload) and th’e W-APN information (in the Idr payload) in
this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN
UE omitsthe AUTH parameter in order to indicate to the PDG that it wantsto use EAP over IKEv2. The user
identity shall be compliant with Network Access Identifier (NAI) format specified in RFC 2486 [14], containing
the IMSI or the pseudonym. The identity in NAI format generated from the IMSI is described in ref. [4] and
ref. [5], depending on the type of EAP method to be used (EAP SIM or EAP AKA). The WLAN UE shall send
the configuration payload (CFG_REQUEST) within the IKE_AUTH reguest message to obtain a Remote |P
Address.

Editors note: The control of simultaneous sessions in the EAP authentication hasto be possible asin WLAN access
authentication. Nevertheless, it is needed to study in detail how the parameters to perform this control
have to be transferred in EAP/IKEv2. For example, the VPLMN id could be included in the NAI (see
TS23.234[13], section 5.3.4)
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3. The PDG sendsthe Access Request message with an empty EAP AV P to the AAA server, containing the user
identity and W-APN. The PDG shall include a parameter indicating that the authentication is being performed
for tunnel establishment, asindicated in reference [37]. Thiswill help the AAA server to distinguish between
authentications for WLAN access and authentications for tunnel setup.

4. The AAA server shall fetch the user profile and authentication vectors from HSS/HLR (if these parameters are
not available in the AAA server) and determines the EAP method (SIM or AKA) to be used, according to the
user subscription and/or the indication received from the WLAN UE. The AAA server checksin user’s
subscription if he/she is authorized to establish the tunnel.

5. The AAA server initiates the authentication challenge. The user identity is not requested again, asin anormal
authentication process, because there is the certainty that the user identity received in the EAP I dentity Response
message has not been modified or replaced by any intermediate node. The reason is that the user identity was
received viaan IKEv2 secure channel which can only be decrypted and authenticated by the end points (the PDG
and the WLAN UE).

6. The PDG responds with itsidentity, a certificate, and sends the AUTH parameter to protect the previous message
it sent to the WLAN UE (in the IKE_SA_INIT exchange). It completes the negotiation of the child security
associations as well. The EAP message received from the AAA server (EAP-Request/ AKA-Challenge or EAP-
Request/SIM-Challenge) isincluded in order to start the EAP procedure over IKEv2.

7. The WLAN UE checks the authentication parameters and responds to the authentication challenge. The only
payload (apart from the header) in the IKEv2 message is the EAP message.

8. The PDG forwards the EAP-Response/ AK A-Challenge message or EAP-Response/SIM-Challenge message to
the AAA server.

9. When al checks are successful, the AAA server sends an EAP success and the key material to the PDG. This
key material shall consist of the MSK generated during the authentication process. When the Wm interface
(PDG-AAA server) isimplemented using Diameter, the MSK shall be encapsulated in the EAP-Master-Session-
Key parameter, as defined in ref. [23].

If the W-APN is not active, the AAA server will mark it as"active'".

If the AAA server detects that the W-APN is active in other PDG, it will send an indication to that PDG
requesting to delete the IKE SA of the W-APN.

Editor's note: Registration procedure, including transport of parameters needed to perform simultaneous access
control, should be performed in order to update registration status in HSS and fetch the necessary datato
the AAA server, but this still needs to be studied in detail.

10. The MSK shall be used by the PDG to generate the AUTH parametersin order to authenticate the IKE_SA_INIT
phase messages, as specified in ref. [29]. These two first messages had not been authenticated before as there
were no key material available yet. According to ref. [29], the shared secret generated in an EAP exchange (the
MSK), when used over IKEv2, shall be used to generated the AUTH parameters.

11. The EAP Success message is forwarded to the WLAN UE over IKEv2.

12. The WLAN UE shall take its own copy of the MSK asinput to generate the AUTH parameter to authenticate the
first IKE_SA_INIT message. The AUTH parameter is sent to the PDG.

13. The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter
which authenticates the second IKE_SA_INIT message. The PDG shall send the assigned Remote IP addressin
the configuration payload (CFG_REPLY), if the WLAN UE requested for a Remote I P address through the
CFG_REQUEST. Then the AUTH parameter is sent to the WLAN UE together with the configuration payload,
security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

14. If the PDG detects that and old IKE SA for that W-APN already exists, it will delete the IKE SA and send the
WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to
delete the old IKE SA in WLAN UE.
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6.1.5.2 Tunnel fast re-authentication and authorization

This processis very similar to the tunnel full authentication and authorization. The only differenceis that EAP fast re-
authentication is used in this case.

The sequence diagram is shown in figure 7B. The EAP message parameters and procedures regarding fast re-
authentication are omitted since they are already described in this technical specification. Only decisions and processes
relevant to this EAP-IKEv2 procedure are explained.
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Figure 7B: Tunnel fast re-authentication and authorization

1. The WLAN UE and the PDG exchange the first pair of messages, known asIKE_SA_INIT, in which the PDG
and WLAN UE negotiation cryptographic algorithms, exchange nonces and perform a Diffie_Hellman
exchange.

2. The WLAN UE sends the re-authentication identity (in the Idi payload) and the W-APN information (in the Idr
payload) in thisfirst message of the IKE_AUTH phase, and begins negotiation of child security associations.
The WLAN UE omitsthe AUTH parameter in order to indicate to the PDG that it wantsto use EAP over IKEv2.
The re-authentication identity used by the WLAN UE shall be the one received in the previous authentication
process. The WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request
message to obtain a Remote |P Address.

3. The PDG sends the Access Request message with an empty EAP AVP to the AAA server, containing the re-
authentication identity and W-APN. The PDG shall include a parameter indicating that the authentication is
being performed for tunnel establishment, asindicated in ref. [37]. Thiswill help the AAA server to distinguish
between authentications for WLAN access and authentications for tunnel setup.
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4. The AAA server shall fetch the user profile and authentication vectors from HSS/HLR (if these parameters are
not available in the AAA server) and determines the EAP method (SIM or AKA) to be used, according to the
user subscription. The AAA server checksin user’s subscription if he/she is authorized to establish the tunnel.

5. The AAA server initiates the fast re-authentication challenge.

6. The PDG responds with itsidentity, a certificate, and sends the AUTH parameter to protect the previous message
it sent to the WLAN UE (in the IKE_SA_INIT exchange). It completes the negotiation of the child security
associations as well. The EAP message received from the AAA server (EAP-Request/ AK A-Reauthentication or
EAP-Request/SIM -Reauthentication) isincluded in order to start the EAP procedure over IKEv2.

7. The WLAN UE checks the authentication parameters and responds to the fast re-authentication challenge. The
only payload (apart from the header) in the IKEv2 message is the EAP message.

8. The PDG forwards the EAP-Response/ AK A-Reauthentication message or EAP-Response/SIM-Reauthentication
message to the AAA server.

9. When all checks are successful, the AAA server sends an EAP success and the key material to the PDG. This
key material shall consist of the MSK generated during the fast re-authentication process. When the Wm
interface (PDG-AAA server) isimplemented using Diameter, the MSK shall be encapsulated in the EAP-Master-
Session-Key parameter, as defined in ref. [23].

If the W-APN is not active, the AAA server will mark it as"active".

If the AAA server detects that the W-APN is active in other PDG, it will send an indication to that PDG
requesting to delete the IKE SA of the W-APN.

10. The MSK shall be used by the PDG to generate the AUTH parameters in order to authenticate the IKE_SA_INIT
phase messages, as specified in ref. [29]. These two first messages had not been authenticated before as there
were no key material available yet. According to ref. [29], the shared secret generated in an EAP exchange (the
MSK), when used over IKEv2, shall be used to generated the AUTH parameters.

11. The EAP Success message is forwarded to the WLAN UE over IKEv2.

12. The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the
first IKE_SA_INIT message. The AUTH parameter is sent to the PDG.

13. The PDG checks the correctness of the AUTH received from the WLAN UE and calcul ates the AUTH parameter
which authenticates the second IKE_SA_INIT message. The PDG shall send the assigned Remote |P address in
the configuration payload (CFG_REPLY), if the WLAN UE requested for a Remote | P address through the
CFG_REQUEST. Then the AUTH parameter is sent to the WLAN UE together with the configuration payload,
security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

14.1f the PDG detects that and old IKE SA for that W-APN aready exists, it will delete the IKE SA and send to the
WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to
deletethe old IKE SA in WLAN UE.

***END SET OF CHANGES ***
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*** BEGIN OF CHANGE1 ***

C.1  Security for Public WLAN Access

These questions related to security in the 3SGPP-WLAN architecture, must be addressed:
- What needs to be protected?i.e. what are the assets, and to whom are they valuable?

- What trust relations can be assumed? i.e. who can trust whom, and to what degree? The Trust Model is described
in Annex B.

- What are possible attacks against the assets, how can they be performed, and what is done to detect/prevent
them?

In section 3-C.2 the relevant assents-assets and threats to those assets are identified. Section 4-C.3 contains examples of
possible attacks. Countermeasures are not discussed in this eentribution-section but the threats and specific attacks
should be taken into consideration when defining security mechanisms for 3GPP-WLAN interworking.

***END OF CHANGE1 ***

*** BEGIN OF CHANGE2 ***

C.2.2.2 User Data and Privacy

The user expects that the data he sends/receives while accessing to WLAN services, ang-personal information (such as
identity, which services he/she uses or where he/she islocated at a given time) is kept away from unauthorised parties,
and data stored in his’her WLAN UE is not accessed by unauthorized user.

The following threats are relevant:

- An attacker obtains the information that the user sends/receives while accessing to WLAN services. This
includes user credentials transferred during the authentication phase, as well as any other data (e.g. documents)
exchanged once the user has gained access to the WLAN services. The attacker might know or not who the user
is,

- An attacker manipulates or substitutes the information that the user sends/receives while accessing to WLAN
services. The attacker might know or not who the user is;

- An attacker analyses the information sent/received by users (even if it is mostly concealed) in order to derive
some personal information about the users (such as which services they are using or where they are located at a
giventime).

- An attacker obtains information about the user (permanent identity etc.) and traces where and when the user has
been accessing WLAN services.

- An attacker (also alegal user) accesses the user’sWLAN UE in link layer without the user’s permission.

In some situations, such as public hotspots, it is considered areal threat that users can access each other in link layer
directly. It is recommended to segregate user traffic at AP and access controller in WLAN AN to protect assets of
users and operator.

***END OF CHANGE2 ***
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*** BEGIN OF CHANGE ***

4.2.4.2 Generic security requirements on local interface

The security functionality required on the terminal side for WLAN-3G interworking may be split over severa physical
devices that communicate over local interfaces. The UICC or the SIM card may reside in a 3GPP UE (acting asa
(U)SIM "server") and be accessed by a WLAN-UE through Bluetooth, Infrared or aUSB (Universal Serial Bus) cable
or some other similar wired or wireless interconnect technology (acting as the (U)SIM "client"). This would facilitate
the user to get simultaneous WLAN and 3GPP access with the same (U)SIM. If thisis the case, then the following
requirements shall be satisfied:

1. Any locadl interface shall be protected against eavesdropping, attacks on security-relevant information. This
protection may be provided by physical or cryptographic means. For cryptographic means, the encryption key
length shall be at least 128 bits.

2. The endpoints of alocal interface should be authenticated and authorised. The authorisation may be implicit in
the security set-up. Keys used for local interface transport security shall not be shared across local interface
links. Each local interface shall use unique keys.

3. Theinvolved devices shall be protected against eavesdropping, undetected modification attacks on security-
relevant information. This protection may be provided by physical or cryptographic means.

4. The device without (U)SIM shall not be allowed to change the status of the device with (U)SIM, egi.e. to reset
it, or to switch its power on or off.

5. The (U)SIM holding device shall alow the user to shut off sharing of (U)SIM feature.

***END OF CHANGE ***
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*** BEGIN OF CHANGE ***

C.3.3 Attacks at the WLAN AN Infrastructure

Attacks can be performed at the WLAN AN infrastructure, e.g. Access Points (AP), the LAN connecting the APs,
Ethernet switches etc. To perform any type of attacks "inside" the WLAN AN, the attacker needs access to the network
in some way. For ordinary wired networks, an attacker needs to somehow hook up to the wires to get access. The
WLAN AN ispartially awired network, and an attacker may hook up to that part of the network. In public spaces the
APs and corresponding wired connections may be physically accessible by attackers. Simply connecting a laptop to the
wired LAN "behind" the APs may give the attacker free accessto WLAN services as well as accessto other user's data
and signalling traffic.

Depending on where charging data is collected, an attacker with accessto the wired LAN of the WLAN AN can also
interfere with the charging functions. If the volume based charging model is applied, an attacker could e.g. inject
packets with any chosen source or destination MAC and | P addresses, just to increase a user's bill.

For WLAN Direct IP Accessif the charging is based on |P address, there exists a threat of 1P address spoofing attack
against the WLAN AN, which may generate incorrect accounting message for users.

NOTE: 3GPP suggest WLAN operators not to use | P address based accounting; unless there are sufficient
countermeasures implemented against | P address spoofing attack in the WLAN AN.

***END OF CHANGE ***
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***BEGIN SET OF CHANGES ***

57 Simultaneous access control

The home network operator needs to be aware of how the user is accessing the WLAN network. If the user is making
the SIM or UICC card available for several devices that have WLAN access capabilities, the home network operator
may decide, at any time, to allow or bar t he access of two or more network devices simultaneously.

WLAN direct | P access

The control of simultaneous sessionsin WLAN direct | P access can be performed, under some circumstances, using the
MAC address of the user’s device.

After anumber of successful authentications, if a subsequent authentication attempt is being performed by another
device, the MAC address will be different and the AAA server will be able to detect it. However, this mechanism has
some limitations. One of them isthat if the two devices are accessing two different WLAN access points (assuming that
aWLAN access point has aindependent control of MAC address space), the MAC address of one of them can be
spoofed and made equal to the other one. Thisis afraud situation the home network should avoid. However, it may
happen that the user is accessing other WLAN access point and a pre-authentication is performed in this new access
point. In this case there is no fraud attempt. Then, in this situation (same MAC addresses, different WLAN radio
networks) the AAA server will not be able to distinguish between alegal and afraud situation and shall not reject the
authentication process.

WLAN 3GPP I P access

The control of simultaneous sessionsin WLAN 3GPP | P access has to be performed in a different way than in WLAN
direct |P access asin this case the MAC addresses cannot be trusted by the home network and may not be available.

The user gets connected to the 3GPP network using the W-APNs. When aW-APN is activated by the user, an IKEv2
exchange will beinitiated and, if successful, an IKE SA and an IPsec SA will be established.

The IKEv2 procedure is authenticated using EAP SIM or EAP AKA, so the AAA server has to be contacted in order to
perform this authentication. Then the AAA server will be aware of the fact that a new W-APN is going to be activated.

The mechanism to control simultaneous sessionsisto limit the number of W-APNSs to be activated by the user and
alew-enhy-ene-control the number of IKEv2 security associations per W-APN. The home operator shall configure, by
subscription, the Maximum Number of IKE SAs per W-APN. With this mechanism, it is ensured that only as many
devices as defined by the Maximum Numberaveided-that-two-or-mere-devices make use of the same subscription to
access the 3GPP network, because each device will have to activate aW-APN (and use a different IKE SA and | Psec
SA) a Ve \/ex VI=VaVAV.Y hi y K \

Since one |IKE SA alowsto establish multiple |Psec SAs, and the establishment of a new [Psec SA (under the same

IKE SA) does not imply to contact the AAA server, the PDG shall reject more than one |Psec SA per IKE SA. This
measure forces the WLAN UE to setup anew |IKE SA if the WLAN UE wants to setup anew |Psec SA, hence making
the AAA server aware of this establishment attempt and enforcing the authorization mechanism specified previously.

***END SET OF CHANGES ***
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***BEGIN SET OF CHANGES ***

6.1.5.1 Tunnel full authentication and authorization

The tunnel end point in the network isthe PDG. As part of the tunnel establishment attempt the use of a certain W-APN
is requested. When a new attempt for tunnel establishment is performed by the WLAN UE, the WLAN UE shall use
IKEVv2 as specified in ref. [29]. The EAP messages carried over IKEv2 shall be terminated in the AAA server, which
communicates with the PDG viaWm interface, implemented with Diameter. Then the PDG shall extract the EAP
messages received from the WLAN UE over IKEV2, and send them to the AAA server over Diameter (the opposite for
messages sent from the AAA server). The WLAN UE shall use the Configuration Payload of IKEv2 to obtain the
Remote | P address.

The sequence diagram is shown in figure 7A. The EAP message parameters and procedures regarding authentication are
omitted since they are already described in this technical specification. Only decisions and processes relevant to this
EAP-IKEv2 procedure are explained.

Asthe WLAN UE and PDG generated nonces are used as input to derive the encryption and authentication keysin
IKEV2, replay protection isimplemented as well. For this reason, there is no need for the AAA server to request the
user identity again using the EAP AKA or EAP SIM specific methods (as specified in ref. [4] and ref. [5]), because the
AAA server is certain that no intermediate node has modified or changed the user identity.
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Figure 7A: Tunnel full authentication and authorization

1. The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG
and WLAN UE negotiation cryptographic algorithms, exchange nonces and perform a Diffie_Hellman

exchange.

2. The WLAN UE sends the user identity (in the Idi payload) and the W-APN information (in the Idr payload) in
this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN
UE omitsthe AUTH parameter in order to indicate to the PDG that it wantsto use EAP over IKEv2. The user
identity shall be compliant with Network Access Identifier (NAI) format specified in RFC 2486 [14], containing
the IMS| or the pseudonym. The identity in NAI format generated from the IMS| is described in ref. [4] and
ref. [5], depending on the type of EAP method to be used (EAP SIM or EAP AKA). The WLAN UE shall send
the configuration payload (CFG_REQUEST) within the IKE_AUTH regquest message to obtain a Remote |P

Address.
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Editorsnote: The control of simultaneous sessions in the EAP authentication hasto be possible asin WLAN access
authentication. Nevertheless, it is needed to study in detail how the parameters to perform this control
have to be transferred in EAP/IKEV2. For example, the VPLMN id could be included in the NAI (see
TS23.234[13], section 5.3.4)

3. The PDG sends the Access Request message with an empty EAP AVP to the AAA server, containing the user
identity and W-APN. The PDG shall include a parameter indicating that the authentication is being performed
for tunnel establishment, as indicated in reference [37]. This will help the AAA server to distinguish between
authentications for WLAN access and authentications for tunnel setup.

4. The AAA server shal fetch the user profile and authentication vectors from HSS/HLR (if these parameters are
not available in the AAA server) and determines the EAP method (SIM or AKA) to be used, according to the
user subscription and/or the indication received from the WLAN UE. The AAA server checksin user’s
subscription if he/she is authorized to establish the tunnel.

In this sequence diagram, it is assumed that the user hasa USIM and EAP AKA will be used. For EAP SIM
thereis no difference from the IKEv2-EAP relationship point of view, but only for the EAP SIM mechanism
itself, which is explained in this technical specification

5. The AAA server initiates the authentication challenge. The user identity is not requested again, asin anormal
authentication process, because there is the certainty that the user identity received in the EAP I dentity Response
message has not been modified or replaced by any intermediate node. The reason is that the user identity was
received viaan IKEv2 secure channel which can only be decrypted and authenticated by the end points (the PDG
and the WLAN UE).

6. The PDG responds with itsidentity, a certificate, and sends the AUTH parameter to protect the previous message
it sent to the WLAN UE (inthe IKE_SA_INIT exchange). It completes the negotiation of the child security
associations as well. The EAP message received from the AAA server (EAP-Request/AKA-Challengeis
included in order to start the EAP procedure over IKEv2.

7. The WLAN UE checks the authentication parameters and responds to the authentication challenge. The only
payload (apart from the header) in the IKEv2 message is the EAP message.

8. The PDG forwards the EAP-Response/AK A-Challenge message to the AAA server.

9. When all checks are successful, the AAA server sends an EAP success and the key material to the PDG. This
key material shall consist of the MSK generated during the authentication process. When the Wm interface
(PDG-AAA server) isimplemented using Diameter, the MSK shall be encapsulated in the EAP-Master-Session-
Key parameter, as defined in ref. [23].

H+The counter of IKE SAsfor that W-APN is net-activestepped up. If the maximum number of IKE SAs for that
W-APN is exceeded, the AAA server witH-mark-it-as“active-shall send an indication to the PDG that established
the oldest active IKE SA (it could be the same PDG or adifferent one) to delete the oldest established IKE SA.
The AAA server shall update accordingly the information of IKE SAs active for the W-APN.

Editor's note: Registration procedure, including transport of parameters needed to perform simultaneous access
control, should be performed in order to update registration status in HSS and fetch the necessary data to
the AAA server, but this still needs to be studied in detail.

10. The MSK shall be used by the PDG to generate the AUTH parameters in order to authenticate the IKE_SA_INIT
phase messages, as specified in ref. [29]. These two first messages had not been authenticated before as there
were no key material available yet. According to ref. [29], the shared secret generated in an EAP exchange (the
MSK), when used over IKEv2, shall be used to generated the AUTH parameters.

11. The EAP Success message is forwarded to the WLAN UE over IKEv2.

12. The WLAN UE shall take its own copy of the MSK asinput to generate the AUTH parameter to authenticate the
first IKE_SA_INIT message. The AUTH parameter is sent to the PDG.

13. The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter
which authenticates the second IKE_SA_INIT message. The PDG shall send the assighed Remote |P address in
the configuration payload (CFG_REPLY), if the WLAN UE requested for a Remote I P address through the
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CFG_REQUEST. Then the AUTH parameter is sent to the WLAN UE together with the configuration payload,
security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

14.1f the PDG detects that and old IKE SA for that W-APN already exists, it will delete the IKE SA and send the
WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to
delete the old IKE SA in WLAN UE.

6.1.5.2 Tunnel fast re-authentication and authorization

This processis very similar to the tunnel full authentication and authorization. The only differenceis that EAP fast re-
authentication is used in this case.

The sequence diagram is shown in figure 7B. The EAP message parameters and procedures regarding fast re-
authentication are omitted since they are already described in this technical specification. Only decisions and processes
relevant to this EAP-IKEv2 procedure are explained.
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Figure 7B: Tunnel fast re-authentication and authorization
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1. The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG

and WLAN UE negotiation cryptographic a gorithms, exchange nonces and perform a Diffie_Hellman

exchange.

2. The WLAN UE sends the re-authentication identity (in the Idi payload) and the W-APN information (in the Idr
payload) in this first message of the IKE_AUTH phase, and begins negotiation of child security associations.
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The WLAN UE omitsthe AUTH parameter in order to indicate to the PDG that it wants to use EAP over IKEV2.
The re-authentication identity used by the WLAN UE shall be the one received in the previous authentication
process. The WLAN UE shall send the configuration payload (CFG_REQUEST) within the IKE_AUTH request
message to obtain a Remote | P Address.

3. The PDG sends the Access Request message with an empty EAP AVP to the AAA server, containing the re-
authentication identity and W-APN. The PDG shall include a parameter indicating that the authentication is
being performed for tunnel establishment, asindicated in ref. [37]. Thiswill help the AAA server to distinguish
between authentications for WLAN access and authentications for tunnel setup.

4. The AAA server shal fetch the user profile and authentication vectors from HSS/HLR (if these parameters are
not available in the AAA server) and determines the EAP method (SIM or AKA) to be used, according to the
user subscription. The AAA server checksin user’s subscription if he/she is authorized to establish the tunnel.

In this sequence diagram, it is assumed that the user hasa USIM and EAP AKA will be used. For EAP SIM
thereis no difference from the IKEv2-EAP relationship point of view, but only for the EAP SIM mechanism
itself, which is explained in this technical specification.

5. The AAA server initiates the fast re-authentication challenge.

6. The PDG responds with itsidentity, a certificate, and sends the AUTH parameter to protect the previous message
it sent to the WLAN UE (inthe IKE_SA_INIT exchange). It completes the negotiation of the child security
associations as well. The EAP message received from the AAA server (EAP-Request/ AKA-Reauthentication is
included in order to start the EAP procedure over IKEv2.

7. The WLAN UE checks the authentication parameters and responds to the fast re-authentication challenge. The
only payload (apart from the header) in the IKEv2 message is the EAP message.

8. The PDG forwards the EAP-Response/AK A-Reauthentication message to the AAA server.

9. When al checks are successful, the AAA server sends an EAP success and the key material to the PDG. This
key material shall consist of the MSK generated during the fast re-authentication process. When the Wm
interface (PDG-AAA server) isimplemented using Diameter, the MSK shall be encapsulated in the EAP-Master-
Session-Key parameter, as defined in ref. [23].

H+The counter of IKE SAs for that W-APN is net-active stepped up. If the maximum number of IKE SAsfor
that W-APN is exceeded, the AAA server witbmark-it-as“active"shall send an indication to the PDG that
established the oldest active IKE SA (it could be the same PDG or a different one) to delete the oldest
established IKE SA. The AAA server shall update accordingly the information of IKE SAs active for the W-

APN.

10. The MSK shall be used by the PDG to generate the AUTH parametersin order to authenticate the IKE_SA_INIT
phase messages, as specified in ref. [29]. These two first messages had not been authenticated before as there
were no key material available yet. According to ref. [29], the shared secret generated in an EAP exchange (the
MSK), when used over IKEv2, shall be used to generated the AUTH parameters.

11. The EAP Success message is forwarded to the WLAN UE over IKEv2.

12. The WLAN UE shall take its own copy of the MSK asinput to generate the AUTH parameter to authenticate the
first IKE_SA_INIT message. The AUTH parameter is sent to the PDG.

13. The PDG checks the correctness of the AUTH received from the WLAN UE and calculates the AUTH parameter
which authenticates the second IKE_SA_INIT message. The PDG shall send the assigned Remote |P addressin
the configuration payload (CFG_REPLY), if the WLAN UE requested for a Remote | P address through the
CFG_REQUEST. Then the AUTH parameter is sent to the WLAN UE together with the configuration payload,
security associations and the rest of the IKEv2 parameters and the IKEv2 negotiation terminates.

14.1f the PDG detects that and old IKE SA for that W-APN already exists, it will delete the IKE SA and send to the
WLAN UE an INFORMATIONAL exchange with a Delete payload, as specified in reference [29], in order to
deletethe old IKE SA in WLAN UE.

3GPP
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***END SET OF CHANGES ***
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*** BEGIN OF CHANGE ***

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply.

3GPP - WLAN Interworking: Used generically to refer to interworking between the 3GPP system and the WLAN
family of standards.

Data origin authentication: The corroboration that the source of data received is as claimed.
Entity authentication: The provision of assurance of the claimed identity of an entity.

Key freshness: A key isfresh if it can be guaranteed to be new, as opposed to an old key being reused through actions
of either an adversary or authorised party.

Local interface: an interface between the devices that may conform to the WLAN UE, normally one device with
WLAN capabilities and one UICC or SIM card holding device.

Temporary identity: an identity given by the home network to the WLAN UE, used to identify the user temporarily,
normally in one authentication process lifetime. In this TS it refers to a pseudonym or a re-authentication identity.

Tunnel: it refersto an IPsec security association used in WLAN 3GPP | P access to protect the communications from
the WLAN UE to the 3GPP network. It is preceded by an IKE negotiation.

W-APN: WLAN Access Point Name — identifies an | P network and a point of interconnection to that network (Packet
Data Gateway).

WLAN 3GPP I P Access: Accessto an IP network viathe 3GPP system.
WLAN Direct | P Access. Accessto an |P network is direct from the WLAN AN.

WLAN coverage: an areawhere wireless local area network access services are provided for interworking by an entity
in accordance with WLAN standards.

WLAN-UE: user equipment to access a WLAN interworking with the 3GPP system, including all required security
functions.

*xx NEXT CHANGE ***

4.2.4.3 Communication over local interface via a Bluetooth link

For SIM access via a Bluetooth link, the SIM Access Profile developed in BLUETOOTH SIG forum may be used.
See[22].

*xx NEXT CHANGE ***

4.2.5 Link layer security requirements

CR page 2
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Most WLAN technologies provide (optional) link-layer protection of user data. Since the wirelesslink islikely to be the
most vulnerable in the entire system, 3GPP-WLAN interworking should take advantage of the link layer security
provided by WLAN technologies. The native link-layer protection can also prevent against certain | P-layer attacks.

*** NEXT CHANGE ***

6.1.1 USIM-based WLAN Access Authentication

USIM based authentication is a proven solution that satisfies the authentication requirements from section 4.2. This
form of authentication shall be based on EAP-AKA (ref. [4]), as described in section 6.1.1.1._For the case of WLAN-
UE Functional Split, see section 4.2.4.

*xx NEXT CHANGE ***

6.1.2 GSM SIM based WLAN Access authentication

SIM based authentication is useful for GSM subscribers that do not have a UICC with a USIM application. This form of
authentication shall be based on EAP-SIM (ref. [5]), as described in section 6.1.2.1. This authentication method satisfies
the authentication reguirements from section 4.2, without the need for a UICC with a USIM application. For the case of
WLAN-UE Functional Split, see section 4.2.4.

*** NEXT CHANGE ***

6.1.5.1 Tunnel full authentication and authorization

The tunnel end point in the network isthe PDG. As part of the tunnel establishment attempt the use of a certain W-APN
is requested. When a new attempt for tunnel establishment is performed by the WLAN UE, the WLAN UE shall use
IKEv2 as specified in ref. [29]. The EAP messages carried over IKEv2 shall be terminated in the AAA server, which
communicates with the PDG via Wm interface, implemented with Diameter. Then the PDG shall extract the EAP
messages received from the WLAN UE over IKEv2, and send them to the AAA server over Diameter (the opposite for
messages sent from the AAA server). The WLAN UE shall use the Configuration Payload of IKEv2 to obtain the
Remote | P address.

The sequence diagram is shown in figure 7A. The EAP message parameters and procedures regarding authentication are
omitted since they are already described in this technical specification. Only decisions and processes relevant to this
EAP-IKEv2 procedure are explained.

Asthe WLAN UE and PDG generated nonces are used as input to derive the encryption and authentication keysin
IKEV2, replay protection isimplemented as well. For this reason, there is no need for the AAA server to request the
user identity again using the EAP AKA or EAP SIM specific methods (as specified in ref. [4] and ref. [5]), because the
AAA server iscertain that no intermediate node has modified or changed the user identity.

CR page 3



3GPP TS 33.234 v6.3.0 (2004-12)

WLAN
UE

1. IKE_SA_INIT
[Headers, Sec. associaions, D-H values, Nonces)

_

2. IKE_AUTH Request
[Header, Userid, Configurationﬁayload, Sec. Associations, Traffi¢ sdectors, W-APN]

<>

<

6 IKE_AUTH Response
[Header, PDG ID, Cetificate, AU

PP
AAA-serv

3. Access-Request [user ID, W1APN]

<

>

CR page 4

4. Check in user's subscription if
tunnel is allowed. User profile and
AVs retrieval if needed

5 EAP-Request /AKA-Challenpe

7. IKE_AUTH Reguest
[Header, EAP-Response/AKA Chgllenge

| ot

TH, EAP-Request/AKA-Chdlerjge]

8. EAP-Response/AKA-Challenge

g

9 EAP Success + keying matérial

10. AUTH payload is computed
using the keying material (MSK)

11. IKE_AUTH Response
[Header, EAP Success]

<

[AUTH]

12. IKE_AUTH Request

<

13. IKE_AUTH Response
[Header, AUTH, Configuraion P

14. Delete old IKE SA

1

yload, Sec. Associations, Traffig selectors)

—

Figure 7A: Tunnel full authentication and authorization

1. The WLAN UE and the PDG exchange the first pair of messages, known as IKE_SA_INIT, in which the PDG
and WLAN UE negotiation cryptographic a gorithms, exchange nonces and perform a Diffie_Hellman

exchange.

2. The WLAN UE sendsthe user identity (in the Idi payload) and the W-APN information (in the Idr payload) in
this first message of the IKE_AUTH phase, and begins negotiation of child security associations. The WLAN
UE omitsthe AUTH parameter in order to indicate to the PDG that it wants to use EAP over IKEv2. The user
identity shall be compliant with Network Access Identifier (NAI) format specified in RFC 2486 [14], containing
the IMSI or the pseudonym. The identity in NAI format generated from the IMSI is described in ref. [4] and
ref. [5], depending on the type of EAP method to be used (EAP SIM or EAP AKA). The WLAN UE shall send
the configuration payload (CFG_REQUEST) within the IKE_AUTH request message to obtain a Remote IP

Address.
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3. The PDG sends the Access Request message with an empty EAP AV P to the AAA server, containing the user
identity and W-APN. The PDG shall include a parameter indicating that the authentication is being performed
for tunnel establishment, asindicated in reference [37]. This will help the AAA server to distinguish between
authentications for WLAN access and authentications for tunnel setup.

4. The AAA server shall fetch the user profile and authentication vectors from HSS/HLR (if these parameters are
not available in the AAA server) and determines the EAP method (SIM or AKA) to be used, according to the
user subscription and/or the indication received from the WLAN UE. The AAA server checksin user's
subscription if he/she is authorized to establish the tunnel.

In this sequence diagram, it is assumed that the user hasa USIM and EAP AKA will be used. For EAP SIM
there is no difference from the IKEv2-EAP relationship point of view, but only for the EAP SIM mechanism
itself, which is explained in this technical specification

5. The AAA server initiates the authentication challenge. The user identity is not requested again, asin a normal
authentication process, because there is the certainty that the user identity received in the EAP Identity Response
message has not been modified or replaced by any intermediate node. The reason is that the user identity was
received viaan IKEv2 secure channel which can only be decrypted and authenticated by the end points (the PDG
and the WLAN UE).

6. The PDG responds with itsidentity, a certificate, and sends the AUTH parameter to protect the previous message
it sent to the WLAN UE (inthe IKE_SA_INIT exchange). It completes the negotiation of the child security
associations as well. The EAP message received from the AAA server (EAP-Request/AKA-Challengeis
included in order to start the EAP procedure over IKEv2.

7. The WLAN UE checks the authentication parameters and responds to the authentication challenge. The only
payload (apart from the header) in the IKEv2 message is the EAP message.

8. The PDG forwards the EAP-Response/ AK A-Challenge message to the AAA server.

9. When al checks are successful, the AAA server sends an EAP success and the key material to the PDG. This
key material shall consist of the MSK generated during the authentication process. When the Wm interface
(PDG-AAA server) isimplemented using Diameter, the M SK shall be encapsulated in the EAP-Master-Session-
Key parameter, as defined in ref. [23].

If the W-APN is not active, the AAA server will mark it as"active".

If the AAA server detects that the W-APN is active in other PDG, it will send an indication to that PDG
reguesting to delete the IKE SA of the W-APN.

10. The MSK shall be used by the PDG to generate the AUTH parameters in order to authenticate the IKE_SA_INIT
phase messages, as specified in ref. [29]. These two first messages had not been authenticated before as there
were no key material available yet. According to ref. [29], the shared secret generated in an EAP exchange (the
MSK), when used over IKEv2, shall be used to generated the AUTH parameters.

11. The EAP Success message is forwarded to the WLAN UE over IKEv2.

12. The WLAN UE shall take its own copy of the MSK as input to generate the AUTH parameter to authenticate the
first IKE_SA_INIT message. The AUTH parameter is sent to the PDG.

***END OF CHANGE ***
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*** BEGIN OF CHANGE ***

57 Simultaneous access control

The home network operator needs to be aware of how the user is accessing the WLAN network. If the user is making
the SIM or UICC card available for several devices that have WLAN access capabilities, the home network operator
may decide, at any time, to allow or bar t he access of two or more network devices simultaneously.

WLAN direct | P access

The control of simultaneous sessionsin WLAN direct | P access can be performed, under some circumstances, using the
MAC address of the user’s device.

After anumber of successful authentications, if a subsequent authentication attempt is being performed by another
device, the MAC address will be different and the AAA server will be able to detect it. However, this mechanism has
some limitations. One of them isthat if the two devices are accessing two different WLAN access points (assuming that
aWLAN access point has aindependent control of MAC address space), the MAC address of one of them can be
spoofed and made equal to the other one. Thisis afraud situation the home network should avoid. However, it may
happen that the user is accessing other WLAN access point and a pre-authentication is performed in this new access
point. In this case there is no fraud attempt. Then, in this situation (same MAC addresses, different WLAN radio
networks) the AAA server should check if thereisa AAA accounting start message sent from WLAN AN after the
authentication procedure completes. If there is such accounting start message and the number of simultaneous sessions
for the subscriber has already been reached, it is considered to be a fraud attempt and the AAA server should send a
message to WLAN AN to stop this simultaneous session.wi ;

sHuatten-and-shal-netreesttheauthentication-presess:

*** NEXT CHANGE ***

6.1.1.1 EAP/AKA Procedure

The EAP-AKA authentication mechanism is specified in ref. [4]. The present section describes how this mechanismis
used in the WLAN-3GPP interworking scenario.
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1. A connection is established between the WLAN-UE and the WLAN-AN, using aWireless LAN technology
specific procedure (out of scope for this specification).

2. The WLAN-AN sends an EAP Request/Identity to the WLAN-UE.

EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology
specific protocol.

3. The WLAN-UE sends an EAP Response/ldentity message. The WLAN-UE sendsits identity complying with
Network Access Identifier (NAI) format specified in RFC 2486. NAI contains either a pseudonym allocated to
the WLAN-UE in previous authentication or, in the case of first authentication, the IMSI.

NOTE 1: Generating an identity conforming to NAI format from IMSI is defined in EAP/AKA [4].

4. The message is routed towards the proper 3GPP AAA Server based on the realm part of the NAI. The routing
path may include one or several AAA proxies (not shown in the figure).

NOTE 2: Diameter referral can also be applied to find the AAA server.

5. The 3GPP AAA server receives the EAP Response/ldentity packet that contains the subscriber identity. The
identifier of the WLAN radio network, VPLMN ldentity and the MAC address of the WLAN-UE shall also be
received by the 3GPP AAA server in the same message.

6. 3GPP AAA Server identifies the subscriber as a candidate for authentication with EAP-AKA, based on the
received identity. The 3GPP AAA Server then checksthat it has an unused authentication vector available for
that subscriber . If not, a set of new authentication vectorsisretrieved from HSS/HLR. A mapping from the
temporary identifier to the IMSI may be required.

The HSS/HLR shall check if thereisa 3GPP AAA server already registered to serve for this subscriber In case
the HSS/HLR detects that another 3GPP AAA server has already registered for this subscriber, it shall provide
the current 3GPP AAA server with the previously registered AAA server address. The authentication signalling
isthen routed to the previously registered 3GPP AAA server with Diameter-specific mechanisms, e.g., the
current 3GPP AAA server transfers the previoudly registered AAA server address to the AAA proxy or the
WLAN AN, or the current 3GPP AAA server acts asa AAA proxy and forwards the authentication message to
the previously registered 3GPP AAA server.

NOTE 3: It could also be the case that the 3GPP AAA Server first obtains an unused authentication vector for the
subscriber and, based on the type of authenticator vector received (i.e. if aUMTS authentication vector is
received), it regards the subscriber as a candidate for authentication with EAP-AKA.

7. The 3GPP AAA server requests again the user identity, using the EAP Request/AK A Identity message. This
identity request is performed as the intermediate nodes may have changed or replaced the user identity received
in the EAP Response | dentity message, as specified in ref. [4]. However, this new request of the user identity can
be omitted by the home operator if there exist the certainty that the user identity could not be changed or
modifies by any means in the EAP Response I dentity message.

8. The WLAN AN forwards the EAP Request/AKA ldentity message to the WLAN UE.
9. The WLAN UE responds with the same identity it used in the EAP Response |dentity message.

10. The WLAN AN forwards the EAP Response/AKA Identity to the 3GPP AAA server. The identity received in
this message will be used by the 3GPP AAA server in the rest of the authentication process. If an inconsistency
is found between the identities received in the two messages (EAP Response Identity and EAP Response/ AKA
Identity) so that the user profile and authentication vectors previoudy retrieved from HSS/HLR are not valid,
these data shall be requested again to HSS/HLR (step 6 shall be repeated before continuing with step 11).

NOTE 4: In order to optimise performance, the identity re-request process (the latter four steps) should be
performed when the 3GPP AAA server has enough information to identify the user as an EAP-AKA user,
and before user profile and authentication vectors retrieval, although protocol design in Wx interface may
not allow to perform these four steps until the whole user profile has been downloaded to the 3GPP AAA
server.

11. 3GPP AAA server checksthat it hasthe WLAN access profile of the subscriber available. If not, the profileis
retrieved from HSS. 3GPP AAA Server verifies that the subscriber is authorized to use the WLAN service.
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Although this step is presented after step 6 in this example, it could be performed at some other point, however
before step 14. (Thiswill be specified as part of the Wx interface.)

12. New keying material is derived from IK and CK., cf. [4]. This keying material is required by EAP-AKA, and
some extra keying material may also be generated for WLAN technology specific confidentiality and/or integrity
protection.

A new pseudonym and/or re-authentication ID may be chosen and protected (i.e. encrypted and integrity
protected) using EAP-AKA generated keying material.

13.3GPP AAA Server sends RAND, AUTN, a message authentication code (MAC) and two user identities (if they
are generated): protected pseudonym and/or protected re-authentication id to WLAN-AN in EAP Request/AKA-
Challenge message. The sending of the re-authentication id depends on 3GPP operator's policies on whether to
alow fast re-authentication processes or not. It implies that, at any time, the AAA server decides (based on
policies set by the operator) to include the re-authentication id or not, thus allowing or disallowing the triggering
of the fast re-authentication process.

The 3GPP AAA Server may send as well aresult indication to the WLAN UE, in order to indicate that it wishes
to protect the success result message at the end of the process (if the outcome is successful). The protection of
result messages depends on home operator's policies.

14. The WLAN-AN sends the EAP Regquest/AK A-Challenge message to the WLAN-UE.

15. The WLAN-UE runs UMTS agorithm on the USIM. The USIM verifiesthat AUTN is correct and hereby
authenticates the network. If AUTN isincorrect, the terminal rejects the authentication (not shown in this
example). If the sequence number is out of synch, terminal initiates a synchronization procedure, c.f. [4]. If
AUTN is correct, the USIM computes RES, IK and CK.

The WLAN UE derives required additional new keying material from the new computed IK and CK from the
USIM, checks the received MAC with the new derived keying material.

If a protected pseudonym and/or re-authentication identity were received, then the WLAN-UE stores the
temporary identity(s) for future authentications.

16. The WLAN UE calculates a new MAC value covering the EAP message with the new keying material. WLAN-
UE sends EAP Response/ AK A-Challenge containing calculated RES and the new calculated MAC value to
WLAN-AN.

The WLAN UE shall include in this message the result indication if it received the same indication from the
3GPP AAA server. Otherwise, the WLAN-UE shall omit thisindication.

17.WLAN-AN sends the EAP Response/AK A-Challenge packet to 3GPP AAA Server
18. The 3GPP AAA Server checksthe received MAC and compares XRES to the received RES.

19.1f al checksin step 18 are successful, the 3GPP AAA Server shall send the message EAP Request/AKA-
Notification, previous to the EAP Success message, if the 3SGPP AAA Server requested previously to use
protected successful result indications. This message is MAC protected.

20. The WLAN AN forwards the message to the WLAN-UE.
21. The WLAN-UE sends the EAP Response/ AK A-Notification.

22. The WLAN AN forwards the EAP Response/ AK A-Notification message to the 3GPP AAA server. The 3GPP
AAA Server shall ignore the contents of this message

23.The 3GPP AAA Server sends the EAP Success message to WLAN-AN (perhaps preceded by an EAP
Notification, as explained in step 20). If some extra keying material was generated for WLAN technology
specific confidentiality and/or integrity protection then the 3GPP AAA Server includes this keying material in
the underlying AAA protocol message (i.e. not at the EAP level). The WLAN-AN stores the keying materia to
be used in communication with the authenticated WLAN-UE.

24. The WLAN-AN informs the WLAN-UE about the successful authentication with the EAP Success message.
Now the EAP AKA exchange has been successfully completed, and the WLAN-UE and the WLAN-AN share
keying material derived during that exchange.
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The authentication process may fail at any moment, for example because of unsuccessful checking of MACs or no
response from the WLAN-UE after a network request. In that case, the EAP AKA process will be terminated as
specified in ref. [4] and an indication shall be sent to HSSHLR.

*** NEXT CHANGE ***

6.1.2.1 EAP SIM procedure

The EAP-SIM authentication mechanism is specified in ref. [5]. The present section describes how this mechanismis
used in the WLAN-3GPP interworking scenario.
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Figure 5. Authentication based on EAP SIM scheme
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1

A connection is established between the WLAN-UE and the WLAN-AN, using a Wireless LAN technology
specific procedure (out of scope for this specification).

The WLA-AN sends an EAP Request/I dentity to the WLAN-UE.

EAP packets are transported over the Wireless LAN interface encapsulated within a Wireless LAN technology
specific protocol.

The WLAN-UE sends an EAP Response/ldentity message. The WLAN-UE sends its identity complying with the
Network Access Identifier (NAI) format specified in RFC 2486. NAI contains either a pseudonym allocated to
WLAN-UE in previous authentication or, in the case of first authentication, the IMSI.

NOTE 1: Generating an identity conforming to NAI format from IMSI is defined in EAP/SIM.

4.

The message is routed towards the proper 3GPP AAA Server based on the realm part of the NAI. The routing
path may include one or several AAA proxies (not shown in the figure).

NOTE 2: Diameter referral can also be applied to find the AAA server.

5.

The 3GPP AAA server receives the EAP Response/ldentity packet that contains the subscriber identity. The
identifier of the WLAN radio network, VPLMN ldentity and the MAC address of the WLAN-UE shall also be
received by the 3GPP AAA server in the same message.

. The 3GPP AAA Server, identifies the subscriber as a candidate for authentication with EAP-SIM, based on the

received identity, and then it sends the EAP Request/SIM-Start packet to WLAN-AN. The 3GPP AAA server
requests again the user identity. Thisidentity request is performed as the intermediate nodes may have changed
or replaced the user identity received in the EAP Response | dentity message, as specified in ref. [5]. However,
this new request of the user identity can be omitted by the home operator if there exist the certainty that the user
identity could not be changed or modified by any meansin the EAP Response Identity message.

NOTE 3: It could also be the case that the 3GPP AAA Server first obtains an authentication vector for the

subscriber and, based on the type of authenticator vector received (i.e. if a GSM authentication vector is
received), it regards the subscriber as a candidate for authentication with EAP-SIM.

WLAN-AN sends the EAP Request/SIM-Start packet to WLAN-UE

The WLAN-UE chooses a fresh random number NONCE_MT. The random number is used in network
authentication. The WLAN UE includes the same user identity it used in the EAP Response |dentity message.

The WLAN-UE sends the EAP Response/SIM-Start packet, containing NONCE_MT and the user identity, to
WLAN-AN.

WLAN-AN sends the EAP Response/SIM-Start packet to 3GPP AAA Server. The identity received in this
message will be used by the 3GPP AAA server in the rest of the authentication process. If aninconsistency is
found between the identities received in the two messages (EAP Response Identity and EAP Response/SIM
Start) so that any user data retrieved previously from HSS/HLR are not valid, these data shall be requested again
to HSS/HLR.

10. The AAA server checks that it has available N unused authentication vectors for the subscriber. Several GSM

authentication vectors are required in order to generate keying material with effective length equivalent to EAP-
AKA. If N authentication vectors are not available, a set of authentication vectorsisretrieved from HSS/HLR.
A mapping from the temporary identifier to the IMSI may be required.

Although this step is presented after step 9 in this examples, it could be performed at some other point, for
example after step 5, however before step 12. (Thiswill be specified as part of the Wx interface).

The HSS/HLR shall check if thereis a 3GPP AAA server aready registered to serve for this subscriber. In case
the HSS/HLR detects that another 3GPP AAA server has already registered for this subscriber, it shall provide
the current 3GPP AAA server with the previously registered AAA server address. The authentication signalling
is then routed to the previously registered 3GPP AAA server with Diameter-specific mechanisms, e.g., the
current 3GPP AAA server transfers the previously registered AAA server address to the AAA proxy or the
WLAN AN, or the current 3GPP AAA server acts asa AAA proxy and forwards the authentication message to
the previously registered 3GPP AAA server.
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11. The AAA server checksthat it hasthe WLAN access profile of the subscriber available. If not, the profileis
retrieved from HSS/HLR. 3GPP AAA Server verifies that the subscriber is authorized to use the WLAN service.

Although this step is presented after step 10 in this example, it could performed at some other point, however
before step 18. (Thiswill be the specified as part of the Wx interface).

12. New keying material is derived from NONCE_MT and N Kc keys. This keying material is required by EAP-
SIM, and some extra keying material may also be generated for WLAN technology specific confidentiality
and/or integrity protection.

A new pseudonym and/or a re-authentication identity may be chosen and protected (i.e. encrypted and integrity
protected) using EAP-SIM generated keying material.

A message authentication code (MAC) is calculated over the EAP message using an EAP-SIM derived key. This
MAC is used as a network authentication value.

3GPP AAA Server sends RAND, MAC, protected pseudonym and protected re-authentication identity (the two

latter in case they were generated) to WLAN-AN in EAP Request/SIM-Challenge message. The sending of the

re-authentication id depends on 3GPP operator's policies on whether to alow fast re-authentication processes or
not. It impliesthat, at any time, the AAA server decides (based on policies set by the operator) to include the re-
authentication id or not, thus allowing or disallowing the triggering of the fast re-authentication process.

The 3GPP AAA Server may send as well aresult indication to the WLAN-UE, in order to indicate that it wishes
to protect the success result message at the end of the process (if the outcome is successful). The protection of
result messages depends on home operator's policies.

13. The WLAN sends the EAP Reguest/SIM-Challenge message to the WLAN-UE.

14.WLAN-UE runs N times the GSM A3/A8 agorithmsin the SIM, once for each received RAND.
This computing gives N SRES and Kc values.
The WLAN-UE derives additional keying material from N Kc keys and NONCE_MT.

The WLAN-UE calculatesits copy of the network authentication MAC with the newly derived keying material
and checksthat it is equal with the received MAC. If the MAC isincorrect, the network authentication has failed
and the WLAN-UE cancel s the authentication (not shown in this example). The WLAN-UE continues the
authentication exchange only if the MAC is correct.

The WLAN-UE calculates a new MAC with the new keying material covering the EAP message concatenated to
the N SRES responses.

If a protected pseudonym and/or re-authentication identity were received, then the WLAN-UE stores the
temporary identity(s) for future authentications.

15. WLAN-UE sends EAP Response/SIM-Challenge containing calculated MAC to WLAN-AN.

The WLAN-UE shall include in this message the result indication if it received the same indication from the
3GPP AAA server. Otherwise, the WLAN-UE shall omit thisindication.

16. WLAN-AN sends the EAP Response/SIM-Challenge packet to 3GPP AAA Server.
17.3GPP AAA Server comparesits copy of the response MAC with the received MAC.

18. Once the comparison in step 17 is successful, the 3GPP AAA Server shall send the message EAP
Request/SIM/Natification, previous to the EAP Success message, if the 3GPP AAA Server requested previously
to use protected success result indications. The message EAP Request/SIM/Noatification is MAC protected.

19. The WLAN AN forwards the message to the WLAN-UE.
20. The WLAN-UE sends the EAP Response/SIM/Noatification.

21. The WLAN AN forwards the EAP Response/SIM/Notification message to the 3GPP AAA server. The 3GPP
AAA Server shall ignore the contents of this message.
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22.The 3GPP AAA Server sends the EAP Success message to WLAN-AN (perhaps preceded by an EAP
Notification, as explained in step 20). If some extra keying material was generated for WLAN technology
specific confidentiality and/or integrity protection, then the 3GPP AAA Server includes this derived keying
material in the underlying AAA protocol message. (i.e. not at EAP level). The WLAN-AN stores the keying
material to be used in communication with the authenticated WLAN-UE.

23. WLAN-AN informs the WLAN-UE about the successful authentication with the EAP Success message. Now the
EAP SIM exchange has been successfully completed, and the WLAN-UE and the WLAN_AN may share keying
material derived during that exchange.

j -The procedure of WLAN reqistration for this subscriber is

described in clause 6.1.6.

NOTE 4: The derivation of the value of N isfor further study.

The authentication process may fail at any moment, for example because of unsuccessful checking of MACs or no
response from the WLAN-UE after a network request. In that case, the EAP SIM process will be terminated as specified
| inref. [5] and an indication shall be sent to HSSHLR.
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*x NEXT CHANGE ***

6.1.6 WLAN Direct IP Session Start

This section describes how to use AAA accounting start message to detect afraud simultaneous session in WLAN

Direct |P Access.

3GPP AAA HSS/
sever HLR
1

2. accounting start messgage

n
»

4. Terminate message

»
<

EAP/AKA or EAP/SIM procedure completes.

1

3GPP AAA server receives an accounting start message from WLAN AN.

2.

3GPP AAA server verifies that a corresponding authentication procedure has been completed. If thereis no

other ongoing WLAN Access session for the subscriber detected by the 3GPP AAA server, and the WLAN
registration for this subscriber is not performed previously, then the 3GPP AAA server shall initiate the
WLAN registration to the HSS/HLR. Otherwise, the AAA server shall compare the MAC address, VPLMN
Identity and the WLAN access network information of the authentication exchange with the same information
of the ongoing sessions. If the information is the same as with an ongoing session, then the authentication
exchange is related to the ongoing session, so there is no need to do anything for old sessions. If it is the same
subscriber but with adifferent MAC address, or with adifferent VPLMN identity or with different radio
network information that is received than in any ongoing session, the 3GPP AAA server then considers that the
authentication exchange is related to anew WLAN Access session. It shall terminate an old WLAN Access
session after the successful authentication of the new WLAN Access session, based on the policy whether
simultaneous sessions are not alowed, or whether the number of allowed sessions has been exceeded. If the
MA C addresses (the old one and the new one) are equal and the WLAN radio network information received is
different from the old one, the new session is considered to be a fraudulent one.

If in step 3 the new session is considered to be afraudulent one, 3GPP AAA server terminates the new session.

***END OF CHANGE ***
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*** BEGIN OF CHANGE2 ***

6.6A  Profile for PDG certificates

Certificates used for authentication of the PDG shall meet the following profile of RFC 3280 [39].

a)
b)
©)
d)

€)
f)
f)
9)

The certificate shall be encoded in DER format.
The version shall be 2 ("v3").
The certificate serial number shall meet the requirementsin RFC 3280 [39], section 4.1.2.2.

The signature algorithm shall be "shalWithRSAEncryption" [38], and the RSA public key used for signing shall
not be longer than 2048 bits.

The issuer name shall not be empty.
The validity period shall meet the requirementsin RFC 3280 [39], section 4.1.2.5.
The subject name may be empty in PDG certificates and shall not be empty in CA certificates.

The subject public key shall use algorithm "rsaEncryption” (RFC 3279 [38]), and the RSA public key shall not
be longer than 2048 bits.

TheissuerUniquel D or subjectUniquel D fields shall not be present.

The SubjectAltName extension shall be present if thisis a PDG certificate, and shall contain at least one
dNSName component.

The BasicConstraints extension shall be present if thisisa CA certificates with "CA" flag asserted. The
pathLenConstraint may be present.

CA certificates should contain the NameConstraints extension with appropriate dNSName components in the
permittedSubtrees field.

The KeyUsage extension shall be present in all certificates. The keyCertSign bit shall be set in CA certificates,
and digital Signature bit shall be set in PDG certificates.

m) The CRL DistributionPoint extension may be present, and shall not be marked critical. At least one of the

n)

0)

p)

distribution points should use HTTP for retrieving the CRL.

The Authorityl nformationAccess extension may be present with id-ad-ocsp access method, and shall not be
marked critical.

Other extensions should not be used; if they are, they shall not be marked as critical.
The total length of a certificate shall not exceed 2000 bytes.

Certificate processing requirements:
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a)
b)
©)
d)

€)
f)
9)
h)

UE shall send one or more CERTREQ payloads with encoding value 4 (X.509 certificate - Signature).
IKEv2 Certificate encoding value shall be 4 (X.509 certificate - Signature).
UE shall not assume that any except the first IKEv2 CERT payload is ordered in any way.

UE shall support paths of at least four certificates (self-signed CA certificate, intermediate CA 1, intermediate
CA 2, PDG certificate).

PDG shall not send paths containing more than four certificates.

UE shall be prepared to receive irrelevant certificates, or certificates they do not understand.

UE shall be able to process certificates (for e.g. chain building) even if naming attributes are unknown.
UE shall support both UTCTime and GeneralizedTime encoding for validity time.

UE shall check the validity time, and reject certificates that are either not yet valid or are expired.

UE shall support processing of the BasicConstraints, NameConstraints, and KeyUsage extensions.

UE may check the validity of the certificates using CRLs or OCSP [43]. Support for CRLs is optional. Support
for OCSP is mandatory.

NOTE: A WLAN UE that initiates 3GPP | P Access according to the tunnel full authentication and authorization

procedure, may want to check the validity of the PDG certificate, but it might not gain access to the
OCSP server. This situation can be handled in the following way: After the UE initiated tunnel is
successfully established and before user datais transmitted in the tunnel, the UE sends an OCSP request
message to OCSP server. When the UE receives the OCSP response, it checks the certificate status. If the
certificate of PDG isvalid, the UE will allow user data to be transmitted to the PDG in the tunnel. If the
certificate is not valid, the UE may terminate the tunnel that just was established.

***END OF CHANGE2 ***
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