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**** Start of first set of changes ****

5.1.2 Existing 3GPP Element Impacts

The following requirements should be satisfied by the 3GPP-WLAN Interworking System function with regard to
existing 3GPP network elements:

- Existing SIM and USIM shall be supported. Authentication shall rely on (U)SIM based authentication
mechanisms. R6 USIM may include new functionality if necessary e.g. in order to improve privacy.

- Changesin the HSS/HLR/AuC shall be minimized.

- The Service Location Function (SLF) node shall be used in the same way as defined in 3GPP TS 23.228 [24] to
find the address of a subscriber’s HSS, if necessary.

- The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having
simultaneous PS and CS connections for the same subscriber. (e.g. the HLRSS shall not deregister a PS
subscriber when the UE registers on a WLAN)

- This TS proposes solutions for operators who want to interwork their WLAN with an existing pre-R6 HLR/HSS.
Pleasereferto-Annex-»~A-

**** End of first set of changes ****

**+* Start of 2nd set of changes ****

6.3.3 D'/Gr' reference point

This optional reference point is located between 3GPP AAA Server and pre-R6 HLR/HSS. The prime purpose of the
protocol(s) crossing this reference point is communication between WLAN AAA infrastructure and HLR. The protocol
crossing this reference point is based upon the D/Gr reference points defined in 3GPP TS 29.002 [10]. Support of the
D'/Gr' reference points requires no modifications to the MAP protocol at the HLR.

When the HLR makes it possible the functionality of the reference point isto enable:
- Retrieval of authentication vectors, e.g. for USIM authentication, from HLR.
- Registration of the 3GPP AAA Server of an authorised WLAN user inthe HLR.
- Indication of change of subscriber profile within HLR (e.g. indication for the purpose of service termination).
- Purge procedure between the 3GPP AAA server and the HLR.
- Fault recovery procedure between the HLR and the 3GPP AAA server.

- Retrieval of service related information (e.g. APNs that may be selected by the WLAN UE) including
indications of whether the service is to be supported by the HPLMN or by an identified VPLMN.

- Retrieval of online/offline charging function address from HLR.

The functions provided on the D'/Gr' reference points are a subset of the functions provided on the D/Gr reference
points described in 3GPP TS 29.002 [10].

If a3GPP AAA Server supports the D' reference point, it will appear to the HLR/HSS asa VLR and shall behave
according to the description of the behaviour of a VLR supporting the D reference point as described in 3GPP TS
29.002 [10].
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If a3GPP AAA Server supports the Gr' reference point, it will appear to the HLR/HSS as an SGSN and shall behave
according to the description of the behaviour of an SGSN supporting the Gr reference point as described in 3GPP TS
29.002 [10].

**** End of 2nd set of changes ****

***+* Start of 3rd set of changes ****

Annex A (informative):
Void—ctoropeoPointe clome Lo lose
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3GPP AAA
server
EAP authentication is
initiated between
UE and WLAN
1. Diameter EAP_Request
[ EAP Response/ Identity (NAI)] o
i 3 Diameter EAP_Answer i
[ EAP Reques(]
i 3. Diameter EAP_Request” |
E [ EAP Response] gl |
2N. Diameter EAP_Answer
< [ EAP Success, Authorisation Info,
Session Keying material]
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WLAN 3GPP AAA
server
A UE needsto be
disconnected
1.-Diameter—Abort
« Session_Request
[Session ID]
2. Diameter_Abort_

Session_Answer >

[Session ID]
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3GPP AAA HSS
server

New Authentication
vectors required

1."AUTH INFO REQUEST"
>

[User Identity]

< 2."AUTH INFO REPLY"

[Set of Authentication vectors,
set of new temp. IDs for EAP/AKA]
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3GPPAAA HSS
server

UE needs
to be authorised

1."SUBSCRIBER PROFILE
REQUEST"

[User Identity]

"Subscriber Profile Update"
procedure
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3GPP AAA
server

Subscriber Profile
needs to be sent to
3GPP AAA Server

1. "SUBSCRIBER PROFILE"
[Permanent Identity

WLAN Profile]
2."PROFILE ACK"

Cr page 9



3GPP TS 23.234 v6.3.0 (2004-12) CR page 10

3GPP AAA
server

HSS

|
UE is authenticated &
authorised

1."WLAN REGISTRATION"

[ Permanent subscriber identity, 3GPP
AAA Server Name]

2. "REGISTRATION CONFIRM"

[Permanent subscriber identity]

3GPP AAA
=

Registration from 3GPP|
AAA Server hasto be
canceled

%."CANCEL WLAN REGISTRATION

[Permanent Identity]

2. 'CANCEL REGISTRATION éCK"
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| 3GPPAAA server R6 HSS

1. Purge WLAN INFO

A Purae WLAN INFO Ack

3GPP AAA HLR
Server

New Authentication
Vectors Required

1. "MAP_SEND_AUTHENTICATION_INFO

Request[IMSI. Number of Requested Vectors]" .

2. “MAP_SEND_AUTHENTICATION_INFO
Response[IMSI, Authentication Vectors]”
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3GPP AAA
Server HLR
UE needs
to be authorized
1.“MAP RESTORE DATAJ[IMSI]
=

2“MAP_INSERT_SUBSCRIBER_DATA[IMSI, subscriber_data]’
<
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3GPPAAA G’ HLR

SEND AUTHENTICATION INFO

>
SEND AUTHENTICGATION INFO ACK
¢
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3GPPAAA G’ HLR
SERVER

UPDATIEE-LOCATION

>
INSERT-SUBSCRIBER-DATA
<
INSERT-SUBSCRIBER-DATA-ACK
>
UPDATE-LOCATION-ACK
<
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3GPP
AAA-serv

2. EAP Request/Identity

<
<«

3. EAP Response/ldentity
[NAI based on atemp. igentifier or IMSI]

4.

5. EAP Response/ldentity
[NAI based on atemp. identifier or IM SI]

»

>

CR page 15

HSS/
HLR

9. EAP Request/AKA -Challenge
[RAND, AUTN,|Encrypted temp. identifier]

10. EAP Request/AKA -Challenge
[RAND, AUTN, Encrypted temp. identifier]

d
|

11.

12. EAP Response/AKA-Challenge
[RES]

13. EAP Response/AK A-Challenge
[RES]

»
>

14.

15. EAP Success
[keying material]

16. EAP Success

— — —

Cr page 15




CR page 16

3GPP TS 23.234 v6.3.0 (2004-12)

Cr page 16



3GPP TS 23.234 v6.3.0 (2004-12) CR page 17

Cr page 17



3GPP TS 23.234 v6.3.0 (2004-12) CR page 18

1.

a. EAP Request/Identity

3. EAP Response/ldentity
[NAI based on atemp. '“Fentifier or IMSI]

4.

5. EAP Response/Identity|
[NAI based on atemp. i(igﬂtifier or IMSI]

6. EAP Request/SIM-Sart

7. EAP Request/SIM-Starft«

>

8. EAP Response/SIM-Start
[NONCE MT] N

9. EAP Response/SIM-Start
[NONCE MT] >

10.

11.

12. EAP Request/SIM-Challenge
[RAND, MAC, @crypted temp. identifier]

13. EAP Reguest/SIM -Challenge
LRAND, MAC, Encrypted|temp.
~entifier]

14.

15. EAP Response/SIM-CHhallenge
[MAC SRES] o

16. EAP Response/SIM-Challenge
[MAC_SRES]

>

17.

18. EAP Success
< [keying material]

19. EAP Success
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<

WLAN

N

<

WLAN association

)

3GPP AAA
Server

” Realm retrieva >
N\
/ EAP over diameter
\ initialization /
< EAP-Request/identity
EAP-Response/identity >

2. EAP Identity Response, including a re-authentication identity

3. Re-authentication request
Encrypted counter, NONCE_S and next re-authentication identity
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MAC to cover the whole packet

A

4. Re-authentication response
Encrypted counter
MAC to cover the packet and NONCE_S

5. EAP Success

A
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3GPP Home Network

Intranet /
Internet
HSS HLR
x CGw/
= CCF
r/ Wb 3GQP£”,:AA Wo 0cs
UE WLAN Access Network
(with or without an Ny, 42
intermediate network) %
Wn
W WLAN Access | WP [ Packet Data Wi
Gateway Gateway
Scenario 3
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Intranet /
Internet
3GPP Visited Network
J e 3G§rF;‘ MALWI | cowicer
WLAN Access Network % ad
(with or withoutan /
intermediate network) i \\/p WLAN Packet Daia
WLAN — Wu Access Gateway
UE Gateway |WPL— =
= 5
=
™ o
2 = 3GPPAAA | Wx [ oo
s Server Q.
g S
g @f HLR
Packet Data
Gateway
CcGw/
ocs CCF
.§
3GPP Home Network
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**** End of changes ****
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"Performs collection of per tunnel accounting information, e.g. volume count
(byte count) and elapsed time, to be used for inter-operator settlements."
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**** Start of first set of changes ****

6.2.5 WLAN Access Gateway
The WLAN Access Gateway appliesto aWLAN 3GPP IP Access enabled system.

The WLAN Access Gateway is a gateway via which the data to/from the WLAN Access Network shall be routed viaa
PLMN to provide aWLAN UE with 3G PS based servicesin aWLAN 3GPP IP Access enabled system.

The WLAN Access Gateway shall reside in the VPLMN in the roaming case, and in the HPLMN in the non-roaming
case.

The WLAN Access Gateway:
- Allows VPLMN to generate charging information for users accessing viathe WLAN AN in the roaming case.
- Enforcesrouting of packets through the PDG.

- Performs collection of per tunnel accounting information, e.g. volume count (byte count) and elapsed time, to be
used for inter-operator settlements in case of the roaming scenario when the Wu reference point is between the
WLAN UE and aPDG in the home network (Figure 6.2a). The charging information is forwarded to the 3GPP
AAA proxy in the visited network viathe W( reference point.

- Filters out packets based on unencrypted information in the packets. Packets should only be forwarded if they:
1. arepart of an existing tunnel or

2. are expected messages from the WLAN UEs. This includes service requests, and tunnel establishment
messages.

Since the WAG does not have afull trust relationship with the WLAN UE, it is not able to stop all messages. However,
messages from an unknown | P address can easily be discarded. Other approaches may be used as well. Additional types
of message screening are left to the operators' control. Furthermore, Network Address Trandators within the WLAN
may modify the source address of |P packets from the WLAN UEs. The modified source address can be reliably
associated to aWLAN UE by the PDG during tunnel establishment and provided to the WAG viathe 3GPP AAA
Server/Proxy. Before this point, all tunnel establishment packets shall be routed by the WAG except those which are
possibly discarded due to certain Firewall rules implemented on the WAG.

Note: per tunnel accounting generation in the WAG is not required when the WAG and PDG are in the same
network, i.e. the non-roaming case.

The WAG may implement policy enforcement before tunnel establishment to enhance the firewall against unwanted
packets go through the PLMN, for example, to forbid the roaming WLAN UE from sending tunnel establishment to
PLMN other than its HPLMN; to forbid packets from unauthorized WLAN UE.

The WAG shall implement policy enforcement after tunnel establishment.
After tunnel establishment, the following procedures apply at the WAG:
- If serviceis provided through a PDG in the HPLMN the WAG:
- Ensuresthat al packets from the WLAN UE are routed to the HPLMN.

- Ensuresthat packets from the authorised WLAN UEs are only routed to the appropriate PDG in the HPLMN
and that packets from other sources than that PDG are not routed to the WLAN UE.

- If serviceis provided through a PDG in the VPLMN the WAG:
- Ensuresthat al packets from the WLAN UE are routed to the VPLMN.

- Ensuresthat packets from the authorised WLAN UEs are only routed to the appropriate PDG in the VPLMN
and that packets from other sources than that PDG are not routed to the WLAN UE.
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6.25.1 Policy Enforcement

Information regarding the selected PDG, including whether the PDG isin the HPLMN or the VPLMN is provided by
the HPLMN to the VPLMN.

In the roaming case, the PDG information is delivered from the 3GPP AAA Server to the 3GPP AAA Proxy.
Within the VPLMN, policy enforcement information is delivered to the WAG.

Note: Whether information regarding one or all PDGs s provided will likely impact the signalling which
supports the activation of afurther W-APN. Delivering information of all valid PDGs may limit impacts
on signalling for further W-APN establishment.

The policy enforcement delivered during initial authentication (before the tunnel establishment) will be bound to a
user's AAA signalling. The WAG requires functionality to be able to associate thisinformation to a user's traffic. Asan
implementation option, this functionality can be achieved by allocating the local 1P Address by VPLMN.

The binding of the policy to a user's traffic allows the WAG to drop un-authorized packets sent to/from a user.

**** End of changes ****
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Access Control Requirements

The following functional requirements have been identified:

Legacy WLAN terminals should be supported. However software upgrades may be required for e.g. security
reasons.

Minimal impact on the user equipment, i.e. client software.

Minimal impact on existing WLAN networks.

The need for operators to administer and maintain end user software shall be minimized.
Existing SIM and USIM shall be supported.

Authentication shall rely on (U)SIM based authentication mechanisms.

R6 USIM may include new functionality if necessary e.g. in order to improve privacy.
Changes in the HSS/HL R/AuC shall be minimized.

SLF node shall be used in the same way as defined in 3GPP TS 23.228 [24] to find the address of the HSS that
holds the subscriber data for a given user identity when multiple and separately addressable HSSs have been
deployed by the network operator.

Methods for key distribution to the WLAN access network shall be supported.

The WLAN connection established for a 3GPP subscriber shall have no impact to the capabilities of having
simultaneous PS and CS connections for the same subscriber.

WLAN Access Authorization shall occur upon the success of the authentication procedure. It shall take into
account the user's subscription profile and optionally information about the WLAN AN, such asWLAN AN
operator name, WLAN AN location information (e.g., country, telephone area code, city), WLAN AN
throughput (e.g., maximum and minimum bandwidth guarantees for both ingress and egress traffic). This
information is used to enable use-case scenarios like location based authentication/authorization, location based
billing / customer care, and location based service offerings.

It shall be possible to indicate to the user of the results of authorization requests.

Results of WLAN Access Authorization requests shall be indicated to the WLAN, so that the WLAN can take
appropriate action.

The WLAN Access Authorization mechanism shall be able to inform the user and WLAN immediately of any
change in service provision.

This TS proposes solutions for operators who want to interwork their WLAN with an existing pre-R6 HLR/HSS.

Additional access control requirements for WLAN 3GPP IP Access:

Service Authorization shall occur after the WLAN Access Authentication/Authorization procedure.
Service based policy control shall be possible for the services authorized for the user.

Access to 3GPP PS based services shall be provided viaWLAN. The interworking architecture shall provide IP
connectivity to be able to support all 3GPP PS based services. 3GPP PS based services which use more than IP
connectivity (e.g. SMS, MMS, MBM$S) could require additional entities and interfaces not specified in this
document.

Access to PS based services normally provided by the 3GPP PS Core Network shall be provided viaWLAN.
WLAN access to these services shall support the same features as those supported via the 3GPP PS Core
Network according to operator choice, e.g. private addressing schemes, external address allocation, secure
tunneling to private external network. Quality of Service shall be supported when accessing these services via
WLAN, athough some limitations may exist because of the WLAN AN.
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- A WLAN inter-working system supporting both WLAN Direct IP Access and WLAN 3GPP | P Access shall be
able to support WLAN UEs operating in the WLAN Direct |P Access mode only, e.g. according to subscription.

- A combined access capable user should be able to choose between a WLAN Direct IP Accessonly” or a WLAN
3GPP IP Access, when the network alowsit.-  When the WLAN inter-working system does not support
access to 3GPP PS based services, the WLAN UE shall be able to detect it.

- A WLAN 3GPP IP Access capable WLAN inter-working system shall be able to mandate all flows for 3G PS
based services to be routed to the HPLMN or the VPLMN, e.g. according to subscription. This routing
enforcement shall not rely on the WLAN UE client.

Note: This may mandate additional functionality existing inthe WLAN AN

- Thetechnical solution for access control to local | P networks from WLAN shall be decoupled from WLAN
Access Control.
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***+* Start of 1st set of changes ****

2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

¢ References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

« For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refersto the latest version of that document in the same
Release as the present document.

[1] void

[2] void

[3] void

[4] void

[5] 3GPP TS 23.003: "Numbering, addressing and identification”.

[6] 3GPP TS 23.040: "Technical Realisation of the Short Message Service (SMS)"

[7 3GPP TS 23.060: "GPRS; Service description™.

[8] void

[9] 3GPP TS 24.234: "3GPP System to WLAN Interworking; UE to Network protocols; Stage 3".
[10] 3GPP TS 29.002: "Mobile Application Part (MAP) specification”.

[11] void

[12] 3GPP TS 31.102: "Characteristics of the USIM Application.”

[13] 3GPP TS 32.225: "Telecommunication management; Charging management; Charging data
description for the IP Multimedia Subsystem (IMS)."

[14] 3GPP TS 33.234: "WLAN Interworking Security."

[15] 3GPP TS 23.125: "Overal High Level Functionality and Architecture Impacts of Flow Based
Charging"

[16] void

[17] RFC 2486: "The Network Access |dentifier"

[18] void

[19] IEEE Std 802.1X-2001 |EEE Standard for Local and metropolitan area networks— Port-Based

Network Access Control

[20] |ETF Internet-Draft: "Network Discovery and Selection within the EAP Framework". draft-
adrangi-eap-network-discovery-and-sel ection-03, work in progress.

[21] |EEE Std 802.11-1999, Local and metropolitan area networks—Specific requirements—Part 11:
Wireless LAN Medium Access Control (MAC) and Physical Layer (PHY) specifications, |EEE, Sep. 1999.
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[22] IETF Internet-Draft: "EAP AKA Authentication” draft-arkko-pppext-eap-aka-12 (April 2004).
[23] IETF Internet-Draft: "EAP SIM Authentication" draft-haverinen-pppext-eap-sim-13 (April 2004).
[24] 3GPP TS 23.228: " IP Multimedia Subsystem (IMS); Stage 2".

[25] 3GPP TS 22.234: "Requirements on 3GPP system to Wireless Local Area Network (WLAN)
interworking"”.

[26] 3GPP TS 32.252: "Telecommunication management; Charging management; Wireless Local Area
Network (WLAN) charging".

[27] 3GPP TS 32.296: "Telecommunication management; Charging management; Online Charging
System (OCS) applications and interfaces".

[28] 3GPP TS 29.060: "GPRS; GTP across the Gn and Gp interface”

[29] 3GPP TS 23.008: "Organization of subscriber data"

**** End of 1st set of changes ****

**** Start of 2nd set of changes ****

6.5 WLAN user profile

The WLAN user profile shall reside in HSS (if the operator isusing alegacy HLR, the WLAN user profile may reside
in the 3GPP AAA Server) and be retrieved from-by 3GPP AAA server via Wx reference point. The parameters stored in

the network elements for | WLAN wh|ch incl udec the parameters of the WLAN user profile, are defi ned in clause 3B
of TS23.008 [29]. A es
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**** End of changes ****
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*****BEGINNING OF THE FIRST EDIT*****

6.2.3 3GPP AAA Server

The 3GPP AAA server islocated within the 3GPP network. There should be only one 3GPP AAA Server for aWLAN
attached subscriber. The 3GPP AAA Server:

- Retrieves authentication information and subscriber profile (including subscriber's authorization information)
from the HLR/HSS of the 3GPP subscriber's home 3GPP network.

- Authenticates the 3GPP subscriber based on the authentication information retrieved from HLR/HSS. The
authentication signaling may pass through AAA proxies.

- Updates the WLAN access authorisation information when user's service subscription is modified when
requested by HSS/HLR.

- Communicates (including updates) authorization information to the WLAN AN potentialy via AAA proxies.

- Regigtersits (the 3GPP AAA server) address or name with the HLR/HSS for each authenticated and authorized
3GPP subscriber.

- Initiates the Purge procedure when the 3GPP AAA server deletes the information of a subscriber.

- May act dso asaAAA proxy (see above).

- Maintainsthe WLAN UE's WLAN-attach status.

- Providesthe WLAN UE's WL AN-attach status to other entities (which are out of the scope of thisTS).

- Generates and reports per-user charging/accounting information about WLAN Direct IP Accessto the HPLMN
Offline Charging System.

- Transfer a subscriber’ s authentication to a 3GPP AAA Server when it is requested by HSS/HLR.
For WLAN 3GPP IP Access:

- Communicates (including updates) service authorization information (e.g. authorized W-APN, necessary keying
material for tunnel establishment and user data traffics) to the PDG. AAA proxiesif the PDG islocated in
VPLMN.

- Providesthe PDG with the WLAN UE’s remote | P address, received from the HSS, when static remote |P
address allocation is used.

- Providesthe AAA-Proxy with suitable policy enforcement information.
- Provides suitable policy enforcement information to WAG in HPLMN.
- May provide suitable routing enforcement information to WLAN AN.

*****ENDING OF THE FIRST EDIT*****

***x*BEGINNING OF THE SECOND EDIT*****
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6.3.1  Wa reference point

6.3.1.1 General description

The Wareference point connects the WLAN Access Network, possibly viaintermediate networks, to the 3GPP
Network (i.e. the 3GPP AAA Proxy in the roaming case and the 3GPP AAA server in the non-roaming case). The prime
purpose of the protocols crossing this reference point is to transport authentication, authorization and charging-related
information in a secure manner. The reference point has to accommodate also legacy WLAN Access Networks.

Legacy logica nodes outside of 3GPP scope that terminate or proxy the Wa reference point signalling and do not
support 3GPP AAA protocol shall require signalling conversion between the legacy AAA protocol and the 3GPP AAA
protocol.

EAP authentication shall be transported over the Wa reference point.

6.3.1.2 Functionality
The functionality of the reference point is to transport AAA frames:
- Carrying data for authentication signalling between WLAN UE and 3GPP Network.

- Carrying data for authorization (including the authorization information update) signalling between WLAN AN
and 3GPP Network. These data may include a well-defined identification of the WLAN AN.

- Carrying charging signalling per WLAN user to enable offline and/or online charging. To minimize the
reguirements put on the WLAN Access Network, the use of online charging over Wais optional and depends on
the agreement between the operators of the WLAN AN and the 3GPP PLMN.

- Enabling the identification of the operator networks amongst which the roaming occurs.
- Carrying keying data for the purpose of radio interface integrity protection and encryption.

- May carry Routing Enforcement information from the PLMN to ensure that all packets sent to/from the WLAN
UE for PS based services are routed to the interworking VPLMN (roaming case) or HPLMN (no roaming case)

appropriately.

- When such functionality is supported by the WLAN AN, purging a user from the WLAN access for immediate
service termination

- Providing access scope limitation information to the WLAN based on the authorised services for each user (for
example, | P addressfilters)

*****ENDING OF THE SECOND EDI T*****

*¥**%**BEGINNING OF THE THIRD EDIT*****

6.3.10 Wm reference point
The Wm reference point appliesto WLAN 3GPP |P Access.

Thisreference point is located between 3GPP AAA Server and Packet Data Gateway respectively between 3GPP AAA
Proxy and Packet Data Gateway. The functionality of this reference point isto enable:

- The 3GPP AAA Server/Proxy to retrieve tunneling attributes and WLAN UE's I P configuration parameters
from/via Packet Data Gateway.

- The3GPP AAA Server to provide the PDG with the WLAN UE’sremote | P address, received from the HSS,
when static remote | P address allocation is used.
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- The 3GPP AAA Server to provide the PDG with charging data (subscribed Charging Characteristics or W-APN
Charging Characteristics) for 3GPP PS based services charging

- Carrying messages between PDG and AAA Server in support of the user authentication exchange which takes
place between WLAN UE and 3GPP AAA server/proxy.

- Carrying messages for user authorization (including authorization information update) between PDG and 3GPP
AAA server/proxy. These messages transport e.g. the requested W-APN from PDG to 3GPP AAA server/proxy
and eventually the authorized W-APN from 3GPP AAA server/proxy to PDG.

- Carrying authentication data for the purpose of tunnel establishment, tunnel data authentication and encryption.

- Carrying mapping of auser identifier and atunnel identifier sent from the PDG to the AAA Proxy through the
AAA Server.

##x**ENDING OF THE THIRD EDIT*****
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