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5.2 Charging rules

Charging rules contain information that alow for filtering of traffic to identify the packets belonging to a particular
service data flow, and allow for defining how the service data flow isto be charged. The following apply to charging
rules:

- The charging rules for bearer charging are defined by the operator.
- These charging rules are made available to the TPF for both offline and online charging.
- Multiple charging rules are supported simultaneously per user.

- Filtering information within a charging rule is applied through filtering functionality at the TPF to identify the
packets belonging to a particular service data flow.

- Charging rules with dynamically provisioned filtering information (i.e. made available to the TPF) are supported
in order to cover IP service scenarios where the filtering information is dynamically negotiated (e.g. negotiated
on the application level (e.g. IMS)).

- Predefined charging rules stored in the TPF are supported. The charging rule identifiers of the predefined
charging rules shall be different from the charging rule identifiers allocated by the CRF.

- Predefined filters that are part of the predefined charging rules may support extended capabilities, including
enhanced capabilities to identify packets associated with application protocols.

- There may be overlap between the service data flow filter information of charging rules that are applicable.
Overlap can occur between:

- multiple predefined charging rulesin the TPF;
- multiple charging rules from the CRF;

- charging rules predefined in the TPF and rules from the CRF, which can overlay the predefined rulesin
the TPF.

The precedence identified with each charging rule shall resolve all overlap between the charging rules. When
overlap occurs between adynamically alocated charging rule and a predefined charging rule at the TPF, and
they both share the same precedence, then the dynamically allocated charging rule shall be used.

Note: It's operators' responsibility to ensure that overlap between the predefined charging rules can be resolved
based on precedence of each predefined charging rule in the TPF. It's CRF s responsibility to ensure that
overlap between the dynamically alocated charging rules can be resolved based on precedence of each
dynamically alocated charging rule.

- Charging rules contain information on:
- How aparticular service data flow isto be charged: online, offline or neither;
- In case of offline charging whether to record volume- or time-based charging information or both;
- Charging key;
- Service dataflow filter(s);
- Serviceidentifier;

- Precedence (used at the TPF to determine the order in which charging rules shall be applied to a service
dataflow);

- Charging ruleidentifier (used between CRF and TPF for referencing charging rules);
- Application Function Record Information;
- Serviceidentifier level reporting: mandated or not required.

- Event triggers associated with all the charging rules of an IP network connection.
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- A CCF and/or OCS address may be associated with an | P network connection.
- Thecharging rule identifiers allocated by the CRF shall be unique within a TPF/CRF dialogue.

- Ifitisprovided by the AF and the rule filters are based on the AF provided information, t+he Application
Function Record information {e-g—+Ctb-and-flew-B{sh-is included in the charging rule, and in subsequently
generated charging information generated as a result of the ruleH-it-isprovided-by-an-AF-and-therule filtersare
based-on-the- AFprovided-information-It should be noted that, in order to associate a single Application
Function Record with specific counts/credits, it is necessary that new counts/credits be generated for the user by
the TPF each time the AF generates new Application Function Record information.

- Oncethe charging ruleis determined it is applied to the service data flow at the TPF and packets are counted and
categorised per the rule set in the charging rule.

- Separate charging rules can be provided for downlink and uplink.
- Charging rules can be configured for both user initiated and network initiated flows.

- Thecharging key value and, optionally, the service identifier value of the charging rule identifies the service data
flow.

- Charging rulesthat were provided by the CRF and established for a bearer can be modified by the CRF later on,
e.g. for apreviously established PDP context in the GPRS case, based on specific events (e.g. IM domain events
or GPRS domain events, credit control events). Apart from the charging rule identifier and the charging method
(online, offline, neither) all parts of a charging rule may be modified. Modification of a charging rule shall
trigger the same TPF behaviour as the simultaneous removal of the old and instalment of the new (modified)
charging rule.

- Different charging rules can be applied for different users.
- The same charging rule can be applied for multiple users.

- Different charging rules can be applied based on the location of the user (e.g. based on identity of the roamed to
network).

- - Charging rule assignment can occur at bearer service establishment, modification and termination. For
GPRS, charging rule assignment can occur at PDP context activation, modification and deactivation.

- For GPRS at PDP context activation, modification and deactivation a CRF may decide to align the set of
charging rules for any other active PDP context. The CRF considersin such a case this as an Internal Trigger
Event as described in 7.3 for the interaction with the TPF.

- For GPRS, the charging rules can be dependent on the APN used.
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*kkkkk*k Flrst Change *kkkkk*x

5.8.5 Bearer events

SBLP provides means for the Policy Enforcement Function to indicate certain bearer events (e.g. loss of bearer
connection) to the Application Function viathe Go and Gq interfaces.

In the FBC architecture charging rules are downloaded to the TPF upon bearer events, see clause 7.2 for details. A
charging rule either only applies to that particular bearer, or may apply to two or more bearers of a UE P address:

- Incaseacharging rule for an AF service flow applies to a particular bearer, it is possible for the CRF to inform
the AF about events related to that bearer. Hence, it is possible for the AF to initiate AF session actions
accordingly.

- Incaseacharging rule for an AF service flow appliesto more than one bearer of a UE IP address, the CRF
informs the AF when all these bearers of a UE IP address have been removed. Hence, when a Charging Rule for
aparticular serviceis allowed for multiple bearers, the AF is not aware of the removal of individual bearers.

- _The AF shall indicate to the CRF whether or not the CRF shall forward bearer indications (e.g. bearer release
indication).

*kkkkk*k NeXt Change *kkkkk*k

7.2.3 Bearer Service Termination

UE TPF CRF
1. Remove Bearer Serv Req

Y
>

2. Indication of Bearer Ternjination

n
»

3. ldentify charging
rules to apply

4. Provision Charging Rules

<
<

5. Remove
charging rules

6. Remove Bearer Serv Accépt

P
<

Figure 7.3: Bearer Service Termination in case of offline charging

1 The TPF receives arequest to remove a bearer service. For GPRS, thisisthe GGSN that receives a delete PDP
context request.

2 TheTPFindicates that a bearer service (for GPRS, a PDP context) is being removed and provides relevant
information for the CRF.
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The CRF applies the indication of the bearer service termination to determine whether charging rules need to be
provisioned for any other bearer service of the same |P network connection (using an unsolicited provision of
charging rules by the CRF as described in 7.3). Charging rules may need to be removed for the terminated bearer
service. However, there is no need for the CRF to remove charging rules explicitly.

The CRF provides the charging rule information to the TPF. This message is flagged as the response to the TPF
request.

5 The TPF performs charging rule actions asindicated, i.e. removing charging rules.
6 The TPF continues with the bearer service removal procedure.
Note: In the case of GPRS, the bearer service termination procedure may also be initiated by other nodes such
asthe SGSN.
Note: The bearer service removal procedure can proceed in parallel with the indication of bearer service
termination.
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Figure 7.3a: Bearer Service Termination in case of online charging

. The TPF receives arequest to remove a bearer service. For GPRS, thisisthe GGSN that receives a delete PDP

context request.

The TPF indicates that a bearer service (for GPRS, a PDP context) is being removed and provides relevant
information for the CRF.

The CRF applies the indication of the bearer service termination to determine whether charging rules need to be
provisioned for any other bearer service of the same |P network connection (using an unsolicited provision of
charging rules by the CRF as described in 7.3). Charging rules may need to be removed for the terminated bearer
service. However, there is no need for the CRF to remove charging rules explicitly.

The CRF provides the charging rule information to the TPF. This message is flagged as the response to the TPF
request.

The TPF performs charging rule actions as indicated, i.e. removing charging rules.
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6. The TPF returns the remaining credit of every charging key to the OCS.
7. The OCS acknowledges the report to the TPF.
8. The TPF continues with the bearer service removal procedure.

Note: The bearer service termination indication can proceed in parallel with the final usage reporting and the
bearer service removal procedure.

Note: Further details of the credit control mechanism are expected to be specified by Stage 3.

7.2.4 Notification of AF on bearer events

Clause 5.8.5 identifies that the CRF may notify the AF of bearer events under certain conditions. Thisis shown by the
flow in Figure 7.3b.

CRF AF

1. Event Indication

g 2. Event Notification
>
3. AF Information Update
<
4. Provision Charging Rules
<

Figure 7.3b: Notification of AF on bearer events

1 The CRF receives anindication from a TPF of abearer event (see 5.8.5).

2 For the case where the CRF is able to determine that the bearer relates to a specific AF, and the AF has notified
the CRF that it wishes to be informed of bearer events, the CRF sends an event notification to the related AF.

3 The AF may initiate any appropriate application actions and responds with any updated information that it may
have asinput to charging rules selection.

4 Based on the input of the AF and other information, the CRF may update the charging rules to the TPF.
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Start of modified section

B.4 Rx/Gx functions and SBLP usage

Dynamic media stream filter information for QoS policy and charging correlation may be provided to the GGSN viathe
Gg and Go interfaces. Thisis described in TS 23.207 and TR 23.917.

Dynamic and static media stream filter information for charging (data for the charging rules) may be provided to the
Traffic Plane Function (GGSN in the case of GPRS) via the Rx and Gx interfaces. Thisis described in this TS.

These two functions are independent and thus can be provided separately. The simultaneous use of FBC and SBLP for a
single AF session is neither explicitly supported nor explicitly prohibited in this Release.

Note: It isconsidered to be arare use case and it is expected that the work in future Releases may consider this

topic.
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5.2

Charging rules

Charging rules contain information that alow for filtering of traffic to identify the packets belonging to a particular
service data flow, and allow for defining how the service data flow isto be charged. The following apply to charging

rules:

The charging rules for bearer charging are defined by the operator.

These charging rules are made available to the TPF for both offline and online charging.

Multiple charging rules are supported simultaneously per user.

Filtering information within a charging rule is applied through filtering functionality at the TPF to identify the
packets belonging to a particular service data flow.

Charging rules with dynamically provisioned filtering information (i.e. made available to the TPF) are supported
in order to cover |P service scenarios where the filtering information is dynamically negotiated (e.g. negotiated
on the application level (e.g. IMS)).

Predefined charging rules stored in the TPF are supported. The charging rule identifiers of the predefined
charging rules shall be different from the charging rule identifiers allocated by the CRF.

Predefined filters that are part of the predefined charging rules may support extended capabilities, including
enhanced capabilities to identify packets associated with application protocols.

There may be overlap between the service data flow filter information of charging rulesthat are applicable.
Overlap can occur between:

multiple predefined charging rulesin the TPF;
multiple charging rules from the CRF;

charging rules predefined in the TPF and rules from the CRF, which can overlay the predefined rulesin
the TPF.

The precedence identified with each charging rule shall resolve all overlap between the charging rules. When
overlap occurs between adynamically alocated charging rule and a predefined charging rule at the TPF, and
they both share the same precedence, then the dynamically allocated charging rule shall be used.

Note:

It's operators' responsibility to ensure that overlap between the predefined charging rules can be resolved
based on precedence of each predefined charging rule in the TPF. It's CRF s responsibility to ensure that
overlap between the dynamically allocated charging rules can be resolved based on precedence of each
dynamically alocated charging rule.

Charging rules contain information on:

How a particular service data flow is to be charged: online, offline or neither;

In case of offline charging whether to record volume- or time-based charging information or both;
Charging key;

Service dataflow filter(s);

Service identifier;

Precedence (used at the TPF to determine the order in which charging rules shall be applied to a service
dataflow);

Charging rule identifier (used between CRF and TPF for referencing charging rules);
Application Function Record Information;

Service identifier level reporting: mandated or not required.
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Event triggers associated with all the charging rules of an IP network connection.
A CCF and/or OCS address may be associated with an 1P network connection.
The charging rule identifiers allocated by the CRF shall be unique within a TPF/CRF dialogue.

The Application Function Record information (e.g. ICID and flow ID(s)) isincluded in the charging rule, and in
subsequently generated charging information generated as aresult of therule, if it is provided by an AF and the
rulefilters are based on the AF provided information. It should be noted that, in order to associate asingle
Application Function Record with specific counts/credits, it is necessary that new counts/credits be generated for
the user by the TPF each time the AF generates new Application Function Record information.

Once the charging rule is determined it is applied to the service data flow at the TPF and packets are counted and
categorised per the rule set in the charging rule.

Separate charging rules can be provided for downlink and uplink.
Charging rules can be configured for both user initiated and network initiated flows.

The charging key value and, optionally, the service identifier value of the charging rule identifies the service data
flow.

Charging rules that were provided by the CRF and established for a bearer can be modified by the CRF later on,
e.g. for aprevioudy established PDP context in the GPRS case, based on specific events (e.g. IM domain events
or GPRS domain events, credit control events). Apart from the charging rule identifier and the charging method
(online, offline, neither) all parts of a charging rule may be modified. Modification of a charging rule shall
trigger the same TPF behaviour as the simultaneous removal of the old and instalment of the new (modified)
charging rule.

Different charging rules can be applied for different users.
The same charging rule can be applied for multiple users.

Different charging rules can be applied based on the location of the user (e.g. based on identity of the roamed to
network).

service estabhshment mod|f|cat|on and term| nation. For GPRS charq| ng rule assignment can occur at PDP

context activation, modification and deactivation.

For GPRS at PDP context activation, modification and deactivation a CRF may decide to align the set of

charging rules for any other active PDP context. The CRF considersin such a case this as an Internal Trigger
Event as described in 7.3 for the interaction with the TPF.

For GPRS, the charging rules can be dependent on the APN used.

Frxxxx NEXT MODIFIED SECTION ***#xxsx

5.4

Reporting

FhisReporting refers to the differentiated charging information being reported to the online or offline charging
functions. Note that reportl ng usage to the onli ne chargl ng functlon is dlstl nct from requ%u ng quotas for online credit

control.

mtepmattoaHence muIt| ple charging rulas may share the same charQ| ng key for wh|ch one quota isass qned whereas
reporting may be at higher granularity if serviced identifier level reporting is used.

The TPF shall report bearer charging information for online charging;
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- TheTPF shall report bearer charging information for offline charging;

- Charging information is reported based on the application of the bearer charging rulesin the TPF (service data
flow related charging information), and in the case of GPRS, as specified in [3] (per PDP context);

- The TPF shall report triggered Events of an existing charging rule for both offline and on-line charging;
- TheTPF shall report triggered re-authorisation of existing charging keys for on-line charging;
- The TPF shall report charging information for each bearer and charging key value;

- Depending on the configuration of a charging rule the TPF may report charging information for each charging
key/service identifier;

- For reporting purposes a) the charging key value identifies a service data flow if the charging key valueis
unique for that particular service data flow and b) if the service identifier level reporting is present then the
service identifier value of the charging rule together with the charging key identify the service data flow.

- Areport may contain multiple containers, each container associated with a charging key/service identifier;

- It shall be possible to associate per PDP context charging information with the corresponding service data flow
based charging information.

*kkkkx END OF CHANGE *kkkkkx
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References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

[1]
[2]
(3]
[4]
[5]
(6]

References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

For a specific reference, subsequent revisions do not apply.

For a non-specific reference, the latest version applies. In the case of areference to a 3GPP document (including
aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

3GPP TR 41.001: "GSM Release specifications”.

3GPP TS 21.905: "Vocabulary for 3GPP Specifications'.

3GPP TS 32.200: "Charging Principles’.

3GPP TS23.228: "IP Multimedia (IM) Subsystem - Stage 2"

3GPP TS 23.002: "Network architecture”.

3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

[7] 3GPP TS 32.225: “Telecommunication management; Charging management; Charging data
description for the IP Multimedia Subsystem (IMS)”.

[8] 3GPP TS 23.078: “Customised Applications for Mobile network Enhanced Logic (CAMEL);
Stage 2".

[9] Diameter Credit-Control Application, draft-ietf-aaa-diameter-cc-06.txt, work in progress

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[10] 3GPP TS 23.234: “3GPP system to Wireless Local Area Network (WLAN) Interworking”

[11] 3GPP TR 33.919: “Generic Authentication Architecture (GAA)”

[12] 3GPP TS 23.207: “End-to-end Quality of Service (QoS) concept and architecture”

[xx] 3GPP TS 23.246: “Multimedia Broadcast/M ulticast Service (MBMS)”

Frxxxx NEXT MODIFIED SECTION ***#xxsx

5.2

Charging rules

Charging rules contain information that allow for filtering of traffic to identify the packets belonging to a particular
service data flow, and allow for defining how the service data flow is to be charged. The following apply to charging

rules:

The charging rules for bearer charging are defined by the operator.
These charging rules are made available to the TPF for both offline and online charging.
Multiple charging rules are supported simultaneously per user.

Filtering information within a charging rule is applied through filtering functionality at the TPF to identify the
packets belonging to a particular service data flow.
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- Charging rules with dynamically provisioned filtering information (i.e. made available to the TPF) are supported
in order to cover |P service scenarios where the filtering information is dynamically negotiated (e.g. negotiated
on the application level (e.g. IMS)).

- Predefined charging rules stored in the TPF are supported. The charging rule identifiers of the predefined
charging rules shall be different from the charging rule identifiers allocated by the CRF.

- Predefined filters that are part of the predefined charging rules may support extended capabilities, including
enhanced capabilities to identify packets associated with application protocols.

- _For GPRS an operator may optionally define predefined charging rules that operate only on MBMS bearer
contexts, cf. TS 23.246 [xx]. Pre-defined charging rules that operate on MBM S bearer contexts are not
applicable to any PDP contexts. Pre-defined charging rules for MBM S Bearer contexts are not availableto a
CRF and hence they cannot be dynamically activated over the Gx reference point. For MBMS a GGSN may
collect charging data records on a per MBMS bearer context basis. The report may depending on the
configuration of the charging rule include volume- and/or time-usage for a certain MBMS service. The purpose
of the reporting may include the collection of charging data records that can be used as a basis for charging a 3
party supplier. Further since multiple users share an MBM S bearer context it is not possible to report on a per
user basis.

- There may be overlap between the service data flow filter information of charging rules that are applicable.
Overlap can occur between:

- multiple predefined charging rulesin the TPF;
- multiple charging rules from the CRF;

- charging rules predefined in the TPF and rules from the CRF, which can overlay the predefined rulesin
the TPF.

The precedence identified with each charging rule shall resolve all overlap between the charging rules. When
overlap occurs between a dynamically allocated charging rule and a predefined charging rule at the TPF, and
they both share the same precedence, then the dynamically alocated charging rule shall be used.

Note: It's operators' responsibility to ensure that overlap between the predefined charging rules can be resolved
based on precedence of each predefined charging rule in the TPF. It's CRF s responsibility to ensure that
overlap between the dynamically alocated charging rules can be resolved based on precedence of each
dynamically allocated charging rule.

- Charging rules contain information on:
- How aparticular service data flow is to be charged: online, offline or neither;
- In case of offline charging whether to record volume- or time-based charging information or both;
- Charging key;
- Service dataflow filter(s);
- Serviceidentifier;

- Precedence (used at the TPF to determine the order in which charging rules shall be applied to a service
data flow);

- Charging ruleidentifier (used between CRF and TPF for referencing charging rules);
- Application Function Record Information;
- Serviceidentifier level reporting: mandated or not required.
- Event triggers associated with all the charging rules of an IP network connection.
- A CCF and/or OCS address may be associated with an | P network connection.
- The charging rule identifiers allocated by the CRF shall be unique within a TPF/CRF dialogue.
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- The Application Function Record information (e.g. ICID and flow 1D(s)) isincluded in the charging rule, and in
subsequently generated charging information generated as a result of therule, if it is provided by an AF and the
rulefilters are based on the AF provided information. It should be noted that, in order to associate asingle
Application Function Record with specific counts/credits, it is necessary that new counts/credits be generated for
the user by the TPF each time the AF generates new Application Function Record information.

- Oncethecharging ruleis determined it is applied to the service data flow at the TPF and packets are counted and
categorised per the rule set in the charging rule.

- Separate charging rules can be provided for downlink and uplink.
- Charging rules can be configured for both user initiated and network initiated flows.

- Thecharging key value and, optionally, the service identifier value of the charging rule identifies the service data
flow.

- Charging rulesthat were provided by the CRF and established for a bearer can be modified by the CRF later on,
e.g. for aprevioudy established PDP context in the GPRS case, based on specific events (e.g. IM domain events
or GPRS domain events, credit control events). Apart from the charging rule identifier and the charging method
(online, offline, neither) al parts of a charging rule may be modified. Modification of a charging rule shall
trigger the same TPF behaviour as the simultaneous removal of the old and instalment of the new (modified)
charging rule.

- Different charging rules can be applied for different users.
- The same charging rule can be applied for multiple users.

- Different charging rules can be applied based on the location of the user (e.g. based on identity of the roamed to
network).

- - Charging rule assignment can occur at bearer service establishment, modification and termination. For
GPRS, charging rule assignment can occur at PDP context activation, modification and deactivation.

- For GPRS at PDP context activation, modification and deactivation a CRF may decide to align the set of
charging rules for any other active PDP context. The CRF considersin such a case this as an Internal Trigger
Event as described in 7.3 for the interaction with the TPF.

- For GPRS, the charging rules can be dependent on the APN used.

*kkkkx END OF CHANGE *kkkkkk
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6.1.1 Online service data flow based bearer charging architecture

Figure 6.1 below presents the overall architecture for service data flow based online bearer charging.

Fmmmmmmm i —————
1 Online Charging System* :
1
. , :
: CAMEL | | S(Iarwce Data ! Service Data Flow AF
I scp Flow Based | Based Charging | Rx
| Credit Control | Rules Function
' :
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Traffic Plane
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1 Online Charging System* |
1
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: CAMEL | | S(Iarwce Data ! Service Data Flow AF
I scp Flow Based | s Based Charging | Rx
| Credit Control |, Ry Rules Function
' :
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Traffic Plane
Function

Figure 6.1. Overall architecture for service data flow based online bearer charging

Note(*): The detailed functional entities of the Online Charging System are not shown in this figure. The details of
the OCS are specified in [3].
The CAMEL-SCP depicted on the figure above performs the functions as defined in [8].

Note: The OCS may interact as an AF with a CRF

3GPP



Error! No text of specified style in document. 4 Error! No text of specified style in document.

**xx 2N% modified section ****

6.2.2 Service Data Flow Based Credit Control Function

The Service Data Flow Based Credit Control Function performs online credit control functions together with the Online
Charging System. It provides a new function within the Online Charging System.

The Online Charging System is specified in 3GPP TS 32.200 [3]. The Service Data Flow Based Credit Control
Function is considered as a new functiona entity for release 6 within the Online Charging System.

The OCS may interact as an AF with a CRF to provide input to the CRF for charging rules selection.

There may be several OCSsinaPLMN. To allow for this case, OCS addresses (i.e. the primary address and secondary
address) may be passed once per IP network connection from the CRF to the TPF. Thisinformation shall be locally pre-
configured within the TPF for all users. The addresses provided by the CRF have higher priority than the pre-configured
ones.
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7 Message Flows

7.1 AF input to provision of charging rules

The AF may provide the CRF with application/service data flow charging information as described in 6.2.5. This
information is used by the CRF to determine and complete the appropriate charging rulesto send to the TPF. Itisan AF
decision when to send this information and the CRF takes the AF input into account from the point that it receives the
AF information. The AF input may trigger an unsolicited provision of charging rules by the CRF as described in 7.3.

CRF AF

1. Send
application/service
data flow charging
information

A 4

2. Ack

Figure 7.0a: AF input to provision of charging rules

1. The AF sends application/service data flow charging information. The AF may include IMSI/MSISDN in
addition to the |P Address of the UE

2. If the AF only provides the IP Address of the UE the CRF acknowledges the AF input. If the AF in addition to
the P Address of the UE also providesthe IMSI/MSISDN the CRF performs, based on the operator
configuration, a check of the UE identities provided by the AF against the UE identities provided by the TPF.
After the identity matching procedures the CRF informs the AF about the result. For GPRS the CRF receivesthe
IMSI and MSISDN from the TPF at bearer establishment.
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CRF OCS
1. Send OCS
related charging
information
2. Ack

**** End of document ****
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2 References

The following documents contain provisions which, through reference in thistext, constitute provisions of the present
document.

« References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.
« For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document (including

aGSM document), a non-specific reference implicitly refers to the latest version of that document in the same
Release as the present document.

1 3GPRTR 41001 "GSM-Release specifications'Void.

[2] 3GPP TS 21.905: "Vocabulary for 3GPP Specifications'.

[3] 3GPP TS 32.200240: "Telecommunication management; Charging management; Charging
architecture and principlesPrinciptes”.

[4 3GPRTS23.228: "IP Multimedia{1M)-Subsystem—Stage-2“Void.

[5] 3GPP TS 23.002: "Network architecture”

[6] 3GPP TS 23.060: "General Packet Radio Service (GPRS); Service description; Stage 2".

[7] 3GPP TS 32.225251: “Tel ecommun|cat|0n management Chargl ng management Packet 3N|tched

(PS) domain chargingG

[8] 3GPP TS 23.078: “Customised Applications for Mobile network Enhanced Logic (CAMEL);
Stage 2".
[9] Diameter Credit-Control Application, draft-ietf-aaa-diameter-cc-06.txt, work in progress

Editor's note: The above document cannot be formally referenced until it is published as an RFC.

[10] 3GPP TS 23.234: “3GPP system to Wireless Local Area Network (WLAN) Interworking”
[171] 3GPP TR 33.919: “Generic Authentication Architecture (GAA)”
[12] 3GPP TS 23.207: “End-to-end Quality of Service (QoS) concept and architecture”

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the terms and definitions givenin TS 21.905 [2] and in TS 32.225-251 [7]
and the following apply:

Charging key: information used by the online and offline charging system for rating purposes.

Charging rule: aset of information including the service data flow filters, and the charging key, for asingle service
data flow (further details can be found in 5.2).
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Dynamic charging rule: Charging rule where some of the data within the charging rule (e.g. service data flow filter
information) is assigned viareal-time analysis, which may use dynamic application derived criteria.

FBC Poalicy Functions: The charging rules may be configured in such away to allow FBC for a certain usage that
allowg/disallows traffic to pass through the TPF (further details can be found in 5.8).

I P network connection: The unique UE association with an IP network (for GPRS, APN) and the allocated | P address
at the TPF.

Packet flow: a specific user data flow carried through the TPF. A packet flow can be an IP flow.

Predefined charging rule: A charging rule which is predefined in the TPF. A predefined charging ruleis either
applicable for all bearers of all users or dynamically activated for an individual bearer.

Serviceidentifier: Anidentifier for a service. The service identifier may designate an end user service, a part of an end
user service or an arbitrarily formed group thereof. The service identifier provides the most detailed identification,
specified for flow based charging, of a service data flow.

Service data flow: aggregate set of packet flows. In the case of GPRS, it shall be possible that a service dataflow is
more granular than a PDP context.

Service Data Flow Filter: aset of filter parameters used to identify one or more of the packet flows constituting a
service data flow. At least the following means for the packet flow identification shall be supported: source and
destination | P address+port, transport protocol, or application protocol.

TPF/CRF dialogue: A dialogue, between a TPF and a CRF, with a unique identity, There is one TPF/CRF dialogue per
user and I P network connection.

3.2 Symbols

For the purposes of the present document, the following symbols apply:

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AF Application Function

CCFCDF Charging Celtection-Data Function
CDR Charging Data Records

CGFE Charging Gateway Function

CRF Charging Rules Function

CSCF Call Session Control Function
FBC Flow Based Charging

FTP File Transfer Protocol

G-CDR GGSN generated CDR

GGSN Gateway GPRS Support Node
GPRS General Packet Radio Service
gsmSCF GSM Service Control Function
HPLMN Home PLMN

HTTP Hypertext Transfer Protocol
I-CSCF Interrogating CSCF

IM IP Multimedia

IMS IP Multimedia Core Network Subsystem
IMSI International Mobile Subscriber Identity
OCFE Offline Charging Function

oCs Online Charging System

P-CSCF Proxy-CSCF

PDG Packet Data Gateway

PLMN Public Land Mobile Network

QoS Quiality of Service
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SAI Service Area | dentity
S-CDR SGSN generated CDR
S-CSCF Serving-CSCF
SBLP Service Based Local Policy
SDF Service Data Flow
SGSN Serving GPRS Support Node
SIP Session Initiation Protocol
TPF Traffic Plane Function
UE User Equipment
WAP Wireless Application Protocol
WLAN Wireless LAN
4 General Requirements
4.1 General

The current level of traffic differentiation and traffic-type awareness of the GPRS architecture shall be extended beyond
APN and PDP Context level. It shall be possible to apply differentiated charging for the traffic flows belonging to
different services (a.k.a different service dataflows) evenif they use the same PDP Context.

In addition, it shall be possible to apply differentiated charging for the traffic flows belonging to different services
carried by other IP Connectivity Access Networks (IP-CANS).

Charging and tariffing models described in this Technical Specification shall be possible to be applied to both prepaid
and postpaid subscribers, i.e. to both online and offline charging.

Online and offline are not the same as prepaid and postpaid (see TS 32.225-240 [73]). For exampleit isworth
highlighting that the operator can have postpaid subscribers on credit control by using on-Haeline charging mechanisms.

The GPRS online charging solutions up to release 5 are built around CAMEL mechanisms that provide online access-
and charging-control for GPRS - pertaining to PDP Contexts of an APN.

The flow based charging architecture developed in this Technical Specification shall use generic native |P charging
mechani sms to the extent possible in order to enable the reuse of the same charging solution and infrastructure for
different type of IP-Connectivity Networks.

Note: Providing differentiated service data flow based charging is a different function from providing
differentiated traffic treatment on the |P-flow level. The operation of service data flow based charging
shall not mandate the operation of service based local policy.

In addition charging based on specific application services or protocols shall be supported.

4.2 Backwards compatibility

The capabilities of the enhanced architecture introduced with flow based charging shall be backwards compatible with
the release 5 charging capabilities. These new functions shall be compatible and coherent with the authentication,
authorization, PDP context management, roaming and other functions provided by the release 5 architecture.

It shall be possible to collect data volumes per PDP context for use in billing and operational management systems.

Flow based charging is assumed to provide complete coverage of al traffic, but it shall be possible to collect statistics
on data volumes, which were not subject to service data flow based charging.

In case of GPRS the data volumes may be charged according to the GPRS offline charging mechanisms.

In case of GPRS, when service data flow based online charging is applied in the GGSN, other GPRS online charging
procedures need not be applied to packets counted by FBC.
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4.3 Charging models

43.1 General

When developing the charging solutions, the following charging models should be considered, even though the full
solution to support the models may not be within the scope of thisTS.

Shared revenue services shall be supported. In this case settlement for all parties shall be supported, including the third
parties that may have been involved providing the services.

The charging solution shall allow various charging models such as:
- Volume based charging;
- Time based charging;
- Volume and time based charging;
- Nocharging.

It shall be possible to apply different rates and charging models when a user isidentified to be roaming from when the
user isin the home network.

It shall be possible to restrict special rates to a specific service, e.g. alow the user to download a certain volume of data
from one service for free, but this allowed volume is not transferable to other services. It shall be possible also to apply
special rates based on the time of day.

It shall be possible to enforce per-service usage limits for a service data flow using online charging on a per user basis
(may apply to pre-paidpaid and postpaid users).

It shall be possible for online charging systems to check the amount of data used over some time period. The online
charging systems can provide both volume credit and time indication. In case the TPF detects the counted volume
reaches the volume credit or the counted time reaches the indicated period of time, the TPF shall send a request for
credit to the OCS with the remaining time value and/or remaining credit volume.

In the case of online charging, it shall be possible to perform rating and allocate credit depending on the characteristics
of the bearer resources allocated initialy (in the GPRS case, the QoS of the PDP context).

The flow based bearer level charging can support dynamic selection of charging to apply. A number of different inputs
can be used in the decision to identify the specific charging to apply. For example, a service data flow may be charged
with different rates depending on what QoS is applicable. The charging rate may thus be modified when a bearer is
created or removed, to change the QoS provided for a service data flow.

The charging rate or charging model applicable to a service data flow may also be changed as aresult of eventsin the
service (e.g. insertion of a paid advertisement within a user requested media stream). The charging model applicable to
a service data flow may also change as aresult of eventsidentified by the OCS (e.g. after having spent a certain amount,
the user gets to use some services for free). The charging rate or charging model applicable to a service data flow may
also be changed as a result of having used the service data flow for a certain amount of time and/or volume.

In the case of online charging, it shall be possible to apply an online charging action upon TPF events (e.g. re-
authorization upon QoS change).

It shall be possible to indicate to the TPF that interactions with the charging systems are not required for a charging
rule, i.e. to perform neither accounting nor credit control for this service data flow.
4.3.2 Examples of Service Data Flow Charging

There are many different services that may be used within a network, including both user-user and user-network
services. Service data flows from these services may be identified and charged in many different ways. A number of
examples of configuring charging rules for different service data flows are described below.

3GPP



Error! No text of specified style in document. 7 Error! No text of specified style in document.

A network server provides an FTP service. The FTP server supports both the active (separate ports for control and data)
and passive modes of operation. A charging ruleis configured for the service data flows associated with the FTP server
for the user. The charging rule uses afilter specification for the uplink that identifies packets sent to port 20 or 21 of the
IP address of the server, and the origination information is wildcarded. In the downlink direction, the filter specification
identifies packets sent from port 20 or 21 of the | P address of the server.

A network server providesa“web” service. A charging rule is configured for the service data flows associated with the
HTTP server for the user. The charging rule uses a filter specification for the uplink that identifies packets sent to port
80 of the IP address of the server, and the origination information is wildcarded. In the downlink direction, the filter
specification identifies packets sent from port 80 of the IP address of the server.

The same server aso provides a WAP service. The server has multiple I P addresses, and the | P address of the WAP
server is different from the | P address of the web server. The charging rule uses the same filter specification as for the
web server, except the | P address is different.

An operator offers a zero rating for network provided DNS service. A charging ruleis established setting all DNS
traffic to/from the operators DNS servers as offline charged. The data flow filter identifies the DNS port number, and
the source/destination address within the subnet range allocated to the operators network nodes.

An operator has a specific charging rate for user-user Vol P traffic over the IMS. A charging ruleis established for this
service data flow. The filter information to identify the specific service data flow for the user-user traffic is provided by
the P-CSCF.

An operator isimplementing UICC based authentication mechanisms for HTTP based services utilizing the GAA
Framework as defined in TR 33.919 [11] by e.g. using the Authentication Proxy. The Authentication Proxy may appear
as an AF and provide information to the CRF for the purpose of selecting an appropriate Charging Rule.

5 Flow Based Charging Concepts

51 Overview

The following functions are provided by the network for service data flow based charging. This applies to both online
and offline charging unless otherwise specified:

- Identification of the service data flows that need to be charged individually (e.g. at different rates), and those that
can be handled as an aggregate;

- Provision and control of charging rules on service data flow level;
- Inthe GPRS case: Provision and control of charging rules on a per PDP context basis;

- Reporting of service data flow level byte counts (for volume based charging) and service data flow durations (for
time based charging);

- Bventindication according to on-treline charging procedures (e.g. sending AAA Accounting Stop) and,
optionally, following this particular event, taking appropriate actions on service data flow(s) according to the
termination action.

- Eventindication and event monitoring by the TPF and following this particular event, taking the appropriate on-
Hneline charging actions.

- Inaddition FBC Poalicy Functions may be achieved by activating/deactivating charging rules according to the
policies of the operator.

5.2 Charging rules

Charging rules contain information that allow for filtering of traffic to identify the packets belonging to a particular
service data flow, and allow for defining how the service data flow is to be charged. The following apply to charging
rules:
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a toroperator defines the charging rules for bearer
charql ng. A predefmed charql ng rule is defmed at the TPF only, but may be known at the CRF by reference.

- These-Charging rules are installed at chargingrules-are-made-availableto-the TPF for both offline and online
charging.

- Multiple charging rules are supported simultaneously per user and bearer.

- Filtering information within an installed charging ruleis applied through filtering functionality at the TPF to
identify the packets belonging to a particular service data flow.

- The CRF may Ghargmg%wﬁhdynamwal ly previsioned-generate and install charging rules fittering-
2 ade-ay in order to cover |P service scenarios where the

f| Iter| ng mformatlon is dynamwal Iy negotiated (e.g. negotiated on the application level {e.g-asfor IMS)).

nal are-supported

- Predefined charging rules stored in the TPF are supported. The charging rule identifiers of the predefined
charging rules shall be different from the charging rule identifiers allocated by the CRF.

- Predefined charging rules may include filters, which that-are-part-of-the predefined-chargirg-rulesmay-support
extended capabilities, including enhanced capabilities to identify packets associated with application protocols.

- There may be overlap between the service data flow filter information of charging rules that are applicable.
Overlap can occur between:

- multiple predefined charging rulesin the TPF;
- multiple charging rules from the CRF;

- charging rules predefined in the TPF and rules from the CRF, which can overlay the predefined rulesin
the TPF.

The precedence identified with each charging rule shall resolve all overlap between the charging rules. When
overlap occurs between adynamically alocated charging rule and a predefined charging rule at the TPF, and
they both share the same precedence, then the dynamically allocated charging rule shall be used.

Note: H-sThe operator_shalls—respensibility-to ensure that overlap between the predefined charging rules can be
resolved based on precedence of each predefined charging rulein the TPF. s The CRFs-CRF shall
respensibiity-te-ensure that overlap between the dynamically alocated charging rules can be resolved
based on precedence of each dynamically allocated charging rule.

- Charging rules contain information on:
- How aparticular service data flow isto be charged: online, offline or neither;
- Incase of offline charging whether to record volume- or time-based charging information or both;
- Charging key;
- Service dataflow filter(s);
- Serviceidentifier;

- Precedence (used at the TPF to determine the order in which charging rules shall be applied to a service
data flow);

- Charging rule identifier (used between CRF and TPF for referencing charging rules);
- Application Function Record Information;
- Serviceidentifier level reporting: mandated or not required.

- Event triggers may be used and are associated with al the charging rules of an IP network connection.

- An €CFOCF and/or OCS address may be associated with an | P network connection.

- Thecharging rule identifiers allocated by the CRF shall be unique within a TPF/CRF dialogue.
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5.3

The Application Function Record information (e.g. ICID and flow ID(s)) isincluded in the charging rule, and in
subsequently generated charging information generated as a result of therule, if it is provided by an AF and the
rulefilters are based on the AF provided information. It should be noted that, in order to associate asingle
Application Function Record with specific counts/credits, it is necessary that new counts/credits be generated for
the user by the TPF each time the AF generates new Application Function Record information.

Once the charging rule is determined-installed at the TPF, the TPF it-is apphed-applies to-the rule to detect the
service data flow and counts at-the TP~and-packets, are-counted-and-categorised per the rule set in the charging
rule.

Separate charging rules can be provided for downlink and uplink.
Charging rules can be configured for both user initiated and network initiated flows.

The charging key value and, optionally, the service identifier value of the charging rule identifies the service data
flow.

Charging rules that were provided by the CRF and established-installed for a bearer can be modified by the CRF-
tater-en, e.g. for apreviously established PDP context in the GPRS case, based on specific events (e.g. IM
domain events or GPRS domain events, credit control events). Apart from the charging rule identifier and the
charging method (online, offline, neither) all parts of a charging rule may be modified. Modification of a
charging rule shall trigger the-sameequivalent TPF behaviour as the CRF simuttanesuss multaneously remeval-
removing ef-the old and iastalment-ofinstalling the new (modified) charging rule.

Different charging rules can be apphed-installed for different users.
The same charging rule can be applied-installed for multiple users.

Different charging rules can be apphed-installed based on the location of the user (e.g. based on identity of the
roamed to network).

Installation of the Charging-charging ruterules assignment-can occur at bearer service establishment,
modification and termination. For GPRS, charging rule assignmentinstallation can occur at PDP context
activation, modification and deactivation.

- For GPRS at PDP context activation, modification and deactivation a CRF may decide to align the set of

charging rules for any other active PDP context. The CRF considersin such a case this as an Internal Trigger
Event as described in 7.3 for the interaction with the TPF.

For GPRS, the charging rules can be dependent on the APN used.

Service data flow fiters-detection and counting

This section refers to the fHtering-detection process that identifies and counts the packets of each the-service data flows-
flow that requires different FBC treatment, reed-e.q. they are to be charged individually (e.g. at different rates)..

Separate treatment is possible when the resulting charging key values are different. Basic-exampletook-forpackets-of-

Service dataflow filters are unidi rectlonal so that Sepapate ndggenden #Ltenﬂgrdetecnon and countl ng can be
applied for downlink and uplink. 5 ah
dewnlink-direction:

Note: A charging rule may prevideinclude irfermationfora-service data flow filters for one direction, or for

both directions.

Different-grandlarity-for-service-Service data flow filters identifying the service data flow may be more or less
detail edispossible-eg:-

- Filtersbased on the IP 5 tuple (source IP address, destination | P address, source port number, destination port
number, protocol 1D of the protocol above IP). Port numbers and protocol 1D may be wildcarded. IP
addresses may be wildcarded or masked by a prefix mask.
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- Special-Predefined filters which-may extend the packet inspection beyond the IP 5 tuple and look further into
the packet, or require-define other eemplex-operations (e.g. maintaining state). Such filters may be predefined
in the TPF and activated by the CRF using standardised means. Such filters may be used to support filtering
with respect to a service data flow based on the transport and application protocols used above IP. This shall
be possible for HTTP and WAP. Thisincludes the ability to differentiate between TCP, Wireless-TCP
according to WAP 2.0, WDP, etc, in addition to differentiation at the application level. Filtering for further
application protocols and services may also be supported.

- Inthe case of GPRS, the TPF supports simultaneous and independent fHterinrg-on-service data flows assoetated-
withdetection on each individual active PDP context.

- TheTPF shall discard a packet trin case ef-there is no applicable—_installed and matching fHtersfora service
dataflow filter for that particular bearer (PDP context in the case of GPRS);-the FPF-shal-discard-the packetsfor
thisservice-data-flow. To avoid the TPF automaticathy-discarding packets due to no matching appheable-service
data flow filterchargingrules, the operator may define generic charging rules (with wild-carded packet-service
data flow filters) to alow for default charging for the packets that don’'t match any service data flow filter of the
other charging rules.

- The service data flow fiters-detection and counting are-apphed-byare functionsin the TPF (the GGSN in the
case of GPRS).

- _TheTPF shal maintain a counter per bearer (for GPRS, PDP context) and Charging Key and per Service
identifier if Service identifier level reporting is required.

/ service

<4— down- data packet flow A

link flow
counter filter
1

packet flow B

service

data
service data flow < packet flowC — flow —
filter
2 uplink
counter

service
data
packetflowD —— flow —>
filter

\ 3

Figure 5.1 — Relationship of service data flow, packet flow and service data flow filter

54 Reporting

Thisrefersto the differentiated charging information being reported to the online or offline charging functions. Note
that reporting usage to the online charging function is distinct from requesting quotas for online credit control. Basic
example: those 20 packets were in rating category A, include thisin your global charging information.

- TheTPF shall report bearer charging information for online charging;

- The TPF shall report bearer charging information for offline charging;
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- Chargr ng information is reported based on the r&ult from the service dataflow detectlon and countl ng process
A : and inthe

case of GPRS— reportr ng OCcurs as specrfred inTS 32.251 [SZ] (per PDP context)

- TheTPF shall report triggered Events of an existing charging rule for both offline and on-Hneline charging;
- The TPF shall report triggered re-authorisation of existing charging keys for on-Hreline charging;

- The TPF shall report charging information for each bearer and charging key value;

e-theThe TPF may-shall report charging information for each

charging key/service |dent|f|er

- A report may contain multiple containers, each container associated with a charging key/service identifier;

- It shal be possible to associate per PDP context charging information with the corresponding service data flow
based charging information.

5.5 Credit management
Online charging credits shall operate on a per charging key basis-.
Note:  TFhistmphesthabwhereindesendent] ndependen credrt control .Lsrreqeuredrfor anindividual service data

flow_may be achieved by assigning Ve a unique
charging key value for the charging rule.

The TPF shall support credit management on a per bearer basis.

Hr-case-ef-ontinechargingHt shall be possible for the OCS to apply re-authorisation of credit in case of particular
events as described in section 5.7.

tr-case-of-ontine-charging;It shall be possible for the OCS to form a credit ean-be-pooled for multiple (one or more)
chargr ng keys applred at the Traffrc PI ane Functron, g wrth the Obj ective of avordrng credrt fragmentatron _—A-poek
quival o-anadividua d or-tha gragkey-Multiple

poolsof credrt shaII be aIIowed per bearer

Note: A pool of credit applying to asingle charging key is equivalent to an individual credit limit for that
charging key.

The OCS shall strictly control the rating decisions. The OCS shall also control the credit pooling decisions. The OCS
shall, when credit provision—_authorization is sought, either provide-grant a new pool of credit, together with a new
credit limit, or areference to apool of credit that is already exists-at-the FRFgranted.

The grouping of charging keys into pools i-thisway-shall not restrict the ability of the OCS to do credit authorisation
and provide termination action individually for each charging key of the pool.

Note: ‘credit’ as used here does not imply actual monetary credit, but an abstract measure of resources available
to the user. The relationship between this abstract measure, actual money, and actual network resources or
data transfer, is controlled by the OCS.

It shall be possible for the OCS to group service data flows charged at different rates or in different units (e.g.
time/volume) into the same pool.
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5.8.2 Charging correlation

SBLP provides means to correlate bearer charging and application level charging by passing Charging Identifiers on the
Go interface.

| The FBC architecture passes the charging key applicable for the AF media flow to the OCS/CCFOCF, which isthe
input to the rating logic. Hence, AF media flows will be rated accordingly, but this provides no direct charging
correlation between an AF session and the IP-CAN bearer its media flows use.

FBC provides the capability for charging correlation through the usage of Application Function Record information.
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6.1.2 Offline service data flow based bearer charging architecture

Figure 6.2 below presents the overall architecture for service data flow based offline bearer charging.

Service Data Flow
Based Charging
Rules Function

AF

Rx

GX A

Traffic Plane
Function

Offline Gz
Charging |
Function

Service Data Flow
Based Charging
Rules Function

AF

Rx

Gx 4+

Traffic Plane
Function

Charging
Gateway
Function Gz

Charging
Collection
Function

Figure 6.2: Overall architecture for service data flow based offline bearer charging

Note:

Funct|on (OCH for Flow Based CharQ| ng mav be e|ther aCGF or aCDF as deﬁ nedin TS 32.240 [3].
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6.2.1 Based Charging Rules Function

The CRF provides service data flow level charging rules. This functionality is required for both offline and online
charging. The CRF accesses information stored in the service data flow based charging rules data repository. An
external interface to the charging rules data repository may be used for management of the charging rules within the
data repository. Specification of interfaces to the data repository is out of scope of thisTS.

The CRF supports both dynamic activation of predefined charging rulesin the TPF and dynamic charging rules that are
downloaded to the TPF.

The CRF determines what charging rules (including precedence) to apply for a user. The applicable charging rules are
determined based on information available to the CRF including that received from the TPF, i.e. information about the
user, the bearer characteristics, and the network related information. When a further request for charging rules from the
TPF or information from an AF arrives the CRF shall be able to identify whether new charging rules need to be
transferred to the TPF and respond accordingly.

The CRF will receive information from the AF that allows a service data flow to be identified, and this information may
be used within the charging rule (i.e. protocol, IP addresses and port numbers). Other information that is received by the
CRF (e.g. application identifier, type of stream) may be used in order to select the charging rule to be applied.

For a specific AF, the CRF shall apply the AF input to the charging rule completion and selection to all charging rules
of the user.

A CRF node may serve multiple TPFs.

6.2.2 Service Data Flow Based Credit Control Function

The Service Data Flow Based Credit Control Function performs online credit control functions together with the Online
Charging System. It provides a new function within the Online Charging System.

The Online Charging System is specified in 3GPP TS 32.200-240 [3]. The Service Data Flow Based Credit Control
Function is considered as a new functional entity for release 6 within the Online Charging System.

The OCS can interact with the CRF, by using the Ry interface. This allows the OCS to provide input to the CRF for
charging rules selection.

There may be several OCSsinaPLMN. To allow for this case, OCS addresses (i.e. the primary address and secondary
address) may be passed once per IP network connection from the CRF to the TPF. Thisinformation shall be locally pre-
configured within the TPF for al users. The addresses provided by the CRF have higher priority than the pre-configured
ones.

6.2.3 Offline Charging Cellectien-Function
The Offline Charging Celtectien-Function is specified in 3GPP TS 32.200-240 [3].

There may be several CCFOCFsinaPLMN. To alow for this case, CCFOCF addresses (i.e. the primary address and
secondary address) may be passed once per 1P network connection from the CRF to the TPF. Thisinformation shall be
locally pre-configured within the TPF for all users. The addresses provided by the CRF have higher priority than the
pre-configured ones.

6.2.4 Traffic Plane Function

The TPF shall be capable of differentiating user data traffic belonging to different service data flows for the purpose of
collecting offline charging data and performing online credit control.

The TPF shall support predefined charging rules, and predefined filters. See subclause 5.3 for further filtering and
counting requirements.
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In the case of online charging, the TPF shall not allow traffic unless network resource usage has been granted by the
OCs.

For online charging, the TPF shall be capable of managing a pool of credit used for some or al of the service data flows
of auser. The TPF shall also be capable of managing the credit of each individual service data flow of the user.

A TPF may be served by one or more CRF nodes. For GPRS, the TPF shall contact the appropriate CRF based on the
APN , which is the primary mechanism. Optionally, the IMSI or MSISDN may in addition to the APN be used as input
for selection of the appropriate CRF. For other IP-CANSs the TPF shall contact the appropriate CRF based on the access
point connected to and, optionally, a UE identity information that is applicable in that kind of IP-CAN.

Note: For GPRS the CRF address(es) are configured in the TPF (GGSN) per APN.

For GPRS, it shall be possible to provide flow based charging functions for different service data flows even if they are
carried in the same PDP Context. For GPRS, the TPF isalogical function alocated to the GGSN.

For GPRS, the TPF/GGSN applies charging rules on a per PDP context basis.

For each PDP context, the TPF shall accept information during bearer establishment and modification relating to:
- Theuser and termina (e.g. MSISDN, IMEISV)
- Bearer characteristics (e.g. QoS negotiated, APN, IM CN Subsystem signaling flag)
- Network related information (e.g. MCC and MNC)

The operators may apply different charging rules and rates depending on different PLMN. The TPF shall be able to
provide MCC and MNC of the serving network (i.e. SGSN) to the CRF, which may be used by the CRF in order to
select the charging rule to be applied.

The TPF may use thisinformation in the OCS request/reporting or request for charging rules.

For each PDP context, there shall be a separate OCS request/SSFOCEF reporting, so this alows the OCS and offline
charging system to apply different rating depending on the PDP context.

The TPF shall identify packets that are charged according to service data flow based charging. The TPF shall report the
data volume(s) charged according to service data flow based charging. In case of GPRS, the TPF shall report the service
data flow based charging data for each charging rule on a per PDP context basis.

At initial bearer establishment the TPF shall request charging rules applicable for this bearer from the CRF. As part of
the request, the TPF provides the relevant information to the CRF. The TPF shall use the charging rules received in the
response from the CRF. In addition, the TPF shall use any applicable predefined charging rules. Predefined charging
rules may apply for al bearers of all users or may be dynamically activated (or deactivated) by the CRF for a specific
bearer.

If the bearer is modified, by changing the bearer characteristics, the TPF shall first use the event triggers to determine
whether to request the charging rules for the new bearer characteristics from the CRF. Afterwards, the TPF shall use the
re-authorisation triggers in order to determine whether to require re-authorisation for the charging rules that were either
unaffected or modified.

If the TPF receives an unsolicited update of the charging rules from the CRF, the new charging rules shall be used.

If another bearer is established by the same user (e.g. for GPRS the Secondary PDP Context Activation procedure), the
same procedures shall be applied by the TPF as described for the initial bearer. For a bearer, the TPF shall only apply
the charging rules that are activated/associated with this bearer. Hence a charging rule is installed, modified and
removed on a per PDP context basis. If multiple PDP contexts are active for a UE the CRF may decide that a charging
rule isto be activated/associated with more than one PDP context.

The TPF shall evaluate received packets against the service data flow filters in the order according to the precedence for
the charging rules. When a packet is matched against a SDF filter, the packet matching process for that packet is
complete, and the charging rule for that SDF filter shall be applied. If there is no match against any SDF filter
established for that bearer the packet shall be discarded.
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6.3.2 Gy reference point

The Gy reference point allows online credit control for service data flow based entire-charging. The functionalities
required across the Gy reference point use existing functionalities and mechanisms for example based on [9].

6.3.3 Gz reference point
The Gz reference point enables transport of service data flow based offline charging information.
For GPRS the relationship of the Gz reference point and the existing Ga interface is subject to investigation in SAS.

The Gainterface is specified by TS 32.200-240 [3].
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7.2.1 Bearer Service Establishment
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[
>

2. Request charging rules

[
>

3. Identify charging
rulesto install

4. Provision Charging Ruleg

<
«

5. Install
charging rules

6. Establish Bearer Serv
~ Accept

Figure 7.1: Bearer Service Establishment in case of offline charging

1 TheTPF receives arequest to establish a bearer service. For GPRS, it isthe GGSN that receives a Create PDP
context request from the SGSN.

2 The TPF requests the applicable charging rules, and provides relevant input information for the charging rule
selection.

3 The CRF determines the charging rules to be provisioned, based on information available to the CRF (e.g.
information may be available from the AF as described in 7.1 and the new information received from the TPF).
Charging rules may need to be installed. In addition, the CRF also determines which event triggers shall be
monitored by the TPF.

4 The CRF providesthe charging rulesto the TPF. For the first bearer service of an |P network connection the
CRF may additionally provide and-associated-event triggers, CCFOCF and OCS addresses to the TPF. This
message is flagged as the response to the TPF request.

5 The TPF performs charging rule actions asindicated, i.e. installing charging rules. During establishment of the
bearer service the TPF aso installs any predefined charging rules.

6 The TPF continues with the bearer service establishment procedure.
The TPF shall wait for the charging rules installation before accepting the Bearer establishment as shown in figure 7.1.

In case of online charging, in order to allow for Bearer establishment control upon credit check, the TPF shall wait for
the credit control information before accepting the Bearer establishment as shown in figure 7.2.
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Figure 7.2: Bearer Service Establishment in case of online charging

1. The TPF receives arequest to establish a bearer service. For GPRS, it isthe GGSN that receives a Create PDP
context regquest from the SGSN.

2. The TPF requests the applicable charging rules, and provides relevant input information for the charging rule
decision.

3. The CRF determines the charging rules to be provisioned, based on information available to the CRF (e.g.
information may be available from the AF as described in 7.1 and the new information received from the TPF).
Charging rules may need to be installed. In addition, the CRF also determines which event triggers shall be
monitored by the TPF.

4. The CRF providesthe charging rules to the TPF. For the first bearer service of an IP network connection the
CRF may additionally provide event triggers, GSFOCF and OCS addresses to the TPF. This message is flagged
as the response to the TPF request.

5. The TPF performs charging rule actions asindicated, i.e. installing charging rules. During establishment of the
bearer service the TPF also installs any predefined charging rules.

6. The TPF requests credit for any charging key of the established charging rules (either predefined or newly
installed) from the OCS, and provides relevant input information for the OCS decision.

7. The OCS provides the credit information to the TPF and may provide re-authorisation triggers for each of the
credits.

8. If creditisavailable at least for one charging key, the TPF accepts the bearer service establishment. If no credit
isavailable, the TPF rgjects the bearer service establishment.

Note: Further details of the credit control mechanism are expected to be specified by Stage 3.
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A.2.7 CAMEL information

Some CAMEL functionality relates to SGSN based on-H+eline charging. When using SGSN based on-H+eline charging,
GGSN based on-Hreline charging is unlikely to also be used. However, other CAMEL functionality relatesto APN ID
manipulation; SGSN resource utilisation, and the provision for the gsmSCF to write a “free format field” to the main
CDR. Thisinformation appearsto be useful to transfer to the GGSN.

Overall it appears simplest to transfer all the SSCDR CAMEL Information as one parameter from the SGSN to the
GGSN. The format and encoding of thisinformation element should be constructed in an extensible manner, hopefully
by just referencing the encoding aready used within 3GPP TS 32.215.

This information element should be included in the Create PDP Context Request and Update PDP Context Request
messages.
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D.2.1  Charging correlation

The FBC architecture provides an alternative bearer charging mechanism. The charging key passed to the
OCSCSCFOCEF isthe only input to the rating logic (along with any AF/CSCF input about type of sessions, start/stop
time of session etc. that may have come from Ro/Rf).

FBC provides the capability for charging correlation through the usage of Application Function Record information. In
case of IMS the Application Function Record information should include the ICID and the flow ID(s).

Since the charging systems may need to be upgraded in this release to support FBC, we could use the FBC model and
logic based on the charging key, instead of adding any correlation identifier (ICID) to Gx/Gy.

Thisfunction is part of thisrelease.

**** End of document ****
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<< First changed clause >>

6.2.4 Traffic Plane Function

The TPF shall be capable of differentiating user data traffic belonging to different service data flows for the purpose of
collecting offline charging data and performing online credit control.

The TPF shall support predefined charging rules, and predefined filters. See subclause 5.3 for further filtering and
counting requirements.

In the case of online charging, the TPF shall not allow traffic unless network resource usage has been granted by the
OocCs.

For online charging, the TPF shall be capable of managing a pool of credit used for some or al of the service data flows
of auser. The TPF shall also be capable of managing the credit of each individual service data flow of the user.

A TPF may be served by one or more CRF nodes. For GPRS, the TPF shall contact the appropriate CRF based on the
APN , which is the primary mechanism. Optionally, the IMSI or MSISDN may in addition to the APN be used as input
for selection of the appropriate CRF. For other IP-CANSs the TPF shall contact the appropriate CRF based on the access
point connected to and, optionally, a UE identity information that is applicable in that kind of IP-CAN.

Note: For GPRS the CRF address(es) are configured in the TPF (GGSN) per APN.

For GPRS, it shall be possible to provide flow based charging functions for different service data flows even if they are
carried in the same PDP Context. For GPRS, the TPF isalogical function alocated to the GGSN.

For GPRS, the TPF/GGSN applies charging rules on a per PDP context basis.

For each PDP context, the TPF shall accept information during bearer establishment and modification relating to:
- Theuser and termina (e.g. MSISDN, IMEISV)
- Bearer characteristics (e.g. QoS negotiated, APN, IM CN Subsystem signaling flag)
- Network related information (e.g. MCC and MNC)

The operators may apply different charging rules and rates depending on different PLMN. The TPF shall be able to
provide MCC and MNC of the serving network (i.e. SGSN) to the CRF, which may be used by the CRF in order to
select the charging rule to be applied.

The operator may configure whether Flow Based Charging is to be applied.

Note: for GPRS, PDP Contexts for specific APNs may not be applicable to Flow Based Charging, hence regular
GPRS charging would apply for these PDP Contexts, and the TPF function would not be invoked (i.e. no
CREF interaction would occur).

The TPF may use thisinformation in the OCS request/reporting or request for charging rules.

For each PDP context, there shall be a separate OCS request/ CCF reporting, so this alows the OCS and offline charging
system to apply different rating depending on the PDP context.

The TPF shall identify packets that are charged according to service data flow based charging. The TPF shall report the
data volume(s) charged according to service data flow based charging. In case of GPRS, the TPF shall report the service
data flow based charging data for each charging rule on a per PDP context basis.

At initial bearer establishment the TPF shall request charging rules applicable for this bearer from the CRF. As part of
the request, the TPF provides the relevant information to the CRF. The TPF shall use the charging rules received in the
response from the CRF. In addition, the TPF shall use any applicable predefined charging rules. Predefined charging
rules may apply for al bearers of all users or may be dynamically activated (or deactivated) by the CRF for a specific
bearer.

If the bearer is modified, by changing the bearer characteristics, the TPF shall first use the event triggers to determine
whether to request the charging rules for the new bearer characteristics from the CRF. Afterwards, the TPF shall use the

CR page 3



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 4

re-authorisation triggers in order to determine whether to require re-authorisation for the charging rules that were either
unaffected or modified.

If the TPF receives an unsolicited update of the charging rules from the CRF, the new charging rules shall be used.

If another bearer is established by the same user (e.g. for GPRS the Secondary PDP Context Activation procedure), the
same procedures shall be applied by the TPF as described for the initial bearer. For a bearer, the TPF shall only apply
the charging rules that are activated/associated with this bearer. Hence a charging rule is installed, modified and
removed on aper PDP context basis. If multiple PDP contexts are active for a UE the CRF may decide that a charging
ruleisto be activated/associated with more than one PDP context.

The TPF shall evaluate received packets against the service data flow filtersin the order according to the precedence for
the charging rules. When a packet is matched against a SDF filter, the packet matching process for that packet is
complete, and the charging rule for that SDF filter shall be applied. If there is no match against any SDF filter
established for that bearer the packet shall be discarded.

<< End of changed clause >>
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6.34.1 General

The Rx reference point enables transport of information (e.g. dynamic media stream information) from the AF to the
CRF. An example of such information would be filter information to identify the service data flow. The AF and the
CRF, which may reside in the same or different security domain, shall have atrust relationship. Hence the information
exchanged between an AF and a CRF shall be protected with adequate security.

Further the CRF may check whether the AF is allowed to pass application/service information to the CRF.
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<< First changed clause >>

5.2 Charging rules

Charging rules contain information that allow for filtering of traffic to identify the packets belonging to a particular
service data flow, and allow for defining how the service data flow is to be charged. The following apply to charging
rules:

- The charging rules for bearer charging are defined by the operator.
- These charging rules are made available to the TPF for both offline and online charging.
- Multiple charging rules are supported simultaneously per user.

- Filtering information within a charging rule is applied through filtering functionality at the TPF to identify the
packets belonging to a particular service data flow.

- Charging rules with dynamically provisioned filtering information (i.e. made available to the TPF) are supported
in order to cover IP service scenarios where the filtering information is dynamically negotiated (e.g. negotiated
on the application level (e.g. IMS)).

- Predefined charging rules stored in the TPF are supported. The charging rule identifiers of the predefined
charging rules shall be different from the charging rule identifiers allocated by the CRF.

- Predefined filters that are part of the predefined charging rules may support extended capabilities, including
enhanced capabilities to identify packets associated with application protocols.

- There may be overlap between the service data flow filter information of charging rules that are applicable.
Overlap can occur between:

- multiple predefined charging rulesin the TPF;
- multiple charging rules from the CRF;

- charging rules predefined in the TPF and rules from the CRF, which can overlay the predefined rulesin
the TPF.

The precedence identified with each charging rule shall resolve all overlap between the charging rules. When
overlap occurs between adynamically alocated charging rule and a predefined charging rule at the TPF, and
they both share the same precedence, then the dynamically allocated charging rule shall be used.

Note: It's operators' responsibility to ensure that overlap between the predefined charging rules can be resolved
based on precedence of each predefined charging rulein the TPF. It's CRF’ s responsibility to ensure that
overlap between the dynamically allocated charging rules can be resolved based on precedence of each
dynamically alocated charging rule.

- Charging rules contain information on:
- How aparticular service data flow is to be charged: online, offline or neither;

- Indication of charging unit, +in case of offline charging whether to record volume- or time-based charging
information or both;

Notes: in case of online charging, the indication of charging unit is passed as a part of credit control.

- Charging key;
- Service dataflow filter(s);
- Serviceidentifier;

- Precedence (used at the TPF to determine the order in which charging rules shall be applied to a service
data flow);
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- Charging ruleidentifier (used between CRF and TPF for referencing charging rules);
- Application Function Record Information;
- Serviceidentifier level reporting: mandated or not required.
- Event triggers associated with all the charging rules of an IP network connection.
- A CCF and/or OCS address may be associated with an 1P network connection.
- The charging rule identifiers allocated by the CRF shall be unique within a TPF/CRF dial ogue.

- The Application Function Record information (e.g. ICID and flow ID(s)) isincluded in the charging rule, and in
subsequently generated charging information generated as a result of therule, if it is provided by an AF and the
rule filters are based on the AF provided information. It should be noted that, in order to associate asingle
Application Function Record with specific counts/credits, it is necessary that new counts/credits be generated for
the user by the TPF each time the AF generates new Application Function Record information.

- Oncethe charging rule is determined it is applied to the service data flow at the TPF and packets are counted and
categorised per the rule set in the charging rule.

- Separate charging rules can be provided for downlink and uplink.
- Charging rules can be configured for both user initiated and network initiated flows.

- Thecharging key value and, optionally, the service identifier value of the charging rule identifies the service data
flow.

- Charging rulesthat were provided by the CRF and established for a bearer can be modified by the CRF later on,
e.g. for apreviously established PDP context in the GPRS case, based on specific events (e.g. IM domain events
or GPRS domain events, credit control events). Apart from the charging rule identifier and the charging method
(online, offline, neither) all parts of a charging rule may be modified. Modification of a charging rule shall
trigger the same TPF behaviour as the simultaneous removal of the old and instalment of the new (modified)
charging rule.

- Different charging rules can be applied for different users.
- The same charging rule can be applied for multiple users.

- Different charging rules can be applied based on the location of the user (e.g. based on identity of the roamed to
network).

- - Charging rule assignment can occur at bearer service establishment, modification and termination. For
GPRS, charging rule assignment can occur at PDP context activation, modification and deactivation.

- For GPRS at PDP context activation, modification and deactivation a CRF may decide to align the set of
charging rules for any other active PDP context. The CRF considersin such a case this as an Internal Trigger
Event as described in 7.3 for the interaction with the TPF.

- For GPRS, the charging rules can be dependent on the APN used.

<< End of changed clause >>
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*xxxx% F|RST MODIFIED SECTION *#** %%

5.1 Overview

The following functions are provided by the network for service data flow based charging. This applies to both online
and offline charging unless otherwise specified:

- ldentification of the service data flows that need to be charged individually (e.g. at different rates), and those that
can be handled as an aggregate;

- Provision and control of charging rules on service data flow level;
- Inthe GPRS case: Provision and control of charging rules on a per PDP context basis;

- Reporting of service data flow level byte counts (for volume based charging) and service data flow durations (for
time based charging);

- BEvent indication according to on-line charging procedures (e.g. sending AAA Accounting Stop) and, optionally,
following this particular event, taking appropriate actions on service data flow(s) according to the termination
action.

- Eventindication and event monitoring by the TPF and following this particular event, taking the appropriate on-
line charging actions.

- Inaddition FBC Policy Functions may be achieved by activating/deactivating charging rules according to the
policies of the operator.

Note: The CRF does not operate on a per MBMS bearer context basisi.e. it is not possible for a CRF to install,
remove or modify charging rulesin the TPF on aper MBMS bearer context basis.

Frxxxx NEXT MODIFIED SECTION ****xxsx

6.2.5  Application Function

The AF provides information to the service data flow based CRF, which can then be used for selecting the appropriate
charging rule, and also used for configuring some of the parameters for the charging rule. The operator configures the
charging rulesin the service data flow based CRF, and decides what data from the AF shall be used in the charging rule
selection algorithm.

An AF may communicate with multiple CRFs. The AF shall contact the appropriate CRF based on either:-

- the end user |P Address and/or ;

- other UE identity information the AF is aware of.

Note: By using the end user | P address, an AF is hot required to acquire any UE identity in order to provide
information, for a specific user, to the CRF.

When contact is not based on the end user |P address, the AF shall assure that it communicates with any CRF that might
be used for this service (APN).

Note: Since MBMS isusing MBMS Bearer Contexts a BM-SC cannot act as an AF since Gx in the case of
GPRS only operates on flows within a PDP context in this release.

The AF shall provide information to allow the service data flow to be identified. The AF shall also provide some other
information that may be used in the charging rule selection process.

The information provided by the AF is asfollows:

Information to identify the service data flow: refer to subclause 5.3.
The AF may use wildcards to identify an aggregate set of |P flows.
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- Optional Application Function Record information that would be included in charging data generated by the AF
and by the TPF and could be used to associate the records for post processing.

- Information to support charging rule selection:

Application identifier;

- Application event identifier;

- Type of Stream (e.g. audio, video) (optional);
- Datarate of stream (optional);

- User information (such as user identity).

The “Application Identifier” is an identifier associated with each service that an AF provides for an operator (e.g. a
packet streaming service AF would have one application identifier for the service).

The“Application event identifier” is an identifier within an Application identifier. It is used to notify the Service Data
Flow Based CRF of such a change within a service session that affects the charging rules, e.g. triggers the generation of
anew charging rule.

*kkkkx END OF CHANGE *kkkkkx
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