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Proposed change affects: | UICC apps{%\D ME|:| Radio Access Network|:| Core Network
Title: 38 Correction to ULIC header
Source: 38 SA3-LI
Work item code: 8§ SEC1-LI Date: 38 12/10/2004
Category: # F Release: % Rel-5
Use one of the following categories: Use one of the following releases:
F (correction) Ph2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can Rel-4  (Release 4)
be found in 3GPP TR 21.900. Rel-5 (Release 5)

Rel-6  (Release 6)
Rel-7  (Release 7)

Reason for change: # In case a centralized DF3/MF is serving both GGSN and SGSN, packets
intercepted in both SGSN and GGSN are sent through the same DF3/MF to
LEMF over HI3 interface. In the information sent over HI3 interface there is no
indication allowing LEMF to distinguish whether the received packet was
intercepted in the GGSN or in the SGSN.

Summary of change: !8@\ The ULIC header is modified to carry information about the type of node (GGSN
or SGSN) in which the packet was intercepted.

Consequences if !8*8\ Wrong information sent to LEMF; in the mentioned cases, LEMF would receive

not approved: duplicated/mixed copies of packets and it would be not possible for LEMF to
distinguish which packet was intercepted in the GGSN and which was
intercepted in the SGSN.

Clauses affected: 8 B.4,C.1.2,C.1.3

Y|N
Other specs 38| | X Other core specifications 88
affected: X | Test specifications
X | O&M Specifications

Other comments:  [$
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*** FIRST MODIFICATION ***

B.4 HI3 CC definition

Unts-H 3-PS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfulintercept(2)
| threeGPP(4) hi3(2) r5(5) version-12(12)}

DEFINITIONS IMPLICIT TAGS :: =
BEG N

| MPORTS

GPRSCor r el ati onNunber
FROM Unt sHI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfulintercept(2) threeGPP(4)
hi 2(1) version-1(1)} -- from 3GPP Unt sHl 2Qper ati ons

Lawf ul I nterceptionldentifier,

Ti meSt anp
FROM HI 2Qper at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |lawfullntercept(2) hi2(1)
version3(3)}; -- fromETSI H 2Q0perations TS 101 671 Edition 3

-- nject ldentifier Definitions

-- Security Domainld

| awf ul I nt er cept Domai nld OBJECT I DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securitybDomain(2) |lawfullntercept(2)}

-- Security Subdomains

t hr eeGPPSUBDornai nl d OBJECT | DENTI FI ER :: = {l awful I nter cept Domai nl d threeGPP(4)}
| hi 3Domai nld OBJECT I DENTIFIER ::= {threeGPSUBDonai nld hi 3—(2) r5(5) version-12(%2)}
CC- PDU ::= SEQUENCE
uLl G header [1] ULI C header,
payl oad [2] OCTET STRI NG
ULI G header ::= SEQUENCE
{
hi 3Domai nl d [0] OBJECT | DENTIFIER, -- 3GPP HI 3 Domain
ver si on [1] Version,
111D [2] Lawful Interceptionldentifier OPTI ONAL,
correl ati on- Nunber [3] GPRSCorrel ati onNunber,
tineStanp [4] TimeStanp OPTI ONAL,
sequence- nunber [5] I NTEGER (0. .65535),
t-PDU-direction [6] TPDU-direction,

i .cé’-_type [8] | CE-type OPTI ONAL
-- The ICE-type indicates the applicable Intercepting Control Elenent (see ref [19])
-- in which the TPDU is intercepted.

}
Version ::= ENUMERATED
{
versionl(1),
versi on2(2)
}
TPDU-di rection ::= ENUVERATED
{
fromtarget (1),
to-target (2),
unknown (3)
}
| CE-type ::= ENUMERATED
L

sgsn (1),
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ggsn (2),

END-- OF Unts-H 3-PS

*** NEXT MODIFICATION ***

C.1.2 Definition of ULIC header version O

ULIC header contains the following attributes:
- Correlation Number.
- Message Type (avalue of 255 isused for HI3-PDU's).
- Direction.
- Sequence Number.
- Length.

- Intercepting Control Element (I1CE) type.

T-PDU contains the intercepted information.

Bits

Octets 8 7 6 5 4 3
1 [ Version(000) [ ' | Spare [ICE
L |type
Message Type (value 255)

Length
5-6 Sequence Number
7-8 not used (value 0)

9 not used (value 255)
10 not used (value 255)
11 not used (value 255)
12 not used (value 255)

13-20 correla_tion number

|I|—\

|9 o
T
S

Figure C.1: Outline of ULIC header
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For interception tunneling the ULIC header shall be used as follows:
- Version shall be set to 0 to indicate the first version of ULIC header.
- DIR indicates the direction of the T-PDU:
"1" indicating uplink (from observed mobile user); and
"0" indicating downlink (to observed mobile user).
- Message Type shall be set to 255 (the unique value that is used for T-PDU within GTP [12]).

- Length shall be the length, in octets, of the signalling message excluding the ULIC header. Bit 8 of octet 3 isthe
most significant bit and bit 1 of octet 4 isthe least significant bit of the length field.

- Sequence Number is an increasing sequence number for tunneled T-PDUs. Bit 8 of octet 5 isthe most significant
bit and bit 1 of octet 6 isthe least significant bit of the sequence number field.

- Correlation Number consists of two parts: GGSN-ID identifies the GGSN which creates the Charging-ID.
Charging-1D is defined in [12] and assigned uniquely to each PDP context activation on that GGSN (4 octets).

The correlation number consist of 8 octets. The requirements for this correlation number are similar to that
defined for charging in [12], chapter 5.4. Therefore it is proposed to use the Charging-ID, defined in [12] ,
chapter 5.4 as part of correlation number. The Charging-ID is signaled to the new SGSN in case of SGSN-
change so the tunnel identifier could be used "seamlesdy” for the HI3 interface.

0 1 2 3
01234567890123456789012345678901
Charging AlID | Charging AilD | Charging AID | Charging AID Octet 13-16
Octet 1 Octet 2 Octet 3 Octet 4
GGSN-ID Octet 17-20

Figure C.2: Outline of correlation number

- Intercepting Control Element (ICE, seeref [19]) type. Indicates whether the T-PDU was intercepted in the
GGSN or in the SGSN:

101 indicating GGSN; and

117 indicating SGSN.

This parameter is needed only in case the GGSN and the SGSN use the same Delivery Function/Mediation
Function for the delivery of Content of Communication.

The ULIC header is followed by a subsequent payload information element. Only one payload information element is
alowed in asingle ULIC message.

Bits
Octets 8 7 6 5 4 3 2 1
1A20 ULIC-Header
21 fin Payload Information Element

Figure C.3: ULIC header followed by the subsequent payload Information Element

The payload information element contains the header and the payload of the communication between the intercepted
subscriber and the other party.
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C.1.3 Definition of ULIC header version 1

ULIC-header version 1 isdefined in ASN.1 (ref [5]) (see annex B.4) and is encoded according to BER (ref [6]). It
contains the following attributes:

- Object Identifier (hi3Domainid)

- ULIC header ASN.1 version (version)
seiHte-verstont

- lawful interception identifier (111D, optional)
sending of lawful interception identifier is application dependant; it is done according to national requirements.

- correlation number  (correlation-Number). As defined in clause 6.1.3

- time stamp (timeStamp, optional),
sending of time stamp is application dependant; it is done according to national requirements.

- sequence number (seguence-number). Sequence Number is an increasing sequence number for tunneled T-
PDUs. Handling of sequence number is application dependent; it is done according to national requirements (e.g.
unique segquence number per PDP-context).

- TPDU direction (t-PDU-direction)
indicates the direction of the T-PDU (from the target or to the target).

- ICE type (ice-type, optional)
indicates the applicable Intercepting Control Element (see ref. [19]) in which the T-PDU was intercepted. This
parameter is needed only in case the GGSN and the SGSN use the same Delivery Function/Mediation Function
for the delivery of Content of Communication.

The ULIC header is followed by a subsequent payload information element. Only one payload information element is
allowed in asingle ULIC message (see annex B.4).

The payload information element contains the header and the payload of the communication between the intercepted
subscriber and the other party.

***END OF MODIFICATION ***
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Proposed change affects: | UICC apps{%\D ME|:| Radio Access Network|:| Core Network
Title: 38 Correction to ULIC header
Source: 38 SA3-LI
Work item code: 8§ SEC1-LI Date: 38 12/10/2004
Category: ® A Release: % Rel-6
Use one of the following categories: Use one of the following releases:
F (correction) Ph2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can Rel-4  (Release 4)
be found in 3GPP TR 21.900. Rel-5 (Release 5)

Rel-6  (Release 6)
Rel-7  (Release 7)

Reason for change: # In case a centralized DF3/MF is serving both GGSN and SGSN, packets
intercepted in both SGSN and GGSN are sent through the same DF3/MF to
LEMF over HI3 interface. In the information sent over HI3 interface there is no
indication allowing LEMF to distinguish whether the received packet was
intercepted in the GGSN or in the SGSN.

Summary of change: !8@\ The ULIC header is modified to carry information about the type of node (GGSN
or SGSN) in which the packet was intercepted.
Moreover, the definition of National Parameter, which was missing in the current
version of the specification, has been added to clause C1.3.

Consequences if !8*8\ Wrong information sent to LEMF; in the mentioned cases, LEMF would receive

not approved: duplicated/mixed copies of packets and it would be not possible for LEMF to
distinguish which packet was intercepted in the GGSN and which was
intercepted in the SGSN.

Clauses affected: 8 B.4,C.1.2,C.1.3

Y|N
Other specs 38| | X Other core specifications 88
affected: X | Test specifications
X | O&M Specifications

Other comments:  [$
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*** FIRST MODIFICATION ***

B.4 Contents of communication (HI3 PS)

Unts-H 3-PS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfulintercept(2)
threeGPP(4) hi3(2) r6(6) version-23(23)}

DEFINITIONS IMPLICIT TAGS :: =
BEG N

| MPORTS

GPRSCor r el ati onNunber
FROM Unt sHI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfulintercept(2) threeGPP(4)
hi 2(1) r6(6) version-3(3)} -- from 3GPP Unt sHl 2Qper ati ons

Lawf ul I nterceptionldentifier,

Ti meSt anp
FROM HI 2Qper at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |lawfullntercept(2) hi2(1)
version5(5)}; -- fromETSI H 2Cperations TS 101 671v2.9.1

-- nject ldentifier Definitions

-- Security Domainld

| awf ul I nt er cept Domai nld OBJECT I DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securitybDomain(2) |lawfullntercept(2)}

-- Security Subdomains

t hr eeGPPSUBDornai nl d OBJECT | DENTI FI ER :: = {l awful I nter cept Domai nl d threeGPP(4)}
hi 3Domai nld OBJECT I DENTIFIER ::= {threeGPPSUBDonai nld hi3(2) r6(6) version-23(23)}
CC- PDU ::= SEQUENCE

uLl G header [1] ULI C header,

payl oad [2] OCTET STRI NG
ULI G header ::= SEQUENCE
{

hi 3Domai nl d [0] OBJECT | DENTIFIER, -- 3GPP HI 3 Domain

ver si on [1] Version,

111D [2] Lawful Interceptionldentifier OPTI ONAL,

correl ati on- Nunber [3] GPRSCorrel ati onNunber,

tineStanp [4] TimeStanp OPTI ONAL,

sequence- nunber [5] I NTEGER (0. .65535),

t-PDU-direction [6] TPDU-direction,

nat | onal - Hl 3- ASNlpar anet er s [7] National - H 3- ASNlpar aneters OPTI ONAL,

-- encoded per national requirenents

i ce-type [8] | CE-type OPTI ONAL

-- The ICE-type indicates the applicable Intercepting Control Elenent(see ref [19]) in which
-- the T-PDU is intercepted.

}
Version ::= ENUMERATED
{
versionl(1),
versi on3(3)
}
TPDU-di rection ::= ENUVERATED
{
fromtarget (1),
to-target (2),
unknown (3)
}
Nat i onal - HI 3- ASNlpar aneters ::= SEQUENCE

{
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count ryCode [1] PrintableString (SIZE (2))

Country Code according to | SO 3166-1 [39],
the country to which the paraneters inserted after the extension narker apply

In case a given country wants to use additional national paraneters according to its |aw,
these national paraneters should be defined using the ASN.1 syntax and added after the
extension marker (...).

It is reconmended that "version paraneter" and "vendor identification paraneter" are
included in the national paranmeters definition. Vendor identifications can be

retrieved fromI|ANA web site.

}

| CE-type ::= ENUMERATED
sgsn (1),
ggsn (2,

r .

END-- OF Unts-H 3-PS

*** NEXT MODIFICATION ***

C.1.2

Definition of ULIC header version O

ULIC header contains the following attributes:

- Correlation Number.

- Message Type (avalue of 255 isused for HI3-PDU's).

- Direction.

- Sequence Number.

- Length.

- Intercepting Control Element (ICE) type.

T-PDU contains the intercepted information.
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Bits
Octets 8 7 6 5 4 3 2 1
1 Version ('000) 1 Spare | ICE | DIR ‘0
L |type
2 Message Type (value 255)
3-4 Length
5-6 Sequence Number
7-8 not used (value 0)
9 not used (value 255)
10 not used (value 255)
11 not used (value 255)
12 not used (value 255)
13-20 correlation number

Figure C.1: Outline of ULIC header

For interception tunneling the ULIC header shall be used as follows:

- Version shall be set to 0 to indicate the first version of ULIC header.

- DIR indicates the direction of the T-PDU:

"1" indicating uplink (from observed mobile user); and

"0" indicating downlink (to observed mobile user).

- Message Type shall be set to 255 (the unique value that is used for T-PDU within GTP [17]).

- Length shall be the length, in octets, of the signalling message excluding the ULIC header. Bit 8 of octet 3 isthe
most significant bit and bit 1 of octet 4 isthe least significant bit of the length field.

- Sequence Number is an increasing sequence number for tunneled T-PDUSs. Bit 8 of octet 5 is the most significant
bit and bit 1 of octet 6 isthe least significant bit of the sequence number field.

NOTE: When ahandoff occurs between SGSNs, the DF3 serving the LEA may change. If the DF3 serving an
LEA changes as aresult of an handoff between SGSNs, contiguous sequencing may hot occur as hew
sequencing may be initiated at the new DF3. Accordingly, the LEA should not assume that sequencing
shall be contiguous when handoff occurs between SGSNs and the DF3 serving the LEA changes.

- Correlation Number consists of two parts: GGSN-ID identifies the GGSN which creates the Charging-1D.

Charging-1D isdefined in [17] and assigned uniquely to each PDP context activation on that GGSN (4 octets).

The correlation number consist of 8 octets. The requirements for this correlation number are similar to that
defined for charging in [17]. Therefore it is proposed to use the Charging-1D, defined in [17] as part of
correlation number. The Charging-1D is signalled to the new SGSN in case of SGSN-change so the tunnel
identifier could be used "seamlessly" for the HI3 interface.

0 1 2 3
01234567890123456789012345678901
Charging AlID | Charging AilD | Charging AID | Charging AID
Octet 1 Octet 2 Octet 3 Octet 4
GGSN-ID

Figure C.2: Outline of correlation number

Octet 13-16

Octet 17-20

- Intercepting Control Element (ICE, seeref [19]) type. Indicates whether the T-PDU was intercepted in the

GGSN or in the SGSN:

101 indicating GGSN; and

117 indicating SGSN.
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This parameter is needed only in case the GGSN and the SGSN use the same Delivery Function/Mediation
Function for the delivery of Content of Communication.

The ULIC header is followed by a subsequent payload information element. Only one payload information element is
alowed in asingle ULIC message.

Bits
Octets 8 7 6 5 4 3 2 1
1A20 ULIC-Header
21 fn Payload Information Element

Figure C.3: ULIC header followed by the subsequent payload Information Element

The payload information element contains the header and the payload of the communication between the intercepted
subscriber and the other party.

*** NEXT MODIFICATION ***

C.1.3 Definition of ULIC header version 1

ULIC-header version 1 isdefined in ASN.1 [5] (see annex B.4) and is encoded according to BER [6]. It contains the
following attributes:

- Object Identifier (hi3Domainid)

- ULIC header ASN.1 version (version)
setto-versionl.

- lawful interception identifier (111D, optional)
sending of lawful interception identifier is application dependant; it is done according to national requirements.

- correlation number (correlation-Number). Asdefined in clause 6.1.3

- time stamp (timeStamp, optional),
sending of time stamp is application dependant; it is done according to national requirements.

- sequence number (sequence-number). Sequence Number is an increasing sequence number for tunneled T-
PDUs. Handling of sequence number is application dependent; it is done according to national requirements (e.g.
unique sequence number per PDP-context).

NOTE: When ahandoff occurs between SGSNs, the DF3 serving the LEA may change. If the DF3 serving an
LEA changes as aresult of an handoff between SGSNs, contiguous sequencing may not occur as new
sequencing may be initiated at the new DF3. Accordingly, the LEA should not assume that sequencing
shall be contiguous when handoff occurs between SGSNs and the DF3 serving the LEA changes.

- TPDU direction (t-PDU-direction)
indicates the direction of the T-PDU (from the target or to the target).

- National parameters (national Parameters, optional)
this parameter is encoded according to national requirements

- __ICE type (ice-type, optional)
indicates whether the T-PDU was intercepted in the GGSN or in the SGSN. This parameter is needed only in
case the GGSN and the SGSN use the same Delivery Function/Mediation Function for the delivery of Content of

Communication.
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The ULIC header is followed by a subsequent payload information element. Only one payload information element is
allowed in asingle ULIC message (see annex B.4).

The payload information element contains the header and the payload of the communication between the intercepted
subscriber and the other party.

*** END OF MODIFICATION ***
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Proposed change affects: | UICC apps{%\D ME|:| Radio Access Network|:| Core Network
Title: !38\ Correction on parameter GprsOperationErrorCode
Source: 38 SA3-LI
Work item code: 8§ SEC1-LI Date: 38 12/10/2004
Category: # F Release: % Rel-6
Use one of the following categories: Use one of the following releases:
F (correction) Ph2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can Rel-4  (Release 4)
be found in 3GPP TR 21.900. Rel-5 (Release 5)

Rel-6  (Release 6)
Rel-7  (Release 7)

Reason for change: [# In TS 33.108, the parameter GprsOperationErrorCode is defined as an octet
string of fixed size (2 octets), including the IEIl and the cause value, according to
the general definition in TS 24.008. This does not take in account possible iVi
formatting (only one octet) of the parameter which is foreseen by 3GPP TS
24.008 for SM cause and GMM cause.

Summary of change: !8@\ The ASN.1 definition of the parameter GprsOperationErrorCode is changed to
have variable length in order to allow sending only one octet with the SM/GMM
cause.

Consequences if !8*8\ In case the IEI for SM/IGMM cause is not available at the DF2/MF, it would not be
not approved: possible to send the parameter GprsOperationErrorCode in the format foreseen
by ASN.1. Wrong information would be sent to the LEMF.

Clauses affected: % B.3

Y

Other core specifications |3
Test specifications
O&M Specifications

Other specs £
affected:

XX | X|Z

Other comments:  [$
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B.3 Intercept related information (HI2 PS and IMS)

Declaration of ROSE operation umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery
mechanism, data Umtsl RIsContent must be considered.

ASNL1 description of IRI (HI2 interface)

Unt sHI 20perations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |aw ulintercept(2)
| threeGPP(4) hi2(1) r6(6) version-56(56)}

DEFINITIONS IMPLICIT TAGS :: =

BEG N

| MPORTS

OPERATI ON,
ERROR
FROM Renot e- Oper at i ons- | nf or nat i on- Cbj ect's
{joint-iso-itu-t(2) renote-operations(4) informationCbjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti meSt anp,

Net wor k- | denti fier,

Nat i onal - Par anet er s,

Nat i onal - HI 2- ASNlpar anet er s,
Dat aNodeAddr ess,

| PAddr ess,

| P-val ue,

X25Addr ess

FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful I ntercept(2) hi2(1) version5(5)}; -- Inmported fromTS 101 671

-- nject ldentifier Definitions

-- Security Domainld
| awf ul I nt er cept Domai nld OBJECT | DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) |lawful I ntercept(2)}

-- Security Subdomai ns
t hr eeGPPSUBDornai nl d OBJECT | DENTI FI ER :: = {l awful I ntercept Domai nl d threeGPP(4)}
| hi 2Domai nl d OBJECT | DENTIFIER  ::= {threeGPPSUBDomai nld hi2(1) r6(6) version-56(56)}

unt s-sendi ng-of -IRI OPERATION : : =

ARGUVENT Unt sI Rl sCont ent
ERRORS { OperationErrors }
CODE gl obal : {t hr eeGPPSUBDonai nl d hi 2(1) opcode(1)}

-- Cass 2 operation . The tiner shall be set to a value between 3 s and 240 s.
-- The tiner.default value is 60s.

-- NOTE: The sanme note as for H managenent operation applies.
Unt s| Rl sCont ent 1= CHA CE
{
unt si Rl Cont ent Unt sl Rl Cont ent
unt sl Rl Sequence Unt sl Rl Sequence
}
Unt sl Rl Sequence 1= SEQUENCE OF Unt sl RI Cont ent

-- Aggregation of Urtsl Rl Content is an optional feature.

-- It may be applied in cases when at a given point in time

-- several IRl records are available for delivery to the same LEA destination.
-- As a general rule, records created at any event shall be sent

-- imrediately and not withheld in the DF or M in order to

-- apply aggragation.

-- Wen aggregation is not to be applied,

-- Untsl Rl Content needs to be chosen.
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Unt s| Rl Cont ent 1= CHA CE

{
i Rl - Begi n-record [1] IRI-Paraneters, -- include at |east one optional paraneter
i Rl - End-record [2] IRl -Paraneters,
i Rl - Conti nue-record [3] IRI-Paraneters, -- include at |east one optional paraneter
i Rl - Report-record [4] IR -Paraneters -- include at |east one optional paraneter

}

unknown- ver si on ERROR ::= { CODE | ocal : 0}

m ssi ng- par anet er ERROR ::= { CODE | ocal : 1}

unknown- par anet er - val ue ERROR ::= { CODE | ocal : 2}

unknown- par anet er ERROR ::= { CODE | ocal : 3}

QperationErrors ERROR :: =

{
unknown- ver si on |
m ssi ng- par aneter |
unknown- par anet er - val ue |
unknown- par anet er

-- This values may be sent by the LEMF, when an operation or a paranmeter is misunderstood.

-- Paraneters having the same tag nunbers nust be identical in Rel-5 and Rel -6 nodul es.

| Rl - Par anet er s .. = SEQUENCE

{
hi 2Donai nl d [0] OBJECT IDENTIFIER, -- 3GPP H 2 donamin
i Rl version [ 23] ENUMERATED
{

version2 (2),

version3 (3),

versiond (4),
-- note that version5 (5) cannot be used as it was missed in the version 5 of this
-- ASN. 1 nodul e.

versi oné (6)

} OPTI ONAL,
-- if not present, it nmeans version 1 is handl ed
| awful I nterceptionldentifier [1] Lawful Interceptionldentifier,
-- This identifier is associated to the target.
ti neStanp [3] TinmeStanp,
-- date and tinme of the event triggering the report.)
initiator [4] ENUMERATED
not - Avai | abl e (0),

originating-Target (1),
-- in case of GPRS, this indicates that the PDP context activation, nodification
-- or deactivation is M5 requested
term nating-Target (2),
-- in case of GPRS, this indicates that the PDP context activation, nodification or
-- deactivation is network initiated

} OPTI ONAL,
| ocat i onOf TheTar get [8] Location OPTI ONAL,
-- location of the target subscriber
partyl nformation [9] SET SIZE (1..10) OF Partylnformati on OPTI ONAL,

-- This paraneter provides the concerned party, the identiy(ies) of the party
--)and all the information provided by the party.

servi ceCent er Addr ess [13] Partylnformation OPTI ONAL,
-- e.g. in case of SMS nessage this paraneter provides the address of the relevant
-- server within the calling (if server is originating) or called (if server is
-- termnating) party address paraneters
sMB [14] SMs-report OPTI ONAL,
-- this paraneter provides the SM5 content and associ ated i nformation

nati onal - Paraneters [16] National - Paramet ers OPTI ONAL,
gPRSCorr el ati onNunber [18] GPRSCorrel ati onNurber OPTI ONAL,
gPRSevent [20] GPRSEvent OPTI ONAL,

-- This information is used to provide particular action of the target
-- such as attach/detach

sgsnAddr ess [21] Dat aNodeAddr ess OPTI ONAL,
gPRSOper ati onError Code [22] GPRSOperati onError Code OPTI ONAL,
ggsnAddr ess [24] Dat aNodeAddr ess OPTI ONAL,

q0os [25] UntsQos OPTI ONAL,

net wor kil denti fier [26] Network-ldentifier OPTIONAL,

sMBOri gi nat i ngAddr ess [27] Dat aNodeAddr ess OPTI ONAL,
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sMSTer m nat i ngAddr ess [ 28] Dat aNodeAddr ess OPTI ONAL,

i Msevent [29] | Msevent OPTI ONAL,

sl PMessage [30] OCTET STRING OPTI ONAL,

ser vi ngSGSN- nunber [31] OCTET STRING (S| ZE (1..20)) OPTI ONAL,
servi ngSGSN- addr ess [32] OCTET STRING (S| ZE (5..17)) OPTI ONAL,

-- COctets are coded according to 3GPP TS 23.003 [ 25]

nati onal - H 2- ASNlpar aneters [ 255] Nat i onal - HI 2- ASNlpar anet ers OPTI ONAL

-- Paraneters having the same tag nunbers nust be identical in Rel-5 and Rel -6 nodul es

| -- PARAVETERS FORVATS

Partyl nfornation 1= SEQUENCE
party-Qualifier [0] ENUMERATED

gPRS- Target (3),

H
partyldentity [1] SEQUENCE
{
i mei [1] OCTET STRING (SI ZE (8)) OPTI ONAL,
-- See MAP format [4]

i msi [3] OCTET STRING (SI ZE (3..8)) OPTI ONAL,
-- See MAP format [4] International Mbile
-- Station ldentity E. 212 nunber beginning with Mbile Country Code

ms| SDN [6] OCTET STRING (SIZE (1..9)) OPTI ONAL,
-- MSI SDN of the target, encoded in the same format as the AddressString
-- paraneters defined in MAP format document [4], § 14.7.8

e164- For mat [7] OCTET STRI NG (SIZE (1 .. 25)) OPTI ONAL,
-- E164 address of the node in international format. Coded in the sane format as
-- the calling party nunber parameter of the | SUP (paraneter part:[5])

sip-uri [8] OCTET STRI NG OPTI ONAL,
-- See [26]

tel-url [9] OCTET STRING  OPTI ONAL,
-- See [36]
b
servi ces-Data- | nformati on [4] Services-Data-Informati on OPTI ONAL,

-- This paranmeter is used to transnmit all the information concerning the
-- conplenentary infornmati on associated to the basic data call

}
Location .1 = SEQUENCE
gl obal Cel I I D [2] dobalCelllD OPTI ONAL,
--see MAP format (see [4])
rAl [4] Rai OPTI ONAL,
-- the Routeing Area ldentifier is coded in accordance with the § 10.5.5.15 of
-- docurment [9] without the Routing Area Identification IEl (only the
-- last 6 octets are used)
gsmlLocati on [5] GSM.ocation OPTI ONAL,
unt sLocati on [6] UMISLocati on OPTI ONAL,
sAl [7] Sai OPTIONAL,
-- format: PLMN-ID 3 octets (no. 1 — 3)
-- LAC 2 octets (no. 4 — 5)
-- SAC 2 octets (no. 6 — 7)
-- (according to 3GPP TS 25.413)
}
d obal Cel 11D = OCTET STRING (SIZE (5..7))
Rai = OCTET STRI NG (Sl ZE (6))
Sai = OCTET STRING (SI ZE (7))
GSM.ocat i on ::= CHO CE
{

geoCoordi nates [1] SEQUENCE
{
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| atitude [1] PrintableString (SIZE(7..10)),
-- format : XDDMMBS. SS
| ongi t ude [2] PrintableString (SIZE(8..11)),
-- format : XDDDMVSS. SS
mapDat um [3] MapDat um DEFAULT wGS84,
azi mut h [4] INTEGER (0..359) OPTI ONAL
-- The azimuth is the bearing, relative to true north.
b
-- format : XDDDMVSS. SS
-- X : N(orth), S(outh), E(ast), West)
-- DD or DDD : degrees (nuneric characters)
-- M : mnutes (nuneric characters)
-- SS. SS : seconds, the second part (.SS) is optionnal
-- Exanple :
-- | atitude short form N502312
-- I ongi tude long form E1122312. 18
ut mCoordi nates [2] SEQUENCE
{
ut m East [1] PrintableString (SIZE(10)),
utm North [2] PrintableString (SIZE(7)),
-- exanple utm East 32U0439955
-- utm North 5540736
mapDat um [3] MapDatum DEFAULT wGS84,
azi nuth [4] |NTEGER (0..359) OPTI ONAL
-- The azimuth is the bearing, relative to true north.
b
ut mRef Coor di nat es [3] SEQUENCE
utnref-string PrintableString (SIZE(13)),

mapDat um MapDat um DEFAULT wGS84,

b
-- exanple 32UPU91294045

WGS84Coor di nat es [4] OCTET STRI NG
-- format is as defined in [37]; polygon type of shape is not allowed.

}
MapDat um : : = ENUVERATED
{
wGS84,
wGS72,
eD50, -- European Datum 50
}
UMISLocation ::= CHO CE {
poi nt [1] GA-Point,
poi nt Wt hUnCertainty [2] GA-PointWthUnCertainty,
pol ygon [3] GA-Pol ygon
}
Geogr aphi cal Coordi nates ::= SEQUENCE {
| atitudeSign ENUMERATED { north, south },
| atitude | NTEGER ( 0. .8388607),
| ongi t ude | NTEGER (- 8388608. . 8388607) ,
}
GA- Poi nt ::= SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
}
GA- Poi nt Wt hUnCertainty ::=SEQUENCE {
geogr aphi cal Coor di nat es Geogr aphi cal Coor di nat es,
uncert ai nt yCode I NTEGER (0. .127)
}
| maxNr Of Poi nt s I NTEGER ::= 15
| GA- Pol ygon ::= SEQUENCE (SIZE (1..maxNr O Points)) OF
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SEQUENCE {
geogr aphi cal Coor di nat es CGeogr aphi cal Coor di nat es,
}
SMS-report 11 = SEQUENCE
sMs-Contents [3] SEQUENCE
{
sms-initiator [1] ENUMERATED -- party which sent the SMs
{
target (0),
server (1),
undefi ned-party (2),
}
transfer-status [2] ENUMERATED
{
succeed-transfer (0), -- the transfer of the SMS nessage succeeds
not - succeed-transfer (1),
undef i ned (2),
} OPTI ONAL,
ot her - message [3] ENUMERATED -- in case of termnating call, indicates if
-- the server will send other SM5
{
yes (0),
no (1),
undef i ned (2),
} OPTIONAL,
cont ent [4] OCTET STRING (SIZE (1 .. 270)) OPTI ONAL,
-- Encoded in the format defined for the SM5 nobile
}
}
| GPRSCor rel ati onNunber ::= OCTET STRING (Sl ZE(8. . 20))
GPRSEvent ::= ENUMERATED
{
pDPCont ext Acti vati on (1),
start O | nt ercepti onW t hPDPCont ext Active (2),
pDPCont ext Deact i vati on (4),
gPRSAt t ach (5),
gPRSDet ach (6),
| ocati onl nf oUpdat e (10),
sMs (11),
pDPCont ext Modi fi cati on (13),
servi ngSystem (14),
}
-- see [19]
| Msevent ::= ENUMERATED
{
sl Pmessage (1),
}
Servi ces-Data-Information ::= SEQUENCE
gPRS- paraneters [1] GPRS-paraneters OPTI ONAL,
}
GPRS- paraneters ::= SEQUENCE
pDP- addr ess-al | ocat ed-t o-t he-target [1] Dat aNodeAddress OPTI ONAL,
aPN [2] OCTET STRING (SIZE(1..100)) OPTI ONAL,
pDP-t ype [3] OCTET STRING (SIZE(2)) OPTI ONAL,
}
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-- The paraneter shall carry the GW cause value or the SM cause value, as defined in the standard
-- [9], without the IEIl.

Um sQos ::= CHO CE

qosMbbi | eRadi o [ 1] OCTET STRI NG,
-- The gosMbil eRadi o paraneter shall be coded in accordance with the § 10.5.6.5 of
-- docunent [9] without the Quality of service |El and Length of
-- quality of service |E (. That is, first
-- two octets carrying 'Quality of service IElI' and 'Length of quality of service
-- IE shall be excluded).

gosGn [2] OCTET STRI NG
-- gosCGn paraneter shall be coded in accordance with § 7.7.34 of document [17]

}

END -- OF UrtsH 2Qperati ons
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B.3 Intercept related information (HI2 PS and IMS)

Declaration of ROSE operation umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery
mechanism, data Umtsl RIsContent must be considered.

ASNL1 description of IRI (HI2 interface)

Unt sHI 20perations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |aw ulintercept(2)
| threeGPP(4) hi2(1) r6(6) version-65(65)}

DEFINITIONS IMPLICIT TAGS :: =

BEG N

| MPORTS

OPERATI ON,
ERROR
FROM Renot e- Oper at i ons- | nf or nat i on- Cbj ect's
{joint-iso-itu-t(2) renote-operations(4) informationCbjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti meSt anp,

Net wor k- | denti fier,

Nat i onal - Par anet er s,

Nat i onal - HI 2- ASNlpar anet er s,
Dat aNodeAddr ess,

| PAddr ess,

| P-val ue,

X25Addr ess

FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
| | awful Intercept(2) hi2(1) version75(75)}; -- Inported fromTS 101 671v2.11.1

-- nject ldentifier Definitions

-- Security Domainld
|| | awful I ntercept Domai nld OBJECT I DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) |lawful I ntercept(2)}

-- Security Subdomai ns
t hr eeGPPSUBDornai nl d OBJECT | DENTI FI ER :: = {l awful I ntercept Domai nl d threeGPP(4)}
hi 2Domai nl d OBJECT | DENTIFIER  ::= {threeGPPSUBDomai nld hi2(1) r6(6) version-65(65)}

*** Next modification ***

-- Paraneters having the same tag nunbers nust be identical in Rel-5 and Rel -6 nodul es.
| Rl - Par anet er s .. = SEQUENCE

hi 2Domai nl d [0] OBJECT |IDENTIFIER, -- 3GPP H 2 domain
| i Rl version ——[ 23] ENUMERATED
{

| ver si on2—(2),

versi on3—(3),
versiond—(4),
ver si on6( 6)
} OPTI ONAL,
-- if not present, it nmeans version 1 is handl ed

*** Next modification ***

B.3a Interception related information (HI2 CS)

For North Americathe use of J-STD-25 A[23] isrecommended.
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Declaration of ROSE operation sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery
mechanism, data |RI-Content must be considered.

ASN1 description of IRI (HI2 CSinterface)

Unt sCS- HI 2Cper at i ons

{ itu-t (0) identified-organization (4) etsi (0) securityDomain (2) |lawful Intercept (2) threeGPP(4)
| hi2Cs (3) r6(6) version-32 (32)}

DEFI NI TIONS | MPLICI T TAGS :: =

BEG N

| MPORTS OPERATI ON,
ERROR
FROM Renot e- Oper at i ons- | nf or nat i on- Cbj ect's
{joint-iso-itu-t (2) renote-operations(4) informationjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti meSt anp,

I ntercepted-Call-State,

Partyl nformation,

Cal | Cont ent Li nkChar acteri stics,
Communi cati onl dentifier,
CC-Link-ldentifier,

Nat i onal - Par anet er s,

Nat i onal - Hl 2- ASNl1par anet er s,

FROM HI 2Qper at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful I ntercept(2) hi2(1) version75(75)} — Inported fromTS 101 671v2.11.1 ASN-1L

Locati on,
SM5-r epor t

FROM Unt sHI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful intercept(2) threeGPP(4) hi2(1) r6(6) version-64(64)};
— lnported fromTS 33.108v6.8.0

-- nject ldentifier Definitions

-- Security Domainld

|| | awful I ntercept Domai nld OBJECT I DENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) |lawful I ntercept(2)}

-- Security Subdomai ns

t hr eeGPPSUBDornai nl d OBJECT | DENTI FI ER :: = {l awful I nter cept Domai nl d threeGPP(4)}
hi 2CSDonai nl d OBJECT | DENTI FIER ::= {threeGPPSUBDomai nl d hi 2CS(3) r6(6) version-32(32)}

*** Next modification ***

| Rl - Par anet er s .. = SEQUENCE

{
hi 2CSDomai nl d [0] OBJECT | DENTI FI ER OPTI ONAL, -- 3GPP HI 2 CS domain
i Rl version [ 23] ENUMERATED

versionl(1),

version2(2),
ver si on3(3)
} OPTI ONAL,
-- if not present, it nmeans version 1 is handl ed

*** Next modification ***

B.4 Contents of communication (HI3 PS)

Unts-H 3-PS {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |aw ulintercept(2)
| threeGPP(4) hi3(2) r6(6) version-32(32)}
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DEFINITIONS IMPLICIT TAGS :: =
BEG N

| MPORTS

GPRSCor r el ati onNunber
FROM Unt sHI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfulintercept(2) threeGPP(4)
hi 2(1) r6(6) version-63(63)} -- Inmported from TS 33.108v6. 8. 0f+om3GPP UntsH 20perations

Lawf ul I nterceptionldentifier,

Ti neSt anp
FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |lawfullntercept(2) hi2(1)
version75(75)}; -- fromETSI H 2Operations TS 101 671v2.119.1
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| -- PARAVETERS FORVATS

Partyl nfornation 1= SEQUENCE
{
party-Qualifier [0] ENUMERATED
gPRS- Target (3),
}, _
partyldentity [1] SEQUENCE
{
i mei [1] OCTET STRING (SI ZE (8)) OPTI ONAL,
-- See MAP format [4]
i mBi [3] OCTET STRING (SIZE (3..8)) OPTI ONAL,
-- See MAP format [4] International Mbile
-- Station ldentity E. 212 nunmber beginning with Mbile Country Code
ms| SDN [6] OCTET STRING (SIZE (1..9)) OPTI ONAL,
-- MSI SDN of the target, encoded in the same format as the AddressString
-- paranmeters defined in MAP format document [4], § 14.7.8
e164- For mat [7] OCTET STRI NG (SIZE (1 .. 25)) OPTI ONAL,
-- E164 address of the node in international format. Coded in the same format as
-- the calling party nunber parameter of the | SUP (paraneter part:[5])
sip-uri [8] OCTET STRI NG OPTI ONAL,
-- See [26]
| tel-url [9] OCTET STRING  OPTI ONAL,
-- See [36]
b
servi ces-Data- | nformati on [4] Services-Data-Informati on OPTI ONAL,
-- This paraneter is used to transmt all the information concerning the
-- conplenentary infornmati on associated to the basic data call
}
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7.2 IRI for IMS

In addition, information on non-transmission related actions of atarget constitute IRl and is sent viaHI2, e.g.
information on subscriber controlled input.

The IRl may be subdivided into the following categories:
1. Control information for HI2 (e.g. correlation information).
2. Basic data context information, for standard data transmission between two parties (e.g. SIP-message).

For each event, a Record is sent to the LEMF, if thisis required. The following table gives the mapping between event
type received at DF2 level and record type sent to the LEMF.

Table 7.1: Mapping between IMS Events and HI2 Records Type

Event IRl Record Type
SIP-Message REPORT

A set of information is used to generate the record. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the CSCF or DF2 MF, if new |Es are available and if thisis
necessary in a specific country. The following table gives the mapping between information received per event and
information sent in records.

Table 7.2: Mapping between IMS Events Information and IRI Information

Parameter Description HI2 ASN.1 parameter
Observed SIP URI Observed SIP URI partylnformation (sip-uri)
Observed TEL URL | Observed TEL URL partylnformation (tel-url)
Event type IMS Event IMSevent
Event date Date of the event generation in the CSCF timestamp
Event time Time of the event generation in the CSCF
Network identifier Unigue number of the intercepting CSCF Networkldentifier

Correlation number Unique number for each PDP context delivered to the gPRSCorrelationNumber
LEMF, to help the LEA, to have a correlation between
each PDP Context and the IRI.

Lawful interception Unique number for each lawful authorization. lawfullnterceptionldentifier
identifier
SIP message Either wihole SIP message, or SIP message header. | SIPMessage

SIP message header is used if warrant requires only
IRI. In such case, specific content in the SIPMessage
(e.q. Messagei, etc.) must be deleted.

NOTE: LIID parameter must be present in each record sent to the LEMF.

7.2.1 Events and information

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as
records and information carried by arecord. Thisfocusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 7-1 Mapping between IMS Events and HI2
Records Type and Annex B.3 Intercept related information (HI12). IRI is described in terms of a'causing event' and
information associated with that event. Within each IRI Record there is a set of events and associated information
elements to support the particular service.

The communication events described in Table 7-1: Mapping between the IMS Event and HI2 Record Type and Table 7-
2: Mapping between IMS Events Information and IRl Information convey the basic information for reporting the
disposition of acommunication. This clause describes those events and supporting information.
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Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

Table 7.3: SIP-Message REPORT Record

Parameter MOC Description/Conditions

observed SIP-URI SIP URI of the interception target (if available)
observed TEL-URL TEL URL of the interception target (if available)
event type Provide IMS event type.

event date Provide the date and time the event is detected.
event time

network identifier

lawful intercept identifier
correlation number

| SIP message

Shall be provided.

Shall be provided.

If available and not included in the SIP-message
The relevant SIP message or SIP message header.

01| ZIZ|010

*** Next Modification ***

B.3 Intercept related information (HI2 PS and IMS)

Declaration of ROSE operation umts-sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery
mechanism, data Umtsl RIsContent must be considered.
ASN1 description of IRI (HI2 interface)

Unt sHI 2Cperations {itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awf ulintercept(2)
| threeGPP(4) hi2(1) r6(6) version-65(65)}

DEFINITIONS IMPLICI T TAGS :: =

BEG N

I MPORTS

OPERATI ON,
ERRCR
FROM Renot e- Oper at i ons- | nf or nat i on- Cbj ect's
{joint-iso-itu-t(2) renote-operations(4) informationCjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti meSt anp,

Net wor k- | denti fi er,

Nat i onal - Par anet er s,

Nat i onal - Hl 2- ASNl1par anet er s,
Dat aNodeAddr ess,

| PAddr ess,

| P-val ue,

X25Addr ess

FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful I ntercept(2) hi2(1) version5(5)}; -- Inported fromTS 101 671

-- (bject ldentifier Definitions

-- Security Domainld
I'awf ul I nt er cept Donai nl d OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) |lawful I ntercept(2)}
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-- Security Subdomai ns
t hr eeGPPSUBDornai nl d OBJECT | DENTI FI ER :: = {l awful I nter cept Domai nl d threeGPP(4)}
hi 2Domai nl d OBJECT | DENTIFIER  ::= {threeGPPSUBDorai nld hi2(1) r6(6) version-65(65)}

*** Next Modification ***

| RI - Par anet ers 11 = SEQUENCE
hi 2Domai nl d [0] OBJECT | DENTIFIER, -- 3GPP H 2 domain
i Rl version [ 23] ENUMERATED
{

version2 (2),

version3 (3),
versiond (4),
versi on6 (6)
} OPTI ONAL,
-- if not present, it nmeans version 1 is handl ed

-- Paraneters having the same tag nunbers nust be identical in Rel-5 and Rel -6 nodul es.

*** Next Modification ***

| MSevent : .= ENUMERATED

unfilteredsSl Pnessage —(1),
-- This value indicates to LEM- that the whole SIP nessage is sent.

sl Pheader Only (2)
-- If warrant requires only IRl then specific content in a ‘slPMessage’
-- (e.g. ‘Message’, etc.) has been deleted before sending it to LEM.
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B.6  User data packet transfer (HI3 CS)

Declaration of ROSE operations circuit-Call-rel ated-Services and no-circuit-Call-related-Services are ROSE delivery
mechanism specific. When using FTP delivery mechanism, data Content-Report must be considered.

ASN.1 description of circuit data transfer operation (HI3 interface)

UMTS- HI 3Ci rcui t LI Operations
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |lawfulintercept(2) threeGPP(4)
hi 3CS(4) r6(6) version2i(21)}

DEFINITIONS IMPLICI T TAGS :: =

-- The followi ng operations are used to transnmt user data, which can be exchanged via the DSS1,
-- ISUP or MAP signalling (e.g. UUS).

BEG N

| MPORTS OPERATI ON,
ERROR
FROM Renot e- Oper at i ons- | nf or nat i on- Cbj ect's
{joint-iso-itu-t (2) renote-operations(4) informationCbjects(5) versionl(0)}

hi 3Ci rcui t LI SubDomai nl d
FROM
Securi t yDomai nDef i ni ti ons
{ itu-t (0) identified-organization (4) etsi (0) securityDomain (2)}

Lawf ul I nterceptionldentifier,
Commmuni cati onl dentifier,

Ti neSt anp,

QperationErrors,

Suppl enent ary- Servi ces

FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
—lawful Intercept(2) hi2(1) version73(73)} -- Inported fromTS 101 671v2. 11. 1-Editi-on-3

SM5-r epor t
FROM Unt sHI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2) |awfulintercept(2)
threeGPP(4) hi2(1) version-2(2)};

-- Object ldentifier Definitions

-- Security Domainld
lawf ul I nt ercept Donai nl d OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securitybDomai n(2) lawfullntercept(2)}

-- Security Subdonains
t hr eeGPPSUBDonai nl d OBJECT | DENTI FIER ::= {l awful I ntercept Domai nl d threeGPP(4)}
hi 3CSDonai nl d OBJECT | DENTI FIER ::= {threeGPPSUBDonmi nld hi 3CS(4) r6(6) version-2(2)}

UMTS-circuit-Call-rel ated-Services OPERATION :: =

ARGUVMENT UMT'S- Cont ent - Report
ERRORS { OperationErrors }
CODE gl obal : { hi 3CSDonai nl d hi3G+euit+SubbBonaintd circuit-Call-Serv (1) versionl (1)}

-- Cass 2 operation. The tiner shall be set to a value between 3 s and 240 s.
-- The timer default value is 60s.
-- NOTE: The sane note as for H mmnagenment operation applies.
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UMIS-no-Circuit-Call-rel at ed- Servi ces OPERATION :: =

ARGUVENT UMT'S- Cont ent - Report

ERRORS { QperationErrors }

CODE gl obal : { hi 3CSDomai nl d hi3CG+euittSubbermaintd—no-Crcuit-Call-Serv (2) versionl
(1)}
}

-- Class 2 operation. The timer nust be set to a val ue between 10s and 120s.
-- The tiner default value is 60s.

UMTI'S- Cont ent - Report 11 = SEQUENCE

hi 3CSDonai nl d [0] OBJECT | DENTI FI ER OPTI ONAL, -- 3GPP HI 3 CS Donai n.
--  Wen FTP is used this paranetr shall be sent to LEM-.

version [ 23] ENUMERATED

{
versioni(1),

T OPTI ONAL,

I awf ul I nterceptionldentifier [6] Lawful Interceptionldentifier OPTIONAL,

communi cationldentifier [1] Conmmuni cationldentifier,
-- Used to uniquely identify an intercepted call: the same as used for the relevant IRl.
-- Called "callldentifier" in edition 1 ES 201 671.

ti meStanp [2] TimeStanp,

initiator [3] ENUMERATED

{

originating-party(0),
term nating-party(1),
f orwar ded-to-party(2),
undef i ned- party(3),
} OPTI ONAL,
cont ent [4] Suppl enentary- Servi ces OPTI ONAL,
-- UUl are encoded in the format defined for the User-to-user information paraneter

-- of the | SUP protocol (see EN 300 356 [30]). Only one UUl paraneter is sent per message.
sMs-report [5] SMs-report OPTI ONAL,

}

END — UMTS-H 3CircuitLl Operations

CR page 4




3GPP TSG-SA LI Meeting #15 Tdoc 8S3L104_176r1
San Antonio, Texas, USA, 11-13 October, 2004

CR-Form-v7.1

CHANGE REQUEST
% 33.108 CR 067 ]ag\rev _ [ current version: 6.7.0 %

For HELP on using this form, see bottom of this page or look at the pop-up text over the ’88‘ symbols.

Proposed change affects: | UICC apps{%\D ME|:| Radio Access Network|:| Core Network
Title: 38 Syntax Error in Annex B.3a
Source: 3 SA3LI
Work item code: 8§ SEC1-LI Date: 38 12/10/2004
Category: # F Release: % Rel-6
Use one of the following categories: Use one of the following releases:
F (correction) Ph2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can Rel-4  (Release 4)
be found in 3GPP TR 21.900. Rel-5 (Release 5)

Rel-6  (Release 6)
Rel-7  (Release 7)

Reason for change: ]8%\ In Annex B3a there are 5 minor Syntax Errors, which ASN.1 tools (Syntax
Checker, Compiler) do not tolerate.

Summary of change:|$| Correction of syntactic errors in the HI2 CS module.

Consequences if 8 Compilation fails.
not approved:

Clauses affected: 3 Annex B.3

Y

Other core specifications 38
Test specifications
O&M Specifications

Other specs E3
affected:

X|X|X|Z

Other comments: 3§

CR page 1



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 2

B.3a Interception related information (HI2 CS)

For North Americathe use of J-STD-25 A[23] isrecommended.

Declaration of ROSE operation sending-of-IRI is ROSE delivery mechanism specific. When using FTP delivery
mechanism, data IRI-Content must be considered.

ASN1 description of IRI (HI2 CSinterface)

Unt sCS- HI 2Cper at i ons

{ itu-t (0) identified-organization (4) etsi (0) securityDomain (2) |lawful Intercept (2) threeGPP(4)
hi 2CS (3) version-2 (2)}

DEFINITIONS IMPLICIT TAGS :: =

BEG N

| MPORTS OPERATI ON,
ERRCR
FROM Renot e- Oper at i ons- | nf or nat i on- Cbj ect's
{joint-iso-itu-t (2) renote-operations(4) informationjects(5) versionl(0)}

Lawf ul I nterceptionldentifier,
Ti meSt anp,

I ntercepted-Call-State,

Partyl nformati on,

Cal | Cont ent Li nkChar acteristics,
Communi cati onl dentifier,
CC-Link-ldentifier,

Nat i onal - Par anet er s,

Nat i onal - HI 2- ASNlpar anet er s;-

FROM HI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful I ntercept(2) hi2(1) version5(5)} — Inported fromTS 101 671 ASN. 1

Locati on,
SMS-report

FROM Unt sHI 20per at i ons
{itu-t(0) identified-organization(4) etsi(0) securityDomain(2)
lawful i ntercept(2) threeGPP(4) hi2(1) r6(6) version-4(4)};

-- nject ldentifier Definitions

-- Security Domainld
Iawf ul I nt ercept Donai nl d OBJECT IDENTIFIER ::= {itu-t(0) identified-organization(4) etsi(0)
securityDomain(2) |lawful I ntercept(2)}

-- Security Subdomai ns
t hr eeGPPSUBDomai nl d OBJECT | DENTI FI ER :: = {l awful I ntercept Domai nl d threeGPP(4)}
hi 2CSDonai nl d OBJECT | DENTI FI ER : : = {t hr eeGPPSUBDon®ai nl d hi 2CS(3) version-2(2)}

unt sCS-sendi ng-of -1 Rl OPERATION :: =

ARGUVENT Unt sCS- | RI sCont ent
ERRORS { OperationErrors }
CODE gl obal : { threeGPPSUBDonai nl D hi 2CS(3) opcode(1)}

-- Cass 2 operation. The tiner shall be set to a value between 3 s and 240 s.
-- The timer.default value is 60s.
-- NOTE: The sane note as for H managenent operation applies.

Unt sCS- | RI sCont ent 1= CHA CE
i Rl Cont ent Unt sCS- | Rl Cont ent
i Rl Sequence Unt sCS- | RI Sequence
r
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Ut sCS- | RI Sequence 1= SEQUENCE OF Ut sCS- | RI Cont ent
-- Aggregation of UmntsCS-IRl Content is an optional feature.
-- It may be applied in cases when at a given point in time several IRl records are
-- available for delivery to the same LEA destination.
-- As a general rule, records created at any event shall be sent imediately and shall
-- not held in the DF or M- in order to apply aggregation.

-- Wen aggregation is not to be applied, UrtsCS- IRl Content needs to be chosen.

Unt sCS- | RI Cont ent 1= CHA CE
i Rl - Begi n-record [1] IRl -Paraneters,
--at |least one optional paraneter nust be included within the i Rl -Begi n-Record
i Rl - End-record [2] IRl -Paraneters,
i Rl -Continue-record [3] IR -Paraneters,
--at |east one optional paraneter nust be included within the i Rl -Continue-Record
i Rl - Report-record [4] IRl -Paraneters,

--at |least one optional paraneter nust be included within the i RI-Report-Record

}

unknown- ver si on ERROR ::= { CODE | ocal : 0}
m ssi ng- par anet er ERROR ::= { CODE | ocal : 1}
unknown- par anet er - val ue ERROR ::= { CODE | ocal : 2}
unknown- par anet er ERROR ::= { CODE | ocal : 3}

QperationErrors ERROR :: =

{
unknown- ver si on |
m ssi ng- paraneter |
unknown- par anet er - val ue |
unknown- par anet er

}

--These val ues may be sent by the LEMF, when an operation or a paraneter is m sunderstood.

| Rl - Par anet er s 1. = SEQUENCE

{
hi 2CSbon=i nl d [0] OBJECT | DENTI FI ER OPTI ONAL, -- 3GPP HI 2 CS domain

i Rl version [ 23] ENUMERATED
{

versionl(1),

versi on2(2)

} OPTI ONAL,
-- if not present, it nmeans version 1 is handl ed

| awf ul I nterceptionldentifier [1] Lawful Interceptionldentifier,
-- This identifier is associated to the target.

communi cationldentifier [2] Conmmuni cationldentifier,

-- used to uniquely identify an intercepted call.

ti meStanp [3] TimeStanp,
-- date and time of the event triggering the report.
intercepted-Call-Direct [4] ENUMERATED

not - Avai | abl e(0),
originating-Target(1),
term nating-Target(2),

} OPTI ONAL,
intercepted-Call-State [5] Intercepted-Call-State OPTI ONAL,

-- Not required for UMIS. May be included for backwards conpatibility to GSM
ri ngi ngbDuration [6] OCTET STRING (Sl ZE (3)) OPTI ONAL,

-- Duration in seconds. BCD coded : HHWESS
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-- Not required for UMIS. May be included for backwards conpatibility to GSM
conver sat i onDur at i on [7] OCTET STRING (SI ZE (3)) OPTI ONAL,

-- Duration in seconds. BCD coded : HHWSS

-- Not required for UMIS. May be included for backwards conpatibility to GSM

| ocat i onOf TheTar get [8] Location OPTI ONAL,
-- location of the target subscriber
partyl nformation [9] SET SIZE (1..10) OF Partylnformati on OPTI ONAL,

-- This paraneter provides the concerned party (Oiginating, Term nating or forwarded
-- party), the identity(ies) of the party and all the information provided by the party.
cal | Cont ent Li nkl nformati on [10] SEQUENCE

cCLi nk1Characteristics [1] Call ContentLinkCharacteristics OPTI ONAL,
-- information concerning the Content of Communication Link Tx channel established
-- toward the LEMF (or the sum signal channel, in case of nono node).
cCLi nk2Characteri stics [2] Call ContentlLinkCharacteristics OPTI ONAL,
-- information concerning the Content of Communication Link Rx channel established
-- toward the LEM.
} OPTI ONAL,
rel ease- Reason- O - I ntercepted-Call [11] OCTET STRING (Sl ZE (2)) OPTI ONAL,
-- Rel ease cause coded in [31] format.
-- This parameter indicates the reason why the
-- intercepted call cannot be established or why the intercepted call has been
-- released after the active phase.
nat ur e- Of - The-i nt er cept ed- cal | [12] ENUMERATED
{
--Not required for UMIS. May be included for backwards conpatibility to GSM
--Nature of the intercepted "call":
gSM | SDN- PSTN-circuit-call (0),
-- the possible UUS content is sent through the H'2 or H 3 "data" interface
-- the possible call content call is established through the H3 ,circuit, interface
gSM SMS- Message( 1),
-- the SMS content is sent through the H'2 or H 3 "data" interface
uUS4- Messages( 2),
-- the UUS content is sent through the H'2 or H 3 "data" interface
tETRA-circuit-call(3),
-- the possible call content call is established through the H'3 "circuit" interface
-- the possible data are sent through the H 3 "data" interface
t eTRA- Packet - Dat a(4),
-- the data are sent through the H 3 "data" interface
gPRS- Packet - Dat a(5),
-- the data are sent through the H 3 "data" interface
} OPTI ONAL,
servi ceCent er Addr ess [13] Partylnformati on OPTI ONAL,
-- e.g. in case of SMS nessage this paraneter provides the address of the relevant
-- server within the calling (if server is originating) or called
-- (if server is termnating) party address paraneters

sMs [14] SMs-report OPTI ONAL,
-- this paraneter provides the SMS content and associ ated i nformation
cC-Link-ldentifier [15] CC-Link-ldentifier OPTIONAL,

-- Depending on a network option, this parameter may be used to identify a CC link
-- in case of multiparty calls.
nati onal - Paraneters [16] National - Paranet ers OPTI ONAL,

unt s- Cs- Event [33] Unts-Cs-Event OPTI ONAL,
-- Care should be taken to ensure additional paraneter nunbering does not conflict with
-- ETSI TS 101 671 or Annex B.3 of this document (PS H 2).

nati onal - H 2- ASNlpar aneters [ 255] Nat i onal - HI 2- ASNlpar anet ers OPTI ONAL
}
Unt s- Cs- Event :: = ENUMERATED
{
cal | -establ i shrment (1),
answer (2),
suppl ement ary- Servi ce (3),
handover (4),
rel ease (5),
sMs (6).
| ocati on-updat e (7),
subscri ber-Control | ed- | nput (8),
}

END — OF UntsCS-HI 2Qper ati ons
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*k*k*x Chanqes *kk*

7.2 IRI for IMS

In addition, information on non-transmission related actions of atarget constitute IRl and is sent viaHI2, e.g.
information on subscriber controlled input.

The IRl may be subdivided into the following categories:
1. Control information for HI2 (e.g. correlation information).
2. Basic data context information, for standard data transmission between two parties (e.g. SIP-message).

For each event, a Record is sent to the LEMF, if thisis required. The following table gives the mapping between event
type received at DF2 level and record type sent to the LEMF.

Table 7.1: Mapping between IMS Events and HI2 Records Type

Event IRl Record Type
SIP-Message REPORT

A set of information is used to generate the record. The records used transmit the information from mediation function
to LEMF. This set of information can be extended in the CSCF or DF2 MF, if thisis necessary in a specific country.
The following table gives the mapping between information received per event and information sent in records.

Table 7.2: Mapping between IMS Events Information and IRI Information

Parameter Description HI2 ASN.1 parameter
Observed SIP URI Observed SIP URI partylnformation (sip-url)
Observed TEL URL | Observed TEL URL partylnformation (tel-url)
Event type IMS Event iMSevent
Event date Date of the event generation in the CSCF timeStamp
Event time Time of the event generation in the CSCF
Network identifier Unigue number of the intercepting CSCF networkldentifier

Correlation number Unique number for each PDP context delivered to the gPRSCorrelationNumber
LEMF, to help the LEA, to have a correlation between
each PDP Context and the IRI.

Lawful interception Unique number for each lawful authorization. lawfullnterceptionldentifier
identifier
SIP message Whole SIP message sIPMessage

NOTE1: LIID parameter must be present in each record sent to the LEMF.
NOTEZ2: Details for the parameter SIP message. If the warrant requires only signaling information, specific content
in the parameter &IP messagei like IMS (Immediate Messaging) has to be deleted/filtered.

7.2.1 Events and information

This clause describes the information sent from the Delivery Function (DF) to the Law Enforcement Monitoring
Facility (LEMF) to support Lawfully Authorized Electronic Surveillance (LAES). The information is described as
records and information carried by arecord. Thisfocusis on describing the information being transferred to the LEMF.

The IRI events and data are encoded into records as defined in the Table 7-1 Mapping between IMS Events and HI2
Records Type and Annex B.3 Intercept related information (H12) [1]. IRI is described in terms of a 'causing event' and
information associated with that event. Within each IRI Record there is a set of events and associated information
elements to support the particular service.

The communication events described in Table 7-1: Mapping between the IMS Event and HI2 Record Type and Table 7-
2: Mapping between IMS Events Information and IRl Information convey the basic information for reporting the
disposition of a communication. This clause describes those events and supporting information.
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Each record described in this clause consists of a set of parameters. Each parameter is either:
mandatory (M) - required for the record,
conditional (C) - required in situations where a condition is met (the condition is given in the Description), or
optional (O) - provided at the discretion of the implementation.

The information to be carried by each parameter is identified. Both optional and conditional parameters are considered
to be OPTIONAL syntactically in ASN.1 Stage 3 descriptions. The Stage 2 inclusion takes precedence over Stage 3
syntax.

Table 7.3: SIP-Message REPORT Record

Parameter MOC Description/Conditions

observed SIP-URI SIP URI of the interception target (if available)
observed TEL-URL TEL URL of the interception target (if available)
event type Provide IMS event type.

event date Provide the date and time the event is detected.
event time

network identifier

lawful intercept identifier
correlation number

SIP message

Shall be provided.

Shall be provided.

If available and not included in the SIP-message
The relevant SIP message

01| ZIZ|010
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