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Change in Clause Introduction

Introduction

The present document conta| ns the ts&membepeﬁa:r%tameevenﬂgthe% Qenetatlen—Partnerl%pPFejeep

In 3GPP SA5 context, IRPs are introduced to address processinterfaces at the Itf-N interface. The Itf-N interface is
built up by a number of Integration Reference Points (IRPs) and arelated Name Convention, which realize the
functional capabilities over thisinterface. The basic structure of the IRPsis defined in 3GPP TS 32.101 [1] and

3GPP TS 32.102 [2]. IRP consists of IRPManager and IRPAgent. Usually there are three types of transaction between
IRPManager and IRPAgent, which are operation invocation, notification, and file transfer.

However, there are different types of intentional threats against the transaction between IRPManagers and IRPAgents.
All the threats are potential risks of damage or degradation of telecommunication services, which operators should take
measures to reduce or eliminate to secure the telecommunication service, network, and data.

By introducing Security Management, the present document describes security requirements to relieve the threats
between IRPManagers and IRPAgents.

Asdescribed in 3GPP TS 32.101 [1], the architecture of Security Management is divided into two layers:
Layer A - Application Layer
Layer B - OAM&P transport network

The threats and Security Management requirements of different layers are different, which should be taken into account
respectively.

3GPP defines three types of IRP specifications, (see 3GPP TS 32.102 [2]). One type relates to the definitions of the
interface deployed across the Itf-N. These definitions need to be agreed between the IRPManagers and IRPAgents so
that meaningful communication can occur between them. An example of thistypeisthe Alarm IRP.

The other two types (NRM IRP and Data Definition IRP) relate to the network resource model (schema) of the managed
network. This network schema needs to be agreed between the IRPManagers and IRPAgents so that network
management services can be provided to the IRPManager(s) by the IRPAgent(s). An example of thistypeisthe
UTRAN NRM IRP.

This Requirement specification is applicable to the Interface IRP specifications. That isto say, it is concerned only with
the security aspects of operations/notifications/file deployed across the Itf-N.

End of Change in Clause Introduction
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