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*** FIRST MODIFICATION ***

4.2.1 GUP Server

The GUP Server isafunctional entity providing asingle point of access to the Generic User Profile data of a particular
subscriber. The reference architecture does not specify or limit the physical location of the GUP Server enabling
flexibility in the implementations. However, the GUP Server shall be located in the home operator network of the
targeted subscriber.

The GUP Server includes the following main functionalities:
- Single point of access for reading and managing generic user profile data of a particular subscriber.
- Location of Profile Components.
- Authentication of profile requests.
- Authorization of profile requests.
- Synchronization of Profile Components.
The GUP Server may support two modes of operation:

- Proxy mode (see figure 4.3). The Application regquests user related data located in the GUP Data Repositories
from the GUP Server. After taking care of needed actions specified for the GUP Server (and depending on the
type of the request) the GUP Server makes requests to the corresponding GUP Data Repositories and receives
responses from them. Finally the Application gets a response to the original request from the GUP Server.
Depending on the type of the request also possible subsequent responses are delivered through the GUP Server.

- Redirect mode (seefigure 4.4). The Application requests user related data located in the GUP Data Repositories
from the GUP Server. After taking care of needed actions specified for the GUP Server (and depending on the
type of the request) the GUP Server returns to the Application the information (e.g. address of GUP Data
Repository(s)) to alow the Application to request the information from the GUP Data Repositories. The
Application then directly requests the information from the GUP Data Repositories.

The Proxy mode is the default mode of operation. Redirect capability and preference for the applied mode may be
indicated by the application with the Requestor data parameter when accessing the GUP Server. The GUP Server
decides which mode is selected for the different requests. In addition to the Requestor data parameter, the decision is
based on the capabilities of the GUP Server and the related Repository Access Functions (RAF) as well as on the
service configuration and policy datain the GUP Server related to the particular application. These service
configuration and policy data are out of the scope of GUP standardisation. If the Redirect mode is not supported by the
GUP Server the response is always sent according to the Proxy mode.
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Figure 4.3: GUP Server acting as a Proxy Server
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Figure 4.4: GUP Server acting as a Redirect Server.

4211 Single point of access

CR page 4

The GUP Server shall accept data management related requests from the applications via the Rg reference point, and
either convey the corresponding GUP component specific requests to GUP Data Repositories via Rp reference point or
redirect the Application to convey the requests to the GUP Data Repositories. Note that one data request from an
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application to the GUP Server can cause sending of several GUP Data Repository requests by the GUP Server or
Application. Also mapping to proprietary interfacesinstead of Rp is possible in implementations.

In Proxy mode the GUP Server shall receive the results of the requests from GUP Data Repositories and deliver the
results back to the requestor (Application). In case of responses from several GUP Data Repositories the GUP Server
shall combine separate XML documents received from the repositories and deliver the composed information to the
requestor. In redirect mode the Application will receive the results of the requests from the GUP Data Repositories.

4.2.1.2 Location of profile components

The GUP Server stores information about the GUP Components and the locations of data repositories of GUP
Components related to each subscriber. Thus e.g. the separate GUP components composing the whole User Profile of a
certain subscriber can be located and identified. It is beyond this specification how the GUP server gets the component
locations in the cases when it is not involved in the creation of those components.

42.1.3 Authentication of profile request

The GUP Server shall make sure that the application requesting user profile datais properly authenticated. The
authentication is based on the identification of the requesting application and/or the identification of the possible
subscriber requesting the user profile data. The GUP Server may rely on the authentication made by other trusted
entities.

42.1.4 Authorization of profile request

The GUP Server shall take care of the authorization of the access to the user profile data. The authorization itself may
be handled by a separate entity in the network, or aternatively by the RAF or GUP Data Repository. The authorization
shall be based on the requestor information, the requested data, the target subscriber and the performed operation, or
some of them. The authorization rules of the requested data shall be defined at least in the GUP Component level in
GUP Server. (Note that the authorization may be based on also on finer granularity of the data content.) It shall be
possible to manage the authorization data via the Rg and Rp reference points.

4215 Synchronization of profile components

In proxy mode, the GUP Server shall convey the data synchronization requests from the applications to the RAFsin the
same way as the other profile requests. Also the related change notifications from the RAFs are passed on to the
requesting application. This requires that some kind of book keeping about the synchronization reguests implemented.
In redirect mode the GUP server shall redirect the Application to the RAFsin the same way as the other profile
requests.

The GUP Server may store a copy of the actual data from the GUP Data Repository, but it is up to the local policy of
the GUP Server.

42.1.6 Additional functionality
The GUP Server may take part in the charging of the data management operations concerning the profile.
The GUP Server may take part in the rate and/or size limiting of the data operations towards the profile.

The GUP Server may utilise a discovery service to register its contact reference information.

*** END OF MODIFICATION ***
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*** FIRST MODIFICATION ***

424 Reference Points
Reference Points in the GUP Reference Architecture:

1. Reference point Rg

This reference point shall allow applicationsto create, read, modify and delete any user profile data using the
harmonized access interface. The GUP Server locates the data repositories responsible of the storage of the requested
profile component(s) and in case of proxy mode carries out the requested operation on the data. The reference point Rg
shall support interworking to other mechanisms that support parts of the user profile outside the scope of 3GPP e.g.
Liberty ID-WSF SOAP Binding Specification [3] and Liberty ID-WSF Data Services Template [4].

In the redirect mode, the GUP Server returns the |ocations of the GUP Data Repositories and the application can then
send the requested operations via reference point Rp directly to the corresponding GUP Data Repositories.

The reference point Rg carries user related data, and therefore shall be protected by security mechanisms.

2. Reference point Rp

This reference point shall allow the GUP Server or applications, excluding third-partyexternal applications (e.g. located
in athird party application or in the UE), to create, read, modify and delete user profile data using the harmonized
accessinterface. Rp is an intra-operator reference point. External Fhire-party applications and third party GUP data
repositories shall be connected to the GUP Server only using the Rg reference point.

The reference point Rp carries user related data, and therefore shall be protected by security mechanisms.

*** END OF MODIFICATION ***
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*** FIRST MODIFICATION ***

4.3.9 Error handling and common error types

The basic principlein error handling isthat all errorsin carrying out the procedures lead to complete abortion of the
requested operation. However if e.g. multiple modifications with separate data references are made with one procedure
invocation, it is possible that part of these are completed even if some would fail. The procedure error responses
identify the error type together with more detailed information about the cause of the error.

The common error types which can be applied to all procedures contain:

Table 4.18: Common error types

Error

Description

Invalid operation

The operation is invalid or unsupported.

Invalid parameter

The given parameter of the operation is invalid.

Unauthorized operation

There was no authority for the requested operation.

Data unavailable

The requested data were not available.

Unexpected error

An unexpected error condition was met.

Authentication error

The authentication of the requestor has failed.

*** NEXT MODIFICATION ***

4.4.10 Error handling and common error types

Thebasic principlein error handling is that al errorsin carrying out the procedures lead to complete abortion of the
requested operation. The procedure error responses identify the error type together with more detailed information about

the cause of the error.

The common error types which can be applied to all procedures contain:

Table 4.35: Common error types

Error

Description

Invalid operation

The operation is invalid or unsupported.

Invalid parameter

The given parameter of the operation is invalid.

Unauthorized operation

There was no authority for the requested operation.

Data unavailable

The requested data were not available.

Unexpected error

An unexpected error condition was met.

Authentication error

The authentication of the requestor has failed.

*** END OF MODIFICATION ***
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4.4 Rp reference point procedures

This subclause defines the procedures applied in the Rp reference point. The application or GUP server acts asthe
active requestor towards the Repository Access Function (RAF) entities e.g. to read or modify the data. It is assumed
that the both ends shareinitially the same data structure definitions. Rp is applied to control the data stored in the
different user profile components identified by aresource identity and the component type. The resource identity
contains either a subscriber identity or a generic component identification which is given to components that are not
bound to a single subscriber.

There are the following procedures:
- Create Component

- Delete Component

- Modify Data

- ListData

- Read Data

- Subscribe To Data

- Unsubscribe To Data

- Notify Data

- Define Data

4.4.1  Create Component procedure
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Annex A (informative):
Examples of 3GPP Generic User Profile usage

Example 1: GUP Interworking with Device M anagement

As the device management specification 32.802 requests, the UEM Gateway controls the access available to the UE
managers. The GUP server will perform gateway functionality for device management. The example of the
interworking interface diagram is shown in Figure A. 1.

Step 2

Step 1

Rp
\ UEM
St%\
Manager

UE
Data Repository

UE

Figure A.1: An Example of the Interworking Diagram between GUP and Device Management

The interworking steps between GUP and Device management are summarized bel ow:
Step 1: GUP Server alows any requests from UE to be accessed in a secured manner.
Step 2: GUP Server routes the request from UE to the appropriate UE management within the data repository.
Step 3: Data transactions take place.

NOTE: Inthis examplethe GUP server isworking in proxy mode, this does not preclude the possibility for the
GUP server to work in redirect mode when interworking with Device Management.

Example 2: GUP Usage with Subscription M anagement

An application is accessing targeted subscriber’ s subscription data (HSS GUP Component) stored in the HSS. It is
assumed that RAF isimplemented in the HSS and the targeted HSS GUP Component has been created by using the
Create Component procedure. The application in this case can be e.g. a Subscription Management application, a service
application or any third party application that is interested in the subscription data of a specific subscriber in operator
A’s network.

The example of the interworking interface diagram is shown in Figure A.2. In this example GUP Server isworking in
the proxy mode of operation.
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Step 1

Step 5

R
Step 4 Step 3

HSS 1 HSS 2

Figure A.2: An Example of the Interworking Diagram between GUP and an Application

The interworking steps between the Application, GUP Server and HSS are summarised below:

Step 1: Application A invokes a Query procedure to the GUP Server including the targeted subscriber’s public user
identity joe.doe@operatorA.com in the Resource Identity parameter. The HSS GUP Component will be included in the
Data Reference parameter clarifying the targeted data (component type) that the application isinterested in. Also
specific data (i.e XML Data Element) within one GUP Component can be requested. Application A’sidentity is
included in the Requestor data parameter for the identification and authorisation purposes of the request.

Step 2: GUP Server authenticates the application and authorises the request with the result that Application A is allowed
to access the HSS GUP Component of the subscriber joe.doe@operatorA.com.

Step 3. GUP Server locates the target GUP Data Repository (RAF address), i.e. that the HSS GUP Component of the
subscriber joe.doe@operatorA.comislocated in the HSS 1, and invokes Read data procedure to HSS 1.

Step 4: HSS 1 makes an internal query by using the public user identity joe.doe@operatorA.com and returns a response
to Read data procedure to the GUP Server including the requested HSS GUP Component data of the subscriber
joe.doe@operatorA.com.

Step 5: GUP Server passes the received response to Query procedure further to Application A.

The GUP Server may retrieve authorisation GUP Components from a RAF, if it does not hold sufficient information by
itself to carry out the authorisation.

If necessary, e.q. when the application requests several GUP Components, or the whole profile including several GUP
components in different repositories, GUP Server can invoke several requests to various RAFs and combine responses
to one response when returning a response to the application.
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Reason for change: 3 Arecent LS from CN4 (S2-041161, resubmitted to SA2#40 as S2-041709)
indicates that they would like to define mechanisms by which the GUP server
knows where GUP components are physically stored. However, SA2 (and SA1)
requirements for this are not explicit.

Examination of 23.240 indicates that clause 4.2.1.2 of 23.240 covers this subject
area but it is not explicit enough to avoid misunderstanding. It states that it is
outside the scope of the specification to describe how the GUP server obtains
component locations when the GUP server isn’t involved in the creation of the
compoents. However, it doesn’'t define what the requirements are when the GUP
server is involved in the creation of the components. The existing requirement
should be modified to add a new requirement. One motivation for this additional
feature is the need of the subscription management systems to control the
physical storage of the data in the different data repositories.

Summary of change: 3 A more detailed statement of the component location requirement is added.

Consequences if ¥ The application cannot control where the GUP Server stores the GUP
not approved: Components.

Clauses affected: ¥ 4.21.2
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1) Fill out the above form. The symbols above marked 3 contain pop-up help information about the field that they are
closest to.

2) Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word
"revision marks" feature (also known as "track changes") when making the changes. All 3GPP specifications can be
downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name
with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3) With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the
specification just in front of the clause containing the first piece of changed text. Delete those parts
of the specification which are not relevant to the change request.
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4.2.1.2 Location of profile components

The GUP Server stores information about the GUP Components and the locations of data repositories of GUP
Components related to each subscriber. Thus e.g. the separate GUP components composing the whole User Profile of a
certain subscriber can be located and identified._The application shall be able to affect where a new GUP Component is
created by the GUP Server. It is beyond this specification how the GUP server gets the component locations in the cases
when it is not involved in the creation of those components.

42.1.3 Authentication of profile request

The GUP Server shall make sure that the application requesting user profile datais properly authenticated. The
authentication is based on the identification of the requesting application and/or the identification of the possible
subscriber requesting the user profile data. The GUP Server may rely on the authentication made by other trusted
entities.

4.2.1.4 Authorization of profile request

The GUP Server shall take care of the authorization of the access to the user profile data. The authorization itself may
be handled by a separate entity in the network, or aternatively by the RAF or GUP Data Repository. The authorization
shall be based on the requestor information, the requested data, the target subscriber and the performed operation, or
some of them. The authorization rules of the requested data shall be defined at least in the GUP Component level in
GUP Server. (Note that the authorization may be based on also on finer granularity of the data content.) It shall be
possible to manage the authorization data via the Rg and Rp reference points.

4215 Synchronization of profile components

In proxy mode, the GUP Server shall convey the data synchronization requests from the applications to the RAFsin the
same way as the other profile requests. Also the related change notifications from the RAFs are passed on to the
requesting application. This requires that some kind of book keeping about the synchronization reguests implemented.
In redirect mode the GUP server shall redirect the Application to the RAFsin the same way as the other profile
requests.

The GUP Server may store a copy of the actual data from the GUP Data Repository, but it is up to the local policy of
the GUP Server.

4.2.1.6 Additional functionality
The GUP Server may take part in the charging of the data management operations concerning the profile.

The GUP Server may take part in the rate and/or size limiting of the data operations towards the profile.
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The GUP Server may utilise a discovery service to register its contact reference information.
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