Technical Specification Group Services and System Aspects T SGS#23(04)0164
Meeting #23, Phoenix, USA, 15 - 18 March 2004

Presentation of Specification to TSG or WG

Presentation to: TSG SA Meseting #23
Document for presentation: TS 33.220, Version 2.0.0
Presented for: Approval

Abstract of document:

The Technical specification TS 33.220: " Generic Authentication Architecture (GAA); Generic Bootstrapping
Architecture” for Release 6 was presented to SA#22 (TSGS#22(03) 0583) for information. It specifies a bootstrapping
architecture to provide UE amean to authenticate itself to a Network Application Function (NAF) based on user’s
subscription. Interfaces Ub, Zh, and Zn are specified in stage-2 level detail. This specification has been further
developed during SA3#32, and it is estimated to be 80% ready.

Stage 3 work of the present specification isin progress by CN groups. CN1 is specifying one stage-3 level TS 24.xxx,
which will specify Ub interface and potentially Uainterface. CN4 is specifying one stage-3 level TS 29.109, which
specifies Zh and Zn interfaces.

Changes since last presentation to TSG SA:
The following changes were made after TSG SA#22.
* Re-organization of the sections in the specification
*  Servicediscovery function is added
» Lifetime of the key materia isincluded

* New function added in BSF and UE: Key derivation from key material, and multiple key derivation for
multiple NAFs.

*  Removal of key derivation parameter n

Outstanding Issues:
Open issues are listed below. Note that all of the open issues are minor.
*  Needed new parameters for subscriber’s profile in HSS related to GAA are FFS.

» Method for NAF to indicate that new bootstrapping is required for UE, is dependent on a particular Ua
interface and is FFS.

*  Whether to retrieve subscriber’ s profile and whether the identities of the subscriber shall be retrieved viaZn
interface, is FFS.

» Key Derivation Function is to be provided by ETSI SAGE.

Contentious | ssues;

None.
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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.

1 Scope

The present document describes the security features and a mechanism to bootstrap authentication and key agreement
for application security from the 3GPP AKA mechanism. Candidate applications to use this bootstrapping mechanism
include but are not restricted to subscriber certificate distribution [5]-ete. Subscriber certificates support services whose
provision mobile operator assists, as well as services that mobile operator provides.

The scope of this specification includes a generic AKA bootstrapping function, an architecture overview and the
detailed procedure how to bootstrap the credential.

EditershoteNOTE:_The specification objects are scheduled currently in phases. For this specification release-first-
phase-of standardisation, only the case is —considered where bootstrapping server functionality and network application
function are located in the same network as the HSS. In tater-phasesfurther specification release, other configurations
may be considered.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies.  In the case of areference to a 3GPP document
(including a GSM document), a non-specific reference implicitly refers to the latest version of that document in
the same Release as the present document.

[1] 3GPP TS 31.102: "3rd Generation Partnership Project; Technical Specification Group Terminals;
Characteristics of the USIM application”.

3GPP
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[2]

(3]

[4]

(5]

(6]
(7]
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3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Security architecture”.

Franks J., et a,: "HTTP Authentication: Basic and Digest Access Authentication", RFC 2617, June
1999.

A. Niemi, et a,: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication
and Key Agreement (AKA)", RFC3310, September 2002.

3GPP TS 33.221: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Generic Authentication Architecture (GAA); Support for Subscriber
Certificates".

T. Dierks, et d,: "The TLS Protocol Version 1.0", RFC 2246, January 1999.

OMA: “Provisioning Content Version 1.1”, Version 13-Aug-2003. Open Mobile Alliance.

(8]

3GPP TS 23.228: “3rd Generation Partnership Project; Technical Specification Group Services

and System Aspects; |P Multimedia Subsystem (IMS); Stage 2 (Release 6) ”.

3

3.1

Definitions and aAbbreviations

Definitions

For the purposes of the present document, the following terms and definitions apply:

Bootstrapping Server Function: BSF is hosted in a network element under the control of an MNO.

Editor's note: Definition to be completed.

Network Application Function: NAF is hosted in a network element under the control of an MNO.

Editor's note: Definition to be compl eted.

Transaction ldentifier:

Editor's note: Definition to be compl eted.

3GPP
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3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AK Anonymity Key
AKA Authentication and Key Agreement
BSF Bootstrapplng sServer fFunctlonah%y—
CA Certificate Authority
GAA Generic Authentication Architecture
GBA Generic Bootstrapping Architecture
HSS Home Subscriber System
IK Integrity Key
KDF Key Derivation Function
MNO Mobile ANetwork eOperator
NAF Qperater-een#enedrnNetwork aAppllcatlon tFunct|on¢uneHenamy
PKGS—I_QubHe-KeyLGprtegFaphy&andaFds
PKI Public Key Infrastructure
UE—User Equipment
4 Generic Bootstrapping Architecture_

The 3GPP authentication infrastructure, including the 3GPP Authentication Centre (AuC), the USIM, and the 3GPP
AKA protocol run between them, isavery valuable asset of 3GPP operators. It has been recognised that this
mfrastructure could be Ieveraged to enable appllcatlon functionsin the network and on the user sde to eemmumeatem

defining agenenc—Generlc beetst%appmgBootstrgpg ng funetien-Architecture (GBA) based on AKA protocol.

4.1 Reference model

Figure 1 shows a simple network model of the entities involved in the bootstrapping approach, and the interfaces used
between them.

3GPP
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HSS
Zh =—+— Zn
BSF | NAF
|
— b — Ua
UE J

Figure 1: Simple network model for bootstrapping

412 Network elements

42321 Bootstrapping server function (BSF)

A generic beetstrapping-Bootstrapping server-Server funetion-Function (BSF) and the UE shall mutually authenticate
using the AKA protocol, and agree on session keys that are afterwards applied between UE and an operator-controlled

heMeFIeNetwork appheanen [:_)thanon lh:|het|4:»ﬁrFunct|on (NAF) Ihekeymatehal—must—begeherated—qeeemeany—tep

. ce The BSF can restrlct the appllcablllty
of the key materlal to adeflned set of NAFs by using asunable key derlvatlon procedure. The generation of key

material is specified in section 4.5.2.

Editor's note: Key generation for NAF is ffs. Potential solutions may include:
- Separate run of HTTP Digest AKA over Ub interface for each request of key material from a NAF
- Issueswith key lifetime are ffs.

4.23.2.2 Network application function (NAF)

After the bootstrapping has been completed, the UE and an operator-controlled netwerk-appheation-funetion{NAF) can
run some application specific protocol where the authentication of messages will be based on those session keys
generated during the mutual authentication between UE and BSF.

General assumptions for the functionality of an operator-controlled retwork-apphicationfunction{NAF) are:
- there-Thereisno previous security association between the UE and the NAF;
- NAF shall be able to locate and communicate securely with the subscriber's BSF;

- ~—NAF shall be able to acquire a shared key material established between UE and the beetstrapping-server
funetien{BSF) during rurniag-the run of the application-specific protocol.

- NAF shall be able to check lifetime of the shared key material.

4.23:2.3 HSS

HSS shall store new parametersin the subscriber profile related to the use age-of the bootstrapping function. Possibly
also parameters related to the usage of some network-applicationfunctionNAFs are stored in the HSS.

Editor's note: Needed new subscriber profile parameters are FFS.

3GPP
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4.2.4 UE

The required rew-functionalities from the UE are:
- the support of HTTP Digest AKA protocol;
- the capability to derive new key materia to be used with the protocol over Uainterface from CK and IK; and

- support of NAF--specific application protocol (For an example see [5]).

4.3 Requirements and principles for bootstrapping

The following requirements and principles are applicable to bootstrapping procedure:Editor's-hete-The-description-of-
Adhbestetranningchal-beadded here
- The bootstrapping function shall not depend on the particular netweork-apphicationfunctionNAF.

- The server implementing the bootstrapping function needs to be trusted by the home operator to handle
authentication vectors.

- The server implementing the network-apphcationfunctionNAF needs only to be trusted by the home operator to
handle derived key material.

- It shall be possible to support retwork-application-functionsNAF in the operator's home network.

——The architecture shall not preclude the support of network application function in the visited network, or
possibly even in athird network.

- Tothe extent possible, existing protocols and infrastructure should be reused.

- Inorder to ensure wide applicability, all involved protocols are preferred to run over IP.

- It shal be prevented that a security breach in one apphcation-servernetwork-appheation-funetionNAF who using
the Generic-Bootstrapping-ArchitectureGBA, can be used by an attacker to mount successful attacks to the other

nckyorlossheationcorverstunchonsNAFS using the Soencrie- bR osictrappng-AarchitcciurcGBA.

4.123.1 Access Independence

Bootstrapping procedure is access independent. Bootstrapping procedure requires | P connectivity from UE.

4.@.2 Authentication methods

subsenp&en—%thepweFdS—aAuthentlcatlon tebetween the UE and the bee&st%appmg—sewer—iunenenBSF shall not be
possible without a valid cellular subscription. Authentication shall be based on the 3GPP AKA protocol.

4.123.3 Roaming

The roaming subscriber shall be able to utilize the bootstrapping function in the home network.

3GPP
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4.123.4 Requirements on Ub interface
The requirements for Ub interface are:
- The BSF shall be able to identify the UE.
- The BSF and the UE shall be able to authenticate each other based on AKA.

- TheBSF shall be able to send atransaction-Transaction identifier-|dentifier to the UE.

4.123.5 Requirements on Zh interface
The requirements for Zh interface are:

- Mutual authentication, confidentiality and integrity shall be provided.7he BSF-shall-be-ableto-communicate

NOTE: This requirement may befulfllled by phy5| cal or proprletarv securltv measures if BSF and HSS are Iocated
within the same operator’ s network. .

Same-eperaters-Aetwork:
- The BSF shall be able to send bootstrapping information request concerning a subscriber.

- The HSS shall be able to send authentication- 3GPP AKA vectors to the BSF in batches.

- TheHSS shall be able to send the subscriber's GAA prefitesprofile information needed for security purposes to
the BSF.

Editor's note: it's ffs how to proceed in the case where profile is updated in HSS after profileis forwarded. The
question is whether this profile change should be propagated to BSF.

- No state information concerning bootstrapping shall be required in the HSS.
- All procedures over Zh interface shall be initiated by the BSF.

Editor’s note: This requirement may need to be modified depending on what happens in the case where the profile in

the HSS is updated.
. : I L " it ible

- The number of different interfaces to HSS should be minimized.

4.123.6 Requirements on Zn interface
The requirements for Zn interface are:
- ~—Mutual authentication, confidentiality and integrity shall be provided.

NOTE: This requirement may be fulfilled by physical or proprietary security measures if BSF and NAF are |ocated
within the same operator’ s network.

- TheBSF shall verify that the requesting NAF is authorised.
- The NAF shall be able to send a key material request to the BSF.
- The BSF shall be able to send the requested key material to the NAF.

- ~—The NAF shal be ableto get the subscriber profile information needed for security purposes from BSF.

- TheBSF shall be able to indicate to the NAF the lifetime of the key material.

Editor’ s note: Relationship between Transaction |dentifier and subscriber identity is ffs. In the case of Presence
Ut interface, there are several potential identities that are related to Transaction Identifier, i.e. IMPI and IMPUs.

3GPP
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The subscriber may have several Presence accounts related to same IMPI. Transaction Identifier does not carry
enough information on which IMPU the end-user istrying to use.

4.3.7 Requirements on Transaction Identifier

Transaction identifier shall be used to bind the subscriber identity to the keying material in Ua, Ub and Zn interfaces.

Requirements for Transaction |dentifier are:

e Transaction Identifier shall be globally unigue.

*  Transaction |dentifier shall be usable as akey identifier in protocols used in the Uainterface.

*  NAF shall be able to detect the home network and the BSF of the UE from the Transaction Identifier.

Editor’s note: Parallel use of GBA and non-GBA infrastructure is ffs. There are use cases when NAF may want to
use GBA and non-GBA based infrastructures at the same time. For example, aNAF may want to
authenticate subscribers both by using normal HTTP Digest authentication (where the usernames and
passwords are distributed using some other mechanism than GBA), and by using GBA based HTTP
Digest. However, it seems that in most tel ecommunication protocols, the server side (i.e. NAF)
controls the name space related to key identifiers (cf. Transaction |dentifier). For example, in HTTP
authentication, the server issues the usernames, and does not allow the re-use of already existing
usernames. The parallel use of GBA and non-GBA based infrastructures may cause conflicts on
Transaction Identifier namespace. In particular, BSF may assign Transaction |dentifier values that
NAFs are aready using with non-GBA UEs.

Editor’s note: GBA shall further specify on how security associations are removed and/or updated in NAF.

4.234 Bootstrapping architecture and reference points

Bootstrapping-arehitecture
4.234.1 Ub interface Reference-modelRrotocols

3GPP
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The reference point Ub is between the UE and the BSF.
beth-CS-and-PS-domains.

Reference point Ub provides mutual authentication between the UE and the BSF. It allows the UE to bootstrap the
session keys based on 3GPP AKA infrastructure.

3GPP



Release 6 13 3GPP TS 33.220 V1.2.1 (2004-3)

Ub-interface tsinformat-of The HTTP Digest AKA Qrotoco WhICh |sspeC|f|ed in [4] is used on the Ub interface. It is
based on the 3GPP AKA [2] protocol-thal mati A M. The interface to the
USIM isas specified infer-3G [1].

4.234.32.2 Ua interface

The Uainterface carriesis the application protocol, which is secured using the keys material agreed between UE and
BSF as aresult of the run of HTTP Digest AKA over Ub interface. For instance, in the case of support for subscriber
certificates [5], it isaprotocol, which alows the user to request certificates from the NAF. In this case the NAF would
be the PKI portal.

4.234.32-3 Zh interface
Zh interface isprotocol used between the BSF and the HSS te-allows the BSF to fetch the required authentication

information and subscriber profile information from the HSS. The interface to the 3G Authentication Centreis HSS-
internal, and it need not be standardised as part of this architecture.

4.234.32-4 Zn interface

Zninterfaceis used by the NAF to fetch the key material agreed during a previous HTTP Digest AKA protocol run over
Ub interface from the BSF. It may also be used to fetch subscriber profile information from the BSF.

4.345 Procedures

This chapter specifiesin detail the format of the bootstrapping procedure that is further utilized by various applications.
It contains the AKA authentication procedure with BSF, and tatter-the key material generation procedure.

4.345.1 Initiation of bootstrapping

When a UE wants to interact with an NAF, but it does not know if the bootstrapping procedure is required, it shall
contact the NAF for further instructions (see figure-Figure 32).

@ 1. Request NAE

2. Bootstrapping
initiation required

Figure-3Figure 2: Initiation of bootstrapping

3GPP
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1. UE starts communication over Ua interface with the NAF without any bootstrapping--related parameters.

2. If the NAF requires bootstrapping but the request from UE does not include bootstrapping--rel ated parameters,
NAF replies with a bootstrapping initiation message. The form of thisindication may depend on the particular

Ua i nterface andis specmed in the rel evant staqe 3 spemﬁcanonsﬁsEd&epsnete—H—mepFeteeel—evepU&

4.345.2 Bootstrapping procedures

When a UE wants to interact with aa NAF, and it knows that the bootstrapping procedure is needed, it shall first
perform a bootstrapping authentication (see fFigure 43). Otherwise, the UE shall perform a bootstrapping authentication
only when it has received bootstrapping initiation required message or a key update indication from the NAF, or when
the lifetime of the key in UE has expired (cf. subclause 4.5.3).

NOTE: The main steps from the specifications of the AKA protocol in [2] and the HTTP digest AKA protocol in [4] are
repeated in Figure 3 for the convenience of the reader. In case of any potential conflict, the specificationsin [2] and [4]

take precedence.

3GPP



Release 6

UE

1. Request
(user identity)

15 3GPP TS 33.220 V1.2.1 (2004-3)

BSF

2. Zh interface:

N

3. 401 Unauthorized
WWW -Authenticate:
Digest (RAND, AUTN
delivered)

> BSF retrieves AV

HSS

and user profile.

>

4 Client runs AKA
algorithms, verifies
AUTN, and session
keys derives RES

5. Request
Authorization:
Digest (RES is used)

a

6. Server checks the
given RES, if it is
correct.

8. 200 OK

7. Ks=CK]|IK

Identifier

<

9. Ks=CK||IK
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@ BSF HSS
1. Request (user

identity) 2. Zhinterface:

»  BSFretrieves AV
and user profile.

3. 401 Unauthorized < >

WWW-Authenticate:
Digest (RAND, AUTN
delivered) .

<

4 Client runs AKA
algorithms, verifies
AUTN, and session
keys derives RES

5. Request
Authorization:
Digest (RESis used)

g

6. Server checks the
given RES, if itis
correct.

[
87. Ks=CK|[IK

78. 200 OK
Identifier

<
89, Ks=CKIIK

[
Figure-4Fiqure 3: The bootstrapping procedure
1. The UE sends an HTTP request towards the BSF.

2. BSF retrieves the user profile and one or a whole batch ofa-chaltenge-~e-the Authentication \ector-V ectors
(AV, AV = RANDJ|IAUTN|XRES||CK||IK) over the Zh interface from the HSS.

3. Then BSF forwards the RAND and AUTN to the UE in the 401 message (without the CK, IK and XRES). This
isto demand the UE to authenticate itself.

4. The UE €l icati o-as-checks AUTN to verify that the challengeis
from an. authonsedenueated network the UE also calculates CK, IK and RES. Thiswill result in session keys IK
and CK in both BSF and UE.

5. The UE sends another HTTP request, agair-withcontaining the Digest AKA response (calculated using RES), as
therespenseto the BSF.

6. The BSF authenticates the UE by verifying the Digest AKA response.H-the RES-equalsto-the XRESthat s+

7. The BSF generates key material Ks by concatenating CK and IK. Ksis-used-to-derivethe key-material- Ks-NAF-

KsNAFisused-forsecuringthe Uatnterface: The Transaction Identifier value shall be also generated in format
of NAI by taking the RAND value from step 3, and the BSF server name, i.e.

RAND@BSF servers domain_name.

3GPP
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8. The BSF shall send a 200 OK message, and-shat-supphyincluding a transaction-tdentiierTransaction I dentifier,
to the UE to indicate the success of the authentication. The BSF may-al so supphy-supplies aflag DER_FLAG to
the UE, whrch mdrcates whether kev derrvatron shall be applred to K or not. the-parametern-used-te-determine-

nekeyderwaﬂemsperﬁermed—m—KS—K—S—NAE If key derlvatlon is performed |t isto be applled uniformly to
all keys shared between any UE and any NAF. In addition, in the 200 OK message, the BSF shall supply the

lifetime of the key Ks, and an indication whether multiple key derivation shall be used.

9—The key material Ksis generated in UE by concatenating CK and IK.

9. FheBoth the UE and the BSF shall use the Ksisused-to derive the key material Ks_NAF, if applicable.
Ks NAF is used for securing the Ua interface.

Ks NAF iscomputed as Ks NAF = KDF (Ks, key derivation parameters), where KDF is a suitable key derivation
function, and the key derivation parameters include the user's IMSI, the NAF_Id—n and RAND. The NAF_Id-—n

cons sts of the wnghtmes&demamJabelem%hefull DNS name of the NAF—separated—bydets{n-—l—?Q—Fer—nT&
: .. KDF shall be

Editor's note: The definition of the KDF and the possible inclusion of further key derivation parameters is-are left to
ETSI SAGE_and to be included in the Annex B of the present specification.

If multiple key derivation is used then the UE and the BSF store the key Ks with the associated Transaction
Identifier for further use, until the lifetime of Ks has expired, or until the key Ksis updated. Otherwise, the key Ks
and the Transaction Identifier may be deleted in the UE and in the BSF after the key Ks NAF has been derived.

4.345.3 Procedures using bootstrapped Security Association

After UE is authenticated with the BSF, every time the UE wants to interact with an NAF the following steps are
executed as depicted in figure 5.

UE starts communication over Uainterface with the NAF

- Ingenera, UE and NAF will not yet share the key(s) required to protect Uainterface. If they aready do (i.e. if a
key Ks NAF for the corresponding key derivation parameter NAF |d n is already available),thereisno-need-
for-NAFtoretrieve the key(s)-everZninterface, the UE and the NAF can start to securely communicate right
away. |f the UE and the NAF do not yet share a key, the UE proceeds as follows:

- if akey Ksisavailablein the UE, the UE derivesthe key Ks NAF from Ks, as specified in clause 4.5.2;
- if no key Ksisavailable in the UE, the UE first agrees on anew key Ks with the BSF over the Ub interface,
and then proceeds to derive Ks NAF.

- If the NAF shares a key with the UE, but an update of that key is neededishecessary, e.9. because the key's
lifetime has expired, it shall sends a suitable key update request to the UE and terminates the protocol used over
Uainterface. The form of this indication may depend on the particular protocol used over Ua interface-and-istfs

(cf.4.5.1).

- HisassumedtT hate UE supplies sufficient-informationTransaction Identifier —to the NAF, in the form ofe.g- a
transaction-Transaction identifierl dentifier, to allow the NAF to retrieve specific key material from BSF.

- The UE derivesthe keys required to protect the protocol used over Uainterface from the key material, as
specified in clause 4.3.2.

NOTE-L: The UE may-shall adapt —the key material Ks_NAF to the-the specific —needs of the Uaiinterface. This
adaptation is outside the scope of this specification.

- When the UE is powered down, or when the UICC isremoved, any keys Ks and Ks NAF shall be deleted
from storage.
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- When anew Ksis agreed over the Ub interface and akey Ks NAF, derived from one NAF |d, is updated, the
other keys Ks NAF, derived from different values NAF 1d, stored on the UE shall not be affected.

NAF starts communication over Zn interface with BSF

- The NAF reguests key material corresponding to the-fermationT ransaction Identifier supplied by the UE to the
NAF-(intheformofeg—atransactionidentifiern—_ thestart-of-theprotecel-used over Uainterface.

- The BSF derives the keys required to protect the protocol used over Uainterface from the key material Ks and
the key derivation parameters, as specified in clause 4.35.2, and supplies to NAF the requested key material_
Ks NAF, aswell asthe lifetime time of that key material. If the key identified by the transaction-Transaction
Hdentifier-ldentifier supplied by the NAF is not available at the BSF, the BSF shall indicate thisin the reply to the
NAF. The NAF then indicates a key update request to the UE.

| NOTE-2: The NAF may-shall adapt the key material Ks_NAF to the specific needs of the Ua interface in the same
way as the UE did. This adaptation is outside the scope of this specification.

| NAF continues with the protocol used over the Uainterface with the UE.

Once the run of the protocol used over Uainterface is completed the purpose of bootstrapping is fulfilled as it enabled
UE and NAF to use Uainterface in a secure way.
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Figure 5: The bootstrapping usage procedure

Procedure related to service discovery

To enable the bootstrapping procedure, a procedure needs to be described on how to discover the location of BSF. It shall be

possible to enable the terminal to be configured either manually or automatically via one of the following approaches:

The address information shall be published viareliable channel. Subscribers shall store all the parameters as part of

theinitial establishment of 1P connectivity. The addresses need to be input only once.
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- The address information shall be pushed automatically to the UE over the air interface when the subscription to
bootstrapping service is accepted. All the parameters shall be saved in the UE and used the same manner as above.
The procedure is specified in [7].

- Thelocation information shall be discovered automatically based on DHCP, after the IP connectivity has been
established. The DHCP server shall provide the UE with the domain name of a BSF and the address of a Domain
Name Server (DNS) that is capable of resolving the Fully Qualified Domain Name (FQDN) of the BSF. The
procedure is specified in [8].

NOTE: The location of DHCP server may be pushed to UE through the procedure specified in [7].
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Annex A (informative):
Generic secure message exchange using
HTTP Digest Authentication

A.l Introduction

Editers-hote-This annex describes how HTTP Digest Authentication can be u%d between UE and any NAF Where the
protocol over Uainterface is based onHTTP meeaagr ng. , : ! Y )

HTTP Digest Authentication sedel-can also be used as a generic authentication and integrity protection method

towards any new NAF The Generic Bootstrappl nq Archltecture speC|f|ed in this document enables the NAF and the UE -
a-newv uses BSF-bas ) : methed-to mutually authenticate the UE-

{andrUEauthenneatetheNAE)each other and |ntegr|ty protect any payload being transferred between NAF and UE. —

As ageneric method, it will speed up the specification of new NAFs since the authentication and message integrity

protection part of Uainterface are taken care of by HT TP Digest Authentication. It will also ease the implementation of

GBABSF-based authentication in NAFs because there would be one well-defined way to do it.

A.2  Generic protocol over Ua interface description

Editor’ s note: a cross-check with the corresponding stage 3 spec TS 24.cde shall be performed in order to avoid
duplication.

The sequence diagram in figureFigure A.1 describes the generic secure message exchange with HTTP Digest
Authentication. The conversation may take place inside a server-authenticated TLS[6] tunnel in which case TLS
handshake has taken place before step 1.

In step 1, UE sends an empty HTTP request to a NAF. In step 2, NAF responds with HTTP response code 401
"Unauthorized" which contains a WWW-Authenticate header. The header instructs the UE to use HTTP Digest
Authentication with a bootstrapped security association. Quality of protection (qop) attribute is set to "auth-int”
meaning that the payload of the following HT TP requests and responses should integrity protected. The realm
attribute contains two parts. Thefirst part is a constant string " 3GPP-bootstrapping” instructing the UE to use a
bootstrapped security association. The second part isthe DNS name of the NAF.

In step 3, the UE shall verify that the second part of the realm attribute does in fact correspond to the server it is talking
to. In particular, if the conversation is taking place inside a server-authenticated TLS tunnel, the UE shall verify that the
server name in the server's TL'S certificate matches the server name in the realm attribute of the WWW-Authenticate
header. The UE generates client-payload containing the message it wantsto send to the server. Then it will generate
the HTTP request by calculating the Authorization header values using the transaction-Transaction il dentifier (base64-
encoded)-it received from the BSF as username and the session key Ks_NAF (base64-encoded)-as the password, and
send the request to NAF in step 4.

When NAF receives the request in step 5, it will verify the Authorization header by fetching the session key Ks_ NAF
from the bootstrapping server using Zn interface and the transaction-Transaction identifierl dentifier. After successful
retrieval, NAF calcul ates the corresponding digest values using K, and compares the cal culated values with the received
valuesin the Authorization header. —The NAF shall also verify that the DNS name in the realm attribute matches its
own. If the conversation is taking place inside a server-authenticated TL S tunnel, the NAF shall also verify that this
DNS nameisthe same asthat of the TLS server. —If the verification succeeds, the incoming client-payload request is
takenin for further processing. —Thereafter, the NAF will generate aHT TP response containing the server-payload it
wants to send back to the client in step 6. —The NAF may use session key Ks_NAF to integrity protect and authenticate
the response.

In step 7, UE receives the response and verifies the Authentication-Info header.  If the verification succeeds, the UE
can accept the server-payload for further processing.
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Additional messages can be exchanged using steps 3 through 7 as many times asis necessary. The following HTTP
| request and responses must-shall be constructed according to [3] (e.g., nc parameter must-shall be incremented by one
with each new HTTP request made by UE).

UE NAF

GET / HTTP/l.P

2. ¢
HTTP/ 1.1 401 Unauthorized
WA Aut henti cate: Di gest
3. UE generates the r eal m=" 3GPP- boot st r appi ng: www. oper at or . cont',
payload message and gop= "auth-int",
calculates the HTTP nonce="df fef 12. . 2f f 7",
Digest values. opaque="e23f45. . df f 2"
4. >

POST /sonerequest/ HITP/ 1.1

Aut hori zation: Digest
user name="adf . . adf ",
r eal n¥" 3GPP- boot st rappi ng: ww. oper at or. cont',
gop=aut h-int,

5. NAF fetches the session
key K based on username

al gorit hm=ND5, and verifies the
uri="/sonerequest/", "Authorization” header. If
nonce="df f ef 12.. 2ff 7", success, it accepts client-

nc=00000001,
cnonce="0a4f ee. . dd2f ",
response="6629. . af 3e",
opaque="e23f 45. . df f 2"

payload as an
authenticated message.

<cli ent - payl oad>

6. 1< HTTP/ 1.1 200 OK
Cont ent - Type: sone- M ME-type
7. UE verifies the Aut henti cati on-1nfo: nextnonce="4ff232dd. . dd",
Authentication-info gop=aut h-int,
header. If success, it rspaut h="4dd34. . 55d2",

cnonce="0a4f ee. . dd2f ",

accepts server-payload nC=00000001

as an authenticated
message. <server - payl oad>

T

Figure A.1: Generic secure message exchange using HTTP Digest Authentication and bootstrapped
security association
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Annex B (normative):
Specification of the key derivation function KDF

Editor's note: The definition of the KDF and the possible inclusion of further key derivation parametersis |eft to
ETSI SAGE.
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Annex BC (informative):
Change history
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Foreword
This Technical Specification has been produced by the 3" Generation Partnership Project (3GPP).

The contents of the present document are subject to continuing work within the TSG and may change following formal
TSG approval. Should the TSG modify the contents of the present document, it will be re-released by the TSG with an
identifying change of release date and an increase in version number as follows:

Version x.y.z
where;
x thefirst digit:
1 presented to TSG for information;
2 presented to TSG for approval;
3 or greater indicates TSG approved document under change control.

y the second digit isincremented for all changes of substance, i.e. technical enhancements, corrections,
updates, etc.

z thethird digit isincremented when editorial only changes have been incorporated in the document.
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1 Scope

The present document describes the security features and a mechanism to bootstrap authentication and key agreement
for application security from the 3GPP AKA mechanism. Candidate applications to use this bootstrapping mechanism
include but are not restricted to subscriber certificate distribution TS 33.221 [5]. Subscriber certificates support services
whose provision mobile operator assists, as well as services that mobile operator provides.

The scope of this specification includes a generic AKA bootstrapping function, an architecture overview and the
detailed procedure how to bootstrap the credential.

NOTE: The specification objects are scheduled currently in phases. For this specification release, only the case is
considered where bootstrapping server functionality and network application function are located in the
same network as the HSS. In further specification release, other configurations may be considered.

2 References

The following documents contain provisions which, through reference in this text, constitute provisions of the present
document.

» References are either specific (identified by date of publication, edition number, version number, etc.) or
non-specific.

» For aspecific reference, subsequent revisions do not apply.

» For anon-specific reference, the latest version applies. In the case of areference to a 3GPP document
(including a GSM document), a non-specific reference implicitly refersto the latest version of that document in
the same Release as the present document.

[1] 3GPP TS 31.102: "3rd Generation Partnership Project; Technical Specification Group Terminals,
Characteristics of the USIM application”.

[2] 3GPP TS 33.102: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; 3G Security; Security architecture”.

[3] Franks J,, et a,: "HTTP Authentication: Basic and Digest Access Authentication”, RFC 2617, June
1999.

[4] A. Niemi, et a,: "Hypertext Transfer Protocol (HTTP) Digest Authentication Using Authentication
and Key Agreement (AKA)", RFC 3310, September 2002.

[5] 3GPP TS 33.221: "3rd Generation Partnership Project; Technical Specification Group Services
and System Aspects; Generic Authentication Architecture (GAA); Support for Subscriber
Certificates”.

[6] T. Dierks, et a,: "The TLS Protocol Version 1.0", RFC 2246, January 1999.

[7] OMA: “Provisioning Content Version 1.1”, Version 13-Aug-2003. Open Mobile Alliance.

[8] 3GPP TS 23.228: “3rd Generation Partnership Project; Technical Specification Group Services

and System Aspects; |P Multimedia Subsystem (IMS); Stage 2 (Release 6) ”.
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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

Bootstrapping Server Function: BSF is hosted in a network element under the control of an MNO.
Editor's note: Definition to be completed.

Network Application Function: NAF is hosted in a network element under the control of an MNO.
Editor's note: Definition to be completed.

Transaction Identifier:

Editor's note: Definition to be compl eted.

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AK Anonymity Key

AKA Authentication and Key Agreement
BSF Bootstrapping Server Function

CA Certificate Authority

GAA Generic Authentication Architecture
GBA Generic Bootstrapping Architecture
HSS Home Subscriber System

IK Integrity Key

KDF Key Derivation Function

MNO Mobile Network Operator

NAF Network Application Function

PKI1 Public Key Infrastructure
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4 Generic Bootstrapping Architecture

The 3GPP authentication infrastructure, including the 3GPP Authentication Centre (AuC), the USIM, and the 3GPP
AKA protocol run between them, is avery valuable asset of 3GPP operators. It has been recognised that this
infrastructure could be leveraged to enable application functions in the network and on the user side to establish shared
keys. Therefore, 3GPP can provide the "bootstrapping of application security” to authenticate the subscriber by defining
a Generic Bootstrapping Architecture (GBA) based on AKA protocol.

4.1 Reference model

Figure 1 shows a simple network model of the entities involved in the bootstrapping approach, and the interfaces used
between them.

HSS
Zh —t— Zn
BSF | NAF
|
— Ub — Ua
UE J

Figure 1: Simple network model for bootstrapping

4.2 Network elements

42.1 Bootstrapping server function (BSF)

A generic Bootstrapping Server Function (BSF) and the UE shall mutually authenticate using the AKA protocol, and
agree on session keys that are afterwards applied between UE and an operator-controlled Network Application Function
(NAF). The BSF can restrict the applicability of the key material to a defined set of NAFs by using a suitable key
derivation procedure. The generation of key material is specified in section 4.5.2.

Editor's note: Key generation for NAF is ffs. Potential solutions may include:
- Separate run of HTTP Digest AKA over Ub interface for each request of key material from aNAF
- Issueswith key lifetime are ffs.
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4.2.2 Network application function (NAF)

After the bootstrapping has been completed, the UE and an operator-controlled NAF can run some application specific
protocol where the authentication of messages will be based on those session keys generated during the mutual
authentication between UE and BSF.

General assumptions for the functionality of an operator-controlled NAF are:
- thereisno previous security association between the UE and the NAF;
- NAF shall be able to locate and communicate securely with the subscriber's BSF;

- NAF shall be able to acquire a shared key material established between UE and the BSF during the run of the
application-specific protocol;

- NAF shall be able to check lifetime of the shared key material.

4.2.3 HSS

HSS shall store new parameters in the subscriber profile related to the use of the bootstrapping function. Possibly also
parameters related to the usage of some NAFs are stored in the HSS.

Editor's note: Needed new subscriber profile parameters are FFS.

4.2.4 UE

The required functionalities from the UE are:
- thesupport of HTTP Digest AKA protocol;
- the capability to derive new key materia to be used with the protocol over Uainterface from CK and IK;;

- support of NAF-specific application protocol (For an example see TS 33.221 [5]).

4.3 Requirements and principles for bootstrapping

The following requirements and principles are applicabl e to bootstrapping procedure:
- the bootstrapping function shall not depend on the particular NAF,;

- the server implementing the bootstrapping function needs to be trusted by the home operator to handle
authentication vectors,

- the server implementing the NAF needs only to be trusted by the home operator to handle derived key material;
- it shall be possible to support NAF in the operator's home network;

- thearchitecture shall not preclude the support of network application function in the visited network, or possibly
even in athird network;

- tothe extent possible, existing protocols and infrastructure should be reused;
- inorder to ensure wide applicability, all involved protocols are preferred to run over 1P;
- it shal be prevented that a security breach in one NAF who using the GBA, can be used by an attacker to mount
successful attacks to the other NAFs using the GBA.
4.3.1 Access Independence

Bootstrapping procedure is access independent. Bootstrapping procedure requires | P connectivity from UE.
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4.3.2  Authentication methods

Authentication between the UE and the BSF shall not be possible without a valid cellular subscription. Authentication
shall be based on the 3GPP AKA protocol.

4.3.3 Roaming

The roaming subscriber shall be able to utilize the bootstrapping function in the home network.

4.3.4 Requirements on Ub interface
The requirements for Ub interface are:
- the BSF shall be ableto identify the UE;
- the BSF and the UE shall be able to authenticate each other based on AKA;

- the BSF shall be able to send a Transaction Identifier to the UE.

4.3.5 Requirements on Zh interface
The requirements for Zh interface are:
- mutual authentication, confidentiality and integrity shall be provided,;

NOTE: Thisrequirement may be fulfilled by physical or proprietary security measures if BSF and HSS are
located within the same operator’ s network.

- the BSF shall be able to send bootstrapping information request concerning a subscriber;
- the HSS shall be able to send 3GPP AKA vectors to the BSF in batches;
- the HSS shall be able to send the subscriber's GAA profile information needed for security purposes to the BSF;

Editor's note: It's ffs how to proceed in the case where profile is updated in HSS after profileis forwarded. The
question is whether this profile change should be propagated to BSF.

- no state information concerning bootstrapping shall be required in the HSS;
- al procedures over Zh interface shal be initiated by the BSF;

Editor’ s note: This requirement may need to be modified depending on what happens in the case where the profile in
the HSS is updated.

- the number of different interfaces to HSS should be minimized.

4.3.6 Requirements on Zn interface
The requirements for Zn interface are:
- mutual authentication, confidentiality and integrity shall be provided,;

NOTE: Thisrequirement may be fulfilled by physical or proprietary security measuresif BSF and NAF are
located within the same operator’ s network.

The BSF shall verify that the requesting NAF is authorised,;

- The NAF shall be ableto send a key material request to the BSF;

- The BSF shall be able to send the requested key material to the NAF;

- The NAF shall be able to get the subscriber profile information needed for security purposes from BSF;
- The BSF shall be able to indicate to the NAF the lifetime of the key material.

3GPP



Release 6 10 3GPP TS 33.220 V2.0.0 (2004-03)

Editor’s note: Relationship between Transaction Identifier and subscriber identity is ffs. In the case of Presence Ut
interface, there are several potential identities that are related to Transaction Identifier, i.e. IMPI and IMPUs. The
subscriber may have several Presence accounts related to same IMPI. Transaction Identifier does not carry enough
information on which IMPU the end-user istrying to use.

4.3.7 Requirements on Transaction Identifier
Transaction identifier shall be used to bind the subscriber identity to the keying material in Ua, Ub and Zn interfaces.
Requirements for Transaction Identifier are:

- Transaction Identifier shall be globally unique;

- Transaction Identifier shall be usable as a key identifier in protocols used in the Uainterface;

- NAF shall be able to detect the home network and the BSF of the UE from the Transaction |dentifier.

Editor’ s note: Parallel use of GBA and non-GBA infrastructure is ffs. There are use cases when NAF may want to
use GBA and non-GBA based infrastructures at the same time. For example, aNAF may want to
authenticate subscribers both by using normal HT TP Digest authentication (where the usernames and
passwords are distributed using some other mechanism than GBA), and by using GBA based HTTP
Digest. However, it seemsthat in most telecommunication protocols, the server side (i.e. NAF)
controls the name space related to key identifiers (cf. Transaction Identifier). For example, in HTTP
authentication, the server issues the usernames, and does not allow the re-use of aready existing
usernames. The parallel use of GBA and non-GBA based infrastructures may cause conflicts on
Transaction ldentifier namespace. In particular, BSF may assign Transaction Identifier values that
NAFs are aready using with non-GBA UEs.

Editor’ s note: GBA shall further specify on how security associations are removed and/or updated in NAF.

4.4 Bootstrapping architecture and reference points

44.1 Ub interface

The reference point Ub is between the UE and the BSF. Reference point Ub provides mutual authentication between the
UE and the BSF. It allows the UE to bootstrap the session keys based on 3GPP AKA infrastructure.

The HTTP Digest AKA protocol, which is specified in RFC 3310 [4], is used on the Ub interface. It is based on the
3GPP AKA TS 33.102 [2] protocol. Theinterface to the USIM is as specified in TS 31.102 [1].

4.4.2 Ua interface
The Uainterface carries the application protocol, which is secured using the keys material agreed between UE and BSF
as aresult of the run of HTTP Digest AKA over Ub interface. For instance, in the case of support for subscriber

certificates TS 33.221 [5], it isa protocol, which alows the user to request certificates from the NAF. In this case the
NAF would be the PKI portal.

4.4.3 Zh interface

Zh interface protocol used between the BSF and the HSS allows the BSF to fetch the required authentication
information and subscriber profile information from the HSS. The interface to the 3G Authentication Centre is HSS-
internal, and it need not be standardised as part of this architecture.

4.4.4 Zn interface

Zninterfaceis used by the NAF to fetch the key material agreed during a previous HT TP Digest AKA protocol run over
Ub interface from the BSF. It may also be used to fetch subscriber profile information from the BSF.

3GPP
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4.5 Procedures

This chapter specifiesin detail the format of the bootstrapping procedure that is further utilized by various applications.
It contains the AKA authentication procedure with BSF, and the key material generation procedure.

45.1 Initiation of bootstrapping

When a UE wants to interact with a NAF, but it does not know if the bootstrapping procedure is required, it shall
contact the NAF for further instructions (see figure 2).

@ 1. Request NAE

2. Bootstrapping
initiation required

Figure 2: Initiation of bootstrapping

1. UE starts communication over Uainterface with the NAF without any bootstrapping-related parameters.

2. If the NAF requires bootstrapping but the request from UE does not include bootstrapping-related parameters,
NAF replies with a bootstrapping initiation message. The form of thisindication may depend on the particular
Uainterface and is specified in the relevant stage 3-specifications.

4.5.2 Bootstrapping procedures

When a UE wantsto interact with a NAF, and it knows that the bootstrapping procedure is needed, it shall first perform
a bootstrapping authentication (see figure 3). Otherwise, the UE shall perform a bootstrapping authentication only when
it has received bootstrapping initiation required message or a key update indication from the NAF, or when the lifetime
of the key in UE has expired (cf. subclause 4.5.3).

NOTE: The main steps from the specifications of the AKA protocol in TS 33.102 [2] and the HTTP digest AKA
protocol in RFC 3310 [4] are repeated in figure 3 for the convenience of the reader. In case of any
potential conflict, the specificationsin TS 33.102 [2] and RFC 3310 [4] take precedence.
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BSF

2. Zh interface:

<

3. 401 Unauthorized
WWW -Authenticate:
Digest (RAND, AUTN

> BSF retrieves AV

HSS

and user profile.

>

delivered)

4 Client runs AKA
algorithms, verifies
AUTN, and session
keys derives RES

5. Request

Authorization:
Digest (RES is used)

<

8. 200 OK
Identifier

>

6. Server checks the
given RES, ifitis
correct.

[
7. Ks=CK||IK

9. Ks=CK]|IK

Figure 3: The bootstrapping procedure

. The UE sends an HTTP request towards the BSF.

. BSF retrieves the user profile and one or a whole batch of Authentication Vectors (AV, AV =
RANDIAUTN|XRES||CK||IK) over the Zh interface from the HSS.

. Then BSF forwards the RAND and AUTN to the UE in the 401 message (without the CK, IK and XRES). This

isto demand the UE to authenticate itself.

. The UE checks AUTN to verify that the challenge is from an authorised network; the UE aso calculates CK, IK

and RES. Thiswill result in session keys IK and CK in both BSF and UE.

. The UE sends another HT TP request, containing the Digest AKA response (calculated using RES), to the BSF.

. The BSF authenticates the UE by verifying the Digest AKA response.

. The BSF generates key material Ks by concatenating CK and IK. The Transaction Identifier value shall be also
generated in format of NAI by taking the RAND value from step 3, and the BSF server name, i.e.
RAND@BSF _servers domain_name.

. The BSF shall send a 200 OK message, including a Transaction Identifier, to the UE to indicate the success of
the authentication. The BSF also supplies aflag DER_FLAG to the UE, which indicates whether key derivation

shall be applied to Ks or not.

3GPP
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between any UE and any NAF. In addition, in the 200 OK message, the BSF shall supply the lifetime of the key
K, and an indication whether multiple key derivation shall be used. The key material Ksis generated in UE by
concatenating CK and IK.

Both the UE and the BSF shall use the Ksto derive the key material Ks_NAF, if applicable. Ks NAF is used for
securing the Uaiinterface.

Ks NAFiscomputed asKs NAF = KDF (Ks, key derivation parameters), where KDF is a suitable key
derivation function, and the key derivation parametersinclude the user's IMSI, the NAF_Id and RAND. The
NAF_Id consists of the full DNS name of the NAF. KDF shall be implemented in the ME.

Editor's note: The definition of the KDF and the possible inclusion of further key derivation parameters are left to

ETSI SAGE and to be included in the Annex B of the present specification.

If multiple key derivation is used then the UE and the BSF store the key Ks with the associated Transaction
Identifier for further use, until the lifetime of Ks has expired, or until the key Ksis updated. Otherwise, the key
Ksand the Transaction Identifier may be deleted in the UE and in the BSF after the key Ks_ NAF has been
derived.

4.5.3 Procedures using bootstrapped Security Association

After UE is authenticated with the BSF, every time the UE wants to interact with an NAF the following steps are
executed as depicted in figure 5.

UE starts communication over Uainterface with the NAF:

in general, UE and NAF will not yet share the key(s) required to protect Uainterface. If they already do (i.e. if a
key Ks_NAF for the corresponding key derivation parameter NAF_Id_nisaready available),, the UE and the
NAF can start to securely communicate right away. If the UE and the NAF do not yet share a key, the UE
proceeds as follows:

- if akey Ksisavailablein the UE, the UE derivesthe key Ks NAF from Ks, as specified in clause 4.5.2;

- if nokey Ksisavailablein the UE, the UE first agrees on a new key Ks with the BSF over the Ub interface,
and then proceeds to derive Ks_ NAF;

if the NAF shares a key with the UE, but an update of that key is needed, e.g. because the key’ s lifetime has
expired, it shall send a suitable key update request to the UE and terminates the protocol used over Uainterface.
The form of thisindication may depend on the particular protocol used over Uainterface (cf. 4.5.1);

the UE supplies Transaction I dentifier to the NAF, in the form of a Transaction Identifier, to allow the NAF to
retrieve specific key material from BSF;

the UE derives the keys required to protect the protocol used over Uainterface from the key material, as
specified in clause 4.3.2;

NOTE: The UE shal adapt the key material Ks_NAF to the specific needs of the Uainterface. This adaptation is

outside the scope of this specification.

when the UE is powered down, or when the UICC is removed, any keys Ksand Ks_NAF shall be deleted from
storage;

when anew Ksis agreed over the Ub interface and akey Ks NAF, derived from one NAF_Id, is updated, the
other keysKs NAF, derived from different values NAF_ld, stored on the UE shall not be affected;

NAF starts communication over Zn interface with BSF

The NAF requests key material corresponding to Transaction Identifier supplied by the UE to the NAF used over
Uainterface;

The BSF derives the keys required to protect the protocol used over Ua interface from the key material Ksand
the key derivation parameters, as specified in clause 4.5.2, and suppliesto NAF the requested key material

Ks NAF, aswell asthe lifetime time of that key material. If the key identified by the Transaction Identifier
supplied by the NAF is not available at the BSF, the BSF shall indicate thisin the reply to the NAF. The NAF
then indicates a key update request to the UE.
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NOTE: The NAF shall adapt the key material Ks_NAF to the specific needs of the Uainterface in the same way
asthe UE did. This adaptation is outside the scope of this specification.

NAF continues with the protocol used over the Uainterface with the UE.

Once the run of the protocol used over Uainterface is completed the purpose of bootstrapping is fulfilled asit enabled
UE and NAF to use Uainterface in a secure way.

UE Ua

Transaction
dentifier, K

Key derivation Ks ->
Ks_NAF according to
flage setting

NAF

Zn

1. Application Request
(TIdentifier, msg, MAC

BSF

Transaction
Identifier, Ks, Pr

2. Authentication Request |

(TIdentifier)

3. Authentication Answer |

(Ks_NAF, Prof)

The

Server

stores Ks_NAF,

Prof

<« 4. Application Answer —{

msg is appl. specific dataset

Prof is application specific part of user profile

Figure 5: The bootstrapping usage procedure

454 Procedure related to service discovery

To enable the bootstrapping procedure, a procedure needs to be described on how to discover the location of BSF. It shall be
possible to enable the terminal to be configured either manually or automatically via one of the following approaches:

- The addressinformation shall be published viareliable channel. Subscribers shall store all the parameters as part
of theinitial establishment of IP connectivity. The addresses need to be input only once;

- The address information shall be pushed automatically to the UE over the air interface when the subscription to
bootstrapping service is accepted. All the parameters shall be saved in the UE and used the same manner as

above. The procedureis specified in [7];

- Thelocation information shall be discovered automatically based on DHCP, after the IP connectivity has been
established. The DHCP server shall provide the UE with the domain name of a BSF and the address of a Domain
Name Server (DNS) that is capable of resolving the Fully Qualified Domain Name (FQDN) of the BSF. The

procedure is specified in TS 23.228 [8].

NOTE: Thelocation of DHCP server may be pushed to UE through the procedure specified in [7].

3GPP
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Annex A (informative):
Generic secure message exchange using
HTTP Digest Authentication

A.l Introduction

This annex describes how HTTP Digest Authentication can be used between UE and any NAF where the protocol over
Uainterfaceis based on HTTP messaging.

HTTP Digest Authentication can also be used as a generic authentication and integrity protection method towards any
new NAF The Generic Bootstrapping Architecture specified in this document enables the NAF and the UE to mutually
authenticate each other and integrity protect any payload being transferred between NAF and UE. As a generic method,
it will speed up the specification of new NAFs since the authentication and message integrity protection part of Ua
interface are taken care of by HTTP Digest Authentication. It will also ease the implementation of GBA-based
authentication in NAFs because there would be one well-defined way to do it.

A.2  Generic protocol over Ua interface description

Editor’ s note: a cross-check with the corresponding stage 3 spec TS 24.cde shall be performed in order to avoid
duplication.

The sequence diagram in Figure A.1 describes the generic secure message exchange with HTTP Digest Authentication.
The conversation may take place inside a server-authenticated TLS (RFC 2246 [6]) tunnel in which case TLS
handshake has taken place before step 1.

In step 1, UE sends an empty HTTP request to a NAF. In step 2, NAF responds with HTTP response code 401
"Unauthorized" which contains a WWW-Authenticate header. The header instructs the UE to use HTTP Digest
Authentication with a bootstrapped security association. Quality of protection (qop) attribute is set to "auth-int"
meaning that the payload of the following HT TP requests and responses should integrity protected. Therealm
attribute contains two parts. Thefirst part is a constant string " 3GPP-bootstrapping” instructing the UE to use a
bootstrapped security association. The second part isthe DNS name of the NAF.

In step 3, the UE shall verify that the second part of the realm attribute does in fact correspond to the server it istalking
to. In particular, if the conversation is taking place inside a server-authenticated TLS tunnel, the UE shall verify that the
server namein the server's TLS certificate matches the server name in the realm attribute of the WWW-A uthenticate
header. The UE generates client-payload containing the message it wantsto send to the server. Then it will generate
the HTTP request by calculating the Authorization header values using the Transaction Identifier it received from the
BSF as username and the session key Ks_NAF as the password, and send the request to NAF in step 4.

When NAF receives the request in step 5, it will verify the Authorization header by fetching the session key Ks NAF
from the bootstrapping server using Zn interface and the Transaction Identifier. After successful retrieval, NAF
calculates the corresponding digest values using K, and compares the calculated val ues with the received valuesin the
Authorization header. The NAF shall also verify that the DNS name in the realm attribute matchesits own. If the
conversation istaking place inside a server-authenticated TLS tunnel, the NAF shall also verify that thisDNS name is
the same asthat of the TLS server. If the verification succeeds, the incoming client-payload request is taken in for
further processing. Thereafter, the NAF will generate a HTTP response containing the server-payload it wants to send
back to the client in step 6. The NAF may use session key Ks_NAF to integrity protect and authenticate the response.

In step 7, UE receives the response and verifies the Authentication-Info header.  If the verification succeeds, the UE
can accept the server-payload for further processing.

Additional messages can be exchanged using steps 3 through 7 as many times asis necessary. The following HTTP
request and responses shall be constructed according to RFC 261 [3] (e.g., hc parameter shall be incremented by one
with each new HTTP request made by UE).
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UE NAF
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HTTP/ 1.1 401 Unauthorized
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payload message and gop= "auth-int",
calculates the HTTP nonce="df fef 12. . 2ff 7",
D|gest values. opaque="e23f 45. . df f 2"
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real m" 3GPP- boot st r appi ng: ww. oper at or. cont',
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uri="/sonerequest/", "Authorization” header. If
nonce="dff ef 12. . 2f f 7", success, it accepts client-

nc=00000001,
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opaque="e23f 45. . df f 2"

payload as an
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6.
< HTTP/ 1.1 200 OK
Cont ent - Type: sonme-M ME-type
7. UE verifies the Aut henti cation-1nfo: nextnonce="4ff232dd..dd",
Authentication-info gop=aut h-int,
header. If success, it r spaut h="4dd34. . 55d2",

cnonce="0a4f ee. . dd2f",

accepts server-payload nc=00000001

as an authenticated
message. <server - payl oad>

T

Figure A.1: Generic secure message exchange using HTTP Digest Authentication and bootstrapped
security association
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Annex B (normative):
Specification of the key derivation function KDF

Editor's note: The definition of the KDF and the possible inclusion of further key derivation parametersis|left to
ETSI SAGE.
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Annex C (informative):
Change history
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2003-10 |SA3#30 [S3-030545 NAF initiated bootstrapping added 0.1.0 [0.1.1
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