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1. Overall Description:

SA2 thanks SA, CN1 & SA3 TSGs for the liaisons related to “Response to Liaison Statement on Interoperability
Issues and SIP in IMS”.

SA2 WG has discussed the LS in SA2 meeting #27 & #28.

During SA2#27, SA1 & SA2 held joint session to discuss implications on the requirements and any possible
changes that may be required. The conclusion from that meeting has confirmed that SA1 requirements are valid
and mostly require no changes.

During SA2#28, SA2 & CN1 held joint session to discuss the main issues identified to architectural and require
stage 2 inputs to come to a conclusion. The joint session addressed issues for which member companies
provided contributions.

The following is SA2 opinion on the issues identified by the LS(s):

1) The P-CSCEF initiating BYE requests

"The P-CSCF may send a BYE on behalf of the UA, generally because the P-CSCF has been notified by the
radio layer that the UA has lost contact. Of course, the P-CSCF doesn't have the credentials to provide
authentication of the BYE, so many UAs will consider this to be a forged message. This also renders 3GPP UAs
vulnerable to denial of service attacks using forged BYEs."

SA2 understanding of the issue is that 3GPP requires the ability to terminate an ongoing session from the
network, i.e. CSCF nodes. This is essential for charging and policy functions for IMS in 3GPP. As there are no
alternative approaches available, no changes are feasible in Release 5, even though there are some valid
concerns that have been identified by CN1 & SA3.

2) The P-CSCEF stripping headers




"The P-CSCEF strips away Route, Record-Route, Via, Path, and Service-Route headers before passing
messages on to the UA. It then reinserts them messages in the other direction, and may also strip out Route
headers inserted by the UA. This breaks end-to-end protection using S/IMIME and prevents the UA from
accessing external services using loose routing. It also prevents the UA from knowing about any proxies that
may have piggybacked on its registration using the Path mechanism, which is a serious violation of the
openness principle and leaves 3GPP users registering with external servers subject to certain man-in-the-middle
attacks affecting REGISTER messages without any way to detect those attacks."

SA2 & CN1 have agreed to address this issue in Release 5 in order to not introduce backward compatibility
aspects towards the UE in future releases and also to reduce/eliminate options for different solutions.
Discussion paper and CRs for SA2 & CN1 impacts were presented for the discussion. In order to make 3GPP
UEs and the P-CSCFs more compliant to IETF SIP, the requirement to strip headers have been removed.
Additionally, it is still possible, based on operator policy to enforce predefined routes in the P-CSCF as
supported with header stripping. Corresponding CRs have been submitted and handled at the joint SA2-CN1
session. SA2 has then approved the stage-2 CR for 23.228 (S2-023547).

Note that one company has expressed concern regarding this change and two other companies have expressed
concerns regarding the delay this may cause in CN1 WG to complete the affected specifications by December
plenary.

3) CSCEFs editing SDP

"The CSCF may edit SDP sent from or to the UA in order to force the selection of codecs considered favorable
to the operator. This has the side effect of breaking end-to-end protection of the SDP using S/IMIME. It also
precludes interoperating with external elements when both the IMS UA and the external UA share only a
common codec not supported by the P-CSCF."

Many companies believe that 3GPP should provide a solution without breaking the end-to-end concept in
regards to modifying SDP (e.g. restricting Codec usage) in the network without the end points awareness.

Appropriate CRs supported by several companies were available to provide a solution that fulfils operators’
requirement to restrict users from using services that are not allowed by the operators and allows terminals to
get appropriate information to proceed with the sessions according to operators allowed policy. The stage-2 CR
for 23.228 is attached in S2-0233600rev1

But the group could not agree to the solution described in S2-023600rev1 at this session. Some companies
believed that the solution proposed has disadvantages, which do not outweigh the benefit of addressing the
IETF concern partially (e.g. the use of SIMIME is not addressed with the proposed revised approach).

Note that the use of SIMIME can't be addressed within 3GPP Release 5 as elaborated in the LS from SA3 &
CN1.

6) Network configuration hiding

"The I-CSCF (or THIG) may encrypt Via and Route information when acting in topology-hiding mode. This was
allowed for in earlier SIP specifications, but the use has been deprecated for a variety of reasons. The exact
impact on interoperability remains unknown."

This issue has been discussed and it was clarified that it is an operator’s choice if they want such
implementation in their IMS networks and 3GPP specifications provide the solution on how to achieve this.
Stage-2 CR S2-23548 was presented at the meeting and has been approved in SA2.

Additionally, SA2 has taken into account inputs from CN1 and SA3 and agrees with the conclusion with
additional clarifications provided through this LS & associated CRs.

2. Actions:
To SA, CN, SA3, CN1 groups:

SA2 would like the relevant groups to take into account the inputs in the LS for the proposed way forward.

3. Date of Next CN and SA meetings:
TSG SAWG2#29 20" January — 24" January 2003 San Francisco, USA
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5.4.5 Storing of session path information

There is aneed to store the session path that is determined during the session initiation request in order to route the
subsequent session reguests through this determined path. Thisis needed in order to route these session requests
through certain nodes, e.g. the ones performing Service Control. CSCFs are assumed to perform certain actions:

1. CSCFs (Proxy and Serving) store a certain part of the session path determined during session initiation. This
allows CSCFs to generate requests that traverse all elements on a Route path.

in a SIP request, the P-CSCF may reject the request. If an operator policy requires enforcing the routes stored in

P-CSCEF, the P-CSCEF shall overwrite the header(s) provided by the UE with the appropriate values.
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4.2.3  Support of roaming users

The architecture shall be based on the principle that the service control for Home subscribed services for aroaming
subscriber isin the Home network, e.g., the Serving-CSCF islocated in the Home network.

Service
Platform

Network

. Home
Serving
CSCF Network

Figure 4-1: Service Platform in Home Network

External .
Service Serving Home
Platform Network

Network

Figure 4-2: External Service Platform
There are two possible scenarios to provide services:
- viathe service platform in the Home Network
- viaan external service platform (e.g. third party or visited network)

The box representing the external service platform could be located in either the visited network or in the 3" party
platform. The standardised way for secure 3rd party accessto IMS services isthe OSA framework, see section 4.2.4.

The roles that the CSCF plays are described below.

The Proxy-CSCF is located in the same network as the GGSN. The Proxy-CSCF shall enable the session control
to be passed to the Serving-CSCF.

The Serving-CSCF is located in the home network. The Serving-CSCF shall provide the service control.

3GPP
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A Proxy-CSCF shall be supported in both roaming and non-roaming case, even when the Serving-CSCF islocated in
thesame IM CN SS.

Reassigning the Proxy-CSCF assigned during CSCF discovery is not a requirement in this release. Proceduresto allow
registration time Proxy-CSCF reassignment may be considered in future releases.

Network initiated Proxy-CSCF reassignment is not a requirement.

The use of additional CSCFs, that is Interrogating-CSCHTHIG)s, to be included in the SIP signalling path is optional .
Such additional CSCFs may be used to shield the internal structure of a network from other networks. See also sub-
clauses 4.4 and 4.6.2.1.

hkhkkkkkhkhkkkkkkhkhkkhkkkkkkk*x Next ﬂ Of Changes*********************

4.4 Signalling concepts

A Single session control between the UE and CSCF. For Multi-Media type services delivered viathe PS Domain within
this architecture, a single session control protocol shall be used between the user equipment UE and the CSCF (over the
Gm reference point).

Protocols over the Gm reference point. The single protocol applied between the UE and CSCF (over the Gm reference
point) within this architecture will be based on SIP (as defined by RFC 3261 [12], other relevant RFC’s, and additional
enhancements required to support 3GPP’ s needs).

A Single session control on the Mw, Mm, Mg, Mi, Mj, MK. A single session control protocol shall be used on the
session control interfaces between:

- MGCF and CSCF (Mg),

- between CSCFs (Mw), and

- between a CSCF and external |P networks (Mm).
- Between CSCF and BGCF (Mi)

- Between BGCF and MGCF (Mj)

- Between BGCF and BGCF (MK)

Protocols for the Mw, Mm, Mg, Mi, Mj, Mk. The single session control protocol applied to these interfaces will be
based on SIP (as defined by RFC 3261 [12], other relevant RFC’s, and additional enhancements required to support
3GPP’s needs).

UNI vs. NNI session control. The SIP based signalling interactions between CN el ements may be different then SIP
based signalling between the UE and the CSCF.

Based on operator preference, network configuration hiding may be applied.Network-configuration-thdependence. If
network configuration hiding is applied, then the I-CSCH(THIG) shall be used in order to fulfil the regui rements as
|dent|f|ed in TS 22.228 [8]%he4—%€FﬁH4€)mavaeused Itisusedto

W bepessiblete restrict the following information from being
passed outsrde of an operator s network exact number of S-CSCFs, capabilities of S-CSCFs, or capacrty of the
network. A more detailed explanation-of-thisreguirementmotivation for such functionality is given in Annex C.

Restrict access from external networks. The signalling sol ution shall alow the operator to restrict access from external
networks (application level).

Accessto HSS. A network operator can control access to the HSS.

kkhkkkhkkkkkkkhkhkkkkkkkk*k Next Set Of Changes*********************
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Annex C (informative):
Optional configuration independence between operator
networks

The I-CSCF (THIG) functionality may be used H-isarequirement-that-it-shal-be-pessible to hide the network topology
from other operators. It shall be possible to restrict the following information from being passed outside of an operator’'s
network: exact number of S-CSCFs, capabilities of S-CSCFs, or capacity of the network.

ount the following separate

na det a alaala'a

6 termined-The specific mechanism chosen needs
to take

aspects-ot-thisreguirement:

Network management. In the case that network details (i.e. S-CSCF addresses) are visible by other external network
eements, any (temporary or permanent) changes to the network topology need to be propagated to network elements
outside of the operator’s network. Thisis highly undesirable from a network management perspective.

into acc

Networ k scalability. Establishing security associations on a pair-wise basisamong al CSCFsislikely to be unscalable.
The security associations shall be independent of the number of network elements.

Competitivity aspects. The operational details of an operator's network are sensitive business information that
operators are reluctant to share with their competitors. While there may be situations (partnerships or other business
relations) where the sharing of such information is appropriate, the possibility should exist for an operator to determine
whether or not the internals of its network need to be hidden.

Security aspects. Network element hiding may help to reduce the vulnerability of the overall system to external attacks
(e.g. denial of service attacks). Further work is needed in this area.

kkhkkkkkkkkkhkhkkkkkkkik*k End Of a” Changes*********************
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5.11.3 Procedures for codec and media characteristics flow negotiations

This section gives information flows for:

- the procedures for determining the set of negotiated eharacteriticscharacteristics between the endpoints of
amulti-media session, determining the initial media characteristics (including common codecs) to be used
for the multi-media session, and

- the procedures for modifying a session within the existing resources reservation or with a new resources
reservation (adding/deleting a media flow, changing media characteristics including codecs, changing
bandwidth requirements) when the session is already established.

5.11.3.1 Codec and media characteristics flow negotiation during initial session
establishment

Initial session establishment in the IM CN subsystem must determine a negotiated set of media characteristics
(including a common codec or set of common codecs for multi-media sessions) that will be used for the session.
Thisis done through an end-to-end message exchange to determine the complete set of media characteristics,
then the decision is made by the session initiator asto theinitia set of mediaflows.

The session initiator includes an SDP in the SIP INVITE message that lists every media characteristics
(including codecs) that the originator is willing to support for this session. When the message arrives at the
destination endpoint, it responds with the media characteristics (e.g. common subset of codecs) that it isalso
willing to support for the session. Media authorisation is performed for these media characteristics. The session
initiator, upon receiving the common subset, determines the media characteristics (including codecs) to be used
initially.

The negotiation may take multiple media offered and answered between the end points until the media set is
agreed upon.

Once the session is established, the procedures of section 5.11.3.2 may be used by either endpoint to changeto a
different media characteristic (e.g. codec) that was included in theinitial session description, and for which no
additional resources are required for media transport. The procedures of section 5.11.3.3 may be used by either
endpoint to change the session, which requires resources beyond those allocated to the existing session.
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Figure 5.30: Codec negotiation during initial session establishment

The detailed procedure is as follows:

1. UE#1 insertsthe codec(s) to a SDP payload. The inserted codec(s) shall reflect the UE#1's terminal
capabilities and user preferences for the session: capable of supporting for this session. It builds a SDP
containing bandwidth requirements and characteristics of each, and assigns local port numbers for each
possible media flow. Multiple media flows may be offered, and for each mediaflow (m=linein SDP),
there may be multiple codec choices offered.

2. UE#1 sendstheinitial INVITE message to P-CSCF#1 containing this SDP

CSCF#l f|nds medla parametersthat local pollcv does not allow to be used within an IMS session, it

rejects the session initiation attempt. This rejection shall contain sufficient information for the originating
UE to re-attempt session initiation with media parameters that are allowed by local policy of P-CSCF#1's

network according to the procedures specified in RFC 3261 [12]based-on-theorigina- SDP-offer of UE#1.
In this flow described in Figure 5.30 above the P-CSCF#1 allows the initial session initiation attempt to
continue.

4. P-CSCF#1 forwardsthe INVITE message to S-CSCF#1



thesessreeeleeeeptreeSCSCF#l examines the medla parameters If SCSCF#l fi nds medr a parameters

that local policy or the originating user's subscriber profile does not alow to be used within an IMS
session, it rejects the session initiation attempt. This rejection shall contain sufficient information for the
originating UE to re-attempt session initiation with media parameters that are allowed by the originating
user's subscriber profile and by local policy of SS-CSCF#1's network according to the procedures specified
in RFC 3261 [12]based-onthe-origina- SDPoffer of UEH#L,

In thisflow described in Figure 5.30 above the SSCSCF#1 allows the initial session initiation attempt to
continue.

6. S-CSCF#1 forwardsthe INVITE, through the S-S Session Flow Procedures, to S-CSCF#2

parametepsaneLFewsethesaseneesen-ptren SCSCF#Z examines the medla parameters If SCSCF#Z

finds media parameters that |ocal policy or the terminating user's subscriber profile does not allow to be
used within an IMS session, it rejects the session initiation attempt. This rejection shall contain sufficient
information for the originating UE to re-attempt session initiation with media parameters that are allowed
by the terminating user's subscriber profile and by local policy of S-CSCF#2's network according to the
procedures specified in RFC 3261 [12]based-on-the-erigina-SDP-offer of UE#1.

In thisflow described in Figure 5.30 above the SSCSCF#2 allows the initial session initiation attempt to
continue.

8. S-CSCF#23 forwards the INVITE message to P-CSCF#2.

Leeal—pehey—net—tea”ewenthenetm@rlep CSCF#Z exami nesthe medla parameters If P CSCF#2 flnds

media parameters that local policy does not allow to be used within an IM S session, it rejects the session
initiation attempt. This rejection shall contain sufficient information for the originating UE to re-attempt
session initiation with media parameters that are allowed by local policy of P-CSCF#2's network
according to the procedures specified in RFC 3261 [ 12]based-ontheoriginal- SDPoffer of UE#L.

In thisflow described in Figure 5.30 above the P-CSCF#2 allows the initial session initiation attempt to
continue.

The Authorization-Token is generated by the PCF.

10. TheAuthorization-Token isincluded inthe INVITE message. P-CSCF#2 forwards the INVITE
message to UE#2

11. UE#2 determines the complete set of codecs that it is capable of supporting for this session. It
determines the intersection with those appearing in the SDP in the INVITE message. For each media flow
that is not supported, UE#2 inserts a SDP entry for media (m= line) with port=0. For each media flow that
is supported, UE#2 inserts a SDP entry with an assigned port and with the codecs in common with those
in the SDP from UE#1.

12. UE#2 returns the SDP listing common media flows and codecs to P-CSCF#2

13. P-CSCF#2 authorises the QoS resources for the remaining media flows and codec choices.
14. P-CSCF#2 forwards the SDP response to S-CSCF#2.

15. S-CSCF#2 forwards the SDP response to S-CSCF#1

16. S-CSCF#1 forwards the SDP response to P-CSCF#1

17. P-CSCF#1 authorises the QoS resources for the remaining media flows and codec choices. The
Authorization-Token is generated by the PCF.

18. The Authorization-Token isincluded in the SDP message. P-CSCF#1 forwards the SDP response to
UE#L

19. UE#1 determines which media flows should be used for this session, and which codecs should be used
for each of those mediaflows. If there was more than one mediaflow, or if there was more than one
choice of codec for amedia flow, then UE#1 need to renegotiate the codecs by sending another offer to
reduce codec to one with the UE#2.



20-24. UE#2 sends the “Offered SDP” message to UE#1, along the signalling path established by the
INVITE request

The remainder of the multi-media session completes identically to a single media/single codec session, if the
negotiation results in asingle codec per media.
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5.11.3.3 Codec or media characteristics flow change requiring new resources and/or
authorisation

After the multi-media session is established, it is possible for either endpoint to change the set of mediaflows or
media characteristics (e.g. codecs) for mediaflow(s). If the change requires different resources beyond those
previoudly reserved, then it is necessary to perform the resource reservation and bearer establishment procedures.
If the reservation request fails for whatever reason, the original multi-media session remainsin progress.
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UE#1 | [P-CSCF#1| | S-CSCF#1| | s-cscr#2| |pP-cscr#2| | UE#2
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8. INVITE —
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Figure 5.32: Codec or media flow change - new reservation

The detailed procedureis as follows:

1. UE#linserts therevised set of codecsto a SDP payload. The inserted codec(s) shall reflect the UE#1's
terminal capabilities and user preferences for the session. It builds a SDP containing bandwidth
requirements and characteristics of each, and assigns local port numbers for each possible media flow.
Multiple mediaflows may be offered, and for each media flow (m= linein SDP), there may be multiple
codec choices offered.

2. UE#1 sends an INVITE message to P-CSCF#1 containing this SDP



CSCF#l frnds medla parametersthat local DO|ICV does not allow to be used within an IMS session, it

rejects the session modification attempt. This rejection shall contain sufficient information for the
originating UE to re-attempt session modification with media parameters that are allowed by local palicy
of P-CSCF#1's network according to the procedures specified in RFC 3261 [12] based-onthe SDPoffer of
UE#L.

In thisflow described in Figure 5.32 above the P-CSCF#1 allows the initial session modification attempt
to continue.

4. P-CSCF#1 forwards the INVITE message to S-CSCF#1

thesessersreleeenptreeSCSCF#l examines the medla parameters If SCSCF#l fi nds medr a parameters

that local policy or the originating user's subscriber profile does not allow to be used within an IMS
session, it rejects the session modification attempt. This rejection shall contain sufficient information for
the originating UE to re-attempt session modification with media parameters that are allowed by the
originating user's subscriber profile and by local policy of S CSCF#1's network according to the
procedures specified in RFC 3261 [12]based-ontheoriginal- SDPoffer of UEA#L.

In thisflow described in Figure 5.32 above the S CSCF#1 allows the initial session modification attempt
to continue.

6. S-CSCF#1 forwards the INVITE, through the S-S Session Flow Procedures, to S-CSCF#2

parametepsaneLFewsetheseﬁePreleeen-ptreeSCSCF#z examines the medla parameters If SCSCF#Z

finds media parameters that local policy or the originating user's subscriber profile does not allow to be
used within an IM S session, it rejects the session modification attempt. This rejection shall contain
sufficient information for the originating UE to re-attempt session modification with media parameters
that are allowed by the originating user's subscriber profile and by local policy of S-CSCF#2's network
according to the procedures specified in RFC 3261 [ 12]based-ontheoriginal SDPoffer of UE#L.

In this flow described in Figure 5.32 above the S CSCF#2 allows the initial session modification attempt
to continue.

8. S-CSCF#3 forwards the INVITE message to P-CSCF#2.

medla parameters If P- CSCF#Z f| nds medla parameters that Iocal polrcv does not allow to be used within
an IMS session, it rejects the session modification attempt. This rejection shall contain sufficient
information for the originating UE to re-attempt session modification with media parameters that are
alowed by local policy of P-CSCF#2's network according to the procedures specified in RFC 3261
[12]based-onthe SDP-offerof UE#L.

In this flow described in Figure 5.32 above the P-CSCF#2 allows the initial session modification attempt
to continue.

10. P-CSCF#2 forwardsthe INVITE message to UE#2

11. UE#2 determines the complete set of codecs that it is capable of supporting for this session. It
determines the intersection with those appearing in the SDP in the INVITE message. For each media flow
that is not supported, UE#2 inserts a SDP entry for media (m= line) with port=0. For each media flow that
is supported, UE#2 inserts a SDP entry with an assigned port and with the codecs in common with those
in the SDP from UE#1.

12. UE#2 returns the SDP listing common media flows and codecsto P-CSCF#2. It may additionally
provide more codecs than originally offered and then the offered set need to be renegotiated.

13. P-CSCF#2 increases the authorisation for the QoS resources, if needed, for the remaining media flows
and codec choices.

14. P-CSCF#2 forwards the SDP response to S-CSCF#2.
15. S-CSCF#2 forwards the SDP response to S-CSCF#1



16. S-CSCF#1 forwards the SDP response to P-CSCF#1

17. P-CSCF#1 increases the authorisation for the QoS resources, if needed, for the remaining media flows
and codec choices.

18. P-CSCF#1 forwards the SDP response to UE#1

19. UE#1 determines which media flows should be used for this session, and which codecs should be used
for each of those media flows. If there was more than one media flow, or if there was more than one
choice of codec for amedia flow, then UE#1 must include an SDP in the response message by including
SDP to UE#2.

20-24. UE#1 sends the offered SDP message to UE#2, including the SDP from step #19 if needed.

25. UE#1 and UE#2 reserve the resources needed for the added or changed media flows. If the reservation
is successfully completed by UE#1, it stops transmitting any deleted media streams.

25a. If UE#1 has sent an updated offer of SDP in steps 20-24, then UE#2 responds to the offer.
25b. P-CSCF#1 authorises the offered SDP sent by UE#2,

26-30. UE#1 sends the successful Resource Reservation Successful message with final SDP to UE#2,
viathe signalling path through the CSCFs.

31. UE#2 stops sending the media streams to be deleted, and initialises its media receivers for the new codec.
32-36. UE#2 sends the 200-OK final response to UE#1, a ong the signaling path

37. UE#1 starts sending media using the new codecs. UE#1 al so rel eases any excess resources no longer
needed.

38-40. UE#1 sends the SIP final acknowledgement, ACK, to UE#2 dong the signalling path

43. UE#2 starts sending media using the new codecs. UE#2 al so rel eases any excess resources no longer
needed
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