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7.1 Security association parameters
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The following rules apply:

1. For each SA which has been established and has not expired, the SIP application at the P-CSCF stores at |east the
following data: (UE_IP_address, UE_protected port, SPI, IMPI, IMPUL, ... , IMPUN, lifetime) inan "SA_table"

NOTE 8: The SPI isonly required when initiating and deleting SAsin the P-CSCF. The SPI is not exchanged between
IPsec and the SIP layer for incoming or outgoing SIP messages.

2. The SIP application at the P-CSCF shall check upon receipt of a protected REGISTER message that the source IP
address in the packet header coincides with the UE’ s | P address given-inserted in the eentact-Via header of the protected
REGISTER message. If the contact-Via header does not explicitly contain the UE’s I P address, but rather a symbolic
name then the P-CSCF shall first resolve the symbolic name by suitable means to obtain an |P address.

3. The SIP application at the P-CSCF shall check upon receipt of an initial REGISTER message that the pair
(UE_IP_address, UE_protected port), where the UE_IP_addressis the source | P address in the packet header and the protected
port is sent as part of the security mode set-up procedure (cf. clause 7.2), has not yet been associated with entriesin the
"SA_table". Furthermore, the P-CSCF shall check that, for any one IMPI, no more than three SAs per direction and per
transport protocol are stored at any one time. If these checks are unsuccessful the registration is aborted and a suitable error
message is sent to the UE.
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