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First Modified Section

6 High level requirements to OSA

The following high level requirements apply to the OSA application programming interface (API). The standardised
API shal be:

- independent of vendor specific solutions;

- independent of programming languages, operating systems, underlying communication technologies, etc. used
in the service capabilities;

- secure, scalable and extensible;

- independent of the location where service capabilities are implemented,;

- independent of supported server capabilities in the network;

- independent of the transport mechanism between the service capability features server and the application server;

- It shal be possible for an OSA application to continue operation in case of a consecutive upgrade of the
underlying OSA capabilities. This ability to operate may be limited to a specific time period which is managed
by the network operator.

- Accessto Service Capability Features shall be realised using modern state of the art access technologies, e.g.
distributed object oriented technique and Web Services technologies might be considered.;

- OSA shall be aligned as far as possible with equivalent work in other bodies, such as ETSI SPAN,Parlay and
JAIN;

- OSA shall alow applications access to home network service capability features. Access to Service capability
features other than those provided by the home network is not required,;

- Itisnot required that network entities, which provide the implementation of OSA interfaces (SCFs), be
mappable to 3GPP standardised functionality, nor that the existence of a standardised interface / protocol to
communicate with 3GPP standardized network elementsisrequired. Thusit is permissible to e.g. build a OSA
API function into a WAP gateway to retrieve terminal capabilities from terminal supporting the WAP protocol.

Note: If the network entity, to which OSA provides an API interface, is a 3GPP standardised entity and if a
standardised interface / protocol to communicate with that network entity existsit is recommended that
3GPP defines a mapping of the OSA API functions to that interface / protocol.

Second Modified Section

9 Requirements on interfaces at different levels of
abstractions

The OSA-defined functions may be accessed through interfaces at different levels of abstractions and according to
different programming formalisms, in addition to those defined in the previous Releases. The abstraction levels and the
programming formalism should be identified according to the needs of the programmers communities. Initially, those
interfaces should consist in a simplified version of the already standardised OSA APIs defined according to the Web
Services principles (e.q., Parlay X, OMA).

CR page 3
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All the interfaces shall be integrated in the context of the OSA architecture:

¢ they shall guarantee a secure and controlled access to the service capabilities;

¢ it shall be possible to introduce them in an incremental way;

¢ they should alow applications be triggered by network events.

The interfaces shall be defined using state of the art specification formalisms (e.qg., UML, WSDL), and realised using
different distributed processing technologies.

End of document
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Reason for change: 3 It should be possible to announce to interested applications that when a new SCS
is registered to the Framework to what extent the new SCS is backward
compatible with an SCS the application is currently using.

This allows applications to get informed automatically for instance about
possibilities to migrate to a newer SCS.

A special case is when there is an SCS available that immediately replaces an
SCS the application is currently using as the latter needs to be taken “out of
service”.

Summary of change: $ The Notification Function is extended to allow applications recieve this
information.

Consequences if ¥ Applications get no information, like an indication on the level of backward
not approved: compatibility, about newer SCSs
No support for redirecting applications to a alternative SCS when the one they
are currently are using is being replaced.
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12 Event Notification Function

The Event Notification Function shall allow an application to specify theinitial point of contact which it isinterested in.
The Event Notification Function provides the necessary mechanisms which enables an application to request the
notification of subscriber or network related event(s). An application may in addition request the cancellation of
subscriber or network related event notification.

For al subscriber related events the Event Notification Function shall support two ways for an application to subscribe
to notifications. the application shall either specify the subscriber for which the Event Notification Function isvalid or
indicate that it is ready to receive user related notifications for any subscriber. The application may be responsible for
the explicit provisioning of the subscriber related event notification or it may leave the provisioning of the notifications
to the Home Environment operator and just indicates that it is ready to receive notifications. An application may use
both mechanisms at the same time. Once an application has enabled the notification of event(s), the Event Notification
Function shall report the event(s), including the identification of the user to which the event applies, until such time the
application explicitly requests the termination of the event(s) notification.

When the event occurs, the application that requested the event isinformed.. The notification of the event shall be
accompanied by unambiguous information identifying the original request and event related data.. For example, in case
of an application isinterested in “message” the notification to the application shall indicate whether it isincoming or
outgoing, in case of chargeable events, the application shall receive details as used at the network to create a Call Detail
Record. In this case, processing in the network is not suspended after notification of the event to the application.

The Event Notification Function includes the availability of offering additional criteriato be specified by the
application. The set of criteriaisindividual and may vary for the event requested. The detailed set of criteria available
for each of the events below are described in [6].

12.1 Subscriber Related events:

e Aninitia call processing event occurs.

when acall to or from a given user is created and this event is armed by an application, that application shall
be notified.

* A messageissent or received.

when a message to or from a given user is sent or received and this event is armed by an application, that
application shall be notified.

» A chargeable event happens.

when a chargeable event occurs for a given user and this event is armed by an application, that application
shall be notified.

* Theuser's statusis changed.

when a subscriber registers to a network or when a given user changes her status (e.g. fromidle to busy) and
this event is armed by an application, that application shall be notified. Registration in this senseis further
detailed in the chapter on User Status Functions. Attach and detach applies for CS and PS.

e Theuser’slocation is changed.

when a given user changes her location (e.g. leaving a certain areawhich is “identifiable” by the network)
and this event is armed by an application, that application shall be notified.

e TheTermina Capabilities are changed.

when the capabilities of aterminal change (e.g. when a keyboard is attached) and this event is armed by an
application, that application shall be notified.

3GPP
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Note: The ability to support this function is dependent on the ability of aterminal (through e.g. MEXE or WAP)
to notify changes in its capabilities. Therefore this function will not be able to supply event notifications
for terminals not supporting notification of their terminal capabilities.

12.2 Network Related Events:

* A network fault management condition is met,

when a fault management condition occurs at the underlying network (e.g. congestion of network
components) and this event is armed by an application, that application shall be notified.

¢ A network service or network service capability registers,

when a network service capability feature registers with the Framework all applications which _have
subscribed to this event and are currently authorised to use this service capability feature shall be notified. In
case thereis already a service capability feature of the same type that isin use, all applications which are
authorised and have subscribed to recieve information about this event will be informed about information
related to backward compatibility between the new service capability feature and the version currently in use.

This information allows an application provider to have an indication about the effort on his side required in
migrating from the older to the newer version.

» A network service or network service capability de-registers,

when a network service capability feature de-registers with the Framework all applicationswhich are
currently authorised to use this service capability feature shall be notified.

12.3 Other Related Events:

e A changein presence related information.
If any presence related information changes (such as one or more presence information attributes or a user’s

availability), and this event is armed by the application, that application shall be notified. Presence information may be
associated with a user, device or service, or any abstract entity that has the ability to report presence information.

3GPP
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Title: ¥ Proposal for enhancements for the monitor and control of IP Sessions
Source: #$ SALl (Lucent Technologies)
Work item code: 3 OSA-3 Date: $ 1% November 2002
Category: ¥ C Release: ¥ Rel6
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Reason for change: 3 Provide detailed requirements as to the capabilities for an OSA application
relating to IP Sessions.

Summary of change: 8 The subclause that describes the IP Session function now contains a clear
indication of the meaning of an “IP Session”. This can be a flow OR a set of flows
defined by a source and destination IP address/port and destination. The
functions that may be performed by an application may include

* Release an IP Session

e Control an IP session

e Monitor an IP session

¢ Request information pertaining an IP session

Consequences if ¥ Lack of clarify in the requirement leading to insufficient understanding by other
not approved: WGs and incorrect implementation of the requirement.

Clauses affected: ¥ 13.6

Y|N
Other specs #»X Other core specifications 3
affected: Test specifications
O&M Specifications

Other comments: ¥ Additional background information, including uses cases for these requirements
is given in S1-021926
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13.6 IP session function

The IP session function enables applications to access information {read-enhy) about | P sessions in progress between a
UE and IP networks (i.e., the MSISDN and Session Correlation identifier) using the IP address of the UE. An IP
session comprises a flow or a set of flows through a network element during acertain time interval. AnlIPflowis
defined to be a stream of packets that have a set of common properties. The properties include- source | P address/port
and destination | P address/port, protocol type etc. Flows can be grouped into sessions by specifying wildcards for
properties (e.g. the set of flows going to port 80, or the set of flows with target |P address X. X.X.X.)

Applications shall have the ability to :

* Release flowsin an IP session:

This provides the ability for an application to force the termination of an |P session. The application may
provide an indication of the reason for release of the | P session.

e Control an |P session:

This provides the ability for an application to request the modification of the parameters of an | P session both
during establishment of the session and while the sessions are in progress. The application may also alow the [P
Session to continue with or without the modified information pertaining to the |P Session. This may also include
the ability to refuse session establishment, to request modification of Quality of Service parameters, to request
modification of the destination |P address (including the | P port) and the modification of volume thresholds (e.0.
to alow an application to change the threshold at which anotification is raised).

*  Monitor an IP Session:

This provides the ability for an application to monitor an |P session. The application will specify a particular |P
session and event condition. When the condition is met an event is generated and the application shall be
informed accompanied with sufficient information. For example, an application could be notified when the data
volume threshold of a particular user (defined by source |P address) is exceeded.

*  Reguest flow Information

This provides the ability for an application to reguest information about the session of interest. Thisincludes
quality of service parameters, target |P address and port, duration of session, and data volume of session

The access to the data, which istypically stored within a network authentication server, is obtained viathe OSA
gateway (i.e., through this SCF). The IP session information/data shall be released based on specific defined policies
between the network operator and the application service provider.
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First Modified Section

7 Requirements for yUser dData mManagement

The User Profilelogically isaset of information relevant for agiven user. This set of information might be distributed
over various physically separated entities in the network and-it is provided by Service Capability Servers and — if
permitted — from Value Added Services. In case the Generic User Profile (GUP) is deployed in the network, the User
Profile may be provided by both the GUP data and the user profile information that are outside the scope of GUP but
provided by SCSsand VAS.

Note: The detailed content of the User Profile and the way it is distributed is outside the scope of this specification.

VAS according to their needs equally as the subscriber customise her services provided by the network operator. To
avoid malicious attacks or conflicting situations, it is needed to allow VAS to access the users UserSER Profile.
However VAS shall not be allowed to access the User Profile without permission.

The OSA Framework functions restrict the applications access to the User Profile Management functions (section

13.3.3).

The co-existence of several services and the correct inter-working between them are founded on sufficient information
about other services subscribed to.

The figure below gives alogical overview of the relation between VAS, User Profile Management function and the
User Profileitself.
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Value Added Service Provider Domain
Vaue Added II
Services

|yl VASPersond
7 Settings 2

Service Profile
Broker for
ServiceA, B, C

Network Operator Domain

User
Profile

M anagement

function

provided by
GSM/UMTS Servig
Capability Serverg

VAS Persona
Settings 1 —
] Service C

Service A _
]

Service B

Note: the dotted line refers to additional Personal Settings. The reference itself shall unambiguously identify the
location of the additional personal settings.

User specific information from the e.g. HLR and/or HSS are equally part of the User Profile asterminal settings and
VAS specific preferences. The User Profile in principle is the summary and collection of information with arelevance
for the services supported for a given subscriber.

The figure above shows User and Network Service and VAS specific information, -customised by the user. It is
assumed that the dUser pProfile consists of several parts. The User Profile elements shall at least be capable to store a
reference to additional information stored else where. The User Profile shall act asaroot towards all user specific
information.

Even when the content of the User Profile is outside this specification, the following figure shows how a content could
look like.
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*Telecom Subscribers |dentity
*Subscribed Telecom Services
*Multiple Subscriber Profiles
*Authentication Information
*CAMEL Service Ref & Trigger

*Referenceto Service 1 eg.

*Access Information Unified Resource L ocator

*Policy Information

*Referenceto Service 2 e.g.
Object Reference

*Terminal Capability

eLink to Settings & References i
*Reference to WAP Gateway
*Reference to other Gateways *Reference to Service Broker,

e.g. Server Identity

On the left side of the figure above, typical 3GPP system related information are listed (thisis not an exhaustive list).

Theright side -depict references to VAS specific information. The representation of referencesto VAS specific
information above, is an example and does not insist to be complete.

Second Modified Section

13.3.3 User Profile Management functions

: tor thisrel i dertificd.

The User Profile Management functions enables the (authorised) applications to access the User Profile data, checking
before the application’ srights related to each separate part of the User Profile. The User Profile data accessed by the
application could be independent of specific application but necessary to personalise the application according to the
user preferences (an example could be the preferred language of end-user).

Depending on the authorisation, the User Profile Management functions may permit the VAS to read from and/or to add
to and/or to modify the User Profile or parts of it. This decision is based on:

= Subscriber identity

= Accessinformation on specific part of the User Profile of the subscriber

=  Application identity

= Accesstype (read, add or modify)

Access information shall contain the user specific access rights per application. These may be given either for
individual parts of the User Profile or for agroup of data or even all datain the User Profile.
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Reason for change: ¥ This CR proposes the enhancement of the support that an OSA gateway can
provide to interactions among applications and their users, introducing support
for user-application authentication, privacy for users accessing applications

Summary of change: 8 Introduction of an User-Application Authentication function.

Consequences if ¥ It would not be possible to provide support for User-Application Authentication
not approved: and privacy of users accessing applications.

Clauses affected: ¥ Changes in subclause 13.1.1.1.
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First Modified Section

13.1.1 Trust and Security Mangement

The trust and security management feature provides the necessary mechanisms which define the security parametersin
which client applications may access the network. This includes the availability of aframework initial access point
through which all client applications are authenticated and authorised and the ability to alow the signing of on-line
service level agreements between the client applications and the framework.
13.1.1.1 Authentication
Authentication is used to verify the identity of an entity (user, network, and application).
Three types of authentication are distinguished:

e User-Network Authentication:

Before a user can access her subscribed applications, the user has to be authenticated by the network that
provides access to the application. This allows the network to check to what applications the user has
subscribed to. User-network authentication is handled within the network and therefore outside the scope of
the present document.

e Application-Network Authentication:

Before an application can use the capabilities from the network, a service agreement has to be established
between the application and the network. Establishment of such a service agreement starts with the mutual
authentication between application and network. If a service agreement already exists, modification might be
needed or a new agreement might supersede the existing.

e User-Application Authentication:

Before a user can use an application or perform other activities (e.g. modifying profile data) the application
must authenticate the user. When the network already authenticates the user, authentication is not needed
anymore. When the network is transparent and the user accesses an application directly, authentication is

needed between user and application-but-thists-outside the scope-of the present-document;.
13.1.1.2 Authorisation

Authorisation is the activity of determining what an authenticated entity (user, network, and application) is alowed to
do.

NOTE: Authentication must therefore precede authorisation.
Two types of authorisation are distinguished:
e Application-Network Authorisation:

Verifies what non-framework functions the application is allowed to use. Once an application has been
authorised to use one, more or al non-framework functions no further authorisation is required as long as the
"alowed" non-framework functions are used.

e User-Application Authorisation:

The application verifies what actions the user is allowed to perform (e.g. deactivation of functionality,
modification of application data). Thisis transparent to the network and therefore outside the scope of the
present document.
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Second Modified Section

10 Security and Privacy requirements

10.1  Security requirements on User Profile Management

Note: The work on Generic User Profile may have an influence and needs to be studied carefully.

The User Profile Management functions shall be able to grant or deny access to individual parts of the subscriber’s User
Profile as described in the clause 7.

The User Profile Management functions shall ensure that all operations on parts of User Profile data are authorized.
The type of accessis one out of:

- Reading user profile information; in case parts of the User profile is subject for reading it shall unambiguously
be identified by the application,

- Adding information to the user profile,
- Moaodify existing information in the user profile.

The control of accessrightsisin principle on the user's discretion. The user shall have the possibility to alow or restrict
the retrieval and presentation of her user related data. The mechanism how a user is able to maintain accessrightsisfor
further study.

10.2 Privacy requirements on Subscriber ldentity

It shall be possible for the subscriber to hide hissher true identity from the OSA Applications and replace it with an
dias. The dlias shall be unique identification that has a one-to-one relationship to the true identity (e.9. MSISDN) of the
subscriber and may be permanent or temporary (e.9. session based).

Third Modified Section

13.2.5 User-Application Authentication functions

The User-Application Authentication functions provide to applications support for authentication of their users. It also
provides an "application-specific user identifier" to be used as a parameter in invocation of other OSA Network
functions, when requested by the application.

The User-Application Authentication functions shall authenticate an user upon requests of an application; this requires
the application to provide as an input the subscriber’ s credentials, which enable secure method of authentication (e.q.
subscriber’s certificates).

The User-Application Authentication functions shall return to the invoking application an "application-specific user
identifier" (atrueidentity or alias) that identifies the authenticated user, when requested by the application. The
identifier may be used by the application to recognize a user through several accesses to the application; it may also be
used by the application as a parameter in invocation of other OSA network functions (e.g., for User Location function).

The User-Application Authentication functions shall support privacy settings defined by the user.

CR page 4




3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 5

If the subscriber’ s privacy settings so require, the "application-specific user identifier”, returned by User-Application
Authentication function to the invoking application, shall be an alias. Otherwise, the "application-specific user
identifier" shall be the true identity of the subscriber (e.g. MSISDN).

When the application invokes OSA Network functions related to subscriber (e.g. Location, Presence), the subscriber’s
identifier shall be included in the request. An application may request it from the User-Application Authentication
function.

When an OSA Network function receives the request from the application and the subscriber’ s identifier is an alias, the
OSA Network Function shall invoke the User-Application Authentication function to translate the alias to the
subscriber’ strue identity (e.g. MSISDN).

End of document
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First Modified Section

6

High level requirements to OSA

The following high level requirements apply to the OSA application programming interface (API). The standardised
API shal be:

independent of vendor specific solutions;

independent of programming languages, operating systems, underlying communication technologies, etc. used
in the service capabilities;

secure, scalable and extensible;

independent of the location where service capabilities are implemented;

independent of supported server capabilities in the network;

independent of the transport mechanism between the service capability features server and the application server;
It shall be possible for an OSA application to continue operation in case of a consecutive upgrade of the
underlying OSA capabilities. This ability to operate may be limited to a specific time period which is managed
by the network operator.

Access to Service Capability Features shall be realised using modern state of the art access technologies, e.g.
distributed object oriented technique might be considered.;

OSA shall be aligned as far as possible with equivalent work in other bodies, such as ETSI SPAN,Parlay and
JAIN;

—OSA shall alow applications access to home network service capability features. Accessto Service

capability featuresin another network shall be possible.

When access to Service capability features in another network or administrative domain exists, the following

reguirements apply:

0 The application shall not be aware that the SCF isin another network

0 The SCF shall not need to support additional functionality in order to be accessed from a different
network

0 The network providing the SCF shall be able to control the visibility and usage of the SCF by another

network.

It is not required that network entities, which provide the implementation of OSA interfaces (SCFs), be
mappable to 3GPP standardised functionality, nor that the existence of a standardised interface / protocol to
communicate with 3GPP standardized network elementsisrequired. Thusit is permissible to e.g. build a OSA
API function into a WAP gateway to retrieve terminal capabilities from terminal supporting the WAP protocol.

Note: If the network entity, to which OSA provides an API interface, is a 3GPP standardised entity and if a

standardised interface / protocol to communicate with that network entity existsit is recommended that
3GPP defines a mapping of the OSA API functions to that interface / protocol.

Second Modified Section
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13.1  The Framework functions

The framework provides the essential capabilities that allow OSA applications to make use of the service capabilitiesin
the network. The framework shall support the ability for applications to access SCFs in another network.

There are three distinct features that comprise the framework: Trust and Security Management, Service Registration
and Discovery functions and I ntegrity Management.

Third Modified Section

A.3 Access to SCFs in another network

Service Scenario Description

Two operators, awireline operator A and a wireless operator B, belonging to the same tel ecommunication group, have
adopted OSA solutions. Each of them introduced in its service platform an OSA Gateway, to provide to application
layers (also in 3rd party domains) arelevant subset of capabilities implemented in its network.

Let assume that a corporate is implementing arich VPN-like service by exploiting the features provided by the wireline
operator (i.e., the corporate subscribed a subset of the SCFs provided by wireline operator). |f such a corporate wants to
enhance its application with the capability to handle with SM Ss sent/received by the members of its VPN (e.q., its
employees) and the wireline operator does not provide any appropriate network capabilities, according to the current
specifications, the corporate must subscribe the needed SCF (e.g., a User I nteraction implemented through SM Ss)
provided by another operator (e.g., the wireless operator B). But in this case, the corporate must deal with two
subscriptions, its VPN application must cope with two OSA Gateways; in addition, the corporate could select a different
wireless operator, not belonging to the same group of the operator A.

Standardised OSA
Application Interface

Standardised OSA
Application Interface

ser vice ca BL SInE e —

) el ati
= =

GSM/GPRS/UM TS protocols, CAP/

[~ ] = )

GSM/GPRS/UM TS protocols, CAP! |

Administrative Domain 1 Administrative Domain 2

Operator A Operator B

Figure 1: Operator A and Operator B relationship

Such a situation could be dedt by enhancing the OSA specifications in order to allow the OSA Gateways
belonging to A and B to be “federated”, in order to allow the subscribers to the OSA Gateway in A to access dlso, in a
controlled way, the service capabilities provided by the OSA Gateway in B. This means that the applications do not
have to deal with the complexity of handling two OSA Gateways, the application service provider does not have to
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open a new customer relationship with another operator, and the operator A has not to introduce additional service
capabilitiesin its infrastructure.

End of document
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