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9.22.1.1 Secondary PDP Context Activation Procedure

The Secondary PDP Context Activation procedure may be used to activate a PDP context while reusing the PDP
address and other PDP context information from an already active PDP context, but with a different QoS profile.
Procedures for APN selection and PDP address negotiation are not executed. A unique Tl and a unique NSAPI shall
identify each PDP context sharing the same PDP address and APN.

The Secondary PDP Context Activation procedure may be executed without providing a Traffic Flow Template (TFT)
to the newly activated PDP context if all other active PDP contexts for this PDP address and APN already have an
associated TFT. Otherwise a TFT shall be provided. The TFT contains attributes that specify an IP header filter that is
used to direct data packets received from the interconnected packet data network to the newly activated PDP context.

The Secondary PDP Context Activation procedure may only beinitiated after a PDP context is already activated for the
same PDP address and APN. The procedureisillustrated in Figure 65 and Figure 66.

Ms | | Bss | | sGsN | | GGSN
1. Activate SecondaJy PDP Context Re&w%
. _ C1
% Security Functions >

3. Create PDP Con»text Request

% Create PDP Context Response

5. BSS Packet FI 0& Context Procedures

C2

L Activate Secondary PDP Context Acceﬁ)t

Figure 65: Secondary PDP Context Activation Procedure for A/Gb mode

Ms | [ ran ] [ sesn | | cesN

1. Activate Secondary PDP Context R& uest

C1

3. Create PDP Cantext Request

43 Create PDP Context Response
4. Radio Access Bearer Setu
< b = Rl

6. Update PDP C%ext Request

<6. Update PDP Context Response

C2

<7. Activate Secondary PDP Context AJ:cept

Figure 66: Secondary PDP Context Activation Procedure for lu mode

1) The MS sends an Activate Secondary PDP Context Request (Linked TI, NSAPI, Tl, QoS Requested, TFT, PDP
Configuration Options) message to the SGSN. Linked Tl indicates the Tl value assigned to any one of the
already activated PDP contexts for this PDP address and APN. QoS Requested indicates the desired QoS profile.
TFT issent transparently through the SGSN to the GGSN to enable packet classification for downlink data
transfer. T1 and NSAPI contain values not used by any other activated PDP context. PDP Configuration Options
may be used to transfer optional PDP parameters and/or requests to the GGSN (see GSM 29.060 [26] and 24.229
[75]). PDP Configuration Options is sent transparently through the SGSN.

3GPP
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2)
3

4)
5)

6)

7)

In A/Gb mode, security functions may be executed. These procedures are defined in clause " Security Function™.

The SGSN validates the Activate Secondary PDP Context Request using the Tl indicated by Linked TI. The
same GGSN addressis used by the SGSN as for the already-activated PDP context(s) for that TI and PDP
address.

The SGSN may restrict the requested QoS attributes given its capabilities and the current load, and it shall
restrict the requested QoS attributes according to the subscribed QoS profile, which represents the maximum
QoS per PDP context to the associated APN. The GGSN may restrict and negotiate the requested QoS as
specified in clause "PDP Context Activation Procedure”. The SGSN sends a Create PDP Context Request (QoS
Negotiated, TEID, NSAPI, Primary NSAPI, TFT, PDP Configuration Options) message to the affected GGSN.
Primary NSAPI indicates the NSAPI value assigned to any one of the already activated PDP contexts for this
PDP address and APN. TFT isincluded only if received in the Activate Secondary PDP Context Request
message. PDP Configuration Optionsis sent transparently through the SGSN if received in the Activate
secondary PDP Context Request message.

The GGSN uses the same packet data network as used by the already-activated PDP context(s) for that PDP
address, generates a new entry in its PDP context table, and stores the TFT. The new entry allows the GGSN to
route PDP PDUs via different GTP tunnels between the SGSN and the packet data network. The GGSN returns a
Create PDP Context Response (TEID, QoS Negotiated, Cause, PDP Configuration Options) message to the
SGSN._PDP Configuration Options may be used to transfer optional PDP parameters to the UE (see GSM 29.060
[26] and 24.229 [75]).

In lu mode, RAB setup is done by the RAB Assignment procedure.

In A/Gb mode, BSS packet flow context procedures may be executed. These procedures are defined in clause
"BSS Context".

In lu mode and in case the QoS attributes have been downgraded in step 4, the SGSN may inform the GGSN
about the downgraded QoS attributes by sending an Update PDP Context Request to the affected GGSN. The
GGSN confirms the new QoS attributes by sending an Update PDP Context Response to the SGSN.

The SGSN selects Radio Priority and Packet Flow Id based on QoS Negotiated, and returns an Activate
Secondary PDP Context Accept (TI, QoS Negotlated Radio Priority, Packet Flow Id PDP Conflguratlon
Options) message to the M S. 2 2

2996&}26}%@!24229{75}) PDP Conflguranon Optlons is sent transparently through the SGSN
if received in the Create PDP Context Response message. The SGSN is now able to route PDP PDUs between the
GGSN and the M S viadifferent GTP tunnels and possibly different LLC links.

For each additionally activated PDP context a QoS profile and TFT may be requested.

If the secondary PDP context activation procedure fails or if the SGSN returns an Activate Secondary PDP Context
Reject (Cause) message, the MS may attempt another activation with a different TFT, depending on the cause.

The CAMEL procedure calls shall be performed, see referenced proceduresin 3GPP TS 23.078:

1)

CAMEL_GPRS_PDP_Context_Establishment.

In Figure 65 and in Figure 66, procedures return as result " Continue".

C2)

CAMEL_GPRS _PDP_Context_Establishment_Acknowledgement.

In Figure 65 and in Figure 66, procedures return as result " Continue"

3GPP
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8.1.5 ExternalNetwork-Assisted-Cell-Change(NACCS)RAN Information
Management (RIM) procedures

8.15.1 General

The RAN Information Management (RIM) procedures are used as generic procedures for the exchange of arbitrary
information between applications belonging to the RAN nodes. An application using the RIM procedures is the Externa
Network Assisted Cell Change (NACC). The RAN information is transferred viathe SGSN core network node(s). In
order to make the information transparent for the Core Network, the message(s) conveying the RAN information
include a container that shall not be interpreted by the Core Network nodes. For future extensibility of this generic
mechanism to features other than external NACC, the container includes independent Container Units whichthat can be
customised for different applications.

The RIM procedures are optional both in the BSC and in the SGSN and isare negotiated at start/restart of the Gb link.

The information is transferred in containers from the source BSC to the destination BSC by use of the generic RAN
Information Send procedure. The RAN Information Send procedure may include a request for acknowledgement to
secure the end-to-end transport via multiple intermediate nodes. A BSC may also request information, or request to stop
the transmission of information from another BSC by use of the RAN Information Request procedure which might be

applicable e.g. at BSC restart procedure.

The interfaces which will be used are the Gb (BSSGP) and the Gn (GTP) interfaces. The information in the contai ner
shall be transparent for the Core Network. An SGSN supporting the RIM proceduresexterra-NACE provides
addressing, routeing and relay functions.

8.1.5.2 Addressing, routeing and relaying

8.1.5.2.1 Addressing

All the messages used for the exchange of RIMNACCrelated information contain in their header the addresses of the
source and destination BSSs. Source and destination address have the same format. Each address contains:

- Mobile Country Code (MCC)
- Mobile Network Code (MNC)
- Location Area Code (LAC)

- Routeing Area Code (RAC)

- Cdll Identity (CI)

8.1.5.2.2 Routeing
The following description applies to al the messages used for the exchange of RIMNACCrelated information.

The source BSS sends a message on the Gb interface to its SGSN including the source and destination addresses. From
the Routeing Area |dentity (M CC+MNC+LAC+RAC) of the destination BSS address, the SGSN shall decide whether
or not it is connected to the destination BSS.

If the SGSN is not connected to the destination BSS, then it shall use the RAI to route the message to the correct SGSN
viathe Gn interface.

The SGSN connected to the destination BSS decides which BSS to send it to based on the CI of the destination address.

CR page 3
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8.1.5.2.3

Relaying

CR page 4

The SGSN performs relaying between BSSGP messages and GTP messages.

8.1.5.3 RAN Information Request procedure

| The RAN Information Request procedure is used to request information or to stop transmission of event driven

| information from another BSC.

The RAN Information Request procedureisillustrated in Figure 56a.

BSS1

1. RAN Information Request

SGSN1

>

I SGSN2 I BSS2

L

Figure 56a — RAN Information Request procedure.

1) The RAN Information Request procedure isinitiated by the BSS1 by sending the RAN INFORMATION
REQUEST message with the application information and with the message header including the addresses of the
source and destination BSSs. The destination BSS is the BSS2 from which the information is required.

2) The SGSN1 determines from the Routeing Area Identity (M CC+MNC+LAC+RAC) in the address of BSS2
whether or not it is connected to BSS2. If the SGSN1 is not directly connected to BSS2, then it shall use the RAI
to route the message to SGSN2 via the Gn interface.

3) The SGSN2 sends the message to BSS2 viathe Gb interface based on the CI of the destination address.

The RAN Information Request procedure initiates the RAN Information send procedure as described in clause 8.1.5.4.

8.1.5.4 RAN Information Send procedure

| This procedure may be event triggered (e.g. change of System Information for external NACC) or scheduled (e.g. by a
RAN Information Request procedure). The RAN Information Send procedureisillustrated in Figure 56b.

BSS1

SGSN1

I SGSN2 | BSS2

1. RAN Information

>

6. RAN Inform. Ack/Nacklg-— — —— ————

Figure 56b — RAN Information Send procedure.

1) The RAN Information Send procedure isinitiated by the BSS1 when it has information to be sent, or if the
information has been previously requested by a RAN Information Request procedure (see sub-clause 8.1.5.3).

The procedure isinitiated by sending aRAN INFORMATION message with application information and with
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the message header including the addresses of the source and destination BSSs. The destination BSS is the BSS2
to which the information is sent.

2) The SGSN1 determines from the Routeing Area I dentity (MCC+MNC+LAC+RAC), whether or not it is
connected to BSS2. If the SGSN1 is not directly connected to BSS2, then it shall use the RAI to route the
message to SGSN2 viathe Gn interface.

3) The SGSN2 sends the message to BSS2 via the Gb interface based on the CI of the destination address. The
RAN INFORMATION message received at the BSS2 contains an indication of whether or not acknowledgement
is needed. If such indication is not present, the procedure concludes.

4) If the RAN INFORMATION message requests for acknowledgement, the BSS2 shall send a RAN
INFORMATION ACK/NACK message to its SGSN viathe Gb interface.

5) The SGSN2 determines from the Routeing Area Identity (MCC+MNC+LAC+RAC) of the destination BSS
address, whether or not it is connected to BSSL1. If the SGSN2 is not directly connected to BSSL, then it shall use
the RAI to route the message to SGSN1 via the Gn interface

6) The SGSN1 sends the message to BSS1 viathe Gb interface based on the Cl of the destination address. The
RAN Information Send procedure is completed when the BSS1 receives the RAN INFORMATION
ACK/NACK message.

8.1.5.5 Applications using the RIM Procedures

The first application using the RIM procedures is the Network Assisted Cell Change (NACC) application. The Network
Assisted Cell Change (NACC) function reduces the service outage time at cell re-selection. The support is given to the
mobile stations as system information for the target cell before the mobile station performs the cell re-selection. If cell
re-selection is performed between cells controlled by different PCUs (external cells) the system information is made
available to the mobile station via the External NACC function. The SGSN and the BSC may provide the external
NACC function. If provided, changes in system information for a cell with external neighbouring cells will be the event
which triggers the transfer of the information from the source BSC to the target BSC(s) responsible for the externa
neighbouring cells.

The system information is transferred in contai ners from the source BSC to the destination BSC by use of the generic
RAN Information Send procedure. The RAN Information Send procedure may include a request for acknowledgement
to secure the end-to-end transport via multiple intermediate nodes.

A BSC may also request information, or reguest to stop the transmission of information from another BSC by use of the
RAN Information Request procedure.
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6.8.1 Authentication

The Authentication function includes two types of authentication: "UMTS authentication" and "GSM authentication".
These procedures are independent of the RAN modes, i.e. each procedure may be executed in A/Gb mode or in lu
mode. UMTS authentication requires a USIM for the M S and Authentication Quintets in the SGSN. GSM

| authentication bases on a SIM-or-a GSM-capable USIM for the MS and Authentication Triplets in the SGSN or it bases
on a GSM capable USIM for the M S and parameters derived from Authentication Quintets in the SGSN.

"UMTS authentication” implies mutual authentication, i.e. authentication of the MS by the network and authentication
of the network by the MS. It also implies establishment of anew UMTS ciphering key (CK) and integrity key (1K)
agreement between the SGSN and the M S.

"GSM authentication™” implies authentication of the M S by the network and establishment of anew GSM ciphering key
(Kc) agreement between the SGSN and the MS.

6.8.1.1 GSM Authentication procedure

The GSM Authentication procedure performs subscriber authentication, or selection of the ciphering algorithm, or both.
In A/Gb mode it performs in addition the synchronisation of the start of ciphering. Authentication triplets are stored in
the SGSN. The MSC/VLR shall not authenticate the MS viathe SGSN upon IMSI attach, nor location update, but may
authenticate the M'S during CS connection establishment. Security-related network functions are described in

GSM 03.20 [6].

The GSM Authentication procedureisillustrated in Figure 27.

Ms || RaN || sesN || HLR |

1. Send Authentication Info
Ty

1. Send Authenttication Info Ack
% Authentication and Ciphering Request

2. Authentication and Ci pherw] Response

Figure 27: GSM Authentication Procedure

| 1) If the SGSN does not have a previously stored authentication vectortriplets, a Send Authentication Info (IMSI)
message is sent to the HLR. The HLR responds with a Send Authentication Info Ack (Authentication Triplets or

quintets) message.-Each-Authentication Triplet includes RAND-SRES;and Ke.

2) The SGSN sends an Authentication and Ciphering Request (RAND, CKSN, Ciphering Algorithm) message to
the MS. The M S responds with an Authentication and Ciphering Response (SRES) message.

In A/Gb mode, the M S starts ciphering after sending the Authentication and Ciphering Response message as described
in clause " Start of Ciphering".

In lu mode, the SGSN and the MS shall generate the UMTS CK and IK from the GSM Kc using the standardised
conversion functions specified for this purpose in 3GPP TS 33.102.

In lu mode, the start of ciphering is controlled by the security mode procedure described in 3GPP TS 33.102.

If the SGSN cannot determine the HLR address to establish the Send Authentication Info dialogue, the GSM
Authentication of Procedure fails.

13.2 SGSN

SGSN maintains MM context and PDP context information for MSsin the STANDBY, READY, PMM-IDLE, and
PMM-CONNECTED states. Table 6 shows the context fields for one MS.

During the Intersystem Change, when new Authentication and Key Agreement is not performed, the KSI in the new
3G-SGSN shall be assigned the value of the CKSN, which has been sent by the MS. Similarly, in the new 2G-SGSN,
when AKA does not take place, the CKSN shall be assigned the value of the KSI, which has been sent by the MS.

3GPP
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Table 6: SGSN MM and PDP Contexts

Field

IMSI
MM State

P-TMSI

P-TMSI Signature
IMEI

MSISDN
Routeing Area
Cell Identity

Cell Identity Age
Service Area Code

Service Area Code Age
VLR Number
New SGSN Address

Authentication
VectorsQuintets

Kc

CKSN

Ciphering algorithm
CK

IK

KSI

MS Radio Access Capability
MS Network Capability
DRX Parameters
MNRG

NGAF

PPF

Subscribed Charging
Characteristics
Trace Reference
Trace Type
Trigger Id

OMC ldentity

SMS Parameters
Recovery

Radio Priority SMS
GPRS-CSI

ODB for PS parameters

Description

IMSI is the main reference key.

Mobility management state, IDLE, STANDBY, READY,
PMM-DETACHED, PMM-IDLE, or PMM-CONNECTED.

Packet Temporary Mobile Subscriber Identity.

A signature used for identification checking purposes.
International Mobile Equipment Identity

The basic MSISDN of the MS.

Current routeing area.

Current cell in READY state, last known cell in STANDBY or IDLE
state.

Time elapsed since the last LLC PDU was received from the MS
at the SGSN.

Last known SAC when initial UE message was received or
Location Reporting procedure was executed.

Time elapsed since the last SAC was received at the 3G-SGSN.
The VLR number of the MSC/VLR currently serving this MS.
The IP address of the new SGSN where buffered and not sent
N-PDUs should be forwarded to.

GSM Authentication and ciphering parameters.
UMTS-Authentication and ciphering parameters_(authentication
triplets or quintets).

Currently used A/Gb mode ciphering key.

Ciphering key sequence number of Kc.

Selected ciphering algorithm.

Currently used lu mode ciphering key.

Currently used lu mode integrity key.

Key Set Identifier.

MS radio access capabilities.

MS network capabilities.

Discontinuous reception parameters.

Indicates whether activity from the MS shall be reported to the
HLR.

Indicates whether activity from the MS shall be reported to the
MSC/VLR.

Indicates whether paging for PS and CS services can be initiated.
The charging characteristics for the MS, e.g. normal, prepaid, flat-
rate, and/or hot billing subscription.

Identifies a record or a collection of records for a particular trace.
Indicates the type of trace.

Identifies the entity that initiated the trace.

Identifies the OMC that shall receive the trace record(s).
SMS-related parameters, e.g. operator-determined barring.
Indicates if HLR or VLR is performing database recovery.

The RLC/MAC radio priority level for uplink SMS transmission.
Optional GPRS CAMEL subscription information, see 3GPP TS
23.016

Indicates that the status of the operator determined barring for
packet oriented services.

Each MM context contains zero or more of the following PDP contexts:

PDP Context Identifier
PDP State

PDP Type

PDP Address

APN Subscribed

APN in Use

NSAPI

TI

TEID for Gn/Gp

TEID for lu

GGSN Address in Use
VPLMN Address Allowed

QoS Profile Subscribed
QoS Profile Requested

Index of the PDP context.

Packet data protocol state, INACTIVE or ACTIVE.

PDP type, e.g. PPP or IP.

PDP address, e.g. an IP address.

The APN received from the HLR.

The APN currently used. This APN shall be composed of the APN
Network Identifier and the APN Operator Identifier.

Network layer Service Access Point Identifier.

Transaction Identifier.

Tunnel Endpoint Identifier for the Gn and Gp interfaces.

Tunnel Endpoint Identifier for the Iu interface.

The IP address of the GGSN currently used.

Specifies whether the MS is allowed to use the APN in the domain
of the HPLMN only, or additionally the APN in the domain of the
VPLMN.

The quality of service profile subscribed.

The quality of service profile requested.

A/Gb
mode

X XXXXXX XX

X XXXXXXXX XX X XXXXEEEXXX ljéﬂ;’ X X

XX XXX XXXXXX

X X

mode

XXX XX XX

X X X XXXXX XX X XXX XXXXDNN 'jél}j XXX X

XXXX XX XXXXXX

X X
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Field Description A/Gb lu
mode mode

QoS Profile Negotiated The quality of service profile negotiated. X X

Radio Priority The RLC/MAC radio priority level for uplink user data
transmission.

Packet Flow Id Packet flow identifier. X

Aggregate BSS QoS Profile  The aggregate BSS quality of service profile negotiated for the X

Negotiated packet flow that this PDP context belongs to.

Send N-PDU Number SNDCP sequence number of the next downlink N-PDU to be sent X
to the MS.

Receive N-PDU Number SNDCP sequence number of the next uplink N-PDU expected X
from the MS.

GTP-SND GTP-U sequence number of the next downlink N-PDU to be sent X X
to the MS.

GTP-SNU GTP-U sequence number of the next uplink N-PDU to be sent to X X
the GGSN.

PDCP-SND Sequence number of the next downlink in-sequence PDCP-PDU X
to be sent to the MS.

PDCP-SNU Sequence number of the next uplink in-sequence PDCP-PDU X
expected from the MS.

Charging Id Charging identifier, identifies charging records generated by X X
SGSN and GGSN.

PDP Context Charging The charging characteristics of this PDP context, e.g. normal, X X

Characteristics prepaid, flat-rate, and/or hot billing.

RNC Address in Use The IP address of the RNC/BSC currently used. X

The information marked with a"1)" in table 6 may beis maintained if authentication is performed by the UMTS
authentication procedure.

The information marked with a"2)" in table 6 may beis maintained if authentication is performed by the GSM
authentication procedure.
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13.4 MS

Each M S supporting GPRS maintains MM and PDP context information in IDLE, STANDBY, READY,
PMM-DETACHED, PMM-IDLE, and PMM-CONNECTED states. The information may be contained in the MS and
the TE. Table 8 showsthe MS context fields.

Table 8: MS MM and PDP Contexts

Field SIM

IMSI G, U

MM State

P-TMSI

G, U
P-TMSI Signature G, U
G, U

Routeing Area
Cell Identity
Kc G

KSI/ CKSN G, U

Ciphering algorithm
CK
CK Next U

IK

IK Next U
MS Radio Access
Capability

UE Capability

MS Network

Capability

DRX Parameters

Radio Priority SMS

Description

International Mobile Subscriber Identity.

Mobility management state, IDLE, STANDBY, READY,
PMM-DETACHED, PMM-IDLE, or PMM-CONNECTED.
Packet Temporary Mobile Subscriber Identity.

A signature used for identification checking purposes.

Current routeing area.

Current cell.

Current A/Gb mode ciphering key.

Key Set Identifier for IK Next, CK Next / key sequence number of
Kc.

Selected ciphering algorithm.

Currently used lu mode ciphering key.

lu mode ciphering key to be used after the next security mode
command.

Currently used lu mode integrity key.

Integrity key to be used after the next security mode command.
MS radio access capabilities.

UE radio capabilities.
MS network capabilities.

Discontinuous reception parameters.
The RLC/MAC radio priority level for uplink SMS transmission.

Each MM context contains zero or more of the following PDP contexts:

PDP Type

PDP Address

PDP State

Dynamic Address Allowed
APN Requested
NSAPI

TI

QoS Profile Requested
QoS Profile Negotiated
TFT

Radio Priority

Packet Flow Id
Send N-PDU Number

Receive N-PDU Number
PDCP-SND

PDCP-SNU

PDP type, e.g. PPP or IP.

PDP address; e.g. an IP address.

Packet data protocol state, INACTIVE or ACTIVE.

Specifies whether the MS is allowed to use a dynamic address.
The APN requested.

Network layer Service Access Point Identifier.

Transaction Identifier.

The quality of service profile requested.

The quality of service profile negotiated.

Traffic flow template.

The RLC/MAC radio priority level for uplink user data
transmission.

Packet flow identifier.

SNDCP sequence number of the next uplink N-PDU to be sent to
the SGSN.

SNDCP sequence number of the next downlink N-PDU expected
from the SGSN.

Sequence number of the next downlink in-sequence PDCP-PDU
expected from the RNC.

Sequence number of the next uplink in-sequence PDCP-PDU to
be sent to the RNC.

A/Gb
mode

EEX XXXXXX XX

xeEE

X XX XXXXXXXXXXX XX X

lu
mode

XXX XX

XXX XXX XXX XN

XXX XX XXXXX

X X X X

The information marked with a"1)" in table 8 may beis maintained if authentication is performed by the UMTS

authentication procedure.

The information marked with a"2)" in table 8 may beis maintained if authentication is performed by the GSM

authentication procedure.

The information marked with a"U" in table 8 shall be stored in the USIM.

The information marked with a"G" in table 8:

- shall be stored in the GSIM if the connected SIM is GPRS-aware; and
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- may be stored in the ME after GPRS detach if the connected GSIM is not GPRS-aware.

If the GSIM is GPRS service-aware, then the IMSI, P-TMSI, P-TMSI Signature, Routeing Area, Kc, and CKSN stored
in the GSIM shall be used for GPRS services.

If the GSIM isnot GPRS service-aware, the P-TMSI, P-TM S| Signature, Routeing Area, Kc, and CKSN stored in the
ME shall be used if and only if the IMSI stored in the GSIM isidentical to the IMSI image maintained in the ME. If the
IMSI| stored in the GSIM is different from the IMSI image in the ME, the IMSI image in the ME shall not be used, and
the MS shall identify itself with the IMSI stored in the SIM when performing a GPRS attach. IMSI, P-TMSI, P-TMSI
Signature, Routeing Area, Kc, and CKSN may be stored in the ME after the GPRS attach has been successfully
performed.

When using aUSIM, the IMSI, P-TMSI, P-TMSI Signature, Routeing Area, Kc, CK Next, IK Next, and CKSN / KSI
stored in the USIM, and the CK and IK stored in the ME, shall be used for GPRS services.
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6.3.6 MS Information Procedure

When the MSis marked at the VLR as both IMSI- and GPRS-attached, the VLR may perform the MS Information
procedure viathe SGSN. If the information requested by the VLR in the MS Information procedure is known by the
SGSN, then the SGSN shall return thisinformation to the VLR without interrogating the MS.

If the information requested is MS identity information (e.g. IMEI) that is not known by the SGSN but is known by the
MS, then the SGSN shall interrogate the MS in asimilar manner to that described in clause "Identity Check
Procedures’'.

In A/Gb mode, if the information requested is MS location information, then this indicates a request for Cell Global
Identity and Cell Identity Age. In lu mode, if the information requested is MS location information, then thisindicates a
request for Service Area ldentity and Service Area ldentity Age, and in this caseif an lu connection for the MS exists,
then the SGSN shall use the Location Reporting procedure (see clause "Location Reporting Procedure") in order to
retrieve the Service Area ldentity.

The MS Information procedureisillustrated in Figure 20. Procedure steps are explained in the following list.

MS [BSSIUTRAN| | sesn | | MSC/VLR

% MS Information Request

2. |dentity Request
< y Req

3. Identity Response

4

4. Location Reporti
5.MS Informat|0n>Re$p0nse

Figure 20: MS Information Procedure

1) The MSC/VLR sends an MS Information Request (IMSI, Information Type) message to the SGSN. Information
Type indicates the information that the MSC/VLR is requesting for that IMS].

2) If theinformation requested is not known by the SGSN but should be known by the MS, then the SGSN
interrogates the MS in asimilar manner to that described in the subclause "Identity Check Procedures®. The
SGSN sends an Identity Request (Identity Type) message to the MS.

3) The MS responds with an Identity Response (Mobile I dentity) message to the SGSN.

4) Inlumode, if an lu connection for the M S exists, then the SGSN shall use the Location Reporting procedure to
retrieve the Service Area | dentity.

If UTRAN node cannot determine current Service Area of the mobile, it indicates acausevalue shall-be
ncluded-in the Identity-Responsel ocation Report message to-indicate that the request could not be fulfilled and
Hmay report Ltast Kknown Service Area with an indication of how long has past since the mobile was known
to bein the indicated Service Area

5) The SGSN sendsan M S Information Response (IMSI, Information) message to the MSC/VLR. Information
contains the information requested by the MSC/VLR.
If an lu connection for MS exist and RAN node cannot determine current Service Area and Last Known Service
Areais not reported, the SGSN shall include in the M S Information Response message the last successfully
received Service Area ldentity with time elapsed since it was saved by SGSN.
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NEXT MODIFICATION

12.7.5 Location Reporting Procedure

This procedure is used by an SGSN to request the RAN to report where the MSis currently located, or to report when
the MS moves into or out of a given service area. This procedure relates to location services (LCS) and other services
(e.g. CAMEL and emergency calls) in lu mode. The overall LCS procedure is te-be-described in the LCS stage-2
specification, see 3GPP TS 23.171271.

‘MS ‘ ‘RAN ‘ SGSN
1. Location reporting control
2. UE enteranew [«
service location
< >
3. Location Report
g
4. Cancel location reporting
€ -------—— oo
I __________| ________|

Figure 91: Location Reporting Procedure

1) The SGSN detects from the subscriber data the need to monitor in which service areaan MSin the
PMM-CONNECTED state with an lu interface connection is located. The SGSN sends a Location Reporting
Control (Service Area Code(s), Reporting Type) message to the RAN. The RAN stores the Service Area Code(s)
as reporting area(s) for thisMS. For example, a service area may be alocation area with restricted access.
Reporting Type indicates whether the message is intended to start areporting period or trigger a stand-alone
report about the current location of the M S.

2) The RAN detectsthat the MS movesinto or out of areporting area. Alternatively, the RAN derives the current
location of the MS if this was requested by the SGSN.

3) TheRRAN sendsa Locatlon Report eleeetlemhiepmeheh}mmge informi ng the SGSN about where the MSis
Hew_|ocated no ode neluded; nd as ha M outside thereauested-se e-area
When the SGSN has requested the current | Iocatlon of the M S, the RAN shall include the requested Iocat|on
information , i.e. the Service Area lndication, in the Location Report message-e.g-in-the format-of-a-cel-id, if
the SRNC-RAN cannot determine current Service Area of the mobile, it indicates that the request could not be
fulfilled,+-e"undetermined™tecation and may report Liast Kknown Service Areawith an indication of how long
has past since the moblle was known to be inthe |nd|cated Service Area. The SGSN may then perform specific

4) The SGSN can send a Cancel Location Reporting message to inform the RAN that it should terminate location
reporting for agiven MS. This message is needed only when the reporting was requested for a reporting period.

The procedure isimplicitly cancelled at SRNC/SBSC relocation. If the serviceis still required in the new SRNC/SBSC
or new SGSN, a hew Location Reporting Control message shall be sent.
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6.3.6 MS Information Procedure

When the MSis marked at the VLR as both IMS|- and GPRS-attached, the VLR may perform the MS Information
procedure viathe SGSN. If the information requested by the VLR in the MS Information procedure is known by the
SGSN, then the SGSN shall return thisinformation to the VLR without interrogating the MS.

If the information requested is MS identity information (e.g. IMEI) that is not known by the SGSN but is known by the
MS, then the SGSN shall interrogate the MS in asimilar manner to that described in clause "ldentity Check
Procedures”.

In A/Gb mode, if the information requested is M S location information, then this indicates arequest for Cell Global
Identity and Cell Identity Age. In lu mode, if the information requested is M S location information, then this indicates a
request for Service Area ldentity and Service Area ldentity Age, and in this case if an [u connection for the M S exists,
then the SGSN shall use the Location Reporting procedure (see clause "Location Reporting Procedure") in order to
retrieve the Service Area | dentity.

The MS Information procedure isillustrated in Figure 20. Procedure steps are explained in the following list.

MS [BSSUTRAN| | sGsN | | MSCIVLR

% MS Information Request

2. |dentity Request
= y Req

3. ldentity Response

A4

4. Location Reporting
5.MS Informanorwesponse

Figure 20: MS Information Procedure

1) The MSC/VLR sends an MS Information Request (IMSI, Information Type) message to the SGSN. Information
Type indicates the information that the MSC/VLR is requesting for that IMSI.

2) If theinformation requested is not known by the SGSN but should be known by the MS, then the SGSN
interrogates the MSin a similar manner to that described in the subclause "ldentity Check Procedures'. The
SGSN sends an Identity Request (Identity Type) message to the MS.

3) The MSresponds with an Identity Response (Mobile Identity) message to the SGSN.

4) Inlumode, if an lu connection for the M S exists, then the SGSN shall use the Location Reporting procedure to
retrieve the Service Area ldentity.-

If UTRAN node cannot determine current Service Area of the mobile, it indicates -a-causevalue shall-be
ncluded-in the Identity-Responsel ocation Report message to-indicate that the request could not be fulfilled and
Hmay report Ltast Kknown Service Area with an indication of how long has past since the mobile was known
to be in the indicated Service Area.

5) The SGSN sends an M S Information Response (IM S, Information) message to the MSC/VLR. Information
contains the information requested by the MSC/VLR.
If an lu connection for MS exist and UTRAN node cannot determine current Service Area and Last Known
Service Areais not reported, the SGSN shall include in the M S Information Response message the |ast
successfully received Service Arealdentity with time elapsed since it was saved by SGSN.
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‘ NEXT MODIFICATION

12.7.5 Location Reporting Procedure

This procedure is used by a 3G-SGSN to request the SRNC to report where the MSiis currently located, or to report
when the MS movesinto or out of agiven service area. This procedure relates to location services (LCS) and other

stage-2 specification, see 3GPP TS 23.2171.

‘ services (e.g. CAMEL and emergency calls) in lu mode. The overall LCS procedure is te-be-described in the LCS

1

3

4)

ws | e

1. Location reporting control
2. UE enter a new <
service location
< |
3. Location Report
4
4. Cancel location reporting
4¢---------——— - -
| ] |

Figure 91: Location Reporting Procedure

The SGSN detects from the subscriber data the need to monitor in which service areaan MSin the
PMM-CONNECTED state with an lu interface connection is located. The SGSN sends a Location Reporting
Control (Service Area Code(s), Reporting Type) message to the SRNC. The SRNC stores the Service Area
Code(s) asreporting area(s) for thisMS. For example, a service area may be alocation area with restricted
access. Reporting Type indicates whether the message is intended to start areporting period or trigger a stand-
aone report about the current location of the M S.

The SRNC detects that the MS movesinto or out of areporting area. Alternatively, the SRNC derives the current
location of the MSiif this was requested by the SGSN.

The SRNC sends a Locatlon Report {Ieeatrenmﬁermatlen}m&%ge informing the 3G- SGSN about where the
MSisnew-located. atesthal y
area: When the SGSN has requested the current Iocatlon of the MS, the SRNC shall incl ude the requeﬂed
location information, i.e. the Service Area Indication, in the Location Report message-e-g-in-theformat-of a-cel
id, if the SRNC cannot determine current Service Area of the mobile, it indicates that the request could not be
fulfilled,+-e—undetermined"tocation and,-+ may report Ltast Kknown Service Area with an indication of how
long has past since the mobile was known tobein the mdrcated Service Area. The SGSN may then perform
specific actions {e-g-—detach-an-v . . !

local-emergency-number).

The SGSN can send a Cancel Location Reporting message to inform the SRNC that it should terminate location
reporting for agiven MS. This message is needed only when the reporting was requested for a reporting period.

The procedureisimplicitly cancelled at SRNC relocation. If the serviceis still required in the new SRNC or new
SGSN, anew Location Reporting Control message shall be sent.
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6.3.6 MS Information Procedure

When the MSis marked at the VLR as both IMSI- and GPRS-attached, the VLR may perform the MS Information
procedure viathe SGSN. If the information requested by the VLR in the MS Information procedure is known by the
SGSN, then the SGSN shall return thisinformation to the VLR without interrogating the MS.

If the information requested is MS identity information (e.g., IMEI) that is not known by the SGSN but is known by the
MS, then the SGSN shall interrogate the MS in a similar manner to that described in subclause "Identity Check
Procedures’'.

In A/Gb mode, if the information requested is M S location information, then this indicates a request for Cell Global
Identity and Cell Identity Age. In lu mode, if the information requested is MS location information, then thisindicates a

| request for Service Area Identity and Service Area Cede-ldentity Age, and in this case if an [u connection for the MS
exists, then the SGSN shall use the Location Reporting procedure (see subclause "Location Reporting Procedure”) in
order to retrieve the Service Area ldentity.

The MS Information procedureisillustrated in Figure 20. Procedure steps are explained in the following list.

MS [BSSIUTRAN| | sGsn | | MSC/VLR

% MS Information Request

2. |dentity Request
< y Req

3. ldentity Response

4

4. Location Reporti
5.MS Informat|0n>Re$p0nse

Figure 20: MS Information Procedure

1) The MSC/VLR sendsan MS Information Request (IMSI, Information Type) message to the SGSN. Information
Type indicates the information that the MSC/VLR is requesting for that IMS].

2) If theinformation requested is not known by the SGSN but should be known by the MS, then the SGSN
interrogates the MS in asimilar manner to that described in the subclause "Identity Check Procedures®. The
SGSN sends an Identity Request (Identity Type) message to the MS.

3) The MSresponds with an Identity Response (Mobile Identity) message to the SGSN.

4) Inlumode, if an lu connection for the M S exists, then the SGSN shall use the Location Reporting procedure to
retrieve the Service Area | dentity.
If UTRAN node cannot determine current Service Area of the mobile, it indicates acausevalue shall-be
inacluded-in theldentity-Respense L ocation Report message to-indicate that the request could not be fulfilled.

5) The SGSN sends an M S Information Response (IMSI, Information) message to the MSC/VLR. Information
contains the information requested by the MSC/VLR.
If an lu connection for MS exist and UTRAN node cannot determine current Service Area, the SGSN shall
include in the M S Information Response message the last successfully received Service Area ldentity with time
elapsed since it was saved by SGSN.

NEXT MODIFICATION
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12.7.5 Location Reporting Procedure

This procedure is used by a 3G-SGSN to request the SRNC to report where the MSis currently located, or to report
when the MS movesinto or out of a given service area. This procedure relates to location services (LCS) and other

| services (e.g., CAMEL and emergency calls) in lu mode. The overall LCS procedure is to-be-described in the LCS
stage-2 specification, see 3G TS 23.171.

1

2)

3

ws | e

1. Location reporting control
2. UE enter a new <
service location
<
3. Location Report
4
4. Cancel location reporting
4¢----------——— -
| ] |

Figure 89: Location Reporting Procedure

The SGSN detects from the subscriber data the need to monitor in which service areaan MSin the
PMM-CONNECTED state with an lu interface connection is located. The SGSN sends a Location Reporting
Control (Service Area Code(s), Reporting Type) message to the SRNC. The SRNC stores the Service Area
Code(s) asreporting area(s) for this MS. For example, a service area may be alocation area with restricted
access. Reporting Type indicates whether the message isintended to start areporting period or trigger a stand-
alone report about the current location of the M S.

The SRNC detects that the MS moves into or out of areporting area. Alternatively, the SRNC derives the current
location of the MS if this was requested by the SGSN.

The SRNC sendsa Locatlon Report (SGF\:‘I-GG—A-FGG—GGGG) mesmge informi ng the 3G SGSN about where the MS
isnow-located.- ea Code isincluded, hat the M de the requested se area
When the SGSN has requested the current location of the M S the SRNC shall mcl ude the requested Iocatlon

|nformat|on i.e. the Serwce Area|nd|cat|on in the Location Report messegeue%mtheﬁfepmakeﬁaeemek#

In case the SRNC cannot determine current Service Area of the mobile, it indicates in the Location Report

message that the request could not be fulfilledi-e“undetermined™location.

4) The SGSN can send a Cancel Location Reporting message to inform the SRNC that it should terminate location

reporting for agiven MS. This message is needed only when the reporting was requested for a reporting period.

The procedure isimplicitly cancelled at SRNC relocation. If the serviceis still required in the new SRNC or new
SGSN, anew Location Reporting Control message shall be sent.
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9.1 Definition of Packet Data Protocol States

A GPRS subscription contains the subscription of one or more PDP addresses. Each PDP address is described-by-an
element of a PDP context. The same PDP address may appear in one or more PDP contexts in the MS, the SGSN, and
the GGSN. Each PDP context may be associated with a TFT. At most one PDP context associated with the same PDP
address may exist at any time with no TFT assigned to it. Every PDP context exists independently in one of two PDP
states. The PDP state indicates whether datatransfer is enabled for that PDP address and TFT or not. In case all PDP
contexts associated with the same PDP address are deactivated, data transfer for that PDP address is disabled.
Activation and deactivation are described in clause "PDP Context Activation, Modification, Deactivation, and
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Preservation Functions'. All PDP contexts of a subscriber are associated with the sasme MM context for the IMSI of that
subscriber.
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6.4 MM Procedures

In A/Gb mode, the MM procedures shall use the LLC and RLC/MAC protocols for message transmission across the Gb
and Um interfaces. The MM procedures shall provide information to the underlying layers to enable reliable
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transmission of MM messages on the Um interface. GSM 03.64 defines the mapping between LLC and the radio
channels used.

In lu mode, the MM procedures shall use the RANAP and RRC protocols for message transmission across the lu and
Uu interfaces, respectively.

Furthermore, the MM procedures use MAP interfaces between SGSN and HLR (Gr), and between SGSN and EIR (Gf),
and a BSSAP+ interface between SGSN and MSC/VLR (GS).

User data can in general be transmitted during MM signalling procedures. In A/Gb mode, user data transmitted during
attach, authentication, and routeing area update procedures may be lost and may therefore have to be retransmitted. In
order to minimise the need for retransmission, the MS and SGSN should not transmit user data during attach and;
authentication procedures. In case of;-and routeing area update procedures, the user data transfer is allowed with
restriction specified in description of these procedures in sub-clauses 6.9.1.2 and 6.9.1.3.

The compatibility of SIMs and USIMs with A/Gb mode MSs or lu mode MSsis defined in 3GPP TS 22.102.
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**¥*  FIRST MODIFIED SECTION  ****

6.5.3 Combined GPRS / IMSI Attach procedure

The Combined GPRS/ IMSI Attach procedureisillustrated in Figure 22.
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Figure 22: Combined GPRS / IMSI Attach Procedure
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1)

2)

3)

4)

5)

6)

For GPRS, the MSinitiates the attach procedure by the transmission of an Attach Request (IMSI or P-TM S| and
old RAI, Classmark, CKSN, Attach Type, DRX Parameters, old P-TMSI Signature) message to the SGSN. IMSI
shall beincluded if the MS does not have avalid P-TMSI available. If the MS hasavalid P-TMSI, then P-TMSI
and the old RAI associated with P-TM S| shall be included. Classmark contains the MS's GPRS multisiot
capabilities and supported GPRS ciphering algorithms in addition to the existing classmark parameters defined
in GSM 04.08. Attach Type indicates which type of attach isto be performed, i.e. GPRS attach only, GPRS
Attach while already IMS| attached, or combined GPRS/ IMSI attach. DRX Parameters indicates whether the

M S uses discontinuous reception or not. If the MS uses discontinuous reception, then DRX Parameters also
indicate when the MS isin a non-sleep mode able to receive paging requests and channel assignments. If the M S
uses P-TMSI for identifying itself and if it has aso stored its old P-TMSI Signature, then the MS shall include
the old P-TMSI Signature in the Attach Request message.

For lu mode, the M S initiates the attach procedure by the transmission of an Attach Request (IMSI or P-TM S
and old RAI, Core Network Classmark, KSI, Attach Type, old P-TMSI Signature, Follow On Request, DRX
Parameters) message to the SGSN. IMSI shall be included if the MS does not have avalid P-TMSI available. If
the MS uses P-TM S for identifying itself and if it has also stored its old P-TM S| Signature, then the MS shall
include the old P-TMSI Signature in the Attach Request message. If the MS hasavalid P-TMSI, then P-TM S
and the old RAI associated with P-TMSI shall be included. KSI shall be included if the M S has valid security
parameters. Core Network Classmark is described in clause "M S Network Capability”. The MS shall set "Follow
On Request” if there is pending uplink traffic (signalling or user data). The SGSN may use, as an implementation
option, the follow on request indication to release or keep the lu connection after the completion of the GPRS
Attach procedure. Attach Type indicates which type of attach isto be performed, i.e. GPRS attach only, GPRS
Attach while already IMS| attached, or combined GPRS/ IMS] attach. DRX Parameters indicates whether or not
the M S uses discontinuous reception and the DRX cycle length.

If the MSidentifiesitself with P-TMSI and the SGSN has changed since detach, the new SGSN sends an
Identification Request (P-TMSI, old RAI, old P-TMSI Signature) to the old SGSN to regquest the IMSI. If the
new SGSN provides functionality for Intra Domain Connection of RAN Nodes to Multiple CN Nodes, the new
SGSN may derive the old SGSN from the old RAI and the old P-TMSI and send the I dentification Request
message to this old SGSN. Otherwise, the new SGSN derives the old SGSN from the old RAI. In any case the
new SGSN will derive an SGSN that it believesisthe old SGSN. This derived SGSN isitself the old SGSN, or it
is associated with the same pool area as the actual old SGSN and it will determine the correct old SGSN from the
P-TMS! and relay the message to that actual old SGSN. The old SGSN responds with Identification Response
(IMSI, Authentication Triplets or Authentication Quintets). If the MSis not known in the old SGSN, the old
SGSN responds with an appropriate error cause. The old SGSN also validates the old P-TMSI Signature and
responds with an appropriate error cause if it does not match the value stored in the old SGSN.

If the MSis unknown in both the old and new SGSN, the SGSN sends an I dentity Request (Identity Type =
IMS]) to the MS. The M S responds with Identity Response (IMSI).

The authentication functions are defined in the clause " Security Function™. If no MM context for the M S exists
anywhere in the network, then authentication is mandatory. Ciphering procedures are described in clause
"Security Function”. If P-TMS| alocation is going to be done and the network supports ciphering, the network
shall set the ciphering mode.

The equipment checking functions are defined in the clause "Identity Check Procedures®. Equipment checking is
optional.

If there are active PDP contexts in the new SGSN for this particular M S (i.e. the M S re-attaches to the same

SGSN without having properly detached before), the new SGSN deletes these PDP contexts by sending Delete
PDP Context Request (TEID) messages to the GGSNs involved. The GGSNs acknowledge with Delete PDP
Context Response (TEID) messages.

76)If the SGSN number has changed since the GPRS detach, or if it isthe very first attach, then the SGSN informs

the HLR:
a) The SGSN sends an Update Location (SGSN Number, SGSN Address, IMSI) to the HLR.

b) The HLR sends Cancel Location (IMSI, Cancellation Type) to the old SGSN with Cancellation Type set to
Update Procedure.
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c) Theold SGSN acknowledges with Cancel Location Ack (IMSI). If there are any ongoing procedures for that

d)

MS, the old SGSN shall wait until these procedures are finished before removing the MM and PDP
contexts.

TFhelf there are active PDP contexts in the old GSGSNs+egarding for this particular M S,-are-deactivated by

the old SGSN del etes these PDP contexts by sending Delete PDP Context Request (TEID) messages to the
GGSNs involved.

The GGSNSs acknowledge with Delete PDP Context Response (TEID) messages.

f) d)}TheHLR sends Insert Subscriber Data (IMSI, GPRS Subscription Data) to the new SGSN.

g) €)}-Thenew SGSN validatesthe MS's presence in the (new) RA. If due to regional subscription restrictions

the MSisnot allowed to attach in the RA, the SGSN rejects the Attach Request with an appropriate cause,
and may return an Insert Subscriber Data Ack (IMSI, SGSN Area Restricted) message to the HLR. If
subscription checking fails for other reasons, the SGSN rejects the Attach Request with an appropriate cause
and returns an Insert Subscriber Data Ack (IMSI, Cause) message to the HLR. If al checks are successful
then the SGSN constructs an MM context for the MS and returns an Insert Subscriber Data Ack (IMSI)
message to the HLR.

h) H-The HLR acknowledges the Update L ocation message by sending an Update L ocation Ack to the SGSN

after the cancelling of old MM context and insertion of new MM context are finished. If the Update
Location isrejected by the HLR, the SGSN rejects the Attach Request from the M'S with an appropriate
cause.

| 87)If Attach Typein step 1 indicated GPRS Attach while already IMSI attached, or combined GPRS/ IM S|
attached, then the VLR shall be updated if the Gsinterfaceis installed. When the SGSN does not provide
functionality for the Intra Domain Connection of RAN Nodes to Multiple CN Nodes, the VLR number is derived
from the RAI. When the SGSN provides functionality for Intra Domain Connection of RAN Nodes to Multiple
CN Nodes, the SGSN uses the RAI and a hash value from the IMSI to determine the VLR number. The SGSN
starts the location update procedure towards the new M SC/VLR upon receipt of the first Insert Subscriber Data
message from the HLR in step 6d). This operation marks the MS as GPRS-attached in the VLR.

a)

b)
c)
d)

€)

f)
9)

h)

The SGSN sends a L ocation Update Request (new LAI, IMSI, SGSN Number, Location Update Type)
message to the VLR. Location Update Type shall indicate IMSI attach if Attach Type indicated combined
GPRS/ IMSI attach. Otherwise, Location Update Type shall indicate normal location update. The VLR
creates an association with the SGSN by storing SGSN Number.

If the LA update isinter-MSC, the new VLR sends Update Location (IMSI, new VLR) to the HLR.
If the LA updateisinter-MSC, the HLR sends a Cancel Location (IMSI) to the old VLR.
The old VLR acknowledges with Cancel Location Ack (IMS).

If the LA updateisinter-MSC, the HLR sends Insert Subscriber Data (IMSI, subscriber data) to the new
VLR.

The VLR acknowledges with Insert Subscriber Data Ack (IMSI).

After finishing the inter-M SC location update procedures, the HL R responds with Update L ocation Ack
(IMSI) to the new VLR.

The VLR responds with Location Update Accept (VLR TMSI) to the SGSN.

| 98) The SGSN selects Radio Priority SMS, and sends an Attach Accept (P-TMSI, VLR TMSI, P-TMSI Signature,
Radio Priority SMS) message to the MS. P-TMSI isincluded if the SGSN alocates anew P-TMSI.

| 109)

If P-TMSI or VLR TMSI was changed, the M S acknowledges the received TM SI(s) by returning an Attach

Complete message to the SGSN.
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| 110) If VLR TMSI was changed, the SGSN confirmsthe VLR TMSI re-allocation by sendinga TMSI
Reallocation Complete message to the VLR.

If the Attach Request cannot be accepted, the SGSN returns an Attach Reject (IMSI, Cause) message to the M S.
The CAMEL procedure call shall be performed, see referenced procedure in 3GPP TS 23.078:
Cl) CAMEL_GPRS Attach

In Figure 22, the procedure returns as result " Continue”.

****  END OF MODIFICATIONS ****
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5.4.5 Mobile Stations (A/Gb mode)

An A/Gb modecapable M S operates in one of three modes of operation. The mode of operation depends on the network
domai nsservices that the MSis attached to, i.e. only PSGPRS or both PSGPRS and CS domain-serviees, and upon the
MS's capabilities to operate PSGPRS and CS domain services simultaneously.

- Class-A mode of operation: The MS is attached to both PSGPRS and CS domai n-services, and the M S supports
simultaneous operation of PSGPRS and CS domain services.

- Class-B mode of operation: The MSis attached to both PSGPRS and CS domain-serviees, but the MS can only
operate one set of services, PS or CS services, at atime.

- Class-C mode of operation: The MSis exclusively attached to the PS domai nGPRS-services.
The three modes of operation are defined in 3GPP TS 22.060 [3].

NOTE: Other technical specifications may refer to the MS modes of operation as GPRS class-A M S, GPRS
class-B MS, and GPRS class-C MS.

5.4.6 Mobile Stations (lu mode)

An lu mode M S mebite-station ean-operates in one of three modes of operation. However, these operation modes are
different from the ones of anin A/Gb mode M S-GPRS due to the capahilities of an lu mode RAN to multiplex CS and
PS connections, due to paging co-ordination for PS services and CS services that are offered by the CN or the
UTRAN/GERAN-Iu, etc. The different lu mode M Smebile-station operation modes are defined as follows:

- PSICS/PS mode of operation: The MSis attached to both the PS domain and CS domain, and the MSis capable
of simultaneously signallingeperatingwith the PS-serviees and CS core network domainsserviees. This mode of
operation is comparableeguivatent to the A/Gb-mede GPRS class-A mode of operation defined for A/Gb mode.
The ability to operate CS and PS services simultaneously depends on the M S capabilities (for example an A/Gb
mode M S of class B, which can not operate simultaneously CS and PS services, may have the same limitations
when changing to lu mode and CS/PS mode of operation).

- PSmode of operation: The MS is attached to the PS domain only and may only operate services of the PS
domain. However, this does not prevent CS-like services to be offered over the PS domain (e.g. VolP). This
mode of operation is equivalent to the A/Gb mode GPRS class-C mode of operation.

- CSmode of operation: The MSis attached to the CS domain only and may only operate services of the CS
domain. However, this does not prevent PS-like service to be offered over the CS domain. The CS mode of
operation is outside the scope of this specification.

All combinations of different operation modes as described for A/Gb mode and lu mode M Ss shall be allowed for
GERAN and UTRAN multisystem terminals.
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6.3 Interactions Between SGSN and MSC/VLR

The interactions described in this clause shall be supported if the optional Gsinterface isinstalled. All functionality of
this clause and sub-clauses applies for A/Gb mode and lu mode unless stated differently.

An association is created between SGSN and MSC/V LR to provide for interactions between SGSN and MSC/VLR. The
association is created when the VLR stores the SGSN number and the SGSN stores the VLR number. The association is
used for co-ordinating M Ss that are both GPRS-attached and I M Sl -attached.

The association supports the following actions:

- IMSI attach and detach via SGSN. This makes combined GPRS/ IMSI attach and combined GPRS/ IMSI
detach possible, thus saving radio resources.

- Co-ordination of LA update and RA update, including periodic updates, thus saving radio resources. A combined
RA / LA update is sent from the MSto the SGSN. The SGSN forwards the LA update to the VLR.

- Paging for a CS connection via the SGSN.
- Alert procedures for non-PS services.
- ldentification procedure.

- MM Information procedure.

6.3.1 Administration of the SGSN - MSC/VLR Association

The SGSN - MSC/VLR association is created at the following occasions:
- Combined GPRS/ IM S| attach.
- GPRS attach when the MSis already |M Sl -attached.
- Combined RA / LA update when the MS performs IMSI attach and is aready GPRS-attached.

- Combined RA / LA update when an IMSI and GPRS-attached M S changes from an area of network operation
mode Il or |11 to an area of network operation mode |.

The association isinitiated by the SGSN. The SGSN creates an association by sending a BSSAP+ message concerning a
particular MSto the VLR. An SGSN that does not provide functionality for Intra Domain Connection of RAN Nodes to
Multiple CN Nodes uses the RAI to determine the VLR number-. An SGSN that provides functionality for Intra

Domain Connection of RAN Nodesto Multiple CN Nodes uses the RAI and a hash value from the IMS| to determine
the VLR number. During a CS connection, an MSin class-B mode of operation (A/Gb mode) cannot perform GPRS
attach nor routeing area updates, only MSsin class-A mode of operation can perform these procedures. If a GPRS
attach was made during a CS connection, the association shall be initiated by a combined RA / LA update after the CS
connection has been released.

The association is updated on the following occasions:
- Whenan MSchangesVLR.
- When an M S changes SGSN.

The association is not updated during a CS connection.

When the MSisin idle mode (see GSM 03.22 [7] and 3GPP TS 23.122 [7h]), the association is updated with the
combined RA / LA updates procedure.

In relation to a CS connection, the association is managed in the following way:
M Sin class-A or CS/PS mode of operation:

AnMSin class-A or CS/PS mode of operation makes RA updates but no combined RA / LA updates during the CS
connection. In the case when the M S changes SGSN, the SGSN (according to normal RA update procedures, see clause
"Inter SGSN Routeing Area Update") updates the HLR and the GGSN, but not the VLR, about the new SGSN number.
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In the case when the M S changes M SC during the CS connection, the subscriber data still remainsin the old VLR until
the CS connection isreleased and a combined RA / LA update or LA update is made. The association is also not
updated during the CS connection.

After the CS connection has been released, a combined RA / LA update is performed (if there has been a change of RA,
or if a GPRS attach was performed and the new cell indicates network operation mode 1), and the association is updated
according to combined RA / LA update procedures, see clause "Combined RA / LA Update Procedure”. If the new cell
indicates network operation mode |1 or 111, then the MS performs an LA update.

M Sin class-B mode of operation (A/Gb mode):

An MSin class-B mode of operation does not make any RA updates during a CS connection. The SGSN number
therefore remains the same during the CS connection and does not need to be updated in the VLR. In the case when the
MS changes M SC during the CS connection, the subscriber data still remainsin the old VLR until the CS connection
has been released and a combined RA / LA update or LA update is made. Therefore, the VLR number remains the same
during the CS connection. After the CS connection has been released, the MS performs an RA update and an LA update
if the RA has changed and the new cell indicates network operation mode |1 or |11, or acombined RA / LA update if the
RA has changed and the new cell indicates network operation mode |. The association is updated according to the
combined RA / LA update procedures, see clauses "Inter SGSN Routeing Area Update” and "Combined RA / LA
Update Procedure”.

The SGSN - MSC/VLR association is removed at the following occasions:
- AtIMSl detach.
- At GPRS detach.

When the MSC/VLR receives an LA update viathe A or lu interface from an MS for which an association exists, the
MSC/VLR shall remove the association without notifying the SGSN. When the SGSN receives a (non-combined) RA
update from an M S for which an association exists, the SGSN shall remove the association without notifying the
MSC/VLR. When the MSC/V LR receives a BSSAP+ M S Unreachable message from the SGSN indicating that PPF is
cleared, the state of the association shall not be changed at the MSC/VLR.

6.3.2 Combined RA / LA Updating

When the MSisboth IMSI and GPRS-attached, the LA and RA updating is done in a co-ordinated way to save radio
resources if supported by the network operation mode. When the M S enters a new RA in network operation mode I, the
MS sends a Routeing Area Update Reguest message to the SGSN, as described in clause "Combined RA / LA Update
Procedure”. The LA update isincluded in the RA update. The SGSN then forwards the LA update to the MSC/VLR.
The MSC/VLR optionally returnsanew VLR TMSI that is sent to the MS via the SGSN.

An MSin class-A mode of operation involved in a CS connection makes only RA updates and no combined RA / LA
updates to the SGSN.

An MSin CS/PS mode of operation involved in a CS connection makes only RA updates and no combined RA / LA
updates to the SGSN.

An MSin class-B mode of operation involved in a CS connection does not make any updates during the CS connection.

An MSin class-C mode of operation never makes combined RA / LA updates. MSsin CS mode of operation and MSs
in PS mode of operation never make combined RA / LA updates.

6.3.3 CS Paging (A/Gb mode)

When an MSisboth IMS| and GPRS-attached in a network that operatesin mode I, the MSC/V LR executes paging for
circuit-switched services viathe SGSN. If the MSisin STANDBY state, it is paged in the routeing area and in the null
routeing area (see clause "Routeing Area ldentity "). If the MSisin READY state, it is paged in the cell. A paging timer
in the M SC supervises the paging procedure. The SGSN converts the M SC paging message into an SGSN paging

message.
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The CS Paging procedure isillustrated in figure 18. Each step is explained in the following list.

1)

2)

3)

4)

5)

MS | Bss | | sGsN | | MSCIVLR

L

2. Paging Request
<ag|g equ

3. Paging Request
<ag|g equ

4. SABM (Paging&sponse)
5. SCCP Connection Request (Paging Rsponse)

Figure 18: CS Paging Procedure in A/Gb mode

The SGSN receives aPage (IMSI, VLR TMSI, Channel Needed, Priority, Location Information) message from
the MSC. Channel Needed is defined in GSM 08.08 [18] and indicates to the MS which type of CS channel is
needed to be requested in the response. VLR TM S| and Channel Needed are optional parameters. Priority isthe
circuit-switched paging priority parameter as defined in GSM 08.08.

The SGSN sends a BSSGP Paging Request (IMSI, TLLI, VLR TMSI, Area, Channel Needed, QoS) message to
the BSS serving the MS. Areais derived from either the MS's MM context in the SGSN or, if no such
information is available, from the Location Information received from the MSC/VLR. Areaindicatesasingle
cell for aREADY state MS or arouteing areafor aSTANDBY state MS. VLR TM S| and Channel Needed are
included if received from the MSC. If Channel Needed was not received from the MSC, then a default Channel
Needed parameter indicating circuit-switched paging isincluded by the SGSN. QoS indicates the priority of this
Paging Request relative to other Paging Request messages buffered in the BSS. If the location area where the
MS was last known to be located has an associated null routeing area, then the SGSN shall send an additional
BSSGP Paging Request message to each BSS serving this null RA.

The BSS trand ates the incoming BSSGP Paging Request message into one radio Paging Request message per
cell. If adedicated radio resourceis assigned to the MSin a cell, then the BSS transmits one Paging Request
(VLR TMSI or IMSI, Channel Needed) message on this radio resource, without stopping possibly ongoing data
transfers for the MS. Otherwise, the BSS pages the MS with one Paging Request (VLR TMSI or IMSI, Channel
Needed) message on the appropriate paging channel in each addressed cell. Thisis described in GSM 03.64.

Upon receipt of a Paging Request message for a circuit-switched service the MS may accept to respond to this
reguest and shall follow the CS procedures for paging response (random access, immediate assignment, and
paging response) as specified in GSM 04.08 [13].

When received at the BSS, the Paging Response message is sent to the MSC, which shall stop the paging
response timer.
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6.3.3.1

Paging Co-ordination in A/Gb modeferGPRS
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The network may provide co-ordination of paging for circuit-switched and packet-switched services. Paging co-
ordination means that the network sends paging messages for circuit-switched services on the same channel as used for
packet-switched services, i.e. on the GPRS paging channel or on the GPRS traffic channel, and the MS needs only to
monitor that channel. Three network operation modes are defined:

- Network operation mode I: the network sends a CS paging message for a GPRS-attached M S, either on the same
channel asthe GPRS paging channel (i.e. the packet paging channel or the CCCH paging channel), or on a
GPRS traffic channel. This means that the MS needs only to monitor one paging channel, and that it receives CS
paging messages on the packet data channel when it has been assigned a packet data channel.

- Network operation mode II: the network sends a CS paging message for a GPRS-attached M'S on the CCCH
paging channel, and this channel is aso used for GPRS paging. This means that the M S needs only to monitor
the CCCH paging channel, but that CS paging continues on this paging channel even if the MS has been
assigned a packet data channel.

- Network operation mode I11: the network sends a CS paging message for a GPRS-attached M S on the CCCH
paging channel, and sends a GPRS paging message on either the packet paging channel (if allocated in the cell)
or on the CCCH paging channel. This means that an M S that wants to receive pages for both circuit-switched
and packet-switched services shall monitor both paging channelsin the cell, if the packet-paging channel is
alocated. The network performs no paging co-ordination.

Table 2: Network Operation Modes for A/IGb mode

Mode

Circuit Paging Channel

GPRS Paging Channel

Paging co-ordination

Packet Paging Channel

Packet Paging Channel

I CCCH Paging Channel CCCH Paging Channel Yes
Packet Data Channel Not Applicable

Il CCCH Paging Channel CCCH Paging Channel No

(N CCCH Paging Channel Packet Paging Channel No

CCCH Paging Channel

CCCH Paging Channel

For MSs with an SGSN — MSC/V LR association, which is established via the GS interfaceWhen the Gsinterface s
present, all M SC-originated paging of GPRS-attached M Ss shall go viathe SGSN, thus allowing network co-ordination
of paging. Paging co-ordination shall be made by the SGSN based on the IMSI, and is provided independently of
whether the MSisin STANDBY or in READY state. The network operatesin mode .

When no SGSN — MSC/V LR association existsthe- Gsinterfaceis-not-present, all M SC-originated paging of GPRS-
attached M Ss shall go viathe A interface, and co-ordination of paging cannot be performed. The network shall then
either:

- operate in mode |1, meaning that the packet common control channel shall not be allocated in the cell; or

- operate in mode I11, meaning that the packet common control channel shall be used for GPRS paging when the
packet paging channel is alocated in the cell.

The network operation mode (model, I1, or 111) shall be indicated as system information to M Ss. For proper operation,
the mode of operation should be the same in each cell of arouteing area.

Based on the mode of operation provided by the network, the M S can then choose, according to its capabilities, whether
it can attach to GPRS services, to non-GPRS services, or to both.
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6.3.4 CS Paging (lu mode)

When an MSis both IMSI- and GPRS-attached in a network that operatesin mode |, the M SC/V LR executes paging for
circuit-switched services viathe SGSN.

In the MSC, a paging timer supervises the paging procedure.

The CS Paging procedure isillustrated in Figure 19. Each step is explained in the following list.

MS BSS/RNS SGSN MSC/VLR
4. Page

2. Paging
-

3, Pagi

3 aging
4. RRC Initial %act Transfer (Paging Response)
5. RANAP Initial UE (Paging Reiponse)

MS | rns | | 36-sGsN | | MSCIVLR |
iPage

% Paging

i Paging Request
4. RRC Initia Dir&l Transfer (Paging Response)
5. RANAP Initial UE (Paging Rasponsi

Figure 19: CS Paging Procedure in lu mode

1) The SGSN receives aPage (IMSI, VLR TMSI, Location Information) message from the MSC. If VLR TMSI is
omitted, the IMSI is used instead of the TMSI as a paging address at the radio interface. If location information
is not included, the SGSN shall page the MSin al the cells served by the VLR and the SGSN, unless the SGSN
has reliable information about the location of the MS.

2) The 3G-SGSN sends a RANAP Paging (IMSI, TMSI, Area, CN Domain Indicator) message to each RNS.
IMSI is needed by the RNS in order to calculate the MS paging group and to identify the paged MS. TMSI is
included if received from the MSC. Areaindicates the areain which the MSis paged, and is derived from either
the MS's MM context in the SGSN or, if no such information is available, from the Location Information
received from the MSC/VLR. CN Domain Indicator indicates which domain (CS or PS) initiated the paging
message, and in this case it must be set to "CS" by the SGSN.

3) For more details on the radio resource part of the paging procedure, see subclause "Paging Initiated by CN".

4) Upon receipt of a Paging Request message for a circuit-switched service, the M S responds to this request and
returns the paging response as specified in GSM 04.18 in an RRC Initial Direct Transfer message as specified in
3GPP 25.331. CN Domain Indicator is set to "CS" in the Initial Direct Transfer message.

5) When received at the RNS, the Paging Response message is sent in an RANAP Initial UE message to the MSC,
which shall then stop the paging response timer.

6.3.4.1 Network Operation Modes for lu mode

The network operation mode is used to indicate whether the Gsinterface isinstalled or not. When the Gsinterfaceis
present, M SsT-ean initiate combined procedures.
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Table 3: Network Operation Modes for lu mode

Mode Network configuration Combined procedure by MT
I Gs interface is present Yes
Il Gs interface is not present No

The network operation mode (mode | or I1) shall be indicated as system information to the M Ss. For proper operation,
the mode of operation should be the same in each cell of arouteing area.

operation;-the- MS-can-choose-whether toit-can initiate combined update procedures or separéte update procedures;
A - hiliti

NOTE: Network operation modes | and Il for lu mode correspond to modes | and Il for A/Gb mode, respectively.
Mode |11 appliesto A/Gb mode only, but not to lu mode.

6.3.5 Non-GPRS Alert

The MSC/VLR may request an SGSN to report activity from a specific MS. In this case, the MSC/VLR shall send a
BSSAP+ Alert Request (IMSI) message to the SGSN where the MSis currently GPRS-attached.

Upon reception of the Alert Request (IMSI) message, the SGSN shall set NGAF. If NGAF is set for an M S, the SGSN
shall inform the MSC/V LR when the next activity from that MS (and the MSis both IMSI- and GPRS-attached) is
detected, and shall clear NGAF.

If the activity detected by the SGSN leads to a procedure towards the MSC/VLR, the SGSN shall just follow this
procedure. If the activity detected by the SGSN does not lead to any procedure towards the MSC/VLR, the SGSN shall
send an M S Activity Indication (IMSI) message towards the MSC/VLR.

6.3.6 MS Information Procedure

When the MSis marked at the VLR as both IMSI- and GPRS-attached, the VLR may perform the MS Information
procedure viathe SGSN. If the information requested by the VLR in the M S Information procedure is known by the
SGSN, then the SGSN shall return this information to the VLR without interrogating the MS.

If the information requested is M S identity information (e.g. IMEI) that is not known by the SGSN but is known by the
MS, then the SGSN shall interrogate the MS in asimilar manner to that described in clause "Identity Check
Procedures’.

In A/Gb mode, if the information requested is M S location information, then thisindicates a request for Cell Global
Identity and Cell Identity Age. In lu mode, if the information requested is MS location information, then thisindicates a
request for Service Area ldentity and Service Area ldentity Age, and in this caseif an lu connection for the M S exists,
then the SGSN shall use the Location Reporting procedure (see clause "Location Reporting Procedure™) in order to
retrieve the Service Area ldentity.

The MS Information procedure isillustrated in Figure 20. Procedure steps are explained in the following list.
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1)

2)

3)
4)

5)

MS | |BSS/RNS | | sGsN | | MSC/VLR]

4. MS Information Request

3‘ Identity Request
3. Identity Response

>
4,...':,99?3?!9_0..3?@ rting
5. MS Informa@n Response

MS [BSSIUTRAN| | sGsN | | MSC/VLR |

é MS Information Request

2. |dentity Request
< y Req

3. Tdentity Response

=V

ing
5.MS Informamiors%ponse

4, Location Repor

Y

Figure 20: MS Information Procedure

The MSC/VLR sends an MS Information Request (IMSI, Information Type) message to the SGSN. Information
Type indicates the information that the MSC/V LR is requesting for that IMSI.

If the information requested is not known by the SGSN but should be known by the MS, then the SGSN
interrogates the MS in asimilar manner to that described in the subclause "Identity Check Procedures’. The
SGSN sends an Identity Request (Identity Type) message to the MS.

The M S responds with an Identity Response (Mobile Identity) message to the SGSN.

In lu mode, if an lu connection for the M S exists, then the SGSN shall use the Location Reporting procedure to
retrieve the Service Area ldentity. If the BSS/RNSUFRAN-rede cannot determine the current Service Area of
the M Smebile, it may report the last known Service Areawith an indication of how long has past since the

M Smebite was known to be in the indicated Service Area.

The SGSN sends an M S Information Response (IMSI, Information) message to the MSC/VLR. Information
contains the information requested by the MSC/VLR.

6.3.7 MM Information Procedure

When the MSis marked at the VLR as both IMSI- and GPRS-attached, the VLR may perform the MM Information
procedure viathe SGSN. The MM Information procedure is typically used to inform the M S about such things as the
network name and the local time zone of the mobile.

The MM Information procedureisillustrated in Figure 21.

| Ms | | BSS/RNS | | SGSN | | MSCIVLR|
4. MM Informatio

=}

3‘ MM Information

| wms | [BSSIUTRAN| | sesn | | MSC/VLR |

1. MM Information

2. MM Information
-

Figure 21: MM Information Procedure
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1) The SGSN receivesan MM Information (IMSI, Information) message from the MSC/VLR. Information isthe
information that the MSC/VLR is sending to the MS.

2) The SGSN sends an MM Information (Information) message to the MS including the information received by
the MSC/VLR.

6.4 MM Procedures

In A/Gb mode, the MM procedures shall use the LLC and RLC/MAC protocols for message transmission across the Gb
and Um interfaces. The MM procedures shall provide information to the underlying layers to enable reliable
transmission of MM messages on the Um interface. GSM 03.64 defines the mapping between LLC and the radio
channels used.

In lu mode, the MM procedures shall use the RANAP and RRC protocols for message transmission across the lu and
radioJd interfaces, respectively.

Furthermore, the MM procedures use MAP interfaces between SGSN and HLR (Gr), and between SGSN and EIR (Gf),
and a BSSAP+ interface between SGSN and MSC/VLR (Gs).

User data can in general be transmitted during MM signalling procedures. In A/Gb mode, user data transmitted during
attach, authentication, and routeing area update procedures may be lost and may therefore have to be retransmitted. In
order to minimise the need for retransmission, the MS and SGSN should not transmit user data during the attach,
authentication, and routeing area update procedures.

6.5.1 A/Gb mode GPRS Attach Procedure

A GPRS attach is made to the SGSN. A GPRS-attached MS makes IM S| attach viathe SGSN with the combined RA /
LA update procedure if the network operation mode is|. In network operation modes |1 and |11, or if the MSis not
GPRS-attached, the MS makes an IM S| attach as aready defined in A/Gb mode. An IM Sl-attached MSin class-A
mode of operation engaged in a CS connection shall use the (non-combined) GPRS Attach procedures when it performs
a GPRS attach.

At the RLC/MAC layer, the MS shall identify itself with aLocal or Foreign TLLI if the MSis aready GPRS-attached
and is performing an IM S| attach. Otherwise, the MS shall identify itself with a Foreign TLLI, or aRandom TLLI if a
valid P-TMSI is not available. The Foreign or Random TLLI isused as an identifier during the attach procedure until a
new P-TMSI is allocated.

After having executed the GPRS attach, the MSisin READY state and MM contexts are established in the MS and the
SGSN. The MS may then activate PDP contexts as described in clause " Activation Procedures'.

An IMSl-attached M S that can only operate in class-C mode of operation shall follow the normal IMS| detach
procedure before it makes a GPRS attach. A GPRS-attached M Sin class-C mode of operation shall always perform a
GPRS detach before it makes an IMS| attach.

If the network operatesin mode | (see clause "Paging Co-ordination in A/Gb modefer-GPRS"), then an M S that is both
GPRS-attached and IM Sl -attached—t shall perform the Combined RA / LA Update procedures.

If the network operatesin mode I or |11, then a GPRS-attached M S that has the capability to be simultaneously GPRS-
attached and M Sl -attached shall perform the (non-combined) Routeing Area Update procedures, and either:

- access the non-GPRS common control channels for CS operation (the way that CS operation is performed in
parallel with GPRS operation is an M S implementation issue outside the scope of the present document); or

- if CSoperation is not desired, depending on system information that defines whether or not explicit detach shall
be used, either:

- avoid all CSsignalling (in which case the MS may be implicitly IMSI detached after awhile); or

- perform an explicit IMSI detach via the non-GPRS common control channels (if the MS was already IM SI-
attached).
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The Combined GPRS/ IMSI Attach procedureisillustrated in Figure 22.

6.5.3 Combined GPRS / IMSI Attach procedure

The Combined GPRS/ IMSI Attach procedureisillustrated in Figure 22.
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MS || RAN || newSGSN| | oldSGSN || GGSN | [ EIR | | MSCVLR | | HLR || MSCVLR
1. Attach Request >
2. Identification Request
................................. »
2, ldentification Response
3. Identity Request
< y R€éq
3. Identity Response
y p -
4. Authentication
| el >
5. IMEI Check
- >« >
6a. Update Location
|
6b. Cancel Liocation
|
6¢. Cancel Location Ack
>
6d. Insert Subscriber Data
-
6e. Insert Subscriber Data Ack >
6f. Update Location Ack
< p
7a. Location Update Request
> 7b. Update Location
ST N »‘
7c. Cancel Location
............................ >
7d.|Cancel Location Ack
< AAAAAAAAAAAAAAAAAAAAAAAAAAAAA
797,:,,,',@?[? SL bscriber Data
71, Insert Subscriber Datal Ack
29 Update Location Ack
7h. Location Update Accep
-
C1
8. Attach Accept
|
9. Attach Gomplete
10. TMSI Reallocation Complete >
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Figure 22: Combined GPRS / IMSI Attach Procedure
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1) In A/Gb modeFer-GPRS, the M S initiates the attach procedure by the transmission of an Attach Request (IM S
or P-TMSI and old RAI, Classmark, CKSN, Attach Type, DRX Parameters, old P-TMSI Signature) message to
the SGSN. IMSI shall be included if the MS does not have avalid P-TM S| available. If the MS has avalid
P-TMSI, then P-TMSI and the old RAI associated with P-TMSI shall be included. Classmark contains the MS's
GPRS multislot capabilities and supported GPRS ciphering algorithms in addition to the existing classmark
parameters defined in GSM 04.08. Attach Type indicates which type of attach is to be performed, i.e. GPRS
attach only, GPRS Attach while already IMSI attached, or combined GPRS/ IMSI attach. DRX Parameters
indicates whether the M'S uses discontinuous reception or not. If the M S uses discontinuous reception, then DRX
Parameters also indicate when the MSisin anon-sleep mode able to receive paging requests and channel
assignments. If the MS uses P-TMSI for identifying itself and if it has also stored its old P-TMSI Signature, then
the M S shall include the old P-TM SI Signature in the Attach Request message.

6.9.2.1 Routeing Area Update Procedure

A routeing area update takes place when an attached M S detects that it has entered a new RA or when the periodic RA
update timer has expired or when RRC connection is released with cause "Directed Signalling connection re-
establishment” or when the M S has to indicate new access capabilities to the network.

The SGSN detectsthat it isan intra-SGSN routeing area update by noticing that it also handles the old RA. In this case,
the SGSN has the necessary information about the MS and there is no need to inform the GGSNs or the HLR about the
new MSlocation. A periodic RA update is always an intra-SGSN routeing area update. If the network operatesin
mode |, an MSthat isin CS/PS mode of operationbeth-GPRS-attached-and-HMSt-attached shall perform the Combined
RA / LA Update procedures except this CS/PS mode M S is engaged in a CS connection, then it shall perform (non
combined) RA Update procedures.

In lu mode, an RA updateis either an intra-SGSN or inter-SGSN RA update, either combined RA / LA update or only
RA update, either initiated by an MSin PMM-CONNECTED (only valid after a Serving RNS Relocation Procedure,
see clause 6.9.2.2) or in PMM-IDLE state. All the RA update cases are contained in the procedure illustrated in
Figure 36.

NOTE 1: The network may receive an RA update from a UE in PMM-CONNECTED state over anew lu signalling
connection. This could happen when the UE enters PMM-IDLE state on receipt of RRC Connection
Release with cause "Directed Signalling connection re-establishment" and initiates an RA or Combined
RA update procedure (see clause 6.1.2.4.1).
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6.9.2.1 Routeing Area Update Procedure

A routeing area update takes place when an attached M S detects that it has entered a new RA or when the periodic RA

update timer has expired or when RRC connection is released with cause "Directed Signalling connection

re-establishment”, or when the M S has to indicate new access capabilities to the network.

The SGSN detectsthat it is an intraaSGSN routeing area update by noticing that it also handles the old RA. In this case,

the SGSN has the necessary information about the MS and there is no need to inform the GGSNs or the HLR about the

new MSlocation. A periodic RA update is always an intra-SGSN routeing area update. If the network operatesin

mode |, an MSthat is both GPRS-attached and |M Sl -attached shall perform the Combined RA / LA Update procedures.

In lu mode, an RA update is either an intra-SGSN or inter-SGSN RA update, either combined RA / LA update or only

RA update, either initiated by an MSin PMM-CONNECTED (only valid after a Serving RNS Relocation Procedure,

see sub-clause 6.9.2.2) or in PMM-IDLE state. All the RA update cases are contained in the procedureillustrated in

Figure 1.

Note: The network may receive an RA update from a UE in PMM-CONNECTED state over anew lu signalling

connection. This could happen when the UE enters PMM-IDLE state on receipt of RRC Connection
Release with cause "Directed Signalling connection re-establishment™” and initiates an RA or Combined
RA update procedure (see sub-clause 6.1.2.4.1).
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Figure 1: UMTS RA Update Procedure
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1

The RRC connection is established, if not already done. The MS sends a Routeing Area Update Request message
(P-TMSI, old RAI, old P-TMSI Signature, Update Type, follow on request, Classmark, DRX Parameters, MS
Network Capability) to the new SGSN. The MS shall set afollow-on request if there is pending uplink traffic
(signalling or user data). The SGSN may use, as an implementation option, the follow-on request indication to
release or keep the lu connection after the completion of the RA update procedure. Update Type shall indicate:

- RA Update if the RA Updateistriggered by a change of RA;
- Periodic RA Updateif the RA update is triggered by the expiry of the Periodic RA Update timer;

- Combined RA / LA Updateif the MSis aso IMS]-attached and the LA update shall be performed in network
operation mode | (see subclause "Interactions Between SGSN and MSC/VLR"); or

- Combined RA / LA Update with IMSI attach requested if the MS wants to perform an IMSI attach in
network operation mode |.

The SRNC shall add the Routeing Area ldentity including the RAC and LAC of the area where the MSislocated
before forwarding the message to the 3G-SGSN. This RA identity corresponds to the RAI in the MM system
information sent by the SRNC to the MS. Classmark is described in subclause "M S Network Capability”. DRX
Parameters indicates whether or not the M S uses discontinuous reception and the DRX cycle length.

NOTE: Sending the Routeing Area Update Request message to the SGSN triggers the establishment of a

2)

signalling connection between UTRAN and SGSN for the concerned MS.

If the RA updateis an Inter-SGSN Routeing area update and if the MS wasin PMM-IDLE state, the new SGSN
sends an SGSN Context Request message (old P-TM S, old RAI, old P-TMSI Signature) to the old SGSN to get
the MM and PDP contexts for the MS. The old SGSN validates the old P-TMSI Signature and responds with an
appropriate error cause if it does not match the value stored in the old SGSN. This should initiate the security
functionsin the new SGSN. If the security functions authenticate the MS correctly, the new SGSN shall send an
SGSN Context Request (IMSI, old RAI, MS Validated) message to the old SGSN. MS Validated indicates that
the new SGSN has authenticated the MS. If the old P-TM SI Signature was valid or if the new SGSN indicates
that it has authenticated the M S, the old SGSN starts atimer. If the MSis not known in the old SGSN, the old
SGSN responds with an appropriate error cause.

2a) If the MSis PMM-CONNECTED in the old 3G-SGSN or, in case of an intra-SGSN RA update, if the MSis

3

4)

5)

PMM connected and the RAU was received over another u connection than the established one, the old SGSN
shall sends SRNS Context Request (IMSI) message to the old SRNS to retrieve the sequence numbers for the
PDP context for inclusion in the SGSN Context Response message. Upon reception of this message, the SRNS
buffers and stops sending downlink PDUs to the M S and returns an SRNS Context Response (IMSI, GTP-SNDs,
GTP-SNUs, PDCP-SNUs) message. The SRNS shall include for each PDP context the next in-sequence GTP
sequence number to be sent to the MS and the GTP sequence number of the next uplink PDU to be tunnelled to
the GGSN. For each active PDP context which uses lossless PDCP, the SRNS also includes the uplink PDCP
sequence number (PDCP-SNU). PDCP-SNU shall be the next in-sequence PDCP sequence number expected
from the MS (per each active radio bearer). No conversion of PDCP sequence numbers to SNDCP sequence
numbers shall be done in the 3G-SGSN.

The old 3G-SGSN responds with an SGSN Context Response (MM Context, PDP Contexts) message. For each
PDP context the old 3G-SGSN shall include the GTP sequence number for the next uplink GTP PDU to be
tunnelled to the GGSN and the next downlink GTP sequence number for the next PDU to be sent to the M S.
Each PDP Context a so includes PDCP sequence numbers if PDCP sequence numbers are received from the old
SRNS. The new 3G-SGSN shall ignore the MS Network Capability contained in MM Context of SGSN Context
Response only when it has previously received an MS Network Capability in the Routeing Area Request. The
GTP sequence numbers received from the old 3G-SGSN are only relevant if delivery order isrequired for the
PDP context (QoS profile).

Security functions may be executed. These procedures are defined in subclause " Security Function™. If the
security functions do not authenticate the MS correctly, the routeing area update shall be rejected, and the new
SGSN shall send argject indication to the old SGSN. The old SGSN shall continue as if the SGSN Context
Request was never received.

If the RA update is an Inter-SGSN Routeing area update, the new SGSN sends an SGSN Context Acknowledge
message to the old SGSN. The old SGSN marksin its context that the M SC/V LR association and the
information in the GGSNs and the HLR are invalid. Thistriggers the MSC/VLR, the GGSNs, and the HLR to be
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updated if the M S initiates a routeing area update procedure back to the old SGSN before completing the
ongoing routeing area update procedure.

6) If theMSisin PMM-CONNECTED statein the old 3G-SGSN or, in case of an intra-SGSN RA update, if the
MSis PMM connected and the RAU was received over another lu connection than the established one, the old
3G-SGSN sends an SRNS Data Forward Command (RAB 1D, Transport Layer Address, lu Transport
Association) message to the SRNS. Upon receipt of the SRNS Data Forward Command message from the 3G-
SGSN, the SRNS shall start the data-forwarding timer.

7) For each indicated RAB the SRNS starts duplicating and tunnelling the buffered GTP PDUs to the old 3G-
SGSN. For each radio bearer which uses lossless PDCP the SRNS shall start tunnelling the partly transmitted
and the transmitted but not acknowledged PDCP-PDUs together with their related PDCP downlink sequence
number, and start duplicating and tunnelling the buffered GTP PDUs to the old 3G-SGSN. Upon receipt of the
SRNS Data Forward Command message from the 3G ISGSN, the SRNS shall start the data-forwarding timer.

8) If the RA update isan Inter-SGSN RA Update, the old 3G-SGSN tunnels the GTP PDUs to the new 3G-SGSN.
No conversion of PDCP sequence numbers to SNDCP sequence numbers shall be done in the 3G-SGSN.

9) If the RA updateisan Inter-SGSN RA Update and if the MS was not in PMM-CONNECTED state in the new
3G-SGSN, the new SGSN sends Update PDP Context Request (new SGSN Address, QoS Negotiated, Tunnel
Endpoint Identifier,) to the GGSNs. The GGSNs update their PDP context fields and return an Update PDP
Context Response (Tunnel Endpoint Identifier). Note: If the RA update is an Inter-SGSN routeing area update
initiated by an MSin PMM-CONNECTED state in the new 3G-SGSN, the Update PDP Context Request
message is sent as described in subclause " Serving RNS Relocation Procedures'.

10) If the RA update is an Inter-SGSN RA Update, the new SGSN informs the HLR of the change of SGSN by
sending Update Location (SGSN Number, SGSN Address, IMSI) to the HLR.

11)If the RA update is an Inter-SGSN RA Update, the HLR sends Cancel Location (IMSI, Cancellation Type) to the
old SGSN with Cancellation Type set to Update Procedure. If the timer described in step 2 is not running, the old
SGSN removes the MM context. Otherwise, the contexts are removed only when the timer expires. It aso
ensures that the MM context is kept in the old SGSN in case the M S initiates another inter SGSN routeing area
update before completing the ongoing routeing area update to the new SGSN. The old SGSN acknowledges with
Cancel Location Ack (IMSl).

11a) On receipt of Cancel Location, if the MSis PMM-CONNECTED in the old 3G-SGSN, the old 3G-SGSN
sends an lu Release Command message to the old SRNC. When the data-forwarding timer expires, the SRNS
responds with an lu Release Complete message.

12)1f the RA update is an nter-SGSN RA Update, the HL R sends Insert Subscriber Data (IM S, subscription data) to
the new SGSN. The new SGSN validates the MS's presence in the (new) RA. If due to regional subscription
restrictions the MSis not allowed to be attached in the RA, the SGSN rejects the Routeing Area Update Request
with an appropriate cause, and may return an Insert Subscriber Data Ack (IMSI, SGSN Area Restricted) message
tothe HLR. If al checks are successful, the SGSN constructs an MM context for the MS and returns an Insert
Subscriber Data Ack (IMSl) message to the HLR.

13)If the RA update is an Inter-SGSN RA Update, the HLR acknowledges the Update L ocation by sending Update
Location Ack (IMSI) to the new SGSN.

14) If Update Type indicates combined RA / LA update with IM S| attach requested, or if the LA changed with the
routeing area update, the association has to be established, and the new SGSN sends a L ocation Update Request
(new LAI, IMSI, SGSN Number, Location Update Type) to the VLR. Location Update Type shall indicate IMS]
attach if Update Type in step 1 indicated combined RA / LA update with 1S attach requested. Otherwise,
Location Update Type shall indicate normal location update. The VLR number is trandated from the RAI viaa
table in the SGSN. The SGSN starts the location update procedure towards the new MSC/V LR upon receipt of
the first Insert Subscriber Data message from the HLR in step 8). The VLR creates or updates the association
with the SGSN by storing SGSN Number.
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15)If the subscriber datain the VLR is marked as not confirmed by the HLR, the new VLR informsthe HLR. The
HLR cancelsthe old VLR and inserts subscriber datain the new VLR (this signalling is not modified from
existing GSM signalling and isincluded here for illustrative purposes):

a) Thenew VLR sends an Update Location (new VLR) to the HLR.

b) The HLR cancelsthe datain the old VLR by sending Cancel Location (IMSI) to the old VLR.
¢) Theold VLR acknowledges with Cancel Location Ack (IMS]).

d) The HLR sends Insert Subscriber Data (IMSI, GSM subscriber data) to the new VLR.

€) Thenew VLR acknowledges with Insert Subscriber Data Ack (IMSI).

f) The HLR responds with Update Location Ack (IMSI) to the new VLR.

16) The new VLR alocates anew TMSI and responds with Location Update Accept (VLR TMSI) to the SGSN.
VLR TMSI isoptional if the VLR has not changed.

17) The new SGSN validates the MS's presence in the new RA. If due to roaming restrictions the MSis not allowed
to be attached in the RA, or if subscription checking fails, the SGSN rejects the routeing area update with an
appropriate cause. If al checks are successful, the new SGSN establishes MM context for the MS. The new
SGSN responds to the MS with Routeing Area Update Accept (P-TMSI, VLR TMSI, P-TM S| Signature).

18) The MS confirms the reall ocation of the TM SIs by returning a Routeing Area Update Complete message to the
SGSN.

19) The new SGSN sends a TM S| Reallocation Complete message to the new VLR if the MS confirmsthe VLR
TMSI.

NOTE: Steps15, 16, and 19 are performed only if step 14 is performed.

NOTE: Thenew SGSN may initiate RAB establishment after execution of the security functions (step 4), or
wait until completion of the RA update procedure. For the M S, RAB establishment may occur anytime
after the RA update request is sent (step 1).

In the case of arejected routeing area update operation, due to regional subscription or roaming restrictions, the new
SGSN shall not construct an MM context. A reject shall be returned to the MS with an appropriate cause. The MS shall
not re-attempt a routeing area update to that RA. The RAI value shall be deleted when the MSis powered up.
If the new SGSN is unable to update the PDP context in one or more GGSNSs, the new SGSN shall deactivate the
corresponding PDP contexts as described in subclause "PDP Context Deactivation Initiated by SGSN Procedure”. This
shall not cause the SGSN to reject the routeing area update.
If the new SGSN is unable to support the same number of active PDP contexts as received from old SGSN, the new
SGSN shall first update all contextsin one or more GGSNs and then deactivate the context(s) that it cannot maintain as
described in subclause "PDP Context Deactivation Initiated by SGSN Procedure". This shall not cause the SGSN to
reject the routeing area update.

NOTE: Incase MSwasin PMM-CONNECTED state the PDP Contexts are sent already in the Forward

Relocation Request message as described in subclause “ Serving RNS relocation procedures”.

If the routeing area update procedure fails a maximum allowable number of times, or if the SGSN returns a Routeing
Area Update Reject (Cause) message, the M S shall enter PMM-DETACHED state.
If the Location Update Accept message indicates a reject, this should be indicated to the MS, and the MS shall not
access hon-PS services until a successful location update is performed.
CAMEL procedure calls shall be performed; see referenced proceduresin 3G TS 23.078:

Cl) CAMEL_GPRS PDP_Context_Disconnection and CAMEL_GPRS Detach.

They are called in the following order:

- The CAMEL_GPRS PDP_Context_Disconnection procedure is called several times: once per PDP context. The
procedure returns as result " Continue”.

- Thenthe CAMEL_GPRS Detach procedureis called once. The procedure returns as result " Continue".
C2) CAMEL_GPRS Routeing Area Update Session.

The procedure returns as result " Continue”.
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C3) CAMEL_GPRS Routeing_Area Update Context.

This procedure is called several times: once per PDP context. It returns as result " Continue”.

6.13.2.2 GSM to UMTS Inter-SGSN Change

The inter-system change from GSM to UMT S takes place when a GPRS-attached M'S changes from GSM radio access
to UTRAN and the UTRAN node serving the MS is served by a different SGSN. In this case the RA changes.
Therefore, the MS shall initiate a UMTS RA update procedure by establishing an RRC connection and initiating the RA
update procedure. The RA update procedure is either combined RA / LA update or only RA update, these RA update
cases areillustrated in Figure 2.

If the network operatesin mode |, then an MS, that is both PS-attached and CS-attached, shall perform the Combined
RA / LA Update procedures. This concerns only idle mode (see 3G TS 23.122), as no combined RA / LA updates are
performed during a CS connection.
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Figure 2: GSM to UMTS Inter SGSN Change

1) TheMSor BSS or UTRAN decides to perform an inter-system change, which makes the M S switch to a new
cell that supports UMTS radio technology, and stops transmission to the network.
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2) The MS sends a Routeing Area Update Request (P-TMSI, old RAI, old P-TMSI Signature, Update Type, CM,
MS Network Capability) message to the new 3G-SGSN. Update Type shall indicate RA update or combined
RA / LA update, or, if the MS wantsto perform an IMS| attach, combined RA / LA update with IMS| attach
requested, and also if the MS has afollow-on request, i.e. if there is pending uplink traffic (signalling or data).
The SGSN may use, as an implementation option, the follow-on request indication to release or keep the lu
connection after the completion of the RA update procedure. The SRNC shall add the Routeing Area | dentity
including the RAC and LAC of the area where the MS is located before forwarding the message to the
3G-SGSN. This RA identity corresponds to the RAI in the MM system information sent by the SRNC to the MS.

3) The new 3G-SGSN uses the old RAI received from the MSto derive the old 2G-SGSN address, and sends an
SGSN Context Request (old RAI, old P-TMSI, New SGSN Address) message to the old 2G-SGSN to get the
MM and PDP contexts for the MS. The old 2G-SGSN validates the old P-TMSI Signature and responds with an
appropriate error cause if it does not match the value stored in the old 2G-SGSN. If the received old P-TM S
Signature does not match the stored value, the old 2G-SGSN should initiate the security functions in the new 3G-
SGSN. If the security functions authenticate the M S correctly, the new 3G-SGSN shall send an SGSN Context
Request (old RAI, IMSI, MS Validated, New SGSN Address) message to the old 2G-SGSN. MS Validated
indicates that the new 3G-SGSN has authenticated the MS. If the old P-TMSI Signature was valid or if the new
3G-SGSN indicates that it has authenticated the M S correctly, the old 2G-SGSN starts a timer and stops the
transmission of N-PDUsto the MS.

4) The old 2G-SGSN responds with an SGSN Context Response (MM Context, PDP Contexts) message. Each PDP
Context includes the GTP sequence number for the next downlink N-PDU to be sent to the MS and the GTP
sequence number for the next uplink N-PDU to be tunnelled to the GGSN. Each PDP Context also includes the
SNDCP Send N-PDU Number for the next downlink N-PDU to be sent in acknowledged mode SNDCP to the
MS and the SNDCP Receive N-PDU Number for the next uplink N-PDU to be received in acknowledged mode
SNDCP from the MS. The new 3G-SGSN derives the corresponding PDCP sequence numbers from these
N-PDU sequence numbers by adding eight most significant bits"1". These PDCP sequence numbers are stored
in the 3G-SGSN PDP contexts. The new 3G-SGSN shall ignore the MS Network Capability contained in MM
Context of SGSN Context Response only when it has previously received an MS Network Capability in the
Routeing Area Request.

5) Security functions may be executed.

6) The new 3G-SGSN sends an SGSN Context Acknowledge message to the old 2G-SGSN. Thisinforms the old
2G-SGSN that the new 3G-SGSN is ready to receive data packets belonging to the activated PDP contexts. The
old SGSN marksin its context that the M SC/V LR association and the information in the GGSNs and the HLR
areinvalid. Thistriggersthe MSC/VLR, the GGSNs, and the HLR to be updated if the M Siinitiates a routeing
area update procedure back to the old SGSN before compl eting the ongoing routeing area update procedure.

7) Theold 2G-SGSN duplicates the buffered N-PDUs and starts tunnelling them to the new 3G-SGSN. Additional
N-PDUs received from the GGSN before the timer described in step 3 expires are al'so duplicated and tunnelled
to the new 3G-SGSN. N-PDUs that were already sent to the MS in acknowledged mode SNDCP and that are
not yet acknowledged by the M S are tunnelled together with the corresponding SNDCP N-PDU sequence
numbers. No PDCP sequence humbers shall be indicated for these N-PDUs. No N-PDUs shall be forwarded to
the new 3G-SGSN after expiry of the timer described in step 3.

, ) bl : | | |
UE

8) The new 3G-SGSN sends an Update PDP Context Request (new SGSN Address, TEID, QoS Negotiated)
message to each GGSN concerned. Each GGSN updates its PDP context fields and returns an Update PDP
Context Response (TEID) message.

9) The new 3G-SGSN informs the HLR of the change of SGSN by sending an Update GPRS Location (SGSN
Number, SGSN Address, IMS|) message to the HLR.

10) The HLR sends a Cancel Location (IMSI, Cancellation Type) message to the old 2G-SGSN. The old 2G-SGSN
removes the MM and PDP contextsiif the timer described in step 3 is not running. If the timer is running, the
MM and PDP contexts are removed when the timer expires. The old 2G-SGSN acknowledges with a Cancel
Location Ack (IMSI) message.
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11) The HLR sends an Insert Subscriber Data (IMSI, GPRS Subscription Data) message to the new 3G-SGSN. The
3G-SGSN constructs an MM context for the MS and returns an Insert Subscriber Data Ack (IMSI) message to
the HLR.

12) The HLR acknowledges the Update GPRS L ocation by returning an Update GPRS Location Ack (IMSI)
message to the new 3G-SGSN.

13)If the association has to be established, if Update Type indicates combined RA / LA update with IMSI attach
requested, or if the LA changed with the routeing area update, the new SGSN sends a L ocation Update Request
(new LAI, IMSI, SGSN Number, Location Update Type) to the VLR. Location Update Type shall indicate IMSI
attach if Update Type in step 1 indicated combined RA / LA update with IMSI attach requested. Otherwise,
Location Update Type shall indicate normal location update. The VLR number istranslated from the RAI by the
3G-SGSN. The 3G-SGSN starts the location update procedure towards the new M SC/V LR upon receipt of the
first Insert Subscriber Data message from the HLR in step 12). The VLR creates or updates the association with
the 3G-SGSN by storing SGSN Number.

14) If the subscriber datain the VLR is marked as not confirmed by the HLR, the new VLR informsthe HLR. The
HLR cancelsthe old VLR and inserts subscriber datain the new VLR (this signalling is not modified from
existing GSM signalling and isincluded here for illustrative purposes):

a) Thenew VLR sends an Update Location (new VLR) to the HLR.

b) The HLR cancelsthe datain the old VLR by sending Cancel Location (IMSI) to the old VLR.
¢) Theold VLR acknowledges with Cancel Location Ack (IMSI).

d) TheHLR sendsInsert Subscriber Data (IMSI, GSM subscriber data) to the new VLR.

€) The new VLR acknowledges with Insert Subscriber Data Ack (IMSI).

f) The HLR responds with Update Location Ack (IMSI) to the new VLR.

15)The new VLR alocates a new TMSI and responds with Location Update Accept (VLR TMSI) to the 3G-SGSN.
VLR TMSI isoptional if the VLR has not changed.

16) The new 3G-SGSN validate the MS's presence in the new RA. If due to roaming restrictionsthe MSis not
alowed to be attached in the RA, or if subscription checking fails, the new 3G-SGSN rejects the routeing area
update with an appropriate cause. If al checks are successful, the new 3G-SGSN constructs MM and PDP
contexts for the MS. The new 3G-SGSN responds to the MS with a Routeing Area Update Accept (P-TMSI,
P-TMSI signature) message.

17) The M S acknowledges the new P-TM SI by returning a Routeing Area Update Compl ete message to the SGSN.

18) The new 3G-SGSN sends TM S| Reallocation Complete message to the new VLR, if the MS confirmsthe VLR
TMSI.

19)If the MS has uplink data or signalling pending it shall send a Service Request (P-TMSI, RAI, CKSN, Service
Type) message to the SGSN. Service Type specifies the requested service. Service Type shall indicate one of the
following: Data or Signalling.

20)If the M S sent the Service Request, the new 3G-SGSN requests the SRNS to establish aradio access bearer by
sending a RAB Assignment Request (RAB ID(s), QoS Profile(s), GTP-SNDs, GTP-SNUs, PDCP-SNUSs)
message to the SRNS. The PDCP sequence numbers are derived from the N-PDU sequence numbersin step 4
and are stored in the SGSN PDP context. The SRNS sends a Radio Bearer Setup Request (PDCP-SNUs)
message to the MS. The M S responds with a Radio Bearer Setup Complete (PDCP-SNDs) message. The MS
deducts PDCP-SND from its Receive N-PDU Number by adding eight most significant bits"1". The SRNS
responds with a RAB Assignment Response message. The SRNS shall discard al N-PDUs tunnelled from the
SGSN with N-PDU sequence numbers older than the eight least significant bits of the PDCP-SNDs received
from the MS. Other N-PDUs shall be transmitted to the MS. The MS shall discard all N-PDUs with SNDCP
sequence numbers older than the eight least significant bits of the PDCP-SNUSs received from the SRNS. Other
N-PDUs shall be transmitted to the SRNS. The SRNS negotiates with the M S for each radio bearer the use of
lossless PDCP or not regardless whether the old 2G-SGSN used acknowledged or unacknowledged SNDCP for
the related NSAPI or not.

NOTE: TheNSAPI valueiscarriedinthe RAB ID IE.

3GPP



Error! Style not defined. 11 Error! Style not defined.

NOTE: Thenew SGSN may initiate RAB establishment after execution of the security functions (step 5), or
wait until completion of the RA update procedure. For the M S, RAB establishment may occur anytime
after the RA update request is sent (step 2).

If the new SGSN is unable to update the PDP context in one or more GGSNSs, the new SGSN shall deactivate the
corresponding PDP contexts as described in subclause "PDP Context Deactivation Initiated by SGSN Procedure”. This
shall not cause the SGSN to reject the routeing area update.
If the new SGSN is unable to support the same number of active PDP contexts as received from old SGSN, the new
SGSN shall first update all contextsin one or more GGSNs and then deactivate the context(s) that it cannot maintain as
described in subclause "PDP Context Deactivation Initiated by SGSN Procedure". This shall not cause the SGSN to
reject the routeing area update.
CAMEL procedure calls shall be performed, see referenced procedurein 3G TS 23.078:

Cl) CAMEL_GPRS PDP_Context_Disconnection and CAMEL_GPRS Detach

These procedures are called in the following order:
- The CAMEL_GPRS_PDP_Context_Disconnection procedure is called several times: once per PDP context. The
procedure returns as result " Continue'”.

- Thenthe CAMEL_GPRS Detach procedure is called once. It returns as result " Continue".
C2) CAMEL_GPRS Routeing_Area Update Session.

The procedure returns as result " Continue".
C3) CAMEL_GPRS Routeing_Area Update_Context.

This procedure is called several times: once per PDP context. It returns as result " Continue”.
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4.1 Main GSM Concepts

For GPRS, specific GSM radio channels are defined, and the allocation of these channelsisflexible: from 1 to 8 radio
interface timedlots can be allocated per TDMA frame. The active users share timeslots, which are allocated separately
for uplink and downlink. The radio interface resources can be shared dynamically between speech and data servicesas a
function of service load and operator preference. Various radio channel coding schemes are specified to allow bit rates
from 9 to more than 150 kbit/s per user. EGPRS is an enhancement of GSM allowing higher bit rates on the radio
interface. The higher bit rates are achieved by using a new modulation and new coding schemes in the MS and the BSS.

Three GSM M S modes of operation are supported. An MSin class-A mode of operation operates GPRS and other GSM
services simultaneously. An MSin class-B mode of operation monitors control channels for GSM GPRS and other
GSM services simultaneously, but can only operate one set of services at one time. An MSin class-C mode of operation
exclusively operates GPRS services.

User data can be compressed and protected with retransmission protocols for efficiency and reliability.

usesaci phen ng algorlthm opt| mmd for packet datatransmlsson A GPRS M E can access the GPRS services W|th
SIMsthat are not GPRS-aware, and with GPRS-aware SIMs.

An MS may autonomously select acell, or the base station system may instruct the MS to select a certain cell. The MS
informs the network when it re-selects another cell or group of cells known as arouteing area.

4.2 Main UMTS Concepts

In lu mode, radio resources are allocated to MSsin avery flexible manner. Depending on the level of activity, MSs are
alocated shared contention-based radio resources or dedicated radio resources for user packet transmission.

Three UMTS MS modes of operation are supported in lu mode: The PS/CS mode of operation corresponds to class-A
mode of operation in A/Gb mode. The PS mode of operation corresponds to class-C mode of operation in A/Gb mode.
The CS mode of operation is the outside the scope of this specification.

Uhdsecaurb o onctiopcie s canpenlentto-oroi-higheonctopc b rthoptheodsine - Seb-coonrb - UMTS may use
a security algorithm different from GSM. The 3G-SGSN performs the authentication procedure, and the RNC performs
the ciphering procedure based on the agorithm for UMTS.

In lu mode, different levels of mobility procedures are executed depending upon the M S state. When an MS has an
active RRC connection to UTRAN, the MS performs either UTRAN Registration Area updating procedures or
handover or cell update procedures depending on the level that UTRAN istracking the M S position. When an MS does
not have an active RRC connection (i.e., it isin idle mode), the MS performs RA updating procedures. In al the
procedures, the network controls the cell selection by setting cell selection parameters and/or restriction information.

6.8 Security Function

The Security function:

- Guards against unauthorised packet-domain service usage (authentication of the MS by the network and service
request validation).

- Provides user identity confidentiality (temporary identification and ciphering).
- Provides user data and signalling confidentiality (ciphering).

- Provides, for UM TS radio access only, dataintegrity and origin authentication of signalling data (integrity
protection).
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- Provides, byfer UMTS authenticationsubseriber (USIM) only, authentication of the network by the M S.
Security-related network functions are described in GSM 03.20 and in 3G TS 33.102.

6.8.1 Authentication

The Authentication function includes two types of authentication: "UMTS authentication” and "GSM authentication”.
These procedures are used independent of the GSM or UTRAN RANS, i.e. each procedure may be executed in A/Gb
mode or in lu mode. UMTS authentication requires aUSIM for the MS and Authentication Quintets in the SGSN. GSM
authentication bases on a SIM for the MS and Authentication Tripletsin the SGSN or it bases on a GSM capable USIM
for the M S and parameters derived from Authentication Quintetsin the SGSN.

"UMTS authentication” implies mutual authentication, i.e., authentication of the M S by the network and authentication
of the network by the MS. It also implies establishment of a new UMTS ciphering key (CK) and integrity key (1K)
agreement between the SGSN and the MS.

"GSM authentication™” implies authentication of the M S by the network and establishment of anew GSM ciphering key
(Kc) agreement between the SGSN and the MS.

6.8.1.1 GSM Authentication-ef-GSM-Subseriber

exeeutedirem%heSGSI&LThe GSMPRS Authentl catl on procedure performs subscrl ber authentl catlon or sel ectl on of
the ciphering algorithm, or both. -andln A/Gb mode it performsin addition the synchronisation of the start of ciphering;
or-beth. Authentication triplets are stored in the SGSN. The MSC/V LR shall not authenticate the MS viathe SGSN
upon IMS] attach, nor location update, but may authenticate the MS during CS connection establishment. Security-
related network functions are described in GSM 03.20 [6].

The GSM Authentication-ef-GSM-Subseriber procedureisillustrated in Figure 27.

MS | [BSSUTRAN| [ SGSN || HLR

1. Send Authertication Info

1. Send Authen‘tication Info Ack
% Authentication and Ciphering Request

2. Authentication and Cipherin»g Response

Figure 27: GSM Authentication-ef-GSM-Subseriber Procedure

1) If the SGSN does not have a previously stored authentication vectortriplets, a Send Authentication Info (IMSI)
message is sent to the HLR. The HLR responds with a Send Authentication Info Ack (Authentication Triplets or

Quintets) message.-Each-Authentication Tripletincludes RAND,-SRES and Ke.

2) The SGSN sends an Authentication and Ciphering Request (RAND, CKSN, Ciphering Algorithm) message to
the MS. The M S responds with an Authentication and Ciphering Response (SRES) message.

In A/Gb mode, the M S starts ciphering after sending the Authentication and Ciphering Response message as described
in subclause " Start of Ciphering"”.

In lu mode, the 3G-SGSN and the MS shall generatethe UMTS CK and IK from the GSM Kc using the standardised
conversion functions specified for this purposein 3G TS 33.102.

In lu mode, the start of ciphering is controlled by the security mode procedure described in 3G TS 33.102.

If the SGSN cannot determine the HLR address to establish the Send Authentication Info dialogue, the GSM
Authentication-ef GSM-Subseriber Procedure fails.
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6.8.1.2 UMTS Authentication-efUMTS-Subseriber

The UMTS authentication procedureis described in 3G TS 33.102. The UMTS authentication procedure executed from
the SGSN performs both the mutual authentication and security keys agreement. Authentication quintuplets are stored
in the SGSN. The MSC/VLR shall not authenticate the MS viathe SGSN upon IM S| attach nor upon location update,
but may authenticate the MS during CS connection establishment.

The UMTS Authentication-ef UMTS-Subseriberprocedure (USHW) isillustrated in Figure 28.

MS | [BssUTRAN| [ sGSN || HLR/AUC |

| 1. Send Auttigtication Info

1 Send Authentication Info Ack
% Authentication and Ciphering Regquest

3. Authentication and Cipherin»g Response

Figure 28: UMTS Authentication-efUMFS-Subseriber Procedure

1) If the SGSN does not have a previoudly stored UMTS Authentication Vectors (quintuplets), a Send
Authentication Info (IMSI) message is sent to the HLR. Upon receipt of this message for-a-UMTFS-user, the
HLR/AuC responds with a Send Authentication Info Ack message including an ordered array of quintuplets to
the SGSN. Each quintuplet contains RAND, XRES, AUTN, CK, and IK. The generation of quintupletsin
HLR/AUC for aUMTS user is performed as specified in 3G TS 33.102.

2) At authentication of a UMTS subscriber, the SGSN selects the next in-order quintuplet and transmits the RAND
and AUTN, that belong to this quintuplet, to the MS in the Authentication and Ciphering Request (RAND,
AUTN, KSICKSN) message. The SGSN also selects a Key Set |dentifier(-K Sl)eiphering-key-segquence-number;
CKSN, and includes this in the message.

3) At reception of this message, the USIM in the MS verifies AUTN and, if accepted, the USIM computes the
signature of RAND, RES, in accordance with 3G TS 33.102. If the USIM considers the authentication as being
successful, the MS returns an Authentication and Ciphering Response (RES) message to the SGSN. During
generation of authentication vectors, the USIM in the MS alsop computes a new Ciphering Key(;-CK), and a new
Integrity Key(; IK). These keys are stored together with the KSICKSN until KSICKSN is updated at the next
authentication.

If the USIM considers the authentication being unsuccessful, e.g., in case of an authentication synchronisation
failure, the M S returns the Authentication and Ciphering Failure message to the SGSN. The actions then taken
are described in 3G TS 33.102.

In A/Gb mode, the SGSN and the M S shall generate the Kc from the UMTS CK and IK using the standardised
conversion function specified for this purpose in 3G TS 33.102.

In A/Gb mode, the M S starts ciphering after sending the Authentication and Ciphering Response message as described
in clause "Start of Ciphering".

In lu mode, the start of ciphering is controlled by the security mode procedure described in 3GPP TS 33.102.

If the SGSN cannot determine the HLR address to establish the Send Authentication Info dialogue, the UMTS
Authentication-ef UMTS-Subseriber Procedure fails.

6.8.3.1 Scope of Ciphering

In A/Gb mode, the scope of ciphering is from the ciphering function in the SGSN to the ciphering function in the MS.
Ciphering isdonein the LLC layer, and from the perspective of the existing GSM MS-BTSradio path, an LLC PDU is
transmitted as plain text.

In lu mode, the scope of ciphering is from the ciphering function in the UTRAN to the ciphering function in the MS.
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MS BSS/UTRAN SGSN

P Scope of GSM GPRS ciphering

> Scope of UMTS ciphering
MS BSS/UTRAN SGSN
¢ P Scope of GPRS ciphering
> Scope of UMTS ciphering

Figure 30: Scope of Ciphering

13.2 SGSN

SGSN maintains MM context and PDP context information for MSsin the STANDBY, READY, PMM-IDLE, and
PMM-CONNECTED states. Table 6 shows the context fields for one MS.

During the Intersystem Change, when new Authentication and Key Agreement is not performed, the KSI in the new
3G-SGSN shall be assigned the value of the CKSN, which has been sent by the MS. Similarly, in the new 2G-SGSN,
when AKA des not take place, the CKSN shall be assigned the value of the KSI, which has been sent by the MS.

Note: 2G-SGSN and 3G-SGSN refer to-R99 SGSNs with either GSM or UM TS access.
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Table 6: SGSN MM and PDP Contexts

Field Description A/Gb lu
modeG  modeY
SM MTS
IMSI IMSI is the main reference key. X X
MM State Mobility management state, IDLE, STANDBY, READY, X X
PMM-DETACHED, PMM-IDLE, or PMM-CONNECTED.
P-TMSI Packet Temporary Mobile Subscriber Identity. X X
P-TMSI Signature A signature used for identification checking purposes. X X
IMEI International Mobile Equipment Identity X X
MSISDN The basic MSISDN of the MS. X X
Routeing Area Current routeing area. X X
Cell Identity Current cell in READY state, last known cell in STANDBY or IDLE X
state.
Cell Identity Age Time elapsed since the last LLC PDU was received from the MS X

Service Area Code

Service Area Code Age
VLR Number
New SGSN Address

Authentication Vectors

Kc

CKSN

Ciphering algorithm

CK

IK

KSI

MS Radio Access Capability
MS Network Capability

DRX Parameters

MNRG

NGAF

PPF

Subscribed Charging
Characteristics
Trace Reference
Trace Type
Trigger Id

OMC ldentity

SMS Parameters
Recovery

Radio Priority SMS
GPRS-CSI

at the SGSN.

Last known SAC when initial UE message was received or
Location Reporting procedure was executed.

Time elapsed since the last SAC was received at the 3G-SGSN.
The VLR number of the MSC/VLR currently serving this MS.
The IP address of the new SGSN where buffered and not sent
N-PDUs should be forwarded to.

Authentication and ciphering parameters (authentication triplets or
quintets)for UMTS.

Currently used A/Gb mode ciphering key.

Ciphering key sequence number of Kc.

Selected ciphering algorithm-(GEA).

Currently used lu mode ciphering key.

Currently used lu mode integrity key.

Key Set Identifier.

MS radio access capabilities.

MS network capabilities.

Discontinuous reception parameters.

Indicates whether activity from the MS shall be reported to the
HLR.

Indicates whether activity from the MS shall be reported to the
MSC/VLR.

Indicates whether paging for PS and CS services can be initiated.
The charging characteristics for the MS, e.g., normal, prepaid, flat-
rate, and/or hot billing subscription.

Identifies a record or a collection of records for a particular trace.
Indicates the type of trace.

Identifies the entity that initiated the trace.

Identifies the OMC that shall receive the trace record(s).
SMS-related parameters, e.g., operator-determined barring.
Indicates if HLR or VLR is performing database recovery.

The RLC/MAC radio priority level for uplink SMS transmission.
Optional GPRS CAMEL subscription information, see 3G TS
23.016

Each MM context contains zero or more of the following PDP contexts:

PDP Context Identifier
PDP State

PDP Type

PDP Address

APN Subscribed

APN in Use

NSAPI

TI

TEID for Gn/Gp

TEID for lu

GGSN Address in Use
VPLMN Address Allowed

QoS Profile Subscribed
QoS Profile Requested
QoS Profile Negotiated
Radio Priority

Index of the PDP context.

Packet data protocol state, INACTIVE or ACTIVE.

PDP type, e.g., PPP or IP.

PDP address, e.g., an IP address.

The APN received from the HLR.

The APN currently used.

Network layer Service Access Point Identifier.

Transaction Identifier.

Tunnel Endpoint Identifier for the Gn and Gp interfaces.

Tunnel Endpoint Identifier for the Iu interface.

The IP address of the GGSN currently used.

Specifies whether the MS is allowed to use the APN in the domain
of the HPLMN only, or additionally the APN in the domain of the
VPLMN.

The quality of service profile subscribed.

The quality of service profile requested.

The quality of service profile negotiated.

The RLC/MAC radio priority level for uplink user data

XXXX XX XX xx x xxxxEEExxx xx xx

XX XXXXXXXXX

X X X X

X XXXXXX XX X XXX ><><><><L'\3L)I\ZJ XK XXX X

XXXXXXXXXXXX

X X X

3GPP



| Error! No teEmbspecitied sfyspéatifiedushdeatirdioieuhi

Field Description A/Gb lu
modeG  modeY
SM MTS

transmission.

Packet Flow Id Packet flow identifier. X

Aggregate BSS QoS Profile  The aggregate BSS quality of service profile negotiated for the X

Negotiated packet flow that this PDP context belongs to.

Send N-PDU Number SNDCP sequence number of the next downlink N-PDU to be sent X
to the MS.

Receive N-PDU Number SNDCP sequence number of the next uplink N-PDU expected X
from the MS.

GTP-SND GTP-U sequence number of the next downlink N-PDU to be sent X X
to the MS.

GTP-SNU GTP-U sequence number of the next uplink N-PDU to be sent to X X
the GGSN.

PDCP-SND Sequence number of the next downlink in-sequence PDCP-PDU X
to be sent to the MS.

PDCP-SNU Sequence number of the next uplink in-sequence PDCP-PDU X
expected from the MS.

Charging Id Charging identifier, identifies charging records generated by X X
SGSN and GGSN.

PDP Context Charging The charging characteristics of this PDP context, e.g., normal, X X

Characteristics prepaid, flat-rate, and/or hot billing.

RNC Address in Use The IP address of the RNC currently used. X

The information marked with a"1)" in table 6 may be maintained if authentication is performed by the UMTS
authentication procedure.

The information marked with a"2)" in table 6 may be maintained if authentication is performed by the GSM
authentication procedure.
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13.4 MS

Each packet domain MS maintains MM and PDP context information in IDLE, STANDBY, READY,
PMM-DETACHED, PMM-IDLE, and PMM-CONNECTED states. The information may be contained in the MS and
the TE. Table 8 showsthe MS context fields.

Table 8: MS MM and PDP Contexts

Field SIM Description A/Gb u
modeS | modeY
SM MTS

IMSI G, U | International Mobile Subscriber Identity. X X

MM State Mobility management state, IDLE, STANDBY, READY, X X
PMM-DETACHED, PMM-IDLE, or PMM-CONNECTED.

P-TMSI G, Packet Temporary Mobile Subscriber Identity. X X

P-TMSI Signature G, A signature used for identification checking purposes. X X

Routeing Area G, Current routeing area. X X

Cell Identity Current cell. X

Kc G Current A/Gb modeGPRS ciphering key. X 2)

KSI / CKSN-/KS! G, U | Key Set Identifier for IK Next, CK Next; /and_key sequence X X
number of Kc.

Ciphering algorithm Selected ciphering algorithm. X X

CK Currently used lu mode ciphering key. 1) X

CK Next U lu modeUMTS ciphering key to be used after the next security 1) X
mode command.

IK Currently used_lu mode integrity key. 1) X

IK Next U Integrity key to be used after the next security mode command. 1) X

MS Radio Access MS radio access capabilities. X X

Capability

UE Capability UE radio capabilities. X

MS Network MS network capabilities. X X

Capability

DRX Parameters Discontinuous reception parameters. X X

Radio Priority SMS The RLC/MAC radio priority level for uplink SMS transmission. X

Each MM context contains zero or more of the following PDP contexts:

PDP Type PDP type, e.g., PPP or IP. X X

PDP Address PDP address, e.g., an IP address. X X

PDP State Packet data protocol state, INACTIVE or ACTIVE. X X

Dynamic Address Allowed Specifies whether the MS is allowed to use a dynamic address. X X

APN Requested The APN requested. X X

NSAPI Network layer Service Access Point Identifier. X X

TI Transaction Identifier. X X

QoS Profile Requested The quality of service profile requested. X X

QoS Profile Negotiated The quality of service profile negotiated. X X

TFT Traffic flow template. X X

Radio Priority The RLC/MAC radio priority level for uplink user data X
transmission.

Packet Flow Id Packet flow identifier. X

Send N-PDU Number SNDCP sequence number of the next uplink N-PDU to be sent to X X
the SGSN.

Receive N-PDU Number SNDCP sequence number of the next downlink N-PDU expected X X
from the SGSN.

PDCP-SND Sequence number of the next downlink in-sequence PDCP-PDU X
expected from the RNC.

PDCP-SNU Sequence number of the next uplink in-sequence PDCP-PDU to X

be sent to the RNC.

The information marked with a"1)" in table 8 may be maintained if authentication is performed by the UMTS

authentication procedure.

The information marked with a"?2)" in table 8 may be maintained if authentication is performed by the GSM

authentication procedure.

The information marked with a"U" in table 8 shall be stored in the USIM.
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The information marked with a"G" in table 8:
- shall be stored in the GSIM if the connected SIM is GPRS-aware; and
- may be stored in the ME after GPRS detach if the connected GSIM is not GPRS-aware.

If the GSIM is packet domain service-aware, then the IMSI, P-TMSI, P-TMSI Signature, Routeing Area, Kc, and
CKSN stored in the GSIM shall be used for packet domain services.

If the GSIM is not packet domain service-aware, the P-TMSI, P-TM S| Signature, Routeing Area, Kc, and CKSN stored
inthe ME shall be used if and only if the IMSI stored in the GSIM isidentical to the IMSI image maintained in the ME.
If the IMSI stored in the GSIM is different from the IMSI image in the ME, the IMSI image in the ME shall not be
used, and the M S shall identify itself with the IMSI stored in the SIM when performing a GPRS attach. IMSI, P-TMSI,
P-TMSI Signature, Routeing Area, Kc, and CKSN may be stored in the ME &fter the GPRS attach has been successfully
performed.

When using aUSIM, the IMSI, P-TMSI, P-TMSI Signature, Routeing Area, Kc, CK Next, IK Next, and CKSN / KSI
stored in the USIM, and the CK and IK stored in the ME, shall be used for packet domain services.
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4.1 Main GSM Concepts

For GPRS, specific GSM radio channels are defined, and the allocation of these channelsisflexible: from 1 to 8 radio
interface timedlots can be allocated per TDMA frame. The active users share timeslots, which are allocated separately
for uplink and downlink. The radio interface resources can be shared dynamically between speech and data servicesas a
function of service load and operator preference. Various radio channel coding schemes are specified to allow bit rates
from 9 to more than 150 kbit/s per user. EGPRS is an enhancement of GSM allowing higher bit rates on the radio
interface. The higher bit rates are achieved by using a new modulation and new coding schemes in the MS and the BSS.

Three GSM M S modes of operation are supported. An MSin class-A mode of operation operates GPRS and other GSM
services simultaneously. An MSin class-B mode of operation monitors control channels for GSM GPRS and other
GSM services simultaneously, but can only operate one set of services at one time. An MSin class-C mode of operation
exclusively operates GPRS services.

User data can be compressed and protected with retransmission protocols for efficiency and reliability.

usesaci phen ng algorlthm opt| mmd for packet datatransmlsson A GPRS M E can access the GPRS services W|th
SIMsthat are not GPRS-aware, and with GPRS-aware SIMs.

An MS may autonomously select acell, or the base station system may instruct the MS to select a certain cell. The MS
informs the network when it re-selects another cell or group of cells known as arouteing area.

4.2 Main UMTS Concepts

In lu mode, radio resources are allocated to MSsin avery flexible manner. Depending on the level of activity, MSs are
alocated shared contention-based radio resources or dedicated radio resources for user packet transmission.

Three UMTS MS modes of operation are supported in lu mode: The PS/CS mode of operation corresponds to class-A
mode of operation in A/Gb mode. The PS mode of operation corresponds to class-C mode of operation in A/Gb mode.
The CS mode of operation is the outside the scope of this specification.

Uhdsecaurb o onctiopcie s canpenlentto-oroi-higheonctopc b rthoptheodsine - Seb-coonrb - UMTS may use
a security algorithm different from GSM. The 3G-SGSN performs the authentication procedure, and the RNC performs
the ciphering procedure based on the agorithm for UMTS.

In lu mode, different levels of mobility procedures are executed depending upon the M S state. When an MS has an
active RRC connection to UTRAN, the MS performs either UTRAN Registration Area updating procedures or
handover or cell update procedures depending on the level that UTRAN istracking the M S position. When an MS does
not have an active RRC connection (i.e., it isin idle mode), the MS performs RA updating procedures. In al the
procedures, the network controls the cell selection by setting cell selection parameters and/or restriction information.

6.8 Security Function

The Security function:

- Guards against unauthorised packet-domain service usage (authentication of the MS by the network and service
request validation).

- Provides user identity confidentiality (temporary identification and ciphering).
- Provides user data and signalling confidentiality (ciphering).

- Provides, for UM TS radio access only, dataintegrity and origin authentication of signalling data (integrity
protection).
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- Provides, byfer UMTS authenticationsubseriber (USIM) only, authentication of the network by the M S.
Security-related network functions are described in GSM 03.20 and in 3G TS 33.102.

6.8.1 Authentication

The Authentication function includes two types of authentication: "UMTS authentication” and "GSM authentication”.
These procedures are used independent of the GSM or UTRAN RANS, i.e. each procedure may be executed in A/Gb
mode or in lu mode. UMTS authentication requires aUSIM for the MS and Authentication Quintets in the SGSN. GSM
authentication bases on a SIM for the MS and Authentication Tripletsin the SGSN or it bases on a GSM capable USIM
for the M S and parameters derived from Authentication Quintetsin the SGSN.

"UMTS authentication” implies mutual authentication, i.e., authentication of the M S by the network and authentication
of the network by the MS. It also implies establishment of a new UMTS ciphering key (CK) and integrity key (1K)
agreement between the SGSN and the MS.

"GSM authentication™” implies authentication of the M S by the network and establishment of anew GSM ciphering key
(Kc) agreement between the SGSN and the MS.

6.8.1.1 GSM Authentication-ef-GSM-Subseriber

exeeutedirem%heSGSI&LThe GSMPRS Authentl catl on procedure performs subscrl ber authentl catlon or sel ectl on of
the ciphering algorithm, or both. -andln A/Gb mode it performsin addition the synchronisation of the start of ciphering;
or-beth. Authentication triplets are stored in the SGSN. The MSC/V LR shall not authenticate the MS viathe SGSN
upon IMS] attach, nor location update, but may authenticate the MS during CS connection establishment. Security-
related network functions are described in GSM 03.20 [6].

The GSM Authentication-ef-GSM-Subseriber procedureisillustrated in Figure 27.

MS | [BSSUTRAN| [ SGSN || HLR

1. Send Authertication Info

1. Send Authen‘tication Info Ack
% Authentication and Ciphering Request

2. Authentication and Cipherin»g Response

Figure 27: GSM Authentication-ef-GSM-Subseriber Procedure

1) If the SGSN does not have a previously stored authentication vectortriplets, a Send Authentication Info (IMSI)
message is sent to the HLR. The HLR responds with a Send Authentication Info Ack (Authentication Triplets or

Quintets) message.-Each-Authentication Tripletincludes RAND,-SRES and Ke.

2) The SGSN sends an Authentication and Ciphering Request (RAND, CKSN, Ciphering Algorithm) message to
the MS. The M S responds with an Authentication and Ciphering Response (SRES) message.

In A/Gb mode, the M S starts ciphering after sending the Authentication and Ciphering Response message as described
in subclause " Start of Ciphering"”.

In lu mode, the 3G-SGSN and the MS shall generatethe UMTS CK and IK from the GSM Kc using the standardised
conversion functions specified for this purposein 3G TS 33.102.

In lu mode, the start of ciphering is controlled by the security mode procedure described in 3G TS 33.102.

If the SGSN cannot determine the HLR address to establish the Send Authentication Info dialogue, the GSM
Authentication-ef GSM-Subseriber Procedure fails.
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6.8.1.2 UMTS Authentication-efUMTS-Subseriber

The UMTS authentication procedureis described in 3G TS 33.102. The UMTS authentication procedure executed from
the SGSN performs both the mutual authentication and security keys agreement. Authentication quintuplets are stored
in the SGSN. The MSC/VLR shall not authenticate the MS viathe SGSN upon IM S| attach nor upon location update,
but may authenticate the MS during CS connection establishment.

The UMTS Authentication-ef UMTS-Subseriberprocedure (USHW) isillustrated in Figure 28.

MS | [BssUTRAN| [ sGSN || HLR/AUC |

| 1. Send Auttigtication Info

1 Send Authentication Info Ack
% Authentication and Ciphering Regquest

3. Authentication and Cipherin»g Response

Figure 28: UMTS Authentication-efUMFS-Subseriber Procedure

1) If the SGSN does not have a previoudly stored UMTS Authentication Vectors (quintuplets), a Send
Authentication Info (IMSI) message is sent to the HLR. Upon receipt of this message for-a-UMTFS-user, the
HLR/AuC responds with a Send Authentication Info Ack message including an ordered array of quintuplets to
the SGSN. Each quintuplet contains RAND, XRES, AUTN, CK, and IK. The generation of quintupletsin
HLR/AUC for aUMTS user is performed as specified in 3G TS 33.102.

2) At authentication of a UMTS subscriber, the SGSN selects the next in-order quintuplet and transmits the RAND
and AUTN, that belong to this quintuplet, to the MS in the Authentication and Ciphering Request (RAND,
AUTN, KSICKSN) message. The SGSN also selects a Key Set |dentifier(-K Sl)eiphering-key-segquence-number;
CKSN, and includes this in the message.

3) At reception of this message, the USIM in the MS verifies AUTN and, if accepted, the USIM computes the
signature of RAND, RES, in accordance with 3G TS 33.102. If the USIM considers the authentication as being
successful, the MS returns an Authentication and Ciphering Response (RES) message to the SGSN. During
generation of authentication vectors, the USIM in the MS alsop computes a new Ciphering Key(;-CK), and a new
Integrity Key(; IK). These keys are stored together with the KSICKSN until KSICKSN is updated at the next
authentication.

If the USIM considers the authentication being unsuccessful, e.g., in case of an authentication synchronisation
failure, the M S returns the Authentication and Ciphering Failure message to the SGSN. The actions then taken
are described in 3G TS 33.102.

In A/Gb mode, the SGSN and the M S shall generate the Kc from the UMTS CK and IK using the standardised
conversion function specified for this purpose in 3G TS 33.102.

In A/Gb mode, the M S starts ciphering after sending the Authentication and Ciphering Response message as described
in clause "Start of Ciphering".

In lu mode, the start of ciphering is controlled by the security mode procedure described in 3GPP TS 33.102.

If the SGSN cannot determine the HLR address to establish the Send Authentication Info dialogue, the UMTS
Authentication-ef UMTS-Subseriber Procedure fails.

6.8.3.1 Scope of Ciphering

In A/Gb mode, the scope of ciphering is from the ciphering function in the SGSN to the ciphering function in the MS.
Ciphering isdonein the LLC layer, and from the perspective of the existing GSM MS-BTSradio path, an LLC PDU is
transmitted as plain text.

In lu mode, the scope of ciphering is from the ciphering function in the UTRAN to the ciphering function in the MS.
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MS BSS/UTRAN SGSN

P Scope of GSM GPRS ciphering

> Scope of UMTS ciphering
MS BSS/UTRAN SGSN
¢ P Scope of GPRS ciphering
> Scope of UMTS ciphering

Figure 30: Scope of Ciphering

13.2 SGSN

SGSN maintains MM context and PDP context information for MSsin the STANDBY, READY, PMM-IDLE, and
PMM-CONNECTED states. Table 6 shows the context fields for one MS.

During the Intersystem Change, when new Authentication and Key Agreement is not performed, the KSI in the new
3G-SGSN shall be assigned the value of the CKSN, which has been sent by the MS. Similarly, in the new 2G-SGSN,
when AKA des not take place, the CKSN shall be assigned the value of the KSI, which has been sent by the MS.

Note: 2G-SGSN and 3G-SGSN refer to R99 SGSNs with either GSM or UMTS access.
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Table 6: SGSN MM and PDP Contexts

Field Description A/Gb lu
modeG  modeY
SM MTS
IMSI IMSI is the main reference key. X X
MM State Mobility management state, IDLE, STANDBY, READY, X X
PMM-DETACHED, PMM-IDLE, or PMM-CONNECTED.
P-TMSI Packet Temporary Mobile Subscriber Identity. X X
P-TMSI Signature A signature used for identification checking purposes. X X
IMEI International Mobile Equipment Identity X X
MSISDN The basic MSISDN of the MS. X X
Routeing Area Current routeing area. X X
Cell Identity Current cell in READY state, last known cell in STANDBY or IDLE X
state.
Cell Identity Age Time elapsed since the last LLC PDU was received from the MS X

Service Area Code

Service Area Code Age
VLR Number
New SGSN Address

Authentication Vectors

Kc

CKSN

Ciphering algorithm

CK

IK

KSI

MS Radio Access Capability
MS Network Capability

DRX Parameters

MNRG

NGAF

PPF

Subscribed Charging
Characteristics
Trace Reference
Trace Type
Trigger Id

OMC ldentity

SMS Parameters
Recovery

Radio Priority SMS
GPRS-CSI

at the SGSN.

Last known SAC when initial UE message was received or
Location Reporting procedure was executed.

Time elapsed since the last SAC was received at the 3G-SGSN.
The VLR number of the MSC/VLR currently serving this MS.
The IP address of the new SGSN where buffered and not sent
N-PDUs should be forwarded to.

Authentication and ciphering parameters (authentication triplets or
quintets)for UMTS.

Currently used A/Gb mode ciphering key.

Ciphering key sequence number of Kc.

Selected ciphering algorithm-(GEA).

Currently used lu mode ciphering key.

Currently used lu mode integrity key.

Key Set Identifier.

MS radio access capabilities.

MS network capabilities.

Discontinuous reception parameters.

Indicates whether activity from the MS shall be reported to the
HLR.

Indicates whether activity from the MS shall be reported to the
MSC/VLR.

Indicates whether paging for PS and CS services can be initiated.
The charging characteristics for the MS, e.g., normal, prepaid, flat-
rate, and/or hot billing subscription.

Identifies a record or a collection of records for a particular trace.
Indicates the type of trace.

Identifies the entity that initiated the trace.

Identifies the OMC that shall receive the trace record(s).
SMS-related parameters, e.g., operator-determined barring.
Indicates if HLR or VLR is performing database recovery.

The RLC/MAC radio priority level for uplink SMS transmission.
Optional GPRS CAMEL subscription information, see 3G TS
23.016

Each MM context contains zero or more of the following PDP contexts:

PDP Context Identifier
PDP State

PDP Type

PDP Address

APN Subscribed

APN in Use

NSAPI

TI

TEID for Gn/Gp

TEID for lu

GGSN Address in Use
VPLMN Address Allowed

QoS Profile Subscribed
QoS Profile Requested
QoS Profile Negotiated
Radio Priority

Index of the PDP context.

Packet data protocol state, INACTIVE or ACTIVE.

PDP type, e.g., PPP or IP.

PDP address, e.g., an IP address.

The APN received from the HLR.

The APN currently used.

Network layer Service Access Point Identifier.

Transaction Identifier.

Tunnel Endpoint Identifier for the Gn and Gp interfaces.

Tunnel Endpoint Identifier for the Iu interface.

The IP address of the GGSN currently used.

Specifies whether the MS is allowed to use the APN in the domain
of the HPLMN only, or additionally the APN in the domain of the
VPLMN.

The quality of service profile subscribed.

The quality of service profile requested.

The quality of service profile negotiated.

The RLC/MAC radio priority level for uplink user data

XXXX XX XX xx x xxxxEEExxx xx xx

XX XXXXXXXXX

X X X X

X XXXXXX XX X XXX ><><><><L'\3L)I\ZJ XK XXX X

XXXXXXXXXXXX

X X X
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Field Description A/Gb lu
modeG  modeY
SM MTS

transmission.

Packet Flow Id Packet flow identifier. X

Aggregate BSS QoS Profile  The aggregate BSS quality of service profile negotiated for the X

Negotiated packet flow that this PDP context belongs to.

Send N-PDU Number SNDCP sequence number of the next downlink N-PDU to be sent X
to the MS.

Receive N-PDU Number SNDCP sequence number of the next uplink N-PDU expected X
from the MS.

GTP-SND GTP-U sequence number of the next downlink N-PDU to be sent X X
to the MS.

GTP-SNU GTP-U sequence number of the next uplink N-PDU to be sent to X X
the GGSN.

PDCP-SND Sequence number of the next downlink in-sequence PDCP-PDU X
to be sent to the MS.

PDCP-SNU Sequence number of the next uplink in-sequence PDCP-PDU X
expected from the MS.

Charging Id Charging identifier, identifies charging records generated by X X
SGSN and GGSN.

PDP Context Charging The charging characteristics of this PDP context, e.g., normal, X X

Characteristics prepaid, flat-rate, and/or hot billing.

RNC Address in Use The IP address of the RNC currently used. X

The information marked with a"1)" in table 6 may be maintained if authentication is performed by the UMTS
authentication procedure.

The information marked with a"2)" in table 6 may be maintained if authentication is performed by the GSM
authentication procedure.
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13.4 MS

Each packet domain MS maintains MM and PDP context information in IDLE, STANDBY, READY,
PMM-DETACHED, PMM-IDLE, and PMM-CONNECTED states. The information may be contained in the MS and
the TE. Table 8 showsthe MS context fields.

Table 8: MS MM and PDP Contexts

Field SIM Description A/Gb u
modeS | modeY
SM MTS

IMSI G, U | International Mobile Subscriber Identity. X X

MM State Mobility management state, IDLE, STANDBY, READY, X X
PMM-DETACHED, PMM-IDLE, or PMM-CONNECTED.

P-TMSI G, Packet Temporary Mobile Subscriber Identity. X X

P-TMSI Signature G, A signature used for identification checking purposes. X X

Routeing Area G, Current routeing area. X X

Cell Identity Current cell. X

Kc G Current A/Gb modeGPRS ciphering key. X 2)

KSI / CKSN-/KS! G, U | Key Set Identifier for IK Next, CK Next; /and_key sequence X X
number of Kc.

Ciphering algorithm Selected ciphering algorithm. X X

CK Currently used lu mode ciphering key. 1) X

CK Next U lu modeUMTS ciphering key to be used after the next security 1) X
mode command.

IK Currently used_lu mode integrity key. 1) X

IK Next U Integrity key to be used after the next security mode command. 1) X

MS Radio Access MS radio access capabilities. X X

Capability

UE Capability UE radio capabilities. X

MS Network MS network capabilities. X X

Capability

DRX Parameters Discontinuous reception parameters. X X

Radio Priority SMS The RLC/MAC radio priority level for uplink SMS transmission. X

Each MM context contains zero or more of the following PDP contexts:

PDP Type PDP type, e.g., PPP or IP. X X

PDP Address PDP address, e.g., an IP address. X X

PDP State Packet data protocol state, INACTIVE or ACTIVE. X X

Dynamic Address Allowed Specifies whether the MS is allowed to use a dynamic address. X X

APN Requested The APN requested. X X

NSAPI Network layer Service Access Point Identifier. X X

TI Transaction Identifier. X X

QoS Profile Requested The quality of service profile requested. X X

QoS Profile Negotiated The quality of service profile negotiated. X X

TFT Traffic flow template. X X

Radio Priority The RLC/MAC radio priority level for uplink user data X
transmission.

Packet Flow Id Packet flow identifier. X

Send N-PDU Number SNDCP sequence number of the next uplink N-PDU to be sent to X X
the SGSN.

Receive N-PDU Number SNDCP sequence number of the next downlink N-PDU expected X X
from the SGSN.

PDCP-SND Sequence number of the next downlink in-sequence PDCP-PDU X
expected from the RNC.

PDCP-SNU Sequence number of the next uplink in-sequence PDCP-PDU to X

be sent to the RNC.

The information marked with a"1)" in table 8 may be maintained if authentication is performed by the UMTS

authentication procedure.

The information marked with a"?2)" in table 8 may be maintained if authentication is performed by the GSM

authentication procedure.

The information marked with a"U" in table 8 shall be stored in the USIM.
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The information marked with a"G" in table 8:
- shall be stored in the GSIM if the connected SIM is GPRS-aware; and
- may be stored in the ME after GPRS detach if the connected GSIM is not GPRS-aware.

If the GSIM is packet domain service-aware, then the IMSI, P-TMSI, P-TMSI Signature, Routeing Area, Kc, and
CKSN stored in the GSIM shall be used for packet domain services.

If the GSIM is not packet domain service-aware, the P-TMSI, P-TM S| Signature, Routeing Area, Kc, and CKSN stored
inthe ME shall be used if and only if the IMSI stored in the GSIM isidentical to the IMSI image maintained in the ME.
If the IMSI stored in the GSIM is different from the IMSI image in the ME, the IMSI image in the ME shall not be
used, and the M S shall identify itself with the IMSI stored in the SIM when performing a GPRS attach. IMSI, P-TMSI,
P-TMSI Signature, Routeing Area, Kc, and CKSN may be stored in the ME &fter the GPRS attach has been successfully
performed.

When using aUSIM, the IMSI, P-TMSI, P-TMSI Signature, Routeing Area, Kc, CK Next, IK Next, and CKSN / KSI
stored in the USIM, and the CK and IK stored in the ME, shall be used for packet domain services.
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5.6.2.2 MS — GGSN user plane with UTRAN
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E.g., IP, E.g., IP,
PPP PPP
Relay Relay
PDCP PDCP GTP-U GTP-U | GTP-U GTP-U
RLC RLC UDP/IP UDP/IP | UDP/IP UDP/IP
MAC MAC L2 L2 L2 L2
L1 L1 L1 L1 L1 L1
Uu lu-PS Gn Gi
MS UTRAN 3G-SGSN 3G-GGSN
Application
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Figure 6: User Plane with UTRAN

L egend:

- Packet Data Convergence Protocol (PDCP): This transmission functionality maps higher-level characteristics
onto the characteristics of the underlying radio-interface protocols. PDCP provides protocol transparency for
higher-layer protocols. PDCP supports e.g. |Pv4, PPP and IPv6. Introduction of new higher-layer protocols shall
be possible without any changes to the radio-interface protocols. PDCP provides protocol control information
compression. PDCP is specified in 3GPP TS 25.323.

NOTE: Unlikein A/Gb mode, user data compression is not supported in lu mode, because the data compression
efficiency depends on the type of user data, and because many applications compress data before
transmission. It is difficult to check the type of datain the PDCP layer, and compressing all user data
requires too much processing.

- GPRS Tunnelling Protocol for the user plane (GTP-U): This protocol tunnels user data between UTRAN and the
3G-SGSN, and between the GSNs in the backbone network. GTP shall encapsulate all PDP PDUs. GTPis
specified in 3GPP TS 29.060.

- UDPV/IP: These are the backbone network protocols used for routeing user data and control signalling.
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Radio Link Control (RLC): The RLC protocol provideslogical link control over the radio interface. There may
be several simultaneous RLC links per MS. Each link isidentified by aBearer Id. RLC is defined in
3GPP TS 25.322.

Medium Access Control (MAC): The MAC protocol controls the access signalling (request and grant)
procedures for the radio channel. MAC is specified in 3GPP TS 25.321.

Next modified section

5.6.3.2 MS — SGSN (lu mode)
NOTE: Control plane for GERAN in lu mode is described in 3GPP TS 43.051 [74].

GMM / GMM /
SM /SMS SM / SMS
Relay
RRC RANAP RANAP
RRC
SCCP SCCP
RLC RLC Signalling Signalling
Bearer Bearer
MAC MAC L2 L2
L1 L1 L1 L1
Uu lu-Ps
MS RNS SGSN
GMM / GMM /
SM /SMS SM /SMS
Relay
RRC RRC RANAP RANAP
RLC RLC SCCP SCCP
MAC MAC | Signdling Signalling
L1 L1 AALS AALS
ATM ATM
Uu lu-Ps
MS RNS SGSN

Figure 8: Control Plane MS - SGSN in lu mode

L egend:

lu mode Mobility Management and Session Management (GMM/SM): GMM supports mobility management
functionality such as attach, detach, security, and routeing area update, as described in clause "Mobility
Management Functionality”. SM supports PDP context activation and PDP context deactivation, as described in
clause "PDP Context Activation, Modification, Deactivation, and Preservation Functions".

SM S supports the mobile-originated and mobile-terminated short message service described in 3GPP TS 23.040.

Radio Access Network Application Protocol (RANAP): This protocol encapsulates and carries higher-layer
signalling, handles signalling between the 3G-SGSN and Iu mode RAN, and manages the GTP connections on
the lu interface. RANAP is specified in 3GPP TS 25.413. The layers below RANAP are defined in 3GPP TS
25.412 and 3GPP TS 25.41423.121.

Radio Link Control (RLC): The RLC protocol offerslogical link control over the radio interface for the
transmission of higher layer-signalling messages and SMS. RLC is defined in 3GPP TS 25.322.
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Next modified section

12.7 lu Interface (lu mode)

The lu interface connects the UTRAN or lu mode GERAN and the Core Network allowing the exchange of signalling
information and user data. The user plane of the lu interface shall allow user data from many usersto be multiplexed
over the same physical resource. Resources are given to auser upon activity (when datais sent or received) and are
reallocated immediately thereafter.

In lu mode only user data |stransm|tted on thrs shared physrcal medlum Srgnallmg dataistransferred viaan SCCP
connection. A t 8. Two different options exist
for the transport of signalling and user data over Iu the ATM transport optlon and the I P transport option. The different
protocol stacks applicable to the lu interface are described in 3GPP TS 25.412 for the control plane and 3GPP TS
25.414 for the user plane.
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12.7.2-11 Consistent Sequence Numbering of PDUs on lu and Gn
Interfaces

The GTP-U PDU sequence numbers alocated by the GGSN (downlink) and SRNS/SBSS (uplink) are kept unchanged
irrespective of the number of GTP tunnels the PDU istransferred over. Therefore, SGSN shall use on the lu interface
for downlink PDUs the GTP-U sequence number received from the GGSN, and shall use on the Gn interface for uplink
PDUs the GTP-U sequence number received from the SRNS/SBSS. In case of SRNS/SBSS relocation and inter-system
change, the SRNS/SBSS and SGSN shall tunnel PDUs without changing the GTP-U sequence numbers.

Next modified section

14.12 RNC/BSC Addresses (lu mode)

14.12.1 RNC/BSC Address
Each RNC or BSC shall have one or more | P addresses of-type-HPv4-and-optionathy-of-type HPv6,-for inter-

communication over the lu interface. When the ATM transport option is applied on the lu interface, these addresses
shall be of type IPv4 and optionally of type |Pv6. When the | P transport option is applied on the lu interface, each RNC
or BSC shall have both I1Pv6 addresses and |1Pv4 addresses.
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5.6.1 User Plane (GSM only)

5.6.1.1 MS — GGSN

The user plane consists of alayered protocol structure providing user information transfer, along with associated
information transfer control procedures (e.g. flow control, error detection, error correction and error recovery). The user
plane independence of the Network Subsystem (NSS) platform from the underlying radio interface is preserved via the
Gb interface. The following user planeis used in A/Gb mode.

Application
IP P
Relay
SNDCP SNDCI GTP-U GTP-U
LLC LLC
Relay UDP UDP
RLC RLC BSSGP BSSGP P P
MAC MAC | Network Network L2 L2
Service Service
GSM RF GSM RF| L1bis L1bis L1 L1
Um Gb Gn Gi
MS BSS SGSN GGSN

Figure 4: User Plane for GSM

L egend:

GPRS Tunnelling Protocol for the user plane (GTP-U): This protocol tunnels user data between GPRS Support
Nodes in the backbone network. The GPRS Tunnelling Protocol shall encapsulate all PDP PDUs. GTP is
specified in 3GPP TS 29.060 [26].

UDP carries GTP PDUs for protocols that do not need areliable datalink (e.g. IP), and provides protection
against corrupted GTP PDUs. UDP isdefined in RFC 768 [39].

IP: Thisisthe backbone network protocol used for routeing user data and control signalling. The backbone
network may initially be based on the IPv4. Ultimately, 1Pv6 shall be used. IPv4 is defined in RFC 791[40].
When GSNs can potentially communicate with other GSNs supporting only IPv4 (e.g. at inter SGSN routeing
area update), the use of IPv6 is not recommended in this release of the standards, as PDP contexts cannot be
transferred between GSNs supporting different |P versions.

Subnetwork Dependent Convergence Protocol (SNDCP): This transmission functionality maps network-level
characteristics onto the characteristics of the underlying network. SNDCP is specified in GSM 04.65 [16].

Logical Link Control (LLC): Thislayer provides a highly reliable ciphered logical link. LLC shall be
independent of the underlying radio interface protocolsin order to allow introduction of alternative GPRS radio
solutions with minimum changesto the NSS. LLC is specified in GSM 04.64 [15].

Relay: Inthe BSS, this function relays LLC PDUs between the Um and Gb interfaces. In the SGSN, this
function relays PDP PDUs between the Gb and Gn interfaces.

Base Station System GPRS Protocol (BSSGP): This layer conveys routeing- and QoS-related information
between the BSS and the SGSN. BSSGP does not perform error correction. BSSGP is specified in
GSM 08.18 [21].

Network Service (NS): This layer transports BSSGP PDUs. NS is based on the Frame Relay connection between
the BSS and the SGSN, and may - multi-hop and traverse a network of Frame Relay switching nodes. NSis
specified in GSM 08.16 [20].

RLC/MAC: Thislayer contains two functions: The Radio Link Control function provides a radio-solution-
dependent reliable link. The Medium Access Control function controls the access signalling (request and grant)
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procedures for the radio channel, and the mapping of LLC frames onto the GSM physical channel. RLC/MAC is
defined in GSM 04.60 [14].

GSM RF: Asdefined in GSM 05 series.

Next modified section

5.6.2 User Plane (UMTS only)

5.6.2.1 MS - GGSN
Application
E.g., IP, E.g., IP,
PPP PPP
Relay Relay
PDCP PDCP GTP-U GTP-U GTP-U GTP-U
RLC RLC UDP/IP UDP/IP | UDP/IP UDP/IP
MAC MAC AALS AALS L2 L2
L1 L1 ATM ATM L1 L1
Uu lu-PS Gn Gi
MS UTRAN 3G-SGSN 3G-GGSN
Figure 6: User Plane for UMTS
L egend:

Packet Data Convergence Protocol (PDCP): This transmission functionality maps higher-level characteristics
onto the characteristics of the underlying radio-interface protocols. PDCP provides protocol transparency for
higher-layer protocols. PDCP supports e.g. |Pv4, PPP and IPv6. Introduction of new higher-layer protocols shall
be possible without any changes to the radio-interface protocols. PDCP provides protocol control information
compression. PDCP is specified in 3GPP TS 25.323.

NOTE: Unlikein A/Gb mode, user data compression is not supported in lu mode, because the data compression

efficiency depends on the type of user data, and because many applications compress data before
transmission. It is difficult to check the type of datain the PDCP layer, and compressing all user data
requires too much processing.

GPRS Tunnelling Protocol for the user plane (GTP-U): This protocol tunnels user data between UTRAN and the
3G-SGSN, and between the GSNs in the backbone network. GTP shall encapsulate all PDP PDUs. GTPis
specified in 3GPP TS 29.060.

UDP/IP: These are the backbone network protocols used for routeing user data and control signalling. Though
IPv6 can optionally be used, when GSNs or RNCs can potentially communicate with other GSNs or RNCs
supporting only IPv4 (e.q. at inter SGSN routeing area update or SRNS relocation), the use of 1Pv6 is not
recommended in this release of the standards, as contexts cannot be transferred between GSNs or RNCs
supporting different |P versions.

Asynchronous Transfer Mode (ATM): The information to be transmitted is divided into fixed-size cells
(53 octets), multiplexed, and transmitted. ATM is specified in ITU-T Recommendation 1.361 [59].

ATM Adaptation Layer 5 (AALS): This adaptation layer protocol provides support for variable-bitrate
connection-oriented or connectionless data services. AALS is specified in ITU-T Recommendation 1.363.5 [67].
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Radio Link Control (RLC): The RLC protocol provideslogical link control over the radio interface. There may
be several simultaneous RLC links per MS. Each link isidentified by aBearer Id. RLC is defined in
3GPP TS 25.322.

Medium Access Control (MAC): The MAC protocol controls the access signalling (request and grant)
procedures for the radio channel. MAC is specified in 3GPP TS 25.321.
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5.6.1 User Plane (GSM only)

5.6.1.1 MS — GGSN

The user plane consists of alayered protocol structure providing user information transfer, along with associated
information transfer control procedures (e.g., flow control, error detection, error correction and error recovery). The
user plane independence of the Network Subsystem (NSS) platform from the underlying radio interface is preserved via
the Gb interface. The following user planeis used in A/Gb mode:

Application
IP IP
Relay
SNDCP SNDC GTP-U GTP-U
LLC LLC
Relay uDP UDP
RLC RLC BSSGP BSSGP
IP IP
MAC MAC | Network Network L2 L2
Service Service
GSM RF GSM RF| L1lbis L1bis L1 L1
Um Gb Gn Gi
MS BSS SGSN GGSN

Figure 4: User Plane for GSM

L egend:

GPRS Tunnelling Protocol for the user plane (GTP-U): This protocol tunnels user data between GPRS Support
Nodes in the backbone network. The GPRS Tunnelling Protocol shall encapsulate all PDP PDUs. GTP is
specified in 3G TS 29.060 [26].

UDP carries GTP PDUs for protocols that do not need areliable datalink (e.g., IP), and provides protection
against corrupted GTP PDUs. UDP isdefined in RFC 768 [39].

IP: Thisisthe backbone network protocol used for routeing user data and control signalling. The backbone
network may initially be based on the IPv4. Ultimately, 1Pv6 shall be used. IPv4 is defined in RFC 791[40].
When GSNs can potentially communicate with other GSNs supporting only IPv4 (e.g. at inter SGSN routeing
area update), the use of IPv6 is not recommended in this release of the standards, as PDP contexts cannot be
transferred between GSNs supporting different |P versions.

Subnetwork Dependent Convergence Protocol (SNDCP): This transmission functionality maps network-level
characteristics onto the characteristics of the underlying network. SNDCP is specified in GSM 04.65 [16].

Logical Link Control (LLC): Thislayer provides a highly reliable ciphered logical link. LLC shall be
independent of the underlying radio interface protocolsin order to allow introduction of alternative GPRS radio
solutions with minimum changes to the NSS. LLC is specified in GSM 04.64.

Relay: Inthe BSS, this function relays LLC PDUs between the Um and Gb interfaces. In the SGSN, this
function relays PDP PDUs between the Gb and Gn interfaces.

Base Station System GPRS Protocol (BSSGP): This layer conveys routeing- and QoS-related information
between the BSS and the SGSN. BSSGP does not perform error correction. BSSGP is specified in
GSM 08.18 [21].

Network Service (NS): This layer transports BSSGP PDUs. NS is based on the Frame Relay connection between
the BSS and the SGSN, and may - multi-hop and traverse a network of Frame Relay switching nodes. NSis
specified in GSM 08.16 [20].

RLC/MAC: Thislayer contains two functions: The Radio Link Control function provides a radio-solution-
dependent reliable link. The Medium Access Control function controls the access signalling (request and grant)
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procedures for the radio channel, and the mapping of LLC frames onto the GSM physical channel. RLC/MAC is
defined in GSM 04.60 [14].

GSM RF: Asdefined in GSM 05 series.

Next modified section

5.6.2 User Plane (UMTS only)

5.6.2.1 MS - GGSN
Application
E.g. IP, E.g., IP,
PPP PPP
Relay Relay
PDCP PDCP GTP-U GTP-U GTP-U GTP-U
RLC RLC UDP/IP UDP/IP | UDP/IP UDP/IP
MAC MAC AALS5 AALS5 L2 L2
L1 L1 ATM ATM L1 L1
Uu lu-PS Gn Gi
MS UTRAN 3G-SGSN 3G-GGSN
Figure 6: User Plane for UMTS
L egend:

Packet Data Convergence Protocol (PDCP): This transmission functionality maps higher-level characteristics
onto the characteristics of the underlying radio-interface protocols. PDCP provides protocol transparency for
higher-layer protocols. PDCP supports e.g., |Pv4, PPP and IPv6. Introduction of new higher-layer protocols shall
be possible without any changes to the radio-interface protocols. PDCP provides protocol control information
compression. PDCP is specified in 3G TS 25.323.

NOTE: Unlikein A/Gb mode, user data compression is not supported in lu mode, because the data compression

efficiency depends on the type of user data, and because many applications compress data before
transmission. It is difficult to check the type of datain the PDCP layer, and compressing all user data
requires too much processing.

GPRS Tunnelling Protocol for the user plane (GTP-U): This protocol tunnels user data between UTRAN and the
3G-SGSN, and between the GSNs in the backbone network. GTP encapsulates all PDP PDUs. GTP is specified
in 3G TS 29.060.

UDP/IP: These are the backbone network protocols used for routeing user data and control signalling._ Though
IPv6 can optionally be used, when GSNs or RNCs can potentially communicate with other GSNs or RNCs
supporting only IPv4 (e.q. at inter SGSN routeing area update or SRNS relocation), the use of 1Pv6 is not
recommended in this release of the standards, as contexts cannot be transferred between GSNs or RNCs
supporting different |P versions.

Asynchronous Transfer Mode (ATM): The information to be transmitted is divided into fixed-size cells
(53 octets), multiplexed, and transmitted. ATM is specified in 1.361 [59].

ATM Adaptation Layer 5 (AALS): This adaptation layer protocol provides support for variable-bitrate
connection-oriented or connectionless data services. AALS is specified in 1.363.5 [67].
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Radio Link Control (RLC): The RLC protocol provideslogical link control over the radio interface. There may
be several simultaneous RLC links per MS. Each link isidentified by aBearer Id. RLC is defined in
3G TS 25.322.

Medium Access Control (MAC): The MAC protocol controls the access signalling (request and grant)
procedures for the radio channel. MAC is specified in 3G TS 25.321.
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