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[bookmark: _Toc11121954][bookmark: _Toc27815834]FIRST CHANGE
[bookmark: _MON_1337089413][bookmark: _MON_1337089455][bookmark: _MON_1337089481][bookmark: _MON_1337089501][bookmark: _MON_1337089518][bookmark: _MON_1337089522][bookmark: _MON_1337089535][bookmark: _MON_1337089552][bookmark: _MON_1337089576][bookmark: _MON_1337089620][bookmark: _MON_1337089741][bookmark: _MON_1337089759][bookmark: _MON_1337089783][bookmark: _MON_1337089841][bookmark: _MON_1337089897][bookmark: _MON_1337089901][bookmark: _MON_1337089931][bookmark: _MON_1337089938][bookmark: _MON_1337089953][bookmark: _MON_1337090017][bookmark: _MON_1337090029][bookmark: _MON_1337090181][bookmark: _MON_1337090194][bookmark: _MON_1337090209][bookmark: _MON_1337090241][bookmark: _MON_1337090268][bookmark: _MON_1337090278][bookmark: _MON_1337090439][bookmark: _MON_1337090455][bookmark: _MON_1337090460][bookmark: _MON_1346429736][bookmark: _MON_1337087051][bookmark: _MON_1337089181][bookmark: _MON_1337089209][bookmark: _MON_1337089213][bookmark: _MON_1337089251][bookmark: _MON_1337089284][bookmark: _MON_1337089299][bookmark: _MON_1337089334][bookmark: _MON_1337089350][bookmark: _Toc131159868]4.3.4	ePDG
The functionality of ePDG includes the following:
-	Allocation of a remote IP address as an IP address local to the ePDG which is used as CoA when S2c is used;
-	Functionality for transportation of a remote IP address as an IP address specific to a PDN when S2b is used;
-	Routing of packets from/to PDN GW (and from/to Serving GW if it is used as local anchor in VPLMN) to/from UE; if GTP based S2b is used and if a single IPSec SA is established for the PDN connection, this includes routing of uplink packets based on the uplink packet filters in the TFTs assigned to the S2b bearers of the PDN connection. If multiple IPsec SA are established for the PDN connection, routing of uplink packet is based on the mapping between the IPsec SA and the corresponding S2b bearer;
-	Routing of downlink packets towards the IPsec SA associated to the PDN connection. if a single IPsec SA is used for the PDN connection (see clause 4.10.5.1); Routing of downlink packets towards the IPsec SA associated to the S2b bearer, if a separate IPsec SA per S2b bearer is used (see clause 4.10.5.2);
-	De-capsulation/Encapsulation of packets for IPSec and, if network based mobility (S2b) is used, for GTP or PMIPv6 tunnels;
-	Mobile Access Gateway (MAG) according to the PMIPv6 specification, RFC 5213 [8], if PMIP based S2b is used;
-	Tunnel authentication and authorization (termination of IKEv2 signalling and relay via AAA messages);
-	Local mobility anchor within untrusted non-3GPP access networks using MOBIKE (if needed);
-	Transport level packet marking in thefor downlink packets, e.g., based on DiffServ Code Points on S2b, and for uplink packets, e.g. by setting a DiffServ Code Point based on the receipt of the MPS subscription notification from the UE, per clause 7.2.4, or based on QCI, and optionally the ARP priority level;
-	Enforcement of QoS policies based on information received via AAA infrastructure;
-	Lawful Interception.
-	Allocation of downlink GRE key for each PDN connection within the ePDG, which is used to encapsulate downlink traffic to the ePDG on the PMIPv6-based S2b interface.
-	Accounting for inter-operator charging according to charging principles specified in TS 32.240 [61].
-	Interfacing OFCS through reference points TS 32.251 [62] for EPC nodes.
-	When the UE and the ePDG supports the establishment of a separate IPsec SA per S2b bearer:
-	Establishing, where applicable, a new IPsec SA between ePDG and UE over SWu for every new dedicated bearer if the UE supports multiple IPsec SAs per PDN connection.
-	Maintaining binding between EPC bearer ID and IPsec SA, where applicable. The default bearer maps to the initial IPsec SA.
SECOND CHANGE
[bookmark: _Toc131159911]4.5.9.2	GTP-C overload control
GTP-C Overload Control feature is an optional feature. Nodes using GTP control plane signalling may support communication of Overload Control Information in order to mitigate overload situation for the overloaded node through actions taken by the peer node(s).
This feature is supported over S2a and S2b interfaces via GTPv2 control plane protocol.
The Overload Control Information may convey information regarding the node itself and/or regarding specific APN(s) status.
GTP-C Overload Control feature allows the PDN GW to send its Overload Control Information to the TWAN/ePDG.
GTP-C Overload Control feature allows the TWAN/ePDG to send its Overload Control Information to the PDN GW.
An ePDG may apply certain restrictions towards PDN GW that have indicated overload, e.g.:
-	reject PDN connection requests from the UE (e.g. Initial Attach, UE-initiated Connectivity to Additional PDN, Attach and PDN Connectivity Request at handover to Untrusted WLAN) and locally set a back-off timer. As long as the back-off timer is running, the ePDG shall reject the subsequent PDN connection requests from the UE;
-	reduce/throttle messages towards the PDN GWs indicating overload status;
-	apply other implementation specific mechanisms, which are outside the scope of 3GPP specifications.
A TWAN may during access authentication in Transparent Single-Connection Mode, Single-Connection Mode and during WLCP procedures in Multi-Connection Mode apply certain restrictions towards PDN GW that have indicated overload, e.g.:
-	reject PDN connection requests from the UE (e.g. Initial Attach with PDN Connectivity, UE Initiated PDN connectivity request, Attach and PDN Connectivity Request at handover to Trusted WLAN) as follows:
-	for Transparent Single-Connection Mode, locally set a back-off timer and prevent the UE from accessing the SSID. For any further request for the same UE and the same SSID, as long as the back-off timer is running, the TWAN prevents the UE from accessing the SSID.
[bookmark: _PERM_MCCTEMPBM_CRPT57910002___2]NOTE 1:	Some UE(s) may prohibit an AP when they fail to authenticate on this AP. The following mechanisms can help lowering the risk of having to reject an attempt to access TWAN in Transparent Single-Connection Mode:
[bookmark: _PERM_MCCTEMPBM_CRPT57910003___2]-	The TWAN reselects another PDN GW to retry PDN connection establishment, if more than one PDN GW supports the target APN,
-	If possible, the TWAN rejects UEs in Single-Connection Mode and Multi-Connection Mode before rejecting UEs in Transparent Single-Connection Mode when the PDN GW(s) have indicated overload.
-	for Single-Connection Mode, reject EPC access requests from the UE with a Session Management back-off timer that instructs the UE to not request new PDN connectivity to the same APN for the indicated time.
-	for Multi-Connection Mode, reject WLCP PDN connection requests for the same APN from the UE with a Session Management back-off timer that instructs the UE to not request new PDN connectivity to the same APN for the indicated time.
-	reduce/throttle messages towards the PDN GWs indicating overload status;
-	apply other implementation specific mechanisms, which are outside the scope of 3GPP specifications.
The same concepts as described in TS 23.401 [4] clause 4.3.7.1a.2 for PGW Overload Control apply with the TWAN/ePDG playing a similar role as the MME/SGSN.
NOTE 2:	Refer to clause 12 of TS 29.274 [57] for the details, such as exact format of the Overload Control Information, mechanisms to discover the support of the feature by the peer node, interfaces for which this feature is applicable, APN level overload control, etc.
If the UE has received a Session Management back-off timer over non-3GPP access from the TWAG, the UE shall not send any Session Management requests related to that APN to the network via WLAN as long as the Session Management back-off timer is running.
A Session Management back-off timer received over non-3GPP access has no impact on the UE behaviour in 3GPP access. A Session Management back-off time received over 3GPP access has no impact on the UE behaviour in non-3GPP access.
NOTE 3:	For ePDG, since a Session Management back-off timer is not provided to the UE, the UE may retry its request. This results in repeated signaling towards the ePDG before the network rejects the request from UE. Hence, it may cause the overload of the ePDG.
A PDN GW may apply certain restrictions towards TWAN/ePDG that have indicated overload, e.g. apply similar policies as those described in TS 23.401 [4] clause 4.3.7.1a.2 in the case of an MME or an SGW has indicated overload.
In the case of WLAN access, MPS shall be exempted from overload controls up to the point where further exemptions cause network instability. In this case, the TWAN/ePDG should not reject PDN connection requests, reduce/throttle messages towards the PDN GWs, or apply other implementation specific overload control mechanisms outside the scope of 3GPP. For UEs indicating MPS subscription, as provisioned on the USIM, based on operator policy, the TWAN/ePDG should not reject attach requests, either during authentication, or immediately after the UE has been successfully authenticated by the network. The TWAN/ePDG should not apply congestion control for mobile initiated signalling from UEs indicating an MPS subscription. The TWAN/ePDG should not apply congestion control for termination requests related with an ARP associated with MPS. In addition, during an overload situation, the TWAN/ePDG should attempt to maintain MPS sessions.
THIRD CHANGE
[bookmark: _Toc131159964]4.10.5.2	Single IPsec SA per S2b bearer Scenario
This scenario assumes both UE, and ePDG support the establishment of a separate IPsec SA per S2b bearer, while the main IPSec SA is intended for the default bearer.


Figure 4.10.5.2-1: Single IPsec SA per S2b bearer
The SWu interface between the UE and the ePDG is identical for the GTP and PMIP variants of S2b. The UE establishes a separate SWu instance (i.e. a separate IPsec SA per [9]) for each PDN connection.
One default S2b bearer is established on the S2b interface when the UE connects to a PDN, and that remains established throughout the lifetime of the PDN connection to provide the UE with always-on IP connectivity to that PDN. Additional dedicated S2b bearers may be established on S2b for the same PDN connection depending on operator policy. The PGW establishes dedicated S2b bearers on S2b for the same PDN connection based on PCC decisions as specified in TS 23.203 [19].
The ePDG releases the SWu instance, including all IP Sec SAs associated with the SWu instance, where applicable, when the default S2b bearer of the associated PDN connection is released.
The S2b bearer is realized by the following elements:
-	A GTP tunnel on S2b transports the packets of an S2b bearer between the ePDG and a PDN GW;
-	The ePDG stores the mapping between IPSec SA and the corresponding S2b bearer;
-	The PDN GW stores the mapping between downlink packet filters and an S2b bearer.
The ePDG shall establish a SA per S2b bearer as per clause 7.10. The default EPC bearer maps to the initial SA. The ePDG shall maintain a 1 to 1 mapping between an S2b bearer and an IPsec SA.
Additionally, for these UEs, TFTs and bearer QoS information is conveyed from the ePDG to the UE in IKE v2 signalling associated with the corresponding SA at EPC bearer creation and EPC bearer modification. The bearer QoS information includes information regarding the QoS characteristics of the bearer (i.e. QCI, GBR and MBR).
The IKEv2 traffic selectors TSi and TSr, defined in [9], shall not be used to route packets to the IPSec SA.
In support for the UE connectivity with the PDN:
-	A SWu instance (i.e. an IKEv2 SA with one or more IPsec SA) transports the packets of all S2b bearer(s) for the same PDN Connection between the UE and the ePDG.
The PDN GW routes downlink packets to the different bearers based on the downlink packet filters in in the TFTs assigned to the S2b bearers in the PDN connection, in the same way as the PDN GW does on GTP-based S5/S8 bearers (see TS 23.401 [4] clause 4.7.2.2).
The ePDG routes uplink packets to the different bearers based on the incoming child SA and the corresponding S2b bearer.
The UE routes uplink packets to the SAs associated with the different S2b bearers based on the uplink packet filters in the TFTs assigned to the S2b bearers in the PDN connection, in the same way as a UE does for uplink traffic under 3GPP access. If no match is found, the uplink data packet shall be sent via the SA that does not have any uplink packet filter assigned. If all IPsec SAs have been assigned an uplink packet filter, the UE shall discard the uplink data packet.
To support QoS differentiation,
-	for downlink packets, if the ePDG sets the DSCP, the ePDG shall use the QCI, and optionally the ARP, of the S2b bearer via which the downlink packet was received to derive the DSCP value for downlink packets. If the ePDG sets the DSCP field, it may also set it in the outer IP header of the ESP packet.
NOTE 1: 	The ePDG maintains the mapping of DSCP values used on S2b and the outer ESP tunnel to the UE. 
NOTE 2:	Based on operator policy and/or regional/national regulations, the ePDG can apply a different DSCP value to the outer ESP tunnel packet than the DSCP value of the inner IP packet.
-	for uplink packets, the UE may shall either use the DSCP value that it received from the ePDG, . Otherwise, the UE shall useor the QCI in dedicated bearer QoS information to set the DSCP value for uplink packets. The mapping of QoS class to DSCP could be configurable in the UE and as an example can use the recommended mappings specified in 3GPP (mapping between standardized QCIs and Release 99 QoS parameter value in TS 23.401 [4]), IEEE Std. 802.11-2012 [64], and the Wi-Fi WMM-multimedia certification profile [86]. The UE may also use information included in dedicated QoS information for local aspects of admission control (e.g. application traffic shaping), however this is out of scope for this document.

FOURTH CHANGE
[bookmark: _Toc131160082]7.2.4	Initial Attach with GTP on S2b
This clause is related to the case when the UE powers-on in an untrusted non-3GPP IP access network via the GTP based S2b interface.
GTPv2 (see TS 29.274 [57]) is used to setup GTP tunnel(s) between the ePDG and the PDN GW. The IPsec tunnel between the UE and the ePDG provides a virtual point-to-point link between the UE and the ePDG.


Figure 7.2.4-1: Initial attachment over GTP based S2b for roaming, non-roaming and LBO
The home routed roaming (Figure 4.2.3-1), LBO (Figure 4.2.3-4) and non-roaming (Figure 4.2.2-1) scenarios are depicted in the figure.
-	In the LBO case, the 3GPP AAA Proxy acts as an intermediary, forwarding messages from the 3GPP AAA Server in the HPLMN to the PDN GW in the VPLMN and visa versa. Messages between the PDN GW in the VPLMN and the hPCRF in the HPLMN are forwarded by the vPCRF in the VPLMN.
-	In the home routed roaming and non-roaming case, the vPCRF and the 3GPP AAA Proxy are not involved.
This procedure is also used to establish the first PDN connection over an untrusted non-3GPP access with GTP on S2b when the UE already has active PDN connections only over a 3GPP access and wishes to establish simultaneous PDN connections to different APNs over multiple accesses.
The UE may be authenticated and authorised to access the Untrusted Non-3GPP Access network with an access network specific procedure. These procedures are outside the scope of 3GPP.
For GTP, and WLAN access, the Attach procedure as in Figure 7.2.1-1, before step (A), has the following additions:
-	In step 1, the subscription data that is provided to the Non-3GPP IP Access by the HSS/AAA shall also include the MPS subscription, if any.
-	In step 2, when the IKEv2 tunnel establishment procedure is started by the UE, a UE having a USIM with MPS subscription and supports MPS over untrusted WLAN feature shall indicate in a notification part of the IKEv2 authentication request that it has an MPS subscription.
NOTE 1:	Based on operator policy, the MPS subscription indication can be used by the ePDG to give priority to this UE in case of congestion immediately upon receipt of the notification from the UE, or immediately after the network has successfully authenticated the UE. In this case, the ePDG forwards the message to the 3GPP AAA Server with priority and the ePDG and HSS/AAA handle all subsequent messages with priority. Alternatively, the ePDG may give priority to this UE after the network has successfully authenticated the UE, at which time the ePDG and HSS/AAA handle all subsequent messages with priority.
A.1)	Step A.1 is the same as Step A of clause 7.2.1, with the following addition:
-	upon a successful authorization, the 3GPP AAA server returns the following additional information, regardless of which protocol variant the ePDG will select on S2b : APN-AMBR, static QoS Profile, MPS subscription indication and Trace Information (Trace Reference, Trace Type, Trigger Id, OMC Identity) if applicable. When the 3GPP AAA server has WLAN Location Information about the UE, it provides it over SWm to the ePDG together with the Age of this information. The WLAN Location information is provided to the ePDG only when the 3GPP AAA server considers that location information coming from the WLAN AN used by the UE is trustable.
	In addition to the above, the UE shall indicate at Initial Attach its capabilities, and whether it supports multiple IPsec SAs, so the ePDG can apply the necessary applicable procedures in this case.
NOTE 2:	Sending the static QoS profile to the ePDG enables the ePDG to enforce QoS policies based on information received via AAA infrastructure as specified in clause 4.3.4. When GTP is used over S2b, this also allows the PGW to receive the QoS parameters possibly modified by the 3GPP AAA Proxy (when the ePDG is located in the VPLMN) to enforce QoS limitations according to the local policies and the roaming agreement with the home operator. The ePDG does not perform rate enforcement based on APN-AMBR.
NOTE 3:	This also allows to align the GTP operations on S5/S8/S2b, i.e. the PGW receives those parameters within GTP signalling on all GTP interfaces.
NOTE 4:	Similar to 3GPP-access, sending the MPS subscription to the ePDG enables the ePDG to handle this UE with priority.
-	If it supports emergency services, the ePDG shall provide the UE with the corresponding indication as part of the IKEv2 tunnel establishment procedure.
B.1)	The ePDG sends a Create Session Request (IMSI, APN, RAT type, ePDG TEID for control plane, PDN Type, PDN Address, EPS Bearer Identity, Default EPS Bearer QoS, ePDG Address for the user plane, ePDG TEID of the user plane, APN-AMBR, Selection Mode, Dual Address Bearer Flag, Trace Information, Charging Characteristics, Additional Parameters, IMEI(SV), User Location Information) message to the PGW. The RAT type indicates the non-3GPP IP access technology type. The PDN Type shall be set based on the CFG_Request in step 1 and subscription profile in the same way as the PDN type is selected during the E‑UTRAN Initial Attach in TS 23.401 [4]. The ePDG shall set the Dual Address Bearer Flag when the PDN type is set to IPv4v6 and all SGSNs which the UE may be handed over to are Release 8 or above supporting dual addressing, which is determined based on node pre-configuration by the operator. The ePDG shall include Trace Information if PDN GW trace is activated. The Additional Parameters include the authentication credentials for an additional authentication and authorization with an external AAA server if it was provided by the UE before this step. The ePDG shall provide the IMEI(SV) if available; The PDN GW performs the authentication and authorization with the external AAA server if it is required to get access for the given APN. The User Location Information shall include UE local IP address and optionally UDP or TCP source port number (if NAT is detected). It may also include WLAN Location Information (and its Age) the ePDG may have received from the 3GPP AAA server about the UE.
NOTE 5:	The UE local IP address is the source address on the outer header of the IPsec tunnel to the ePDG.
	The PGW creates a new entry in its bearer context table and generates a Charging Id. The new entry allows the PGW to route user plane PDUs between the ePDG and the packet data network and to start charging.
NOTE 6:	The EPS Bearer Identity and Default EPS Bearer QoS parameters convey the S2b bearer identity and the default S2b bearer QoS.
C.1)	Step C.1 is the same as Step C of clause 7.2.1, with the following addition:
-	when informing the 3GPP AAA Server of the PDN GW identity, the selected PDN GW also indicates the selected S2b protocol variant (here GTP); this allows the option for the 3GPP AAA Server or 3GPP AAA Proxy not to return to the PDN GW PMIP specific parameters (e.g. static QoS Profile, Trace Information, APN-AMBR) if GTP is used over S2b; the PDN GW shall ignore those parameters if received from the 3GPP AAA Server or 3GPP AAA Proxy.
-	The PDN GW forwards to the PCRF in the IP-CAN Session Establishment procedure following information extracted from User Location Information it may have received from the ePDG:
-	The UE local IP address and optionally UDP or TCP source port number (if NAT is detected).
-	WLAN location information in conjunction with the Age of this information.
D.1)	The PDN GW returns a Create Session Response (PDN GW Address for the user plane, PDN GW TEID of the user plane, PDN GW TEID of the control plane, PDN Type, PDN Address, EPS Bearer Identity, EPS Bearer QoS, APN-AMBR, Charging ID, Cause) message to the ePDG, including the IP address(es) allocated for the UE. The PDN GW selects the PDN type to be used in the same way as done during the E-UTRAN Initial Attach in TS 23.401 [4].
	The PGW may initiate the creation of dedicated bearers on GTP based S2b (like it may do it on GTP based S5/S8 for an Attach on 3GPP access).
NOTE 7:	If the UE requests for both IPv4 address and IPv6 prefix, both are allocated. If the PDN GW operator dictates the use of IPv4 address only or IPv6 prefix only for this APN, the PDN GW shall allocate the only IPv4 address or only IPv6 prefix to the UE. If the UE requests for only IPv4 address or IPv6 prefix only one address/prefix is allocated accordingly.
E.1)	Step E.1 is the same as Step E of clause 7.2.1, but with GTP tunnel(s).
[bookmark: _MON_1395660220]
FIFTH AND LAST CHANGE
[bookmark: _Toc131160217]16.1.6.2	Multiple point-to-point connection UE-TWAN


Figure 16.1.6.2-1: Two Unicast S2a bearers mapped to separate WLCP bearers (GTP based S2a)
This scenario applies when the UE and the TWAG support multiple WLCP bearers,
In this scenario, one default S2a bearer is established on the S2a interface when the UE connects to a PDN, and the default S2a bearer remains established throughout the lifetime of the PDN connection to provide the UE with always-on IP connectivity to that PDN. Additional dedicated S2a bearers may be established on S2a for the same PDN connection depending on operator policy. The PGW establishes dedicated S2a bearers on S2a for the same PDN connection based on PCC decisions as specified in TS 23.203 [19].
The TWAG releases the WLCP PDN connection, when the default S2a bearer of the associated PDN connection is released.
The S2a bearer is realized with the following elements:
-	A GTP tunnel on S2a transports the packets of an S2a bearer between the TWAG and a PDN GW;
-	The TWAG stores the mapping between WLCP bearer and the corresponding S2a bearer;
-	The PDN GW stores the mapping between downlink packet filters and an S2a bearer.
The TWAG shall establish a WLCP bearer per dedicated bearer as per clause 16.5. The default S2a bearer maps to the initial WLCP bearer. The TWAG shall maintain a 1 to 1 mapping between an S2a bearer and a WLCP bearer.
Additionally, for these UEs, TFTs and dedicated bearer QoS information is conveyed from the TWAG to the UE in WLCP signalling associated with the corresponding WLCP bearer at S2a bearer creation and S2a bearer modification. The bearer QoS information includes information regarding the QoS characteristics of the bearer (i.e. QCI, GBR and MBR).
The TWAG routes uplink packets to the different bearers based on the incoming WLCP bearer and the corresponding S2a bearer. The TWAG may set a DiffServ Code Point for uplink packets based on the receipt of the MPS subscription notification from the UE, as per clause 7.2.4, or based on QCI, and optionally the ARP priority level.
The PDN GW routes downlink packets to the different bearers based on the downlink packet filters in the TFTs assigned to each of the S2a bearers in the PDN connection, in the same way as the PDN GW does on GTP-based S5/S8 bearers (see TS 23.401 [4] clause 4.7.2.2).
The UE routes uplink packets to the WLCP bearer based on the uplink packet filters in the TFTs assigned to the bearers in the PDN connection, in the same way as a UE does for uplink traffic under 3GPP access. If no match is found, the uplink data packet shall be sent via the bearer that does not have any uplink packet filter assigned. If all bearers (including the default bearer for that PDN) have been assigned an uplink packet filter, the UE shall discard the uplink data packet.
To support QoS differentiation,
-	for downlink packets, if the TWAG sets the DSCP, the TWAG may use the QCI, and optionally the ARP, in WLCP bearer level QoS information to derive the DSCP value for downlink packets.
NOTE 1: 	The TWAG maintains the mapping of DSCP values used on S2a and the WLCP bearers. 
NOTE 2:	Based on operator policy and/or regional/national regulations, the TWAG can apply a different DSCP value to downstream packets than the DSCP value received from the 3GPP system.
-	for uplink packets, the UE may shall either use the DSCP value that it received from the TWAG, or. Otherwise, the UE shall use the QCI in dedicated bearer QoS information to set the DSCP value for uplink packets. The mapping of QoS class to DSCP could be configurable in the UE and as an example can use the recommended mappings specified in 3GPP (mapping between standardized QCIs and Release 99 QoS parameter value in TS 23.401 [4]) and IEEE Std. 802.11-2012 [64]. The UE may also use information included in dedicated QoS information for local aspects of admission control (e.g. application traffic shaping) however this is out of scope for this document.
END OF CHANGES
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