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525 Implementation and operational considerations

The algorithm should be designed to accommodate a range of implementation options including hardware and software
implementations. For hardware implementations, it should be possible to implement one instance of the algorithm using
less than 10,000 gates (working assumption).

A wide range of UE with different bearer capabilities is expected, so the encryption throughput regquirements on the
algorithm will vary depending on the implementation. However, based on the likely maximum user traffic data rates, it
must be possible to implement the algorithm to achieve an encryption speed in the order of 2Mbit/s on the downlink and
on the uplink.

1. RLC-transparent mode:
- New keystream block required every physical layer frame (10ms)

- Maximum number of bits per physical layer frame of 200005114 bits

Minimum number of bits per physical layer frame of 1 bit.
- Granularity of 1 bit on all possible intermediate values
2. For UM RLC mode:
- New keystream block required per every UMD PDURLCHrame-{(minHmum-1561s)

- Maximum number of bitsin UMD PDU is 5000 bitsperJM-RLECframe-of 1016-bits{ongeing-specification
. ) | i bi

- Minimum number of bitsin UMD PDU is perUM-RLCHrame-of-16 bits.

- Granularity of 8 bit on all possible intermediate values
3. For AM RLC mode:
- New keystream block required per every AMD PDU-RLC-frame-{minimum-1564s)

- Maximum number of bitsin AMD PDU is 5000 bitsper-AM-RECframe-of-1024-bits {engeing-specification
. ) | i bi

- Minimum number of bitsin AMD PDU is per- AM-RLCframe-of-24 bits.

- Granularity of 8 bit on all possible intermediate values

The encryption throughput requirements should be met based on clock speeds upwards of 20MHz (typical clock speeds
are expected to be much greater than this).

5.2.7.5 LENGTH

LENGTH: the required length of keystream.
LENGTH[O0], LENGTHI[1], ..., LENGTH[15]

The length of LENGTH is 16 bits.

For a given bearer and transmission direction the length of the plaintext block that istransmitted during asingle
physical layer frame may vary. The algorithm shall generate a keystream block of variable length based on the value of
the length parameter.

The input parameter LENGTH shall affect only the length of the KEY STREAM BLOCK, not the actual bitsin it.
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5000 bits. The range of values of the length parameter will depend not only on the RLC PDU / MAC SDU size but aso
the number of RLC PDUs/ MAC SDUs which may be sent in asingle physical layer 10ms frame for a given bearer and
transmission direction.

Not all values between the maximum and minimum values shall be required but it is expected that the ability to produce
length values of whole numbers of octets between a minimum and a maximum value will be required.

5.2.7.7 PLAINTEXT
PLAINTEXT: the plaintext.
PT[O], PT[1], ..., PTILENGTH-1]
The length of akeystream block equals the value of the input parameter LENGTH.

This plaintext block consists of the payload of the particular RLC PDUs/ MAC SDUsto be encrypted-in-asingle
i@m&physeal—layemamefor ag|ven bearer and transmlsson d| rection. It may consist of user traffic or signalling
data. . :

- _For RLC UM mode, the plaintext block isthe UMD PDU excluding the first octet, i.e. excluding the RLC UM
PDU header (see TS 25.322 [19]).

- _For RLC AM mode, the plaintext block isthe AMD PDU excluding the two first octets, i.e. excluding the RLC
AM PDU header (see TS 25.322 [19]).

- For RLC TM on DCH, the plaintext block consists of all the MAC SDUs containing data for one and the same
radio bearer and sent in one Transmission Time Interval. In this case, the CFN part of COUNT-C for the
plaintext block isthe CFN for the first radio frame of the Transmission Time Interval containing the plaintext
block. (see TS 25.321 [18]).
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