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3.3
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Abbreviations
For the purposes of the present document, the following abbreviations apply:

AK Anonymity Key

AKA Authentication and key agreement

AMF Authentication management field

AUTN Authentication Token

AV Authentication Vector

CK Cipher Key

CKSN Cipher key sequence number

Cs Circuit Switched

D« (x)(data) Decryption of "data" with Secret Key of X used for signing

EMSI Encrypted Mobile Subscriber Identity

EMSIN Encrypted MSIN

Exsxv(iy(data) Encryption of "data" with Symmetric Session Key #i for sending datafrom X to Y

Epx x)(data) Encryption of "data" with Public Key of X used for encryption

Gl Group Identifier

GK Group Key

Hash(data) The result of applying a collision-resistant one-way hash-function to "data"

HE Home Environment

HLR Home Location Register

IK Integrity Key

IMSI International Mobile Subscriber Identity

v Initialisation Vector
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KACy Key Administration Centre of Network X

KSxy (i) Symmetric Session Key #i for sending datafrom X to Y

KSl Key Set Identifier

KSS Key Stream Segment

LAI Location Area |dentity

MAP Mobile Application Part

MAC Message Authentication Code

MAC-A The message authentication code included in AUTN, computed using f1

MS Mobile Station

MSC Mobile Services Switching Centre

MSIN Mobile Station Identity Number

MT Mobile Termination

NEx Network Element of Network X

PS Packet Switched

P-TMS Packet-TM S

Q Quintet, UMTS authentication vector

RAI Routing Area ldentifier

RAND Random challenge

RNDy Unpredictable Random Value generated by X

SQN Sequence number

SQNyc Sequence number user for enhanced user identity confidentiality

SONpe Sequence number counter maintained in the HLR/AuC

SONwus Sequence number counter maintained in the USIM

SGSN Serving GPRS Support Node

SIM (GSM) Subscriber Identity Module

SN Serving Network

T Triplet, GSM authentication vector

TE Termina Equipment

TEMS Temporary Encrypted Mobile Subscriber Identity used for paging instead of IMSI

Textl Optional DataField

Text2 Optional DataField

Text3 Public Key algorithm identifier and Public Key Version Number (eventually included in Public
Key Certificate)

T™MS Temporary Mobile Subscriber | dentity

TTP Trusted Third Party

UE User equipment

UEA UMTS Encryption Algorithm

UIA UMTS Integrity Algorithm

UIDN User Identity Decryption Node

USIM User Services Identity Module

VLR Visitor Location Register

X Network Identifier

XEMSI Extended Encrypted Mobile Subscriber |dentity

XRES Expected Response

Y Network Identifier

6.2 Identification by a permanent identity

The mechanism described in here allows the identification of a user on the radio path by means of the permanent user
subscriber identity (FUIHIMSI).

The mechanism should be invoked by the serving network whenever the user cannot be identified by means of a
temporary identity. In particular, it should be used when the user registers for the first time in a serving network, or
when the serving network cannot retrieve the IIH-IM S| from the TMUH-TM S| by which the user identifiesitself on

the radio path.

The mechanismisillustrated in Figure 4.
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MS SN/VLR/SGSN HE/UIDN

User identity request

b User identity
User identity response procedure tothe MS
IMSI or XEMSI
>
i User identity request i
i User identity UIDN MSG i
' procedure to the HE _ _ > !
! User identity response !
| IMSI, TEMSI |
! <+ !

Figure 4: Identification by the permanent identity

The mechanism isinitiated by the visited SN/VLR that requests the user to send its permanent identity. According to
the user's preferences, his response may contain either 1) the MUEHIMSI in cleartext, or 2) the Extended Encrypted
M obile Subscriber Identity (XEMSI).

A mobile station configured for Enhanced User Identity Confidentiality shall always use the XEMSI instead of the
IMSI. XEMSI consists of the User Identity Decryption Node address (UIDN ADR, see below) addressand a UHDN-

pessagecontainer transporting the Encrypted M obile Subscriber |dentity EMSI. UIDN_ADR shall consist of aglobal
title accord| ng to E164 For detai Is concern| ng the Structure of the X EM S| see [26]. UJ—DN—aeIeI%&esshaH—eHst—ef—a

In case the response contains the MH-IM S| in cleartext, the procedure is ended successfully. This variant represents a
breach in the provision of user identity confidentiality.

In case the response contains an-encrypted-HvJtthe XEM S, the visited SN/VLR/SGSN forwards the HE- DN
rmessage-EM S to the user's UIDN/HE in arequest to send the user's tMBH-IM S| and TEM S| (temporary EMSI). The
user's UIDN/HE then derives the ?MUHIM S| from the HEUHDN-messageEM S, calculates TEM S| and sends the HU4
IMSI and TEM S| back to the SN/VLR/SGSN. Annex B describes an example mechanism that makes use of group keys
to encrypt the PMUH M SI and to calculate the TEM S| and provides details on the JHDN-messageEM S

The SN shall use TEMSI instead of IMSI to page a particular user because using the IMSI in clear would compromise
the security goal of the Enhanced User Identity Confidentiality feature. Therefore on UE side the TEM S is calcul ated
and stored by USIM and transmitted to the UE. On both sides, in the UE and VLR/SGSN, the TEM S| shall become
active if the following authentication procedure has successfully been performed. After the current TEMSI has
successfully been used once SN shall trigger the User Identity Request procedure to establish anew TEMSI.

For the case the VLR/SGSN has lost the TEM S related to a particular IMSI the VL R/SGSN shall request the most
recently derived TEMSI from the UIDN. Therefore the UIDN has to store necessary information for each IMSI.

For the purpose of the Enhanced User Identity Confidentiality a new logical network node UIDN isintroduced. The
serving VLR or SGSN shall be able to request decryption of the user identity and cal cul ation/providing of paging
identities by this home network node.

The UIDN isin charge of decrypting the encrypted IMSI provided by the mobile station in the D N-messageEM Sl
and of calculating the TEMSI. The UIDN is a home network operator specific logical network node and may be co-
located with the HLR.
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Figure 5: Core Network Architecture for Enhanced User Identity Confidentiality

The interface between the VLR/SGSN and the UIDN is used by the VLR/SGSN to request the

e revelation decryption-of the EIMSI contained in the HDN-messageEM S| from the UIDN;

e calculation of the TEMSI for the circuit/packet switched domain;-

e most recently derived TEMS!.

Annex B (informative):
Enhanced user identity confidentiality

This mechanism allows the identification of a user on the radio access by means of the permanent user identity
encrypted by means of a group key. The mechanism described here can be used in combination with the mechanism
described in 6.2 to provide user identity confidentiality in the event that the user not known by means of atemporary
identity in the serving network.

The mechanism assumes that the user belongs to a user group with group identity Gl. Associated to the user group isa
secret group key GK which is shared between all members of the user group and the user's HE, and securely stored in
the USIM and in the HE/HLERUIDN.

The mechanism isillustrated in Figure B.1.
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MS SN/VLR/SGSN HE/UIDN

User identity request
<

SQNuyic := SQNyic +1
EMSIN = fBGK (SQNL”C ” MS'N)
TEMS = flOGK (SQNL”C ” |MS|)

User identity response

XEMSI
|
Send IMS
EMS
|
Retrieve GK associated with Gl
SQNL”C ” MSIN = f7GK (EMSl N)
TEMSI = flOGK (SQNL”C ” |MS|)
Send IMS ack
IMSI || TEMSI
«
Abbreviations
EMS =Gl ||EMSIN
XEMSI :=UIDN_ADR||EMSI

UIDN_ADR :=UIDN'’sglobal title (according to 6.2)

Figure B.1: Identification by means of the IMJLIMSI encrypted by means of a group key

The mechanism illustrated in Figure B.1 works as follows:

1. Theuser identity procedure isinitiated by the visited VLR/SGSN. The visited VLR/SGSN requests the user-USIM
to send its XEM Sl .permanent-user-identity:

2. Upon receipt the tser-USIM
- increments SQNy,c as atime variant parameter.-Fhe-bser
- encrypts SONy,c and theits MM SIN with enciphering algorithm f6 and hisits group key GK. Theresult is
called EMSIN, encrypted MSIN.
- constructs EM SI as concatenation of the group identifier Gl and EMSIN.
- constructs XEM SI as concatenation of UIDN_ADR and EMSI.
- sends XEMSI in aresponse to the SN/VLR/SGSN.
- derives TEM S| from IMSI and SONy,c with cryptographic algorithm f10 and the group key GK.
The SQNy,c prevents traceahility attacks and synchronizes the derivation of TEMSI in the USIM and HE.
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3._Upon receipt of that response the SN/VLR/SGSN sheuld-resolves the user's HE/HLERUIDN--address ADR from

>

XEM S| MCCHMNCH{HHLR-id-and forwards UHDN-messageEM Sl the-group-identity-Gl-and-the user's EMUI-O
the user's HE/HLERUIDN.

Upon receipt the HE/HER-UIDN

- retrieves the group identity Gl contained in EMSI.

- retrieves the group key GK associated with the group identity Gl.

- The HE/HLR UIDN-then decrypts EMUHEMSIN with the deciphering algorithm 7 (f7 = f6™) and the group key
GK and retrieves SQNy,c and MUHMSIN,

- constructs the user's IM S| according to the following rule: IMS] := MCCyipn apr IMNCyipn aprIIMSIN
(UIDN_ADR := MCCyipn_apr Il MNCyipn_apr || MSINyipn ADR)_-

- calculates TEMSI as TEMSI := {10k (SQNuic || M S1)SQNy,+s-he-tengerused.

- The HEHLR UIDN-then-sends the IMIHIM S| and TEM SI in aresponse to the visited SN/VLR/SGSN.

3GPP



3GPP TSG SA WG 3 (Security) meeting #11 S3-000198
Mainz, 22—24 January, 2000

I bedded help file at the b f thi
SG CHANGE REQUEST Eaege:esfeorsie:ste}ﬂqcti?)nseon ﬁo?/vltg?iItIEnethigtftngn%otrrlesctly.
33 103 CR 005r2 Current Version: 3.1.0

3G specification number T T CR number as allocated by 3G support team
For submissionto SA #7 for approval X (only one box should
TSG
list TSG meeting no. here T for information be marked with an X)

Form: 3G CR cover sheet, version 1.0 The latest version of this form is available from: ftp://ftp.3gpp.org/Information/3GCRF-xx.rtf

Proposed change affects: USIM ME UTRAN |:| Core Network |Z

(at least one should be marked with an X)

Source: T-Mobil Date: 2000-Feb-24
|
Subject: Refinement EUIC (according to TS 33.102)

3G Work item:  Security

Category: F Correction X
A Corresponds to a correction in a 2G specification
(only one category B Addition of feature
shall be marked C Functional modification of feature
| with an X) D Editorial modification
Reason for Changes needed to keep consistency with TS 33.102:
change: - Clarification needed after meeting with CN2 experts.

- Correction of a potential weakness caused by paging an UE with IMSI in clear was
needed. Therefore concealed paging with TEMSI is introduced.

Clauses affected: 3.2,3.3,4.1,42,43,45,4.6

Other specs Other 3G core specifications — Listof CRs: 23.003, 23.008, 23.012, 23.018,
23.060, 24.008, 25.331, 29.002,
31.102, 33.102, 33.105

affected: Other 2G core specifications — List of CRs:
MS test specifications — List of CRs:
BSS test specifications — List of CRs:
O&M specifications — List of CRs:
Other Numbering of figures not consistent (editorial)
comments:
help.doc

<o double-click here for help and instructions on how to create a CR.




3G Security: Integration Guidelines page 45 3G TS 33.103 V 3.1.0 (1999-12)

3 Definitions, symbols and abbreviations

3.1 Definitions

For the purposes of the present document, the following definitions apply:

Confidentiality: The property that information is not made available or disclosed to unauthorised individuals, entities
OF Processes.

Data integrity: The property that data has not been altered in an unauthorised manner.
Data origin authentication: The corroboration that the source of data received is as claimed.
Entity authentication: The provision of assurance of the claimed identity of an entity.

Key freshness: A key isfreshif it can be guaranteed to be new, as opposed to an old key being reused through actions
of either an adversary or authorised party.

3.2 Symbols
For the purposes of the present document, the following symbols apply:
II Concatenation
® Exclusive or
f1 M essage authentication function used to compute MAC
f1* M essage authentication function used to compute MACS
f2 M essage authentication function used to compute RES and XRES
f3 Key generating function used to compute CK
f4 Key generating function used to compute IK
f5 Key generating function used to compute AK
6 Encryption function used to encrypt the IMS]
f7 Decryption function used to decrypt the IMSI (=f6Y)
8 Integrity algorithm
f9 Confidentiality algorithm
f10 Deriving function used to compute TEM S
K Long-term secret key shared between the USIM and the AuC

3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:

3GMS Third Generation Mobile Communication System

AK Anonymity Key

AUTN Authentication Token

AUTS Authentication Token for Synchronisation

AV Authentication Vector

CK Cipher Key

CS Circuit Switched

Dsk(x)(data) Decryption of "data" with Secret Key of X used for signingExsxy(y(data) Encryption of "data” with
Symmetric Session Key #i for sending data from X toY

Epx(x)(data) Encryption of "data" with Public Key of X used for encryption

EMS Encrypted Mobile Subscriber Identity

ECK Network Wide Cipher Key

ECKC Network Cipher Key Component for UE

ECKCpeer Network Cipher Key Component for peer UE

EMSI Encrypted Subscriber identity

EMSIN Encrypted MSIN

GK Group Key

Gl Group Identifier

Hash(data) The result of applying a collision-resistant one-way hash-function to "data"
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HE Home Environment

HLR Home Location Register

IK Integrity Key

IMSI International Mobile Subscriber Identity

v Initialisation Vector

KACy Key Administration Centre of Network X

KSxy (i) Symmetric Session Key #i for sending datafrom X to Y

KSl Key Set Identifier

KSS Key Stream Segment

LAI Location Area | dentity

MAP Mobile Application Part

MAC The message authentication code included in AUTN, computed using f1

MACS The message authentication code included in AUTS, computed using f1*

MAC-I M essage authentication code for dataintegrity

MS Mobile Station

MSC Mobile Services Switching Centre

MSIN Mobile Station Identity Number

MT Mobile Termination

NEx Network Element of Network X

PS Packet Switched

RAND Random challenge

RAND ¢ Random value stored on M S received during user authentication request

RNDy Unpredictable Random Vaue generated by X

SEQ Sequence number

SEQuic Sequence number

SN Serving Network

TE Terminal Equipment

TEMSI Temporary Encrypted Mobile Subscriber Identity used for paging instead of IMS|

Textl Optional Data Field

Text2 Optional Data Field

Text3 Public Key algorithm identifier and Public Key Version Number (eventually included in Public Key
Certificate)

T™MSI Temporary Mobile Subscriber |dentity

TVP Time Variant Parameter

UEA UMTS Encryption Algorithm

UIA UMTS Integrity Algorithm

UIDN User Identity Decryption Node

UN User Name

UsiM User Services |dentity Module

VLR Visited Location Register

X Network Identifier

XEMS Extended Encrypted Mobile Subscriber Identity

XMAC Expected message authentication code for user authentication

XMAC-I Expected message authentication code for dataintegrity

XRES Expected Response

XUR Expected User Response

Y Network Identifier

4  Access link security

4.1 Functional network architecture

Figure 1 shows the functional security architecture of UMTS.
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Figure 1: UM TS functional security architecture

The vertical bars represent the network elements:

In the user domain:

USIM (User Service Identity Module): an access module issued by a HE to a user;
UE (User Equipment);

In the serving network (SN) domain:

RNC (Radio Network Controller);

VLR (Visited Location Register), aso the SGSN;

In the home environment (HE) domain:

HLR/AuC-;

UIDN.

The horizontal lines represent the security mechanisms:

EUIC: mechanism for enhanced user identity confidentiality (optional, between user and HE);

UIC: conventional mechanism for user identity confidentiality (between user and serving network);
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AKA: the mechanism for authentication and key agreement, including the functionality to trigger a re-authentication by
the user, i.e., to control the access key pair lifetime;

DC: the mechanism for data confidentiality of user and signalling data;
DI: the mechanism for data integrity of signalling data.

DEC: the mechanism for network-wide data confidentiality

In the remaining section of this specification we describe what data elements and functions need to be implemented in
each of the above network elements for each of the above mechanisms and functions.

4.2 User services identity module

4.2.1 Enhanced User ldentity Confidentiality (EUICysv)

For UMTS users with EUIC, the USIM has to store additional data and have additional functionsimplemented to
encrypt the permanent user identity (IMSI). We describe the requirements as regards data storage and algorithm
implementation for an example mechanismin annex B of 3G TS 33.102.

The following data elements need to be stored on the USIM:

a) SONyc: acounter that is equal to the highest SQNy,c generated and sent by the USIM to the HE/HLERIAUCUIDN;
b) GK: the group key used to encrypt the tMSIN and SQNyc;

¢) Gl: agroup identifier that identifies the group the user refersto as well as the GK;;

d) TEMSI: atemporary identity used for paging instead of IMSI

die) HER- of thefirst 3 dig
address of UIDN according to E.164;

onsists o alla

Table 1: USIM —Enhanced User |dentity Confidentiality — Data elements

Symbol Description Multiplicity Lifetime Length Mandatory / Optional
GK Group key 1 per user group the Permanent 1281 bits | Optiona
user belongs to
SONyic Counter 1 per user Updated when 32 bits Optiona
protocol for EUIC is
executed
Gl Group ldentity | 1 per user Permanent 32 bits Optional
TEMSI Temporary 1 per user Updated when a new As per Optional
identity used identity request has IMSI
for paging been performed
instead of IMS]|
HLR- SubaAddressof | 1 per user Permanent 315 Optiona
UIDN_A | UIDN digits
DR according to
E.164entitiy
which-can
perform

Lthetable entry is for the example secret key mechanism given in annex B of 33.102
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decryption
5 s of
MSIN)

The following cryptographic functions need to be implemented in the HERIAWCUSIM:
— f6: the user identity encryption function;

— f10: TEMSI calculation function.

For a summary of the data elements and cryptographic function of the EUICye function see Table 2.

Table 2: USIM— Enhanced User Identity Confidentiality — Cryptographic functions

Symbol | Description Multiplicity [ Lifetime Standardised / Mandatory / Optional
Proprietary
f6 User identity encryption | 1 Permanent | Proprietary Optiona
function
f10 TEMSI calculation 1 Permanent Proprietary Optional
function

4.2.2  Authentication and key agreement (AKAysiv)

The USIM shall support the UMTS mechanism for authentication and key agreement described in 6.3 of 3G TS 33.102.
The following data elements need to be stored on the USIM:

a) K:apermanent secret key;

b) SQNys: acounter that is equal to the highest sequence number SON in an AUTN parameter accepted by the user.

¢) For the WINDOW option: an array of Boolean values over the interval [SQNus- w, SQNys), that indicate whether
the USIM has accepted a certain sequence number in an AUTN parameter.

d) Forthe LIST option: an ordered list of the highest values that the USIM has received

€) RANDys: the random challenge which was received together with the last AUTN parameter accepted by the user. It
is used to calculate the re-synchronisation message together with the highest accepted sequence number (SQNys).

f) KSl: key set identifier.

g) THRESHOLDc¢: athreshold defined by the HE to trigger re-authentication and to control the cipher key lifetime;
h) CK Theaccesslink cipher key established as part of authentication

i) 1K Theaccesslink integrity key established as part of authentication

j)  HFNys Stored Hyper Frame Number provides the Initialisation value for most significant part of COUNT-C and
COUNT-I. The least significant part is obtained from the RRC sequence number.

k) AMF: A 16-bit field used Authentication Management. The use and format are unspecified in the architecture but
examples are given in an informative annex.

1) The GSM authentication parameter and GSM cipher key derived from the UMTS to GSM conversion functions

Table 3 provides an overview of the data elements stored on the USIM to support authentication and key agreement.
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Table 3: USIM — Authentication and key agreement — Data elements

3G TS 33.103 V 3.1.0 (1999-12)

Symbol Description Multiplicity [ Lifetime Length Mandatory /
Optiona
K Permanent secret 12 Permanent 128 bits Mandatory
key
SQNys Sequence number 1 Updated when 32-64 bits Mandatory
counter AKA protocol is
executed
WINDOW (option accepted 1 Updated when 10to 100 bits | Optional
1) sequence number AKA protocol is
array executed
LIST Ordered list of 1 Updated when 32-64 bits Optiona
(option 2) seguence numbers AKA protocol is
received executed
RANDys Random challenge | 1 Updated when 128 bits Mandatory
received by the AKA protocol is
USEY. executed
KSl Key set identifier 1 Updated when 3 bits Mandatory
AKA protocol is
executed
THRESHOLD¢ Threshold value 1 Permanent 32 bits Optiona
for ciphering
CK Cipher key 1 Updated when 128 bits Mandatory
AKA protocol is
executed
IK Integrity key 1 Updated when 128 bits Mandatory
AKA protocol is
executed
HFNps Initialisationvalue | 1 Updated when 25 hits Mandatory
for most significant connection is
part for COUNT-C released
and for COUNT-
AMF Authentication 1 Updated when 16 bits Mandatory
Management Field AKA protocol is
(indicates the executed
algorithm and key
in use)
RANDg GSM 1 Updated when Asfor GSM Optiona
authentication GSM AKA or
parameter from UMTSAKA
conversion protocol is
function executed
SRES GSM 1 Updated when Asfor GSM Optiona
authentication GSM AKA or
parameter from UMTSAKA
conversion protocol is
function executed
Kc GSM cipher Key 1 Updated when Asfor GSM Optiona
GSM AKA or
UMTSAKA
protocol is
executed

The following cryptographic functions need to be implemented on the USIM:

2HE policy may dictate more than one, the active key signalled using the AMF function
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f1: a message authentication function for network authentication;

—  f1*: amessage authentication function for support to re-synchronisation;
— f2: amessage authentication function for user authentication;

— f3: akey generating function to derive the cipher key;

— f4: akey generating function to derive the integrity key;

— f5: akey generating function to derive the anonymity key.

— Clto C2: Conversion functions for interoperation with GSM (UMTS RES > GSM RES and UMTS CK IK > GSM
Kc)

Figure 2 provides an overview of the data integrity, data origin authentication and verification of the freshness by the
USIM of the RAND and AUTN parameters received from the SN/VLR, and the derivation of the response RES, the
cipher key CK and the integrity key IK. Note that the anonymity Key (AK) is optional

RAND AUTN
v A
r~ N
—» 5 SQN @ AK AMF MAC
AK  — ®
SQN
K
vVVvYw i v i v i v i
f1 f2 f3 f4
XMAC RES CK 1K

Verify MAC = XMAC

Verify SQN > SQNue

Figure 2: User authentication function in the USIM

Figure 3 provides an overview of the generation in the USIM of atoken for re-synchronisation AUTS.
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RANDws

Figure 3: Generation of atoken for re-synchronisation AUTS

YYVY VY

f1*

v

MACS

f5
v
AK—P @

SQNms® AK

AUTS = SQNws @ AK || MACS

Table 4 provides a summary of the cryptographic functions implemented on the USIM to support authentication and key

agreement.
Table4: USIM — Authentication and key agreement — Cryptogr aphic functions
Symbol Description Multiplicity | Lifetime Standardised / Mandatory / Optional
Proprietary

fl Network authentication | 1 Permanent | Proprietary Mandatory
function

f1* Message authentication | 1 Permanent | Proprietary Mandatory
function for
synchronisation

f2 User authentication 1 Permanent | Proprietary Mandatory
function

f3 Cipher key generating 1 Permanent | Proprietary Mandatory
function

f4 Integrity key generating | 1 Permanent | Proprietary Mandatory
function

f5 Anonymity key 1 Permanent | Proprietary Optiona
generating function

CltoC2 | Conversionfunctions 1 of each Permanent | Standard Optional
for interoperation with
GSM

4.3 User equipment

4.3.1

User identity confidentiality (UICyg)

The UE shall support the UM TS conventional mechanism for user identity confidentiality described in 6.1 of 3G TS

33.102.

The UE shall store the following data el ements:

— TMUI-CS: atemporary identity allocated by the CS core network;
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— the TMUI-PS: atemporary identity allocated by the PS core network;

— the RAI: arouting areaidentifier
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Table5: UE — User Identity Confidentiality — Data elements

Symbol Description Multiplicity [ Lifetime Length Mandatory /
Optional
TMUI-CS | Temporary user 1 per user Updated when Asper GSM TMSI | Mandatory
identity TMUI dlocation
protocol is executed
by CS core network
LAI Location area 1 per user Updated when Mandatory
identity TMUI dlocation
protocol is executed
by CS core network
TMUI-PS | Temporary user 1 per user Updated when Mandatory
identity TMUI dlocation
protocol is executed
by PS core network
RAI Routing area 1 per user Updated when Mandatory
identity TMUI dlocation
protocol is executed
by PS core network
4.3.2 Data confidentiality (DCyg)

The UE shall support the UMTS mechanism for confidentiality of user and signalling data described in 6.6 of 3G TS

33.102.

The UE shall store the following data elements:

a) UEA-MS: the ciphering capabilities of the UE;
b) CK: the cipher key;

¢) UEA: the selected ciphering function;

In addition, when in dedicated mode:

d) COUNT-Cyp: atime varying parameter for synchronisation of ciphering for the uplink;

€) COUNT-Cpown: atime varying parameter for synchronisation of ciphering for the downlink;

f) BEARER: alogica channel identifier.

g) DIRECTION: Anindication of the direction of transmission uplink or downlink to ensure a different cipher is

applied

Table 6: provides an overview of the data elements stored on the UE to support the mechanism for data confidentiality:
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Table 6: UE — Data Confidentiality — Data elements

Symbol Description Multiplicity Lifetime Length Mandatory /
Optiona
UEA-MS Ciphering 1 per UE Permanent 16 bits Mandatory
capabilities of the
UE
CK Cipher key 1 per mode Updated at 128 bits | Mandatory
execution of AKA
protocol
UEA Selected ciphering | 1 per UE Updated at 4 bits Mandatory
capability connection
establishment
COUNT-Cyp Timevarying 1 per logical Lifetimeof a 32 hits Mandatory
parameter for channel logical channel
synchronisation of
ciphering
COUNT-Cpown | Timevarying 1 per logical Lifetime of a 32 bits Mandatory
parameter for channel logical channel
synchronisation of
ciphering
BEARER Logical channel 1 per logical Lifetime of a 8 hits Mandatory
identifier channel logical channel
DIRECTION Anindication of the | 1 per logical Lifetime of a 1 bit Mandatory
direction of channel logical channel
transmission uplink
or downlink

The following cryptographic functions shall be implemented on the UE:
— {8 accesslink encryption function.

Table 7: provides an overview of the cryptographic functions implemented on the UE to support the mechanism for data
confidentiality.

Table 7: UE — Enhanced User Identity Confidentiality — Cryptographic functions

Symbol | Description Multiplicity [ Lifetime Standardised / Mandatory / Optional
Proprietary
8 Accesslink encryption | 1-16 Permanent | Standardised Oneat leastis
function mandatory

4.3.3 Data integrity (Dlyg)

The UE shall support the UMTS mechanism for integrity of signalling data described in 6.4 of 3G TS 33.102.
The UE shall store the following data el ements:

a) UIA-MS: the integrity capabilities of the UE;

In addition, when in dedicated mode:

b) UIA: the selected UMTS integrity algorithm;

¢) [IK: anintegrity key;

d) COUNT-Iyp: atime varying parameter for synchronisation of dataintegrity in the uplink direction;

€) COUNT-Ipown: atime varying parameter for synchronisation of data integrity in the downlink direction;
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h) DIRECTION Anindication of the direction of transmission uplink or downlink to ensure a different cipher is

applied

f) FRESH: anetwork challenge;

Table 8: provides an overview of the data elements stored on the UE to support the mechanism for data confidentiality:

Table 8: UE — Data Integrity — Data elements

Symbol Description Multiplicity Lifetime Length Mandatory /
Optional
UIA-MS Ciphering 1 per UE Permanent 16 hits Mandatory
capabilities of the
UE
UIA Selected ciphering | 1 per UE Updated at 4 hits Mandatory
capability connection
establishment
IK Integrity key 1 per mode Updated by the 128 bits | Mandatory
execution of the
AKA protocol
DIRECTION Anindication of the | 1 per logical Lifetime of a 1 bit Mandatory
direction of channel logical channel
transmission uplink
or downlink
COUNT-Iyp Synchronisation 1 Lifetime of a 32 bits Mandatory
value connection
COUNT-lpown | Synchronisation 1 Lifetime of a 32 bits Mandatory
value connection
FRESH Network challenge | 1 Lifetime of a 32 bits Mandatory
connection
MAC-| Message 1 Updated by the 32 bits Mandatory
XMAC-I authentication code execution of the
AKA protocol
The following cryptographic functions shall be implemented on the UE:
— f9: accesslink integrity function.
Table 9 provides an overview of the cryptographic functionsimplemented in the UE:
Table 9: UE — Data Integrity — Cryptographic functions
Symbol | Description Multiplicity [ Lifetime Standardised / Mandatory / Optional
Proprietary
f9 Accesslink data 1-16 Permanent | Standardised Oneat leastis
integrity function mandatory
4.3.4  Enhanced user identity confidentiality (EUICg)

The UE shall support the UMTS mechanism for enhanced user identity confidentiality describedin 6.2 of 3G TS
33.102.

The UE shall store the following data el ements:

— the TEMSI: atemporary identity used for paging instead of IMSI
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Table5: UE —User Identity Confidentiality — Data elements

Symbol Description Multiplicity | Lifetime Length Mandatory /
Optional
TEMS Temporary identity | 1 per user Updated when a Asper IMSI Optional
used for paging new identity request
insteag of IMSI ha§ been performed

4.4 Radio network controller

4.4.1 Data confidentiality (DCnc)

The RNC shall support the UMTS mechanism for data confidentiality of user and signalling data described in 6.6 of 3G
TS 33.102.

The RNC shall store the following data elements:

a) UEA-RNC: the ciphering capabilities of the RNC;

In addition, when in dedicated mode:

b) UEA: the selected ciphering function;

¢) CK: the cipher key;

d) COUNT-Cyp: atime varying parameter for synchronisation of ciphering for the uplink;

€) COUNT-Cpown: atime varying parameter for synchronisation of ciphering for the downlink;

f) DIRECTION: An indication of the direction of transmission uplink or downlink to ensure a different cipher is
applied

0) BEARER: alogical channel identifier.

Table 10 provides an overview of the data elements stored in the RNC to support the mechanism for data
confidentiality:

Table 10: RNC — Data Confidentiality — Data elements

Symbol Description Multiplicity Lifetime Length Mandatory /
Optiona
UEA-RNC Ciphering 1 Permanent 16 hits Mandatory
capabilities of the
UE
UEA Selected ciphering 1 per user and per Updated at 4 bits Mandatory
capability mode connection
establishment
CK Cipher key 1 per user and per Updated at 128 bits | Mandatory
mode connection
establishment
COUNT-Cyp Time varying 1 per logical Lifetimeof alogical | 32 bits Mandatory
parameter for channel channel
synchronisation of
ciphering
COUNT-Cpown | Timevarying 1 per logical Lifetime of alogical | 32 bits Mandatory
pararneter for channel
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synchronisation of channel
ciphering

BEARER Logical channel 1 per logical Lifetime of alogical | 8 bits Mandatory
identifier channel channel

DIRECTION Anindication of the | 1 per logical Lifetime of alogical | 1 bit Mandatory
direction of channel channel
transmission uplink
or downlink

The following cryptographic functions shall be implemented in the RNC:
— {8 accesslink encryption function.

Table 11: provides an overview of the cryptographic functions that shall be implemented in the RNC:

Tablell: RNC — Data integrity — Cryptographic functions

Symbol | Description Multiplicity [ Lifetime Standardised / Mandatory / Optional
Proprietary
f9 Accesslink data 1-16 Permanent | Standardised Oneat leastis
integrity function mandatory

4.4.2  Data integrity (Dlinc)

The RNC shall support the UMTS mechanism for data integrity of signalling data described in 6.4 of 3G TS 33.102.
The RNC shall store the following data elements:

a) UIA-RNC: theintegrity capabilities of the RNC;

In addition, when in dedicated mode:

b) UIA: the selected UMTS integrity algorithm;

¢) [IK: anintegrity key;

d) COUNT-Iyp: atime varying parameter for synchronisation of dataintegrity in the uplink direction;

€) COUNT-lpown: atime varying parameter for synchronisation of dataintegrity in the downlink direction;

f) DIRECTION An indication of the direction of transmission uplink or downlink to ensure a different cipher is
applied

g) FRESH: an MSchallenge;

Table 12 provides an overview of the data elements stored on the UE to support the mechanism for data confidentiality:
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Symbol Description Multiplicity Lifetime Length Mandatory /
Optional

UIA-RNC Dataintegrity 1 Permanent 16 hits Mandatory
capabilities of the
RNC

UIA Selected data 1 per user Lifetime of a 4 bits Mandatory
integrity capability connection

IK Integrity key 1 per user Lifetime of a 128 bits | Mandatory

connection

DIRECTION Anindication of the | 1 per logical Lifetime of a 1 bit Mandatory
direction of channel logical channel
transmission uplink
or downlink

COUNT-Iyp Synchronisation 1 Lifetime of a 32 bits Mandatory
value connection

COUNT-lpown | Synchronisation 1 Lifetime of a 32 bits Mandatory
value connection

FRESH MS challenge 1 Lifetime of a 32 bits Mandatory

connection

MAC-| Message 1 Updated by the 32 bits Mandatory
authentication code execution of the

XMAC- AKA protocol

The following cryptographic functions shall be implemented on the UE:

— f9: accesslink integrity function.

Table 13 provides an overview of the cryptographic functions implemented in the UE:

Table 13: UE — Data Integrity — Cryptographic functions
Symbol | Description Multiplicity [ Lifetime Standardised / Mandatory / Optional
Proprietary
f9 Accesslink data 1-16 Permanent | Standardised Oneat leastis
integrity function mandatory

45 SN (or MSC/VLR or SGSN)

45.1

User identity confidentiality (UICsy)

The VLR (equivaently the SGSN) shall support the UMTS conventional mechanism for user identity confidentiality
described in 6.1 of 3G TS 33.102.

The VLR shall store the following data el ements:

— TMUI-CS: atemporary identity allocated by the CS core network;

— LAI: alocation area identifier;
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Table 14: VLR —User Identity Confidentiality — Data elements

Symbol Description Multiplicity | Lifetime Length | Mandatory / Optional

TMUI-CS | Temporary user identity | 2 per user Updated when TMUI Mandatory
alocation protocol is
executed by CS core
network

LAI Location areaidentity 2 per user Updated when TMUI Mandatory
alocation protocol is
executed by CS core
network

Equivalently, the SGSN shall store the following data elements:
— TMUI-PS: atemporary identity allocated by the PS core network;
— RAI: arouting areaidentifier

—

Table 15: SGSN — User Identity Confidentiality — Data elements

Symbol Description Multiplicity | Lifetime Length | Mandatory / Optional

TMUI-PS | Temporary user identity | 1 per user Updated when TMUI Mandatory
allocation protocol is
executed by PS core
network

RAI Routing area identity 1 per user Updated when TMUI Mandatory
allocation protocol is
executed by PS core
network

4.5.2 -Enhanced user identity confidentiality (EUICsy)

The VLR (equivalently the SGSN) shall support the UM TS mechanism for enhanced user identity confidentiality
described in 6.2 of 3G TS 33.102.

The VLRUE shall store the following data elements:

— the TEMSI: atemporary identity used for paging instead of IMSI

Table ??: VLR —User Identity Confidentiality — Data elements

Symbol Description Multiplicity Lifetime Length Mandatory / Optional
TEMS Temporary identity used | 1 per user Updated when a new As per Optional

for paging instead of identity request hasbeen | IMSI

IMSI performed

Equivalently, the SGSN shall store the following data el ements:

— the TEMSI: atemporary identity used for paging instead of IMSI
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Table ??: SGSN — User Identity Confidentiality — Data elements

Symbol Description Multiplicity Lifetime Length Mandatory / Optional
TEMS Temporary identity used | 1 per user Updated when a new As per Optional

for paging instead of identity request hasbeen | IMSI

IMSI performed
4524.5.3  Authentication and key agreement ( AKAsy)

The VLR (equivaently the SGSN) shall support the UMTS mechanism for authentication and key agreement described
in 6.3 of 3G TS 33.102.

The following data elements need to be stored in the VLR (and SGSN):

a) AV: Authentication vectors;

Table 16 provides an overview of the composition of an authentication vector

Table 16: Composition of an authentication vector

Symbol Description Multiplicity Length

RAND Network challenge 1 128

XRES Expected response 1 32-128

CK Cipher key 1 128

IK Integrity key 1 128

AUTN Authentication token 1that consistsof: | 112-144

SQN Sequence number 1 per AUTN 32-64

or or

SQN @ AK Concealed sequence number

AMF Authentication Management Field 1 per AUTN 16
MAC-A M essage authentication code for network authentication 1 per AUTN 64

b) KSI: Key set identifier;

¢) CK: Cipher key;

d IK:

Integrity key.

e) GSM AV: Authentication vectors for GSM

Table 17 provides an overview of the data elements stored in the VLR/SGSN to support authentication and key

agreement.
Table 17: VLR/SGSN — Authentication and key agreement — Data elements
Symbol Description Multiplicity Lifetime Length Mandatory /
Optional
UMTSAV | UMTS several per user, SN | Depends on many 528-656 Mandatory
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Authentication dependent things
vectors
KSl Key set identifier 1 per user Updated when 3 hits Mandatory
AKA protocol is
executed
CK Cipher key 1 per user Updated when 128 bits Mandatory
AKA protocol is
executed
IK Integrity key 1 per user Updated when 128 bits Mandatory
AKA protocol is
executed
GSM AV GSM Asfor GSM Asfor GSM Asfor GSM | Optional
Authentication
vectors

4.6 Home location register / Authentication centre
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4.6:24.6.1 Authentication and key agreement (AKAe)

The HLR/AuC shall support the UMTS mechanism for authentication and key agreement described in 6.3 of 3G TS
33.102.

The following data elements need to be stored in the HLR/AUC:
a) K:apermanent secret key;

b) SQNxe: acounter used to generate SQN from;

c) AV: authentication vectors computed in advance;

Table 20 provides an overview of the data elements stored on the HLR/AuC to support authentication and key
agreement.

Table 20: HLR/AuUC — Authentication and key agreement — Data elements

Symbol Description Multiplicity Lifetime Length Mandatory /
Optiona

K Permanent secret 1 Permanent 128 bits Mandatory
key

SONKe Sequence number 1 Updated when AVs | 32-64 bits Mandatory
counter are generated

UMTSAV | UMTS HE option Updated when AVs | 544-640 bits | Optional
Authentication are generated
vectors

GSM AV GSM HE option that Updated when AVs | As GSM Optional
Authentication consists of: are generated
vectors

RAND GSM Random 128 bits Optiona
challenge

SRES GSM Expected 32 bits Optiona
response

Kc GSM cipher key 64 bits Optiona

Figure 4: Generation of an authentication vector provides an overview of how authentication vectors are generated in
the HLR/AuC.
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Generate SQN |

Generate RAND ‘ﬁ

SQN AMF

RAND
K
y y y y y y y y y y y y
[ a [e][a][w][s
MAC XRES CK 1K AK

| AUTN := SQN @ AK ||[AMF [[MAC |

| AV := RAND || XRES||CK |[IK [[AUTN |

Figure 4: Generation of an authentication vector

The following cryptographic functions need to be implemented in the HLR/AuC:

— f1: amessage authentication function for network authentication;

— f1*: amessage authentication function for support to re-synchronisation;

— f2: amessage authentication function for user authentication;

— f3: akey generating function to derive the cipher key;

— f4: akey generating function to derive the integrity key;

— f5: akey generating function to derive the anonymity key.

Table 21 provides a summary of the cryptographic functions implemented on the USIM to support authentication and
key agreement.

Table 21: HLR/AuUC — Authentication and key agreement — Cryptographic functions

Symbol Description Multiplicity | Lifetime Standardised / Mandatory / Optional
Proprietary

f1 Network authentication | 1 Permanent | Proprietary Mandatory
function

f1* Message authentication | 1 Permanent | Proprietary Mandatory
function for
synchronisation

f2 User authentication 1 Permanent | Proprietary Mandatory
function

f3 Cipher key generating 1 Permanent | Proprietary Mandatory
function

f4 Integrity key generating | 1 Permanent | Proprietary Mandatory
function

f5 Anonymity key 1 Permanent | Proprietary Optiona
generating function
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A3/A8 GSM user 1 Permanent | Proprietary Optiona
authentication
functions

CltoC2 | Functionsfor 1 for each Permanent | Standard Optiona

converting UMTS
AV’'sto GSM AV’s

4.7 Enhanced user identity confidentiality (EUICyE)

For UMTS users with EUIC, the UIDN has to store additional data and have additional function implemented to decrypt
the permanent user identity (IMSI) and to calcul ate the paging identity TEM S| to be used instead of IMS|. We describe
the requirements as regards data storage and al gorithm implementation for the example mechanismin annex B of 3G TS
33.102.

The following data elements need to be stored on the UIDN:

a) GK: the group key used to decrypt the IMSI and SONc;

b) GI: agroup identifier that identifies the group the user refersto as well as the GK;

c¢) TEMSI: atemporary identity used for paging instead of IMSI;

d) [IMSI: the IMSI of that-the users the feature is applied forto.

Table ??: UIDN — Enhanced User Identity Confidentiality — Data elements

Symbol Description Multiplicity Lifetime Length Mandatory /
Optiona
GK Group key 1 per user group | Permanent 128 Optional
Gl Group |dentity 1 per user Permanent 32 bits Optional
TEMSI Temporary 1 per user Updated whena | Asper IMS| Optional
identity used for new identity
paging instead of reguest has been
IMSI performed
IMSI IMSI 1 per user Permanent 64 bits Optiona

The following cryptographic functions need to be implemented in UIDN:

— {7. theuser identity decryption function.

— f10: TEMSI calculation function

For a summary of the data elements and cryptographic function of the EUICye function see Table 2.

Table ??: UIDN — Enhanced User |dentity Confidentiality — Cryptogr aphic functions

Symbol Description Multiplicity Lifetime Standardised / Mandatory /
Proprietary Optional
f7 User identity 1 Permanent Proprietary Optional
decryption
function
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f10 TEMS 1 Permanent Proprietary Optional
caculation
function
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3.3 Abbreviations

For the purposes of the present document, the following abbreviations apply:
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3GPP 3rd Generation Partnership Project
AK Anonymity key
AuC Authentication Centre
AUTN Authentication token
COUNT-C Time variant parameter for synchronisation of ciphering
COUNT-I Time variant parameter for synchronisation of data integrity
CK Cipher key
EMSIN Encrypted Mobile Station Identification Number
GK User group key
IK Integrity key
MUHMSI International Mobile UsertdentityStation Identity
IPR Intellectual Property Right
MAC Medium access control (sublayer of Layer 2in RAN)
MAC M essage authentication code
MAC-A MAC used for authentication and key agreement
MAC-| MAC used for data integrity of signalling messages
MSIN Mobile Station Identification Number
PDU Protocol data unit
RAND Random challenge
RES User response
RLC Radio link control (sublayer of Layer 2 in RAN)
RNC Radio network controller
SEQ UIC Sequence for user identity confidentiality
SDU Signalling data unit
SON Sequence number
TEMSI Temporary encrypted mobile subscriber identity
UE User equipment
UIDN User Identity Decryption Node
USIM User Services Identity Module
XMAC-A Expected MAC used for authentication and key agreement
XMAC-I Expected MAC used for dataintegrity of signalling messages
XRES Expected user response
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Annex A (informative):
User identity confidentiality

A.l Overview

Figure A.1 illustrates the use of the encryption function f6 to encrypt the IMUH-M SIN and the sequence for user identity
confidentiality (SEQ_UIC) into an EMUJI-EMSIN and the use of the decryption function f7 to decrypt the EMU4
EMSIN and retrieve the SEQ UIC and the UM SIN.

SEQ UIC||MSIN EMSIN
GK —>» f6 GK —>» f7
EMSIN SEQ_UIC||MSIN
USIM UIDN

Figure A.1: Encryption and decryption of the permanent user identity

The mechanism for user identity confidentiality that is described in annex B of [1] requires the following cryptographic
functions:

f6 the user identity encryption function;

f7 the user identity decryption function.

Figure A.2 describes the use of the one-way function f10 to calculate a paging-id for an user to avoid using the IMS]

SEQ UIC || IMSI

v

GK —P f10

v

TEMS

USIM / UIDN

Figure A.2: Calculation of the Temporary Encrypted Mobile Subscriber Identity

A.2 Use

The functions f6 and f7 shall only be used to protect the confidentiality of the user identity when transmitted from
USIM to AuCUIDN
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The function f10 shall only be used to derive a paging-id from the IM S| and the SEQ UIC.

A.3 Allocation

The function f6 is alocated to the USIM. The function f7 is allocated to the Authentication-CentreUI DN.

The function f10 is alocated to the USIM and the UIDN

A4 Extent of standardisation

The functions f6, -and-f7, and f10 are proprietary to the home environment.

A.5 Implementation and operational considerations

The function f6 shall be designed so that it can be implemented on an IC card equipped with a X1-bit microprocessor
running at X2 MHz and with X3 kbits of memory and produce EMUH-EMSIN in lessthan X11 ms.

The functions f7 shall be designed so that they can be implemented in software in the A4C-UIDN on a X 6-bit
microprocessor running at X7 MHz and X8 kbits of memory and produce SEQ UIC || F'MIH-EMSIN in less than X12
ms.

The function f10 shall be designed so that it can be implemented on an | C card equipped with a X 1-bit microprocessor
running at X2 MHz and with X3 kbits of memory and produce TEMS! in lessthan X11 ms.

A.6  Type of algorithm

A6.1 f6

f6: the user identity encryption function
f6: (GK; SEQ _UIC || FMUHMSIN) > EMUIEMSIN
6 should be ablock cipher.

A6.2 f7

f7: the user identity decryption function
f7: (GK; EMUHEMSIN) - SEQ_UIC || UM SIN
f7 should be ablock cipher and the inverse function of f6, in the sense that

x = f7(y; f6(y; X)), for all valid x = SEQ_UIC || IMUIMSIN and all valid y = GK.

A.6.3 fi10

f10: the paging-id function

f10: (GK; SON_UIC || IMSI) -> TEMSI

110 should be a one-way function.
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A.7 Interface

A7.1 GK
GK: the user group key
GK[0], GK[1], ..., GK[X13-1]

The maximum length of the group key GK is X13 bits. The user group key GK is along term secret key stored in
several USIMs and in the A4GUDIN.

A.7.2 SEQ UIC

SEQ_UIC: the sequence for user identity confidentiality
SEQ UIC[0], SEQ UIC[1]], ..., SEQ UIC[X14-1]

The length of SEQ UIC is X14 bits. The SEQ_UIC is generated by the USIM and should be different each time so asto
prevent traceability of auser.

AL3—IMUIA.7.3 IMSI

HMMUHMSI: the international mobile user identity

IMSILHO], IMSIUH[1], ..., IMSILH[X15-1]

The length of the IMUI is X15hits. The IMSIU} is the permanent identity of the user, stored inthe USIM and in the
AuCUIDN.

A4—EMUIA. 7.4 EMSIN

EMUHEMSIN: the encrypted mobile station identification numberuseridentity

EMSINUHO], EMSINUH1], ..., EMSINUHX16-1]
The length of the EMSINU! is X16 bits.

A.7.5 TEMSI

TEMSI: the temporary encrypted |M Sl

TEMSI[O], TEMSI[]], ...., TEMSI[X22-1]

The length of the TEMSI is X22 bits.
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Annex C:

Unspecified values

Reference Meaning Range Source

X1 Bus width of the USIM processor (bit) TSG TWG3

X2 Clock speed of the USIM processor (MHz) TSG TWG3

X3 Memory size of the USIM (kbits) TSG TWG3

X4 Response time for AK, MAC-A and RES (ms) TSG SAWG2

X5 Response time for CK and IK (ms) TSG SAWG2

X6 Bus width of the AuC processor (bit) TSG CN

X7 Clock speed of the AuC processor (MHz) TSG CN

X8 Memory size of the AuC (kbits) TSG CN

X9 Response time for authentication vector in AuC (ms) TSG SAWG2

X10 Length of sequence number (bits) 32—64 TSG SAWG3

X11 Response time for EMU+LEMSIN computation in the USIM (ms) TSG SAWG2

X12 Response time for SEQ_UIC || IMUH-EMSIN in the A4G-UIDN (ms) TSG SAWG2

X13 Length of the group key (bits) 128 TSG SAWG3

X14 Length of SEQ_UIC (bits) 3224 TSG SAWG3

X15 Length of IMUEIMSI (bits) TSG SA

X16 Length of EMULEMSIN (bits) 12864 TSG SAWG3

X17 Number of gates required for hardware implementation of ciphering | 10 000 TSG TWG3
algorithm TSG CN

X18 Length of the field LENGTH for ciphering (bits) TSG RAN WG2

X19 Maximum length of a signalling message (bits) TSG SAWG3

TSG RAN WG2

X20 Length of MAC-I (bits) 24 TSG SAWG3

X21 Length of RES and XRES (bits) 32-128 TSG SAWG3

X22 Length of TEMSI as per TSG SAWG3

IMSI
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