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Annex C: Management of sequence numbers
This annex is devoted to the management of sequence numbers for the authentication and key agreement protocol.

C.6      A generalised scheme for sequence number
management

This section describes the use of generalised sequence numbers which have an individual and a global component.
(1) The sequence number consists of two concatenated parts SQN = SQN1 || SQN2. SQN1 represents the most

significant bits of SQN, and SQN2 represents the least significant bits of SQN.

(2) There are counters SQNMS and SQNHE in the MS and the HE respectively. Both parts of SQN are stored by these
counters. SQNHE is an individual counter, i.e. there is one per user.

(3) There is a global counter, e.g. a universal clock with an appropriate time granularity (e.g. seconds elapsed since the
start of the system). For short we call the value of this global counter at any one time GLC. If GLC is taken from a
universal clock it is computed mod 2n where n is the length of GLC and of SQN2 in bits.

(4) When the HE needs a new sequence number SQN to create a new authentication vector, HE retrieves the (user-
specific) value of SQNHE = SQN1HE || SQN2HE from the database. If SQN2HE < GLC then HE sets SQN = SQN1HE ||
GLC. If SQN2HE ≥ GLC then HE sets SQN = (SQN1HE +1) || GLC.
Then SQNHE  is reset to SQN.

(5) The sequence number SQN is accepted by the USIM if and only if SQN >SQNMS holds.

(6) If the mechanism described in Annex C.4 (lists of sequence numbers in the USIM) is used and if SQNLO denotes the
lowest sequence number in the list then (5) becomes:

The sequence number SQN is now accepted by the USIM if and only if SQN >SQNLO holds and SQN is not in the
list.

(7) If the mechanism described in Annex C.5 (protection against counter wrap-around) is employed then (5) becomes:

The sequence number SQN is now accepted by the USIM if and only if SQN>SQNMS and
SQN - SQNMS< ∆ hold.

(8) If both the mechanisms described in Annexes C.4 and C.5 are employed and if SQNHI denotes the highest sequence
number in the list then (5) becomes:

The sequence number SQN is now accepted by the USIM if and only if SQN>SQNLO and
SQN – SQNHI < ∆ hold and SQN is not in the list.

When parameters are appropriately chosen then this use of sequence numbers is compatible with the re-
synchronisation procedure described in section 6.3.5 and the protection against wrap around of counters described
in Annex C.5, and it is not required to conceal this type of sequence numbers.


