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4.1
Joint meeting with WG3 on Security and MBMS (Kobe)

This agenda item contains the report of the joint meeting between WG2 and WG3 held during the meeting in Kobe on 10 April 2002.

Security

R3-020998
CR xxx to 25.413 on Erroneous Security Mode Control procedure (Ericsson)

Martin Israelsson (WG3 Chairman) presented this document on the basis of an extract of WG3 minutes.

Presentation:
WG3 had identified some issues it wanted to discuss with WG2:

-
Change of algorithms is possible only through Reconfiguration messages on RNC decision, i.e. Change of algorithms is not possible through the Security Mode Command.

-
In case of signalling connections to both domains, the same ciphering algorithm needs to be applied on both domains. The status of ciphering (i.e started or not started shall be the same for both domains.

-
In case ciphering is started in one CN domain, a subsequently established signalling connection on the other CN domain also needs to be ciphered (with the same ciphering algorithm).

Statement in 33.102: "Change of ciphering and integrity mode (algorithms) at establishment of a second MS to CN connection shall not be permitted. The preferences and special requirements for the ciphering and integrity mode setting shall be common for both domains. (e.g. the order of preference of the algorithms)."

-
Does this imply that RNC shall check that the content of the Security Mode Command message sent over both Iu connections is the same?

-
If yes: how restrictive shall this check be? Is a check to ensure that the ciphering algorithm currently used by the other domain can be applied to both domains sufficient or shall the whole list contained in the Iu message be checked (this is a valid interpretation fo the 33.102 statement)?

Further, Stage 2 descriptions should state how the co-ordination of ciphering algorithms between both CN domains is to be performed (O&M).

Discussion: The question translated into what configurations RNC should accept and how to handle error cases. For instance, if one domain was ciphered and a request was received not to cipher the other domain, did that imply that the former domain should also no longer be ciphered? It was commented that 33.102 also stated that the algorithm in both domains should be the same. The easiest solution (to reject whenever the lists were different) could create a problem in the scenario where a new algorithm was identified in a few years. In that case the lists would be different (there would be one extra element in one of the lists). It was commented that it was out of the scope of RNC to guarantee the reception of the Security Mode Command for both domains. It was asked what would happen if no Security Mode Command was received for the second domain. It was not sure if this was a likely or even possible scenario to happen.

A possible solution was to release all existing RRC connections and re-establish the connections with the same algorithm for all new connections for both domains. Alternatively, you could use what is common, which might imply a change of algorithm (currently not allowed according to the principles established in WG2, but the tools were available on the radio to do it). On the latter, it was commented that the reason to have a new algorithm would normally be that the old one might have been compromised (the new one was more secure), and that therefore the later algorithm should always be the preferred one rather than try for a 'common' one. On the other hand, it was argued that it was not elegant to release all ongoing connections because a CN had introduced a new algorithm. Also, it was possible that a new algorithm would be introduced in the CN before any UE supported it (so that upon re-establishment of the connections the old algorithm had to be used again). This was not how it had been in GSM in the past and would need to be checked with TSG-SA WG3 for its validity if that was the preferred way to go. An extra problem with any of the solutions might be that currently Iu did not support ordered/ranked lists. If the Iu were to support ordering, the solution to look for a common algorithm as in the Ericsson CR would also resolve the concern that the latest algorithm was the preferred one and needed to be chosen if possible.

The case where one domain said "cipher" and the other one said "no ciphering" was considered to be erroneous (operators were supposed to make sure this did not happen in the CN). However, RANAP did need to be clear how to handle the case where no Security Mode Command was received for one of the domains (in that case the security information from the domain where a Security Mode Command had been received would be used for both domains).

Decision: The Iu needed to re-introduce ordering for the lists and then the proposal in the Ericsson CR was acceptable. A modification was needed to take care of the case where you did not receive a Security Mode Command on one domain, but did receive a Security Mode Command on the other domain (use the security information from the domain where a Security Mode Command had been received would be used for both domains). WG2 would check that this was handled correctly on the radio.

MBMS

R2-020717
RAN requirements to support MBMS (Hutchison 3G)

R3-021034
RAN requirements to support MBMS (Hutchison 3G)

Mony Kochupillai (Hutchison 3G) presented R3-021034 (the papers were slightly different; discussion below was based on R3-021034).

Discussion: The purpose of the discussion in this meeting was to focus on the radio interface and leave the general architecture discussion for the MBMS workshop in London (6-7 May). It was explained that the requirements were the RAN requirements and were derived from the service requirements. In response to this, it was commented that the requirements seemed to have an 'operator bias' and it was possible to reclect the service requirements in a different manner also. On charging it was explained that that was not of concern to TSG-RAN (it would be transported like signalling). What to do with MBMS content while roaming had not been decided yet. It seemed difficult to transport content from the home PLMN. Reception of MBMS was not guaranteed. It was thought that there should be no interaction between MBMS and point-to-point services. These and various other understandings could be checked in the workshop and several questions needed to be asked.

The following RAN understanding needed to be confirmed:

-
MBMS is downlink only.

-
Charging should not affect UTRAN.

-
Roaming does not affect RAN.

-
Reception of MBMS is not guaranteed [this was confirmed by TSG-SA WG1 in LS S1-020299 (R2-020692; R3-020300)].

-
Transmission can use dedicated resources or broadcast resources.

-
MBMS should not prevent the capability for SRNS relocation.

-
Uplink transmissions would be on point-to-point RABs and therefore not seen by RAN as MBMS RABs.

-
The QoS attributes are the same for multicast and broadcast.

-
Header compression would be preferable.

The following questions needed to be put in for the workshop:

-
Should MBMS and point-to-point RABs be independent? What are the requirements in case of parallel point-to-point and MBMS services?

-
Is the assumption to have dedicated capability in the UE for MBMS, not shared with other point-to-point services, e.g. MBMS dedicated rake receiver?

-
What amount of data loss or duplication is acceptable in case of cell change?

-
What is the range of applicable bit rates?

-
What are the QoS attributes? Is it assumed to be the same bit rate in all cells?

-
What is the requirement on ciphering for Broadcast service?

-
Should MBMS influence cell re-selection or even handover (no commitment from RAN to fulfil this if answer is yes)?

-
What is the requirement on arbitration between point-to-point RABs and MBMS RABs (e.g. is there an A/R priority etc.)?

-
Are multicast areas operator-based or user-based?

Decision: The document was noted. The list above would be submitted to the workshop.

R2-020779
MBMS Requirements and their impact to RAN (Nokia)

Dimitris Koulakiotis (Nokia) presented this document (no WG3 number).

Discussion: Some additional questions were added to the list under the Hutchison paper (see above).
Decision: The document was noted.
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