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[…]

6.3 Signalling Radio Bearers
The Radio Bearers (RB) available for transmission of RRC messages are defined as "signalling radio bearers" and are
specified in the following. The UE and UTRAN shall select the signalling radio bearers for RRC messages using RLC-
TM, RLC-UM or RLC-AM on the DCCH and CCCH, according to the following:

- Signalling radio bearer RB0 shall be used for all messages sent on the CCCH (UL: RLC-TM, DL: RLC-UM).

- Signalling radio bearer RB1 shall be used for all messages sent on the DCCH, when using RLC unacknowledged
mode (RLC-UM).

- Signalling radio bearer RB2 shall be used for all messages sent on the DCCH, when using RLC acknowledged
mode (RLC-AM), except for the RRC messages carrying higher layer (NAS) signalling.

- Signalling radio bearer RB3 and optionally Signalling radio bearer RB4 shall be used for the RRC messages
carrying higher layer (NAS) signalling and sent on the DCCH in RLC acknowledged mode (RLC-AM), as
specified in subclauses 8.1.8., 8.1.9 and 8.1.10.

- RRC messages on the SHCCH are mapped either on RACH or on the USCH in the uplink using TM and either
on FACH or on the DSCH using RLC-UM. These messages are only specified for TDD mode.

The Radio Bearer configuration for signalling radio bearer RB0, SHCCH, BCCH on FACH and PCCH on PCH are
specified in subclauses 13.6, 13.6a, 13.6b and 13.6c.

When an RRC message is transmitted in DL on DCCH or CCCH or SHCCH using RLC UM, RRC may indicate to
RLC that a special RLC length indicator indicating that an RLC SDU begins in the beginning of an RLC PDU should
be used [16]. The UE shall follow the normal rules for discarding of RLC SDUs when this Length Indicator is not
present.

Ciphering is never applied to signalling radio bearer RB0.

[…]

8.1.12 Security mode control

UE
UTRAN

 SECURITY MODE COMMAND

 SECURITY MODE COMPLETE

Figure 8.1.12-1: Security mode control procedure

8.1.12.1 General

The purpose of this procedure is to trigger the stop or start of ciphering or to command the restart of the ciphering with
a new ciphering configuration, for the radio bearers of one CN domain and for all signalling radio bearers.
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It is also used to start integrity protection or to modify the integrity protection configuration for all signalling radio
bearers.

8.1.12.2 Initiation

8.1.12.2.1 Ciphering configuration change

To start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM
RLC using the most recent ciphering configuration. If no such ciphering configuration exists then the SECURITY
MODE COMMAND is not ciphered. UTRAN should not transmit a SECURITY MODE COMMAND to signal a
change in ciphering algorithm.

When configuring ciphering, UTRAN should ensure that the UE needs to store at most two different ciphering
configurations (keyset and algorithm) per CN domain, in total over all radio bearers at any given time. For signalling
radio bearers the total number of ciphering configurations that need to be stored is at most three. Prior to sending the
SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY
MODE COMMAND, UTRAN should:

1> suspend all radio bearers using RLC-AM or RLC-UM and all signalling radio bearers using RLC-AM or RLC-
UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the
downlink DCCH in RLC-AM, and except signalling radio bearer RB0, according to the following:

2> not transmit RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer
downlink ciphering activation time info" on all suspended radio bearers and all suspended signalling radio
bearers.

1> set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC send sequence
number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which
time the new ciphering configuration shall be applied;

1> if a transparent mode radio bearer for this CN domain exists:

2> include the IE "Ciphering activation time for DPCH" in IE "Ciphering mode info", at which time the new
ciphering configuration shall be applied;

1> set, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set
by a previous security mode control procedure, an "RLC send sequence number" in IE "Radio bearer downlink
ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration
shall be applied;

1> set, for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set
by a previous security mode control procedure, the "RLC send sequence number" in IE "Radio bearer downlink
ciphering activation time info" in the IE "Ciphering mode info" to the value used in the previous security mode
control procedure, at which time the latest ciphering configuration shall be applied;

1> if Integrity protection has already been started for the UE:

2> if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3> include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.

2> if the IE "CN domain identity" in the SECURITY MODE COMMAND is different from the IE "CN domain
identity" that was sent in the previous SECURITY MODE COMMAND message to the UE:

3> include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.

1> transmit the SECURITY MODE COMMAND message on RB2.

[…]
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[…]

6.3 Signalling Radio Bearers
The Radio Bearers (RB) available for transmission of RRC messages are defined as "signalling radio bearers" and are
specified in the following. The UE and UTRAN shall select the signalling radio bearers for RRC messages using RLC-
TM, RLC-UM or RLC-AM on the DCCH and CCCH, according to the following:

- Signalling radio bearer RB0 shall be used for all messages sent on the CCCH (UL: RLC-TM, DL: RLC-UM).

- Signalling radio bearer RB1 shall be used for all messages sent on the DCCH, when using RLC unacknowledged
mode (RLC-UM).

- Signalling radio bearer RB2 shall be used for all messages sent on the DCCH, when using RLC acknowledged
mode (RLC-AM), except for the RRC messages carrying higher layer (NAS) signalling.

- Signalling radio bearer RB3 and optionally Signalling radio bearer RB4 shall be used for the RRC messages
carrying higher layer (NAS) signalling and sent on the DCCH in RLC acknowledged mode (RLC-AM), as
specified in subclauses 8.1.8., 8.1.9 and 8.1.10.

- RRC messages on the SHCCH are mapped either on RACH or on the USCH in the uplink using TM and either
on FACH or on the DSCH using RLC-UM. These messages are only specified for TDD mode.

The Radio Bearer configuration for signalling radio bearer RB0, SHCCH, BCCH on FACH and PCCH on PCH are
specified in subclauses 13.6, 13.6a, 13.6b and 13.6c.

Ciphering is never applied to signalling radio bearer RB0.

[…]

8.1.12 Security mode control

UE
UTRAN

 SECURITY MODE COMMAND

 SECURITY MODE COMPLETE

Figure 8.1.12-1: Security mode control procedure

8.1.12.1 General

The purpose of this procedure is to trigger the stop or start of ciphering or to command the restart of the ciphering with
a new ciphering configuration, for the radio bearers of one CN domain and for all signalling radio bearers.

It is also used to start integrity protection or to modify the integrity protection configuration for all signalling radio
bearers.
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8.1.12.2 Initiation

8.1.12.2.1 Ciphering configuration change

To start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM
RLC using the most recent ciphering configuration. If no such ciphering configuration exists then the SECURITY
MODE COMMAND is not ciphered. UTRAN should not transmit a SECURITY MODE COMMAND to signal a
change in ciphering algorithm.

When configuring ciphering, UTRAN should ensure that the UE needs to store at most two different ciphering
configurations (keyset and algorithm) per CN domain, in total over all radio bearers at any given time. For signalling
radio bearers the total number of ciphering configurations that need to be stored is at most three. Prior to sending the
SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY
MODE COMMAND, UTRAN should:

1> suspend all radio bearers using RLC-AM or RLC-UM and all signalling radio bearers using RLC-AM or RLC-
UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the
downlink DCCH in RLC-AM, and except signalling radio bearer RB0, according to the following:

2> not transmit RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer
downlink ciphering activation time info" on all suspended radio bearers and all suspended signalling radio
bearers.

1> set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC send sequence
number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which
time the new ciphering configuration shall be applied;

1> if a transparent mode radio bearer for this CN domain exists:

2> include the IE "Ciphering activation time for DPCH" in IE "Ciphering mode info", at which time the new
ciphering configuration shall be applied;

1> set, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set
by a previous security mode control procedure, an "RLC send sequence number" in IE "Radio bearer downlink
ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration
shall be applied;

1> set, for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set
by a previous security mode control procedure, the "RLC send sequence number" in IE "Radio bearer downlink
ciphering activation time info" in the IE "Ciphering mode info" to the value used in the previous security mode
control procedure, at which time the latest ciphering configuration shall be applied;

1> if Integrity protection has already been started for the UE:

2> if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3> include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.

2> if the IE "CN domain identity" in the SECURITY MODE COMMAND is different from the IE "CN domain
identity" that was sent in the previous SECURITY MODE COMMAND message to the UE:

3> include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.

1> transmit the SECURITY MODE COMMAND message on RB2.

[…]
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[…]

6.3 Signalling Radio Bearers
The Radio Bearers (RB) available for transmission of RRC messages are defined as "signalling radio bearers" and are
specified in the following. The UE and UTRAN shall select the signalling radio bearers for RRC messages using RLC-
TM, RLC-UM or RLC-AM on the DCCH and CCCH, according to the following:

- Signalling radio bearer RB0 shall be used for all messages sent on the CCCH (UL: RLC-TM, DL: RLC-UM).

- Signalling radio bearer RB1 shall be used for all messages sent on the DCCH, when using RLC unacknowledged
mode (RLC-UM).

- Signalling radio bearer RB2 shall be used for all messages sent on the DCCH, when using RLC acknowledged
mode (RLC-AM), except for the RRC messages carrying higher layer (NAS) signalling.

- Signalling radio bearer RB3 and optionally Signalling radio bearer RB4 shall be used for the RRC messages
carrying higher layer (NAS) signalling and sent on the DCCH in RLC acknowledged mode (RLC-AM), as
specified in subclauses 8.1.8., 8.1.9 and 8.1.10.

- RRC messages on the SHCCH are mapped either on RACH or on the USCH in the uplink using TM and either
on FACH or on the DSCH using RLC-UM. These messages are only specified for TDD mode.

The Radio Bearer configuration for signalling radio bearer RB0, SHCCH, BCCH on FACH and PCCH on PCH are
specified in subclauses 13.6, 13.6a, 13.6b and 13.6c.

Ciphering is never applied to signalling radio bearer RB0.

[…]

8.1.12 Security mode control

UE
UTRAN

 SECURITY MODE COMMAND

 SECURITY MODE COMPLETE

Figure 8.1.12-1: Security mode control procedure

8.1.12.1 General

The purpose of this procedure is to trigger the stop or start of ciphering or to command the restart of the ciphering with
a new ciphering configuration, for the radio bearers of one CN domain and for all signalling radio bearers.

It is also used to start integrity protection or to modify the integrity protection configuration for all signalling radio
bearers.



3GPP TS aa.bbb vX.Y.Z (YYYY-MM) CR page 4

CR page 4

8.1.12.2 Initiation

8.1.12.2.1 Ciphering configuration change

To start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM
RLC using the most recent ciphering configuration. If no such ciphering configuration exists then the SECURITY
MODE COMMAND is not ciphered. UTRAN should not transmit a SECURITY MODE COMMAND to signal a
change in ciphering algorithm.

When configuring ciphering, UTRAN should ensure that the UE needs to store at most two different ciphering
configurations (keyset and algorithm) per CN domain, in total over all radio bearers at any given time. For signalling
radio bearers the total number of ciphering configurations that need to be stored is at most three. Prior to sending the
SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY
MODE COMMAND, UTRAN should:

1> suspend all radio bearers using RLC-AM or RLC-UM and all signalling radio bearers using RLC-AM or RLC-
UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the
downlink DCCH in RLC-AM, and except signalling radio bearer RB0, according to the following:

2> not transmit RLC PDUs with sequence number greater than or equal to the number in IE "Radio bearer
downlink ciphering activation time info" on all suspended radio bearers and all suspended signalling radio
bearers.

1> set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC send sequence
number" in IE "Radio bearer downlink ciphering activation time info" in the IE "Ciphering mode info", at which
time the new ciphering configuration shall be applied;

1> if a transparent mode radio bearer for this CN domain exists:

2> include the IE "Ciphering activation time for DPCH" in IE "Ciphering mode info", at which time the new
ciphering configuration shall be applied;

1> set, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set
by a previous security mode control procedure, an "RLC send sequence number" in IE "Radio bearer downlink
ciphering activation time info" in the IE "Ciphering mode info", at which time the new ciphering configuration
shall be applied;

1> set, for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set
by a previous security mode control procedure, the "RLC send sequence number" in IE "Radio bearer downlink
ciphering activation time info" in the IE "Ciphering mode info" to the value used in the previous security mode
control procedure, at which time the latest ciphering configuration shall be applied;

1> if Integrity protection has already been started for the UE:

2> if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3> include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.

2> if the IE "CN domain identity" in the SECURITY MODE COMMAND is different from the IE "CN domain
identity" that was sent in the previous SECURITY MODE COMMAND message to the UE:

3> include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.

1> transmit the SECURITY MODE COMMAND message on RB2.

[…]
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8.5.5 Actions in "out of service area" and "in service area"

This subclause specifies the general actions the UE shall perform when it detects "out of service" or "in service" area.
The specific UE behaviour when it detects "out of service" or "in service area" and periodical update has been
configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" is
specified in subclause 8.3.1.

8.5.5.1 Detection of "out of service" area

The UE shall detect "out of service" area as defined in [19].

8.5.5.1.1 Actions following detection of "out of service" area in URA_PCH or
CELL_PCH state

If the UE detects the "out of service area" and the UE is in URA_PCH or CELL_PCH state it shall perform the
following actions:

1> start timer T316;

1> perform processes described in subclause 7.2.2.

8.5.5.1.2 Actions following detection of "out of service" area in CELL_FACH state

If the UE detects the "out of service area" and the UE is in CELL_FACH state it shall perform the following actions.
The UE shall:

1> start timer T317 if not already running;

1> perform processes described in subclause 7.2.2.

8.5.5.2 Detection of "in service" area

When a suitable cell is found based on the description in [4], the UE considers it as having detected "in service area".

8.5.5.2.1 Actions following Re-entry into "in service area" in URA_PCH or CELL_PCH
state

If the UE re-enters "in service area" before T316 expiry the UE shall perform the following actions. The UE shall:

1> stop T316;

1> stop T307 if it is active.

1> perform processes described in subclause 7.2.2.

8.5.5.2.2 Actions following re-entry into "in service area" in CELL_FACH state

If the UE detects "in service area" before T317 expiry the UE shall perform the following actions. If no cell update
procedure or URA update procedure is ongoing, the UE shall:

1> stop T317;

1> stop T307 if it is active.

1> initiate the cell update procedure using as cause "Re-entering service area" as specified in subclause 8.3.1;

1> perform processes described in subclause 7.2.2.

If an cell update procedure or URA update procedure is ongoing, the UE shall:

1> stop T317.
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1> perform the actions as specified in 8.3.1.

8.5.5.3 T316 expiry

On T316 expiry the UE shall perform the following actions. The UE shall:

1> if "out of service area" is detected:

2> start timer T317;

2> move to CELL_FACH state;

2> perform processes described in subclause 7.2.2.

1> if "in service area" is detected:

2> initiate the cell update procedure using as cause "Re-entering service area" as specified in subclause 8.3.1;

2> perform processes described in subclause 7.2.2.

8.5.5.4 T317 expiry

When the T317 expires, the UE shall:

1> move to idle mode;

1> release all dedicated resources;

1> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

1> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

1> clear the variable ESTABLISHED_RABS;

1> perform actions specified in subclause 8.5.2 when entering idle mode from connected mode.
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8.5.5 Actions in "out of service area" and "in service area"

This subclause specifies the general actions the UE shall perform when it detects "out of service" or "in service" area.
The specific UE behaviour when it detects "out of service" or "in service area" and periodical update has been
configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" is
specified in subclause 8.3.1.

8.5.5.1 Detection of "out of service" area

The UE shall detect "out of service" area as defined in [19].

8.5.5.1.1 Actions following detection of "out of service" area in URA_PCH or
CELL_PCH state

If the UE detects the "out of service area" and the UE is in URA_PCH or CELL_PCH state it shall perform the
following actions:

1> start timer T316;

1> perform processes described in subclause 7.2.2.

8.5.5.1.2 Actions following detection of "out of service" area in CELL_FACH state

If the UE detects the "out of service area" and the UE is in CELL_FACH state it shall perform the following actions.
The UE shall:

1> start timer T317 if not already running;

1> perform processes described in subclause 7.2.2.

8.5.5.2 Detection of "in service" area

When a suitable cell is found based on the description in [4], the UE considers it as having detected "in service area".

8.5.5.2.1 Actions following Re-entry into "in service area" in URA_PCH or CELL_PCH
state

If the UE re-enters "in service area" before T316 expiry the UE shall perform the following actions. The UE shall:

1> stop T316;

1> stop T307 if it is active.

1> perform processes described in subclause 7.2.2.

8.5.5.2.2 Actions following re-entry into "in service area" in CELL_FACH state

If the UE detects "in service area" before T317 expiry the UE shall perform the following actions. If no cell update
procedure or URA update procedure is ongoing, the UE shall:

1> stop T317;

1> stop T307 if it is active.

1> initiate the cell update procedure using as cause "Re-entering service area" as specified in subclause 8.3.1;

1> perform processes described in subclause 7.2.2.

If an cell update procedure or URA update procedure is ongoing, the UE shall:

1> stop T317.
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1> perform the actions as specified in 8.3.1.

8.5.5.3 T316 expiry

On T316 expiry the UE shall perform the following actions. The UE shall:

1> if "out of service area" is detected:

2> start timer T317;

2> move to CELL_FACH state;

2> perform processes described in subclause 7.2.2.

1> if "in service area" is detected:

2> initiate the cell update procedure using as cause "Re-entering service area" as specified in subclause 8.3.1;

2> perform processes described in subclause 7.2.2.

8.5.5.4 T317 expiry

When the T317 expires, the UE shall:

1> move to idle mode;

1> release all dedicated resources;

1> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

1> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

1> clear the variable ESTABLISHED_RABS;

1> perform actions specified in subclause 8.5.2 when entering idle mode from connected mode.
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8.5.5 Actions in "out of service area" and "in service area"

This subclause specifies the general actions the UE shall perform when it detects "out of service" or "in service" area.
The specific UE behaviour when it detects "out of service" or "in service area" and periodical update has been
configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" is
specified in subclause 8.3.1.

8.5.5.1 Detection of "out of service" area

The UE shall detect "out of service" area as defined in [19].

8.5.5.1.1 Actions following detection of "out of service" area in URA_PCH or
CELL_PCH state

If the UE detects the "out of service area" and the UE is in URA_PCH or CELL_PCH state it shall perform the
following actions:

1> start timer T316;

1> perform processes described in subclause 7.2.2.

8.5.5.1.2 Actions following detection of "out of service" area in CELL_FACH state

If the UE detects the "out of service area" and the UE is in CELL_FACH state it shall perform the following actions.
The UE shall:

1> start timer T317 if not already running;

1> perform processes described in subclause 7.2.2.

8.5.5.2 Detection of "in service" area

When a suitable cell is found based on the description in [4], the UE considers it as having detected "in service area".

8.5.5.2.1 Actions following Re-entry into "in service area" in URA_PCH or CELL_PCH
state

If the UE re-enters "in service area" before T316 expiry the UE shall perform the following actions. The UE shall:

1> stop T316;

1> stop T307 if it is active.

1> perform processes described in subclause 7.2.2.

8.5.5.2.2 Actions following re-entry into "in service area" in CELL_FACH state

If the UE detects "in service area" before T317 expiry the UE shall perform the following actions. If no cell update
procedure or URA update procedure is ongoing, the UE shall:

1> stop T317;

1> stop T307 if it is active.

1> initiate the cell update procedure using as cause "Re-entering service area" as specified in subclause 8.3.1;

1> perform processes described in subclause 7.2.2.

If an cell update procedure or URA update procedure is ongoing, the UE shall:

1> stop T317.
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1> perform the actions as specified in 8.3.1.

8.5.5.3 T316 expiry

On T316 expiry the UE shall perform the following actions. The UE shall:

1> if "out of service area" is detected:

2> start timer T317;

2> move to CELL_FACH state;

2> perform processes described in subclause 7.2.2.

1> if "in service area" is detected:

2> initiate the cell update procedure using as cause "Re-entering service area" as specified in subclause 8.3.1;

2> perform processes described in subclause 7.2.2.

8.5.5.4 T317 expiry

When the T317 expires, the UE shall:

1> move to idle mode;

1> release all dedicated resources;

1> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED_SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

1> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

1> clear the variable ESTABLISHED_RABS;

1> perform actions specified in subclause 8.5.2 when entering idle mode from connected mode.


