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Title:

Source:

¥ Corrections to Security procedure on Missing integrity protection reset on relocation
and counter check response actions for asymmetric bearer configurations

#% TSG-RANWG2

Work item code: 38 TEI

Category:

#® F Release: & R99
Use one of the following categories: Use one of the following releases:
F (correction) 2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can REL-4 (Release 4)
be found in 3GPP TR 21.900. REL-5 (Release 5)

Date: ¥ May 13, 2002

Reason for change: 3 1.

10.

11.
12.

Itisnot clear if SECURITY MODE COMMAND can change ciphering/integrity
protection algorithms.

It isnot clear if SECURITY MODE COMMAND can be received with "modify"
command for integrity protection for a CN domain for which integrity protection has
been aready configured, if new keys have not been received.

Inthe COUNTER CHECK procedureit is not clear how the UE should set the
COUNT-C values for aradio bearer which is configured only in one direction or is
set to RLC-TM mode in one direction and UM in the other.

ACTIVE SET UPDATE cannot be used to trigger actions at the UE for a SRNS
Relocation.

UE actions in case of pending activation times for integrity protection following
SRNS Relocation are missing.

UE actions in case of previously received new keys not having yet been activated
due to activation times not elapsed at the time of SRNS Relocation are missing.

Mis-alignment between Tabular and ASN.1. ASN.1 does not permit the transfer of
START for every domain in the Relocation container between source and target as
required..

It isincorrectly stated that a R99 UE shall support any one of UIAX integrity
protection algorithms when in fact UIA1 shall be supported.

It isnot clear in case of START caculation if "non-ciphered" radio bearers refers also
to RBs with ciphering algorithm set to UEAO.

It isincorrectly suggested in Annex athat the USIM stores both the new and old
keys as well asthe old and new START and KSI values. Only one value - the latest -
isstored inthe USIM.

The ASN.1 still permits the ciphering mode command to be set to "stop”.
It is not stated that the UE shall check to seeif anew FRESH value was received
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Summary of change: &

not approved:

13.
14.

o N o u

10.

11.

12.

13.

before performing the integrity check on the message.
10.3.3.10 isnot correctly placed in the Tabular according to alphabetical order.

In 8.6.4.8 it is stated that if the IE "RB Mapping Info" isincluded in system
information and thereisa AM RLC size change the UE shall " set the HFN values
for the corresponding RLC entity equal to the value of the |IE "START" for this CN
domain that will be included in the CELL UPDATE message that will be sent before
the next transmission.” However since the CELL UPDATE will be sent only in the
futureit isnot possible for the UE to set the START valu ein advance.

Itisclarified that UTRAN should not change ciphering/integrity protection
algorithm using the SECURITY MODE COMMAND procedure.

It isclarified that UTRAN should not transmit SECURITY MODE COMMAND
with "modify" command for integrity protection for a CN domain for which integrity
protection has been already configured, if new keys have not been received for that
domain.

It is specified that UE shall set an unspecified value for the COUNT-C for the
direction of the radio bearer that is either not configured or is set to RLC-TM.

All security related procedure text in the ACTIVE SET UPDATE procedure and
procedure related to ACTIVE SET UPDATE and security in other proceduresis
deleted. The tabular and ASN.1 have been appropriately updated.

It is specified that the UE shall over-write any pending activation times for IP.
It is specified that UE shall use the pending new keys.
The ASN.1 is corrected to allow for START value for all domains to be transmitted.

The NOTE specifying UE support of UEAx and UIAX is deleted. A corresponding
correction is made in 25.306.

It isclarified that "non ciphered" refersto ciphering status set to "not started" and
RBs configured with ciphering algorithm UEAOQ shall contribute to the START value
calculation.

The suggestion that old values for START, Keys, etc. are stored in the USIM has
been deleted.

The ASN.1 and tabular have been appropriately updated to state that stop is never to
be used in any version of the protocol.

It is stated that if the IE "DL Counter Synchronisation Info" or "New URNTI" in
case of RADIO BEARER RECONFIGURATION is present then the UE shall apply
the FRESH value in the received message before performing the integrity check.

RRC State Indicator has been moved in the Tabular per the appropriate al phabetical
order.

14. The reguirement corresponding to the START value transmission in case of AM RLC
size change due to system information |E "RB Mapping Info" is deleted since this occurs
only in the case of Inter-RAT Handover to UTRAN and int his case thereisno AM RLC

size change.

Consequences if ¥ Incomplete specification related to security procedures causing uncertain UE behavior.
Uncertain UE behavior is case of SRNS relocation.

Isolated Impact Analysis:
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Corrected Feature: Security

Both the UE and UTRAN need to implement the changes in this CR for the security
feature to function correctly else the two entities will not be synchronised causing loss of

connection.

Impact on T1 test specifications: Security isin general not well covered in T1 at present
and this CR is not forseen to affect current T1 tests but the corrected functionality will
affect future test cases produced by T1 related to security.

Clauses affected: ¥ 8.1.1221,68.1.12.2.2,8.1.15.3, 8.3.4.3, 8.3.4.5a, 8.5.9, 8.5.10, 8.6.3.4, 8.6.3.5,
8.6.4.8,10.2.1, 10.2.2, 10.3.3.5, 10.3.3.10, 10.3.3.35a (new), 10.3.3.37, 11, A.2

Other specs 38| X | Other core specifications ¥ 25.306, 25.413
25.331v4.4.0, CR 1491

25.331 v5.0.0, CR 1492

affected: | | Test specifications
O&M Specifications

Other comments: 3

How to create CRs using this form:
Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm.

Below is a brief summary:

1) Fill out the above form. The symbols above marked 3 contain pop-up help information about the field that they are
closest to.

2) Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word
"revision marks" feature (also known as "track changes") when making the changes. All 3GPP specifications can be
downloaded from the 3GPP server under ftp:/ftp.3gpp.ora/specs/ For the latest version, look for the directory name
with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3) With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of
the clause containing the first piece of changed text. Delete those parts of the specification which are not relevant to

the change request.

8.1.12 Security mode control

SECURITY MODE COMMAND

A

SECURITY MODE COMPLETE

\ 4

Figure 8.1.12-1: Security mode control procedure
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8.1.12.1 General

The purpose of this procedureisto trigger the stop or start of ciphering or to command the restart of the ciphering with
anew ciphering configuration, for the radio bearers of one CN domain and for all signalling radio bearers.

It isalso used to start integrity protection or to modify the integrity protection configuration for all signalling radio
bearers.

8.1.12.2 Initiation

8.1.12.2.1 Ciphering configuration change

To start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM
RL C using the most recent ciphering configuration. If no such ciphering configuration exists then the SECURITY
MODE COMMAND is not ciphered. UTRAN should not transmit a SECURITY MODE COMMAND to signal a
change in ciphering algorithm.

When configuring ciphering, UTRAN should ensure that the UE needs to store at most two different ciphering
configurations (keyset and algorithm) per CN domain, in total over all radio bearers at any given time. For signalling
radio bearers the total number of ciphering configurations that need to be stored is at most three. Prior to sending the
SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY
MODE COMMAND, UTRAN should:

1> suspend all radio bearers using RLC-AM or RLC-UM and all signalling radio bearers using RLC-AM or RLC-
UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the
downlink DCCH in RLC-AM according to the following:

2> not transmit RLC PDUs with sequence number greater than or equal to the number in |E "Radio bearer
downlink ciphering activation time info" on all suspended radio bearers and all suspended signalling radio
bearers.

1> set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC send sequence
number” in |E "Radio bearer downlink ciphering activation time info" in the |E " Ciphering mode info", at which
time the new ciphering configuration shall be applied,;

1> if atransparent mode radio bearer for this CN domain exists:

2> include the IE " Ciphering activation time for DPCH" in IE " Ciphering mode info", at which time the new
ciphering configuration shall be applied;

1> set, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set
by a previous security mode control procedure, an "RLC send sequence number" in |E "Radio bearer downlink
ciphering activation time info" in the IE " Ciphering mode info", at which time the new ciphering configuration
shall be applied;

1> set, for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set
by a previous security mode control procedure, the "RLC send sequence number” in |E "Radio bearer downlink
ciphering activation time info" in the |E " Ciphering mode info" to the value used in the previous security mode
control procedure, at which time the latest ciphering configuration shall be applied,;

1> if Integrity protection has already been started for the UE:

2> if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3> include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.

2> if the IE "CN domain identity" in the SECURITY MODE COMMAND is different fromthe |[E "CN domain
identity" that was sent in the previous SECURITY MODE COMMAND message to the UE:

3> include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.
1> transmit the SECURITY MODE COMMAND message on RB2.
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8.1.12.2.2 Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink
DCCH in AM RLC using the new integrity protection configuration. UTRAN should not "modify" integrity protection
for aCN domain to which aSECURITY MODE COMMAND configuring integrity protection has been previously sent
for an ongoing signalling connection unless the application of new integrity keys needs to be signalled to the UE.
UTRAN should not transmit a SECURITY MODE COMMAND to signal achange in integrity protection algorithm.

When configuring Integrity protection, UTRAN should:

1> ensure that the UE needs to store at most three different Integrity protection configurations (keysets) at any given
time. Thisincludes the total number of Integrity protection configurations for all signalling radio bearers;

1> if Ciphering has already been started for the UE for the CN domain to be set in the IE "CN domain identity" in
the SECURITY MODE COMMAND:

2> if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3> include the IE " Ciphering mode info" in the SECURITY MODE COMMAND.

1> if Ciphering has already been configured for the UE for a CN domain different from the CN domain to be set in
the [E "CN domain identity" in the SECURITY MODE COMMAND:

2> include the IE " Ciphering mode info" in the SECURITY MODE COMMAND.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in
the SECURITY MODE COMMAND, UTRAN should:

1> if thisisthe first SECURITY MODE COMMAND sent for this RRC connection:
2> if new keys have been received:
3> initialise the hyper frame numbers as follows:
4> set dl hits of the hyper frame numbers of the COUNT-I values for al signalling radio bearers to zero.
2> else (if new keys have not been received):

3> usethevalue "START" in the most recently received |IE "START list" or IE"START" that belongs to the
CN domain indicated in the IE "CN domain identity" to initialise all hyper frame numbers of COUNT-I
for all the signalling radio bearers by:

4> setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the
value "START" in the most recently received IE "START list" or IE"START" for that CN domain;

4> setting the remaining bits of the hyper frame numbers equal to zero.
1> else (thisis not the first SECURITY MODE COMMAND sent for this RRC connection):
2> if new keys have been received:
3> initiaise the hyper frame number for COUNT-I for RB2 asfollows:
4> set dl bits of the HFN of the COUNT-| value for RB2 to zero.
2> if new keys have not been received:
3> initiaise the hyper frame number for COUNT-I for RB2 asfollows:

4> set the 20 most significant bits of the HFN of the downlink and uplink COUNT-I to the value of the
most recently received IE "START" or IE"START LIST" for the CN domain to be set inthe IE"CN
Domain Identity";

4> set the remaining bits of the HFN of the downlink and uplink COUNT-I to zero.
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1> if the IE "Integrity protection mode command" has the value " Start":

2> prohibit the transmission of signalling messages with any RRC SN on all signalling radio bearers, except
RB2;

2> set the FRESH value in the | E "Integrity protection initialisation number", included in the |E "Integrity
protection mode info".

1> if the IE "Integrity protection mode command"” has the value "Modify":
2> for each signalling radio bearer RBn, except RB2:

3> prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC sequence
number in entry for signalling radio bearer n in the "RRC message sequence number list" in the |IE
"Downlink integrity protection activation info", included in the |E "Integrity protection mode info".

2> set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a
previous security mode control procedure, an RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list" in the |E "Downlink integrity protection activation info", included
in the |E "Integrity protection mode info", at which time the new integrity protection configuration shall be

applied;

2> set, for each signalling radio bearer RBn, that has a pending integrity protection activation time set by a
previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list" in the |E "Downlink integrity protection activation info", included
in the |E "Integrity protection mode info", to the value used in the previous security mode control procedure,
at which time the latest integrity protection configuration shall be applied.

1> transmit the SECURITY MODE COMMAND message on RB2 using the new integrity protection configuration.

8.1.12.3 Reception of SECURITY MODE COMMAND message by the UE
Upon reception of the SECURITY MODE COMMAND message, the UE shall:

1> if neither |E "Ciphering mode info" nor IE "Integrity protection mode info" isincluded in the SECURITY
MODE COMMAND:

2> set the variable INVALID_CONFIGURATION to TRUE.

1> if the |IE " Security capability" isthe same asindicated by variable UE_CAPABILITY_TRANSFERRED, and the
IE "GSM security capability” (if included in the SECURITY MODE COMMAND) is the same asindicated by
the variable UE_CAPABILITY_TRANSFERRED:

2> set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";

2> set the |E "Status' in the variable SECURITY _MODIFICATION for the CN domain indicated in the IE"CN
domain identity" in the received SECURITY MODE COMMAND to the value "Affected";

2> set the |E "Status' in the variable SECURITY _MODIFICATION for all CN domains other than the CN
domainindicated in the IE "CN domain identity" to "Not affected”;

2> set the |IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of
"RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table
"Accepted transactions' in the variable TRANSACTIONS; and

2> clear that entry;

2> if the SECURITY MODE COMMAND message contained the | E " Ciphering mode info":
3> perform the actions as specified in subclause 8.6.3.4.

2> if the SECURITY MODE COMMAND message contained the | E "Integrity protection mode info":
3> perform the actions as specified in subclause 8.6.3.5.

1> prior to sending the SECURITY MODE COMPLETE message:
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2> use the old ciphering configuration for this message;
2> if the SECURITY MODE COMMAND message contained the | E " Ciphering mode info":

3> include and set the |E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

3> for each radio bearer and signalling radio bearer that belongs to the CN domain asindicated in the
variable LATEST_CONFIGURED_CN_DOMAIN:

4> tart or continue incrementing the COUNT-C values for all RLC-AM and RLC-UM signalling radio
bearers at the ciphering activation time as specified in the procedure;

4> continue incrementing the COUNT-C values for all RLC-AM and RLC-UM radio bearers.

3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN:

4> for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the downlink, at the RLC
sequence number indicated in | E "Radio bearer downlink ciphering activation timeinfo" in the IE
"Ciphering mode info" included in the SECURITY MODE COMMAND, for each signalling radio
bearer:

5> set the 20 most significant bits of the HFN component of the downlink COUNT-C to the value
"START" in the most recently transmitted |IE "START list" or IE"START" that belongsto the CN
domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN;

5> set the remaining bits of the hyper frame numbersto zero.
3> if new keys have been received:
4> perform the actionsin subclause 8.1.12.3.1.
2> if the SECURITY MODE COMMAND message contained the | E "Integrity protection mode info":

3> include and set the | E "Uplink integrity protection activation info" to the value of the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO for each signalling radio bearer;

3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST _CONFIGURED_CN_DOMAIN, for
RB2:

4> in the downlink, for the received SECURITY MODE COMMAND message:

5> set the 20 most significant bits of the |IE "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value "START" in the most
recently transmitted |E "START list" or IE"START" that belongs to the CN domain as indicated
inthe variable LATEST_CONFIGURED_CN_DOMAIN;

5> set the remaining bits of the |E "Downlink RRC HFN" to zero.
4> in the uplink, for the transmitted response message, SECURITY MODE COMPLETE:

5> set the 20 most significant bits of the |IE "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value "START" in the most
recently transmitted |E "START list" or IE"START" that belongs to the CN domain as indicated
inthe variable LATEST_CONFIGURED_CN_DOMAIN;

5> set the remaining bits of the |E "Uplink RRC HFN" to zero.

3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain indicated in the variable LATEST _CONFIGURED_CN_DOMAIN, for
each signalling radio bearer other than RB2:

4> if the |E "Integrity protection mode command" has the value "start":

5> in the downlink, for this signalling radio bearer:
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6> set the 20 most significant bits of 1E "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value START
transmitted in the most recently transmitted |IE "START list" or IE"START" that belongsto
the CN domain asindicated in the variable LATEST _CONFIGURED_CN_DOMAIN;

6> set the remaining bits of the IE "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero;

4> else;

5> in the downlink, for the first message for which the RRC sequence number in areceived RRC
message for this signalling radio bearer is equal to or greater than the activation time as indicated
in IE "Downlink integrity protection activation info" as included in the |E "Integrity protection
mode info", for this signalling radio bearer:

6> set the 20 most significant bits of the IE "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value "START" in the
most recently transmitted |IE "START list" or IE"START" that belongs to the CN domain as
indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6> set the remaining bits of the |E "Downlink RRC HFN" to zero.
3> if new keys have been received:
4> perform the actionsin subclause 8.1.12.3.1.

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted SECURITY MODE COMPLETE message;

2> transmit the SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC;
1> when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:
2> if the SECURITY MODE COMMAND message contained the | E " Ciphering mode info":

3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN:

4> for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the uplink, at the RLC
sequence number indicated in |E "Radio bearer uplink ciphering activation time info" included in the
SECURITY MODE COMPLETE, for each signalling radio bearer:

5> set the HFN component of the uplink COUNT-C to the value "START" in the most recently
transmitted |1E "START list" or IE"START" that belongs to the CN domain as indicated in the
variable LATEST_CONFIGURED_CN_DOMAIN;

5> set the remaining bits of the hyper frame numbersto zero.
3> if new keys have been received:
4> perform the actionsin subclause 8.1.12.3.1.

3> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM
or RLC-UM;

3> set the |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
3> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
2> if the SECURITY MODE COMMAND message contained the |E "Integrity protection mode info":

3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, for
each signalling radio bearer other than RB2:

4> if the |E "Integrity protection mode command" has the value "start":
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1>

5> inthe uplink, for this signalling radio bearer:

6> set the 20 most significant bits of 1E "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value START transmitted
in the most recently transmitted |IE "START list" or IE"START" that belongsto the CN
domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN;

6> set the remaining bits of the |E "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero.

4> else;

5> in the uplink, for the first transmitted RRC message for this signalling radio bearer with RRC
sequence number equal to the activation time asindicated in |E "Uplink integrity protection
activation info" included in the transmitted SECURITY MODE COMPLETE, for thissignalling
radio bearer:

6> set the 20 most significant bits of the |IE "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value "START" in the
most recently transmitted |IE "START list" or IE"START" that belongs to the CN domain as
indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6> set the remaining bits of the |E "Uplink RRC HFN" to zero.
3> if new keys have been received:
4> perform the actionsin subclause 8.1.12.3.1.
3> dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

3> set "Uplink RRC Message sequence number" for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO
will use the new integrity protection configuration;

3> set the |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and
3> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2> clear the variable SECURITY_MODIFICATION;

2> notify upper layers upon change of the security configuration;

2> and the procedure ends.

if the |E " Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED,
or the IE"GSM security capability” (if included in the SECURITY MODE COMMAND) is not the same as
indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not
included in the SECURITY MODE COMMAND and isincluded in the variable
UE_CAPABILITY_TRANSFERRED:

2> release all itsradio resources;

2> indicate the rel ease of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED RABS;

2> clear the variable SECURITY_MODIFICATION;

2> enter idle mode;

2> perform actions when entering idle mode as specified in subclause 8.5.2;

2> and the procedure ends.
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8.1.12.3.1 New ciphering and integrity protection keys

If anew security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for
the CN domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN, the UE shall:

1> set the START value for the CN domain indicated in the variable LATEST _CONFIGURED_CN_DOMAIN to
Zero;

1> if the SECURITY MODE COMMAND message contained the |E "Integrity protection mode info":
2> for integrity protection in the downlink on each signalling radio bearer except RB2:
3> if IE "Integrity protection mode command" has the value "start":
4> for the first received message on this signalling radio bearer:
5> gtart using the new integrity key;
5> for this signalling radio bearer:

6> set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the
downlink COUNT-I to zero.

3> else

4> for the first message for which the RRC sequence number in areceived RRC message for this
signalling radio bearer is equal to or greater than the activation time asindicated in |E "Downlink
integrity protection activation info" asincluded in the |E "Integrity protection mode info":

5> start using the new integrity key;
5> for this signalling radio bearer:

6> set the |E "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the
downlink COUNT-I to zero.

2> for integrity protection in the uplink on each signalling radio bearer except RB2:

3> for the first message for which the RRC sequence number in ato be transmitted RRC message for this
signalling radio bearer is equal to the activation time asindicated in 1E "Uplink integrity protection
activation info" included in the transmitted SECURITY MODE COMPLETE message:

4> start using the new integrity key;
4> for this signalling radio bearer:

5> set the IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink
COUNT-I to zero.

2> for integrity protection in the downlink on signalling radio bearer RB2:
3> at thereceived SECURITY MODECOMMAND:
4> start using the new integrity key;

4> set the |IE "Downlink RRC HFN" inthe variable INTEGRITY _PROTECTION_INFO of the downlink
COUNT-I to zero.

2> for integrity protection in the uplink on signalling radio bearer RB2 :
3> at the transmitted SECURITY MODE COMPLETE:
4> dtart using the new integrity key;

4> set the |IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink
COUNT-I to zero.

1> if the SECURITY MODE COMMAND message contained the |E " Ciphering mode info":
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2> for each signalling radio bearer and for each radio bearer for the CN domain indicated in the variable
LATEST_CONFIGURED_CN_DOMAIN:

3> if the IE "Status' in the variable CIPHERING_STATUS has the value " Started” for this CN domain, then
for ciphering on radio bearersusing RLC-TM:

4> at the CFN asindicated in the | E " Ciphering activation time for DPCH" in the |E " Ciphering mode
info":

5> start using the new key in uplink and downlink;
5> set the HFN component of the COUNT-C to zero.

3> if the IE "Status' in the variable CIPHERING_STATUS has the value " Started" for this CN domain, then
for ciphering on radio bearers and signalling radio bearers using RLC-AM and RLC-UM:

4> in the downlink, at the RL C sequence number indicated in |E "Radio bearer downlink ciphering
activation time info" in the IE " Ciphering mode info":

5> gtart using the new key;
5> set the HFN component of the downlink COUNT-C to zero.

4> inthe uplink, at the RLC sequence number indicated in |E "Radio bearer uplink ciphering activation
timeinfo":

5> gtart using the new key;
5> set the HFN component of the uplink COUNT-C to zero.

1> consider the value of the latest transmitted START value to be zero.

8.1.12.4 Void

8.1.12.4a  Incompatible simultaneous security reconfiguration

If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION becomes set to TRUE of the received
SECURITY MODE COMMAND message, the UE shall:

1> transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC, using the ciphering and
integrity protection configurations prior to the reception of this SECURITY MODE COMMAND;

1> set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to the cause value "incompatible simultaneous reconfiguration”;
1> when the response message has been submitted to lower layers for transmission:

2> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

2> continue with any ongoing processes and procedures asif the invalid SECURITY MODE COMMAND
message has not been received;

2> and the procedure ends.

8.1.12.4b  Cell update procedure during security reconfiguration
If:
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- acell update procedure according to subclause 8.3.1 isinitiated; and
- thereceived SECURITY MODE COMMAND message causes either,
- thelE "Reconfiguration" in the variable CIPHERING_STATUS to be set to TRUE; and/or
- thelE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:
the UE shall:
1> abort the ongoing integrity and/or ciphering reconfiguration;

1> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

1> allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;
1> when the response message has been submitted to lower layers for transmission:
2> if the SECURITY MODE COMMAND message contained the | E " Ciphering mode info":
3> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
3> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO,;
2> if the SECURITY MODE COMMAND message contained the | E "Integrity protection mode info":
3> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
3> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2> continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND
message has not been received; and

2> clear the variable SECURITY_MODIFICATION;

2> the procedure ends.

8.1.12.4c Invalid configuration

If the variable INVALID_CONFIGURATION is set to TRUE due to the received SECURITY MODE COMMAND
message, the UE shall:

1> transmit a SECURITY MODE FAILURE message on the DCCH using AM RLC after setting the IEs as
specified below:

2> set the |E "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry;
2> set the | E "failure cause” to the cause value "invalid configuration”.
1> when the response message has been submitted to lower layers for transmission:
2> set the variable INVALID_CONFIGURATION to FALSE;
2> set the |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE;

2> continue with any ongoing processes and procedures asif the invalid SECURITY MODE COMMAND
message has not been received;

2> and the procedure ends.
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8.1.12.5 Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all
subsequent messages with the new integrity protection configuration, if changed. When UTRAN hasreceived a
SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN should:

1> if the IE "Ciphering mode info" was included in the SECURITY MODE COMMAND message:

2> if new keys were received for the CN domain set in the IE "CN Domain Identity" in the SECURITY MODE
COMMAND:

3> set, at the downlink and uplink activation time, all the bits of the hyper frame numbers of the downlink
and uplink COUNT-C values respectively for all radio bearers for this CN domain and all signalling radio
bearersto zero.

2> else (if new keys were not received):

3> use, at the downlink and uplink activation time, the value "START" in the most recently received |E
"START list" or IE"START" that belongs to the CN domain asindicated in the IE "CN domain identity"
toinitialise al hyper frame numbers of the downlink and uplink COUNT-C val ues respectively for all the
signalling radio bearers as follows:

4> set the 20 most significant bits of the hyper frame numbers of the COUNT-C for al signalling radio
bearersto the value "START" in the most recently received |IE "START list" or IE"START" for that
CN domain;

4> set the remaining bits of the hyper frame numbers equal to zero.
1> if the |E "Integrity protection mode info" was included in the SECURITY MODE COMMAND message:
2> if thiswas not the first SECURITY MODE COMMAND message for this RRC connhection:

3> if new keys have been received for the CN domain set in the IE "CN Domain Identity" included in the
transmitted SECURITY MODE COMMAND message:

4> initialise, at the downlink and uplink activation time, al hyper frame numbers of the downlink and
uplink COUNT-I values respectively for all the signalling radio bearers other than RB2 as follows:

5> set al bits of the hyper frame numbers of the uplink and downlink COUNT-I to zero.

3> if no new keys have been received for the CN domain set inthe |[E "CN Domain Identity" included in the
transmitted SECURITY MODE COMMAND message:

4> use, at the downlink and uplink activation time, the value "START" in the most recently received |E
"START list" or IE"START" that belongs to the CN domain asindicated in the IE "CN domain
identity" to initialise al hyper frame numbers of the downlink and uplink COUNT-I values
respectively for all the signalling radio bearers other than RB2 as follows:

5> set the 20 most significant bits of the hyper frame numbers of the downlink and uplink COUNT-I
respectively for all signalling radio bearersto the value "START" in the most recently received |E
"START list" or IE"START" for that CN domain;

5> set the remaining bits of the hyper frame numbers equal to zero.
1> send an indication to upper layers that the new security configuration has been activated,;
1> resume, in the downlink, all suspended radio bearers and all signalling radio bearers;
1> allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

1> if the |E "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value
"Start":

2> start applying integrity protection in the downlink for all signalling radio bearers.
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1> if the IE "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value
"Modify":

2> start applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each signalling radio bearers RBn, except for signalling radio bearer RB2, indicated by the entry for

signalling radio bearer nin the "RRC message sequence number list" in the |IE "Downlink integrity protection
activation info";

2> continue applying the new integrity configuration for signalling radio bearer RB2;

2> apply the new integrity protection configuration on the received signalling messages with RRC SN greater
than or equal to the number associated with the signalling radio bearer in |E "Uplink integrity protection
activation info".

1> apply the old ciphering configuration for the transmission of RLC PDUs with RLC sequence number less than
the number indicated in the | E "Radio bearer downlink ciphering activation timeinfo" included in the IE
"Ciphering mode info";

1> apply the new ciphering configuration for the transmission of RLC PDUs with RLC sequence humber greater
than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info" included in
the |E "Ciphering mode info";

1> apply the old integrity protection configuration on the received signalling messages with RRC SN smaller than
the number associated with the signalling radio bearer in |E "Uplink integrity protection activation info";

1> for radio bearers using RLC-AM or RLC-UM:

2> use the old ciphering configuration for received RLC PDUs with RLC sequence number less than the RLC
sequence number indicated in the |E "Radio bearer uplink ciphering activation timeinfo" sent by the UE;

2> use the new ciphering configuration for received RLC PDUs with RL C sequence number greater than or
equal to the RLC sequence number indicated in the |E "Radio bearer uplink ciphering activation time info"
sent by the UE;

2> if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been
received by UTRAN before the activation time for the new ciphering configuration has been reached, ignore
the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-
establishment.

1> for radio bearers using RLC-TM:

2> use the old ciphering configuration for the received RLC PDUs before the CFN asindicated in the |1E
"Ciphering activation time for DPCH" in the IE " Ciphering mode info" asincluded in the SECURITY
MODE COMMAND;

2> use the new ciphering configuration for the received RLC PDUs at the CFN asindicated in the |E " Ciphering
activation time for DPCH" in the | E " Ciphering mode info" asincluded in the SECURITY MODE
COMMAND.

1> and the procedure ends.

8.1.12.6 Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable
PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error
handling as follows:

1> transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC;

1> set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Rejected
transactions' in the variable TRANSACTIONS; and

1> clear that entry;
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1> set the |E "failure cause" to the cause value "protocol error";

1> include the |E "Protocol error information" with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

1> when the response message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures asif the invalid SECURITY MODE COMMAND
message has not been received;

2> and the procedure ends.

8.1.13 Signalling connection release procedure

e | oo |

SIGNALLING CONNECTION
RELEASE

Figure 8.1.13-1: Signalling connection release procedure, normal case

8.1.13.1 General

The signalling connection release procedure is used to notify to the UE that one of its ongoing signalling connections
has been released. The procedure does not initiate the rel ease of the RRC connection.

8.1.13.2 Initiation of SIGNALLING CONNECTION RELEASE by the UTRAN

To initiate the procedure, the UTRAN transmits a SIGNALLING CONNECTION RELEASE message on DCCH using
AM RLC.

8.1.13.3 Reception of SIGNALLING CONNECTION RELEASE by the UE

Upon reception of a SIGNALLING CONNECTION RELEASE message, the UE shall:

1> indicate the release of the signalling connection and pass the value of the IE "CN domain identity" to upper
layers;

1> remove the signalling connection with the identity indicated by the IE "CN domain identity" from the variable
ESTABLISHED_SIGNALLING_CONNECTIONS;

1> clear the entry for the SIGNALLING CONNECTION RELEASE message in the table " Accepted transactions'
in the variable TRANSACTIONS;

1> the procedure ends.

8.1.13.4 Invalid SIGNALLING CONNECTION RELEASE message

If the UE receives a SIGNALLING CONNECTION RELEASE message, which contains a protocol error causing the
variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure
specific error handling as follows:

1> include the | E "ldentification of received message"; and
2> set the | E "Received message type" to SIGNALLING CONNECTION RELEASE;
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2> set the |IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the
SIGNALLING CONNECTION RELEASE message in the table "Rejected transactions' in the variable
TRANSACTIONS; and

2> clear that entry.

1> include the |E "Protocol error information" with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

1> transmit an RRC STATUS message on the uplink DCCH using AM RLC
1> when the RRC STATUS message has been submitted to lower layers for transmission:
2> continue with any ongoing processes and procedures as if the invalid SIGNALLING CONNECTION
REL EA SE message has not been received.
8.1.13.5 Invalid configuration

If radio access bearers for the CN domain indicated by the |IE "CN domain identity" exist in the variable
ESTABLISHED_RABS, the UE shall:

1> transmit an RRC STATUS message on the uplink DCCH using AM RLC;
1> include the IE "ldentification of received message"; and
1> set the |E "Received message type" to SIGNALLING CONNECTION RELEASE; and

1> set the IE "RRC transaction identifier” to the value of "RRC transaction identifier" in the entry for the
SIGNALLING CONNECTION RELEASE message in the table " Accepted transactions’ in the variable
TRANSACTIONS and clear that entry;

1> include the |E "Protocol error information™ with contents set to the value "M essage not compatible with receiver
state”;

1> when the RRC STATUS message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures as if theinvalid SIGNALLING CONNECTION
REL EA SE message has not been received.

8.1.14 Signalling connection release indication procedure

e e

SIGNALLING CONNECTION
RELEASE INDICATION

Figure 8.1.14-1: Signalling connection release indication procedure, normal case

8.1.14.1 General

The signalling connection release indication procedure is used by the UE to indicate to the UTRAN that one of its
signalling connections has been released. The procedure may in turn initiate the RRC connection release procedure.
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8.1.14.2 Initiation

The UE shall, on receiving arequest to rel ease (abort) the signalling connection from upper layers for a specific CN
domain:

1> if asignalling connection in the variable ESTABLISHED _SIGNALLING_CONNECTIONS for the specific CN
domain identified with the IE "CN domain identity" exists:

2> initiate the signalling connection release indication procedure.
1> otherwise:

2> abort any ongoing establishment of signalling connection for that specific CN domain as specified in
8.1.3.5a

Upon initiation of the signalling connection release indication procedure in CELL_PCH or URA_PCH state, the UE
shall:

1> perform a cell update procedure, according to subclause 8.3.1, using the cause "uplink data transmission”;
1> when the cell update procedure completed successfully:
2> continue with the signalling connection release indication procedure as below.
The UE shall:

1> set the IE "CN Domain Identity” to the value indicated by the upper layers. The value of the |E indicates the CN
domain whose associated signalling connection the upper layers are indicating to be rel eased;

1> remove the signalling connection with the identity indicated by upper layers from the variable
ESTABLISHED_SIGNALLING_CONNECTIONS;

1> transmit a SIGNALLING CONNECTION RELEASE INDICATION message on DCCH using AM RLC.
When the SIGNALLING CONNECTION RELEASE INDICATION message has been submitted to lower layers for
transmission the procedure ends.
8.1.14.3 Reception of SIGNALLING CONNECTION RELEASE INDICATION by the
UTRAN

Upon reception of a SIGNALLING CONNECTION RELEASE INDICATION message, the UTRAN requests the
release of the signalling connection from upper layers. Upper layers may then initiate the rel ease of the signalling
connection.

8.1.15 Counter check procedure

UE UTRAN

COUNTER CHECK

COUNTER CHECK RESPONSE

Figure 8.1.15-1: Counter check procedure

8.1.15.1 General
The counter check procedure is used by the UTRAN to perform alocal authentication. The purpose of the procedure is

to check that the amount of data sent in both directions (uplink and downlink) over the duration of the RRC connection
isidentical at the UTRAN and at the UE (to detect a possible intruder — a 'man-in-the-middle' — from operating).
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This procedure is only applicable to radio bearers, and only to radio bearers using RLC-AM or RLC-UM. It should be
noted that this requires that the COUNT-C values for each UL and DL radio bearers using RLC-AM or RLC-UM
continue to be incremented even if ciphering is not used. This procedure is not applicable to signalling radio bearers.

8.1.15.2 Initiation

The UTRAN monitors the COUNT-C val ue associated with each radio bearer using UM or AM RLC. The procedureis
triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and
the values themselves are defined to the UTRAN by the visited network. The UTRAN initiates the procedure by
sending a COUNTER CHECK message on the downlink DCCH.

8.1.15.3 Reception of a COUNTER CHECK message by the UE

When the UE receives a COUNTER CHECK message it shall compare the COUNT-C MSB values received in the |IE
"RB COUNT-C MSB information" in the COUNTER CHECK message to the COUNT-C M SB values of the
corresponding radio bearers.

The UE shall:

1> set the IE "RRC transaction identifier" in the COUNTER CHECK RESPONSE message to the value of "RRC
transaction identifier" in the entry for the COUNTER CHECK message in the table " Accepted transactions” in
the variable TRANSACTIONS; and

1> clear that entry.

- thereisone or more radio bearer(s) using UM or AM RLC mode stored in the variable ESTABLISHED RABS,
which is (are) not included in the IE "RB COUNT-C MSB information"; or

- thereisone or more radio bearer(s) included in the IE "RB COUNT-C MSB information", which is (are) not
stored in the variable ESTABLISHED RABS; or

- for any radio bearer (excluding signalling radio bearers) using UM or AM RLC mode stored in the variable
ESTABLISHED_ RABS and included in the IE "RB COUNT-C MSB information" with COUNT-C MSB values
different from the M SB part of the COUNT-C valuesin the UE:

the UE shall:

1> include these radio bearersin the IE "RB COUNT-C information" in the COUNTER CHECK RESPONSE
message. For any RB which isincluded in the IE "RB COUNT-C MSB information” in the COUNTER CHECK
message but not stored in the variable ESTABLISHED RABS in the UE, the MSB part of COUNT-C valuesin
the COUNTER CHECK RESPONSE message shall be set identical to COUNT-C-MSB valuesin the
COUNTER CHECK message. The LSB part shall be filled with zeroes.

The UE shall:

1> if no COUNT-C exists for aradio bearer for agiven direction (uplink or downlink) because:

2> itisauni-directional radio bearer configured only for the other direction (downlink or uplink respectively),
or

2> has been configured to RLC-TM mode in one direction (uplink or downlink) and RLC-UM in the other
(downlink or uplink respectively),

3> set the COUNT-Cinthe |lE "RB COUNT-C information” in the COUNTER CHECK RESPONSE
message, to any value;

1> submit a COUNTER CHECK RESPONSE message to lower layers for transmission on the uplink DCCH using
AM RLC.

When the COUNTER CHECK RESPONSE message has been submitted to lower layers for transmission the procedure
ends.
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8.1.15.4 Reception of the COUNTER CHECK RESPONSE message by UTRAN

If the UTRAN receivesa COUNTER CHECK RESPONSE message that does not contain any COUNT-C values, the
procedure ends.

If the UTRAN receivesa COUNTER CHECK RESPONSE message that contains one or several COUNT-C values the
UTRAN may release the RRC connection.

8.1.15.5 Cell re-selection
If the UE performs cell re-selection anytime during this procedure it shall, without interrupting the procedure:

1> initiate the cell update procedure according to subclause 8.3.1.

8.1.15.6 Invalid COUNTER CHECK message

If the UE receives a COUNTER CHECK message, which contains a protocol error causing the variable
PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error
handling as follows. The UE shall:

1> transmit an RRC STATUS message on the uplink DCCH using AM RLC;
1> include the IE "ldentification of received message"; and
1> set the |E "Received message type" to COUNTER CHECK; and

1> set the IE "RRC transaction identifier” to the value of "RRC transaction identifier" in the entry for the UE
COUNTER CHECK message in the table "Rejected transactions' in the variable TRANSACTIONS; and

1> clear that entry;

1> include the |E "Protocol error information" with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

1> when the RRC STATUS message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures as if the invalid COUNTER CHECK message has not
been received.

8.1.16 Inter RAT handover information transfer
UE UTRAN

[ INTER RAT HANDOVER INFO ]
(sent via other RAT)

Figure 8.1.16-1: Inter RAT handover information transfer, normal flow

8.1.16.1 General

Theinter RAT handover information transfer procedure is used by the UE to convey RRC information needed for inter
RAT handover to UTRAN.

8.1.16.2 Initiation
If:
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- aradio access technology other than UTRA, e.g. GSM, using radio access technol ogy-specific procedures,
orders the UE to provide the INTER RAT HANDOVER INFO message; or

- aradio access technology other than UTRA, e.g. GSM, using radio access technol ogy-specific procedures,
configures the UE to send the INTER RAT HANDOVER INFO message upon system specific conditions not
involving an explicit order e.g. early classmark sending upon entering connected mode; or

- whilein connected mode using another radio access technology, theinter RAT handover info changes compared
to what has previously been sent via the other radio access technology:

the UE shall:
1> initiate the inter RAT handover information transfer procedure.
To determineif theinter RAT handover info has changed compared to what has previously been sent, the UE shall:
1> storethe information last sent in the variable INTER_RAT_HANDOVER_INFO_TRANSFERRED;
1> if this variable has not yet been set:
2> not initiate the inter RAT handover information transfer procedure due to change of inter RAT handover info.
NOTE: Currently neither the UE security information nor the pre-defined configuration status information change
while in connected mode using GSM radio access technology.
8.1.16.3 INTER RAT HANDOVER INFO message contents to set
The UE shall:
1> include the |E "Pre-defined configuration status information” and the IE "UE security information";

1> include the |E "UE radio access capability" and the |E "UE radio access capability extension" in accordance with
the following:

2> if the UE supports multiple UTRA FDD Frequency Bands; or
2> if the UE supports asingle UTRA FDD Frequency Band different from 2100 MHz;

3> include the IE "UE radio access capability", excluding |Es " RF capability FDD" and "M easurement
capability";

3> include the IE "UE radio access capability extension”, including the |Es " RF capability FDD extension”
and the "Measurement capability extension" associated with each supported UTRA FDD freguency band
indicated in the |E "Frequency band".

2> ese

3> include the IE "UE radio access capability”, including the |Es " RF capability FDD" and "M easurement
capability" associated with the 2100 MHz UTRA FDD frequency band.

1> initiate the transfer of the INTER RAT HANDOV ER INFO message via the other radio access technology, using
radio access technol ogy-specific procedures;

1> store the |E "Pre-defined configuration status information”, the IE "UE security information”, the |IE "UE radio
access capability" and the |E "UE radio access capability extension”, if included inthe INTER RAT
HANDOVER MESSAGE, in variable INTER_RAT_HANDOVER_INFO_TRANSFERRED;

1> and the procedure ends.

8.2 Radio Bearer control procedures

8.2.1 Radio bearer establishment

See subclause 8.2.2 Reconfiguration procedures.
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8.2.2 Reconfiguration procedures

UE UTRAN

RADIO BEARER SETUP

a

RADIO BEARER SETUP COMPLETE

Figure 8.2.2-1: Radio Bearer Establishment, normal case

e | oo |

RADIO BEARER SETUP

RADIO BEARER SETUP FAILURE

Figure 8.2.2-2: Radio Bearer Establishment, failure case

[ = | [ oo |

RADIO BEARER RECONFIGURATION
<

RADIO BEARER
RECONFIGURATION COMPLETE

>

Figure 8.2.2-3: Radio bearer reconfiguration, normal flow
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RADIO BEARER RECONFIGURATION
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RADIO BEARER
RECONFIGURATION FAILURE

>

Figure 8.2.2-4: Radio bearer reconfiguration, failure case
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UE UTRAN

< RADIO BEARER RELEASE

RADIO BEARER RELEASE COMPLETE

Figure 8.2.2-5: Radio Bearer Release, normal case

[ = | oo |

RADIO BEARER RELEASE

RADIO BEARER RELEASE FAILURE

Figure 8.2.2-6: Radio Bearer Release, failure case

UE UTRAN
TRANSPORT CHANNEL
RECONFIGURATION

TRANSPORT CHANNEL
RECONFIGURATION COMPLETE

>

Figure 8.2.2-7: Transport channel reconfiguration, normal flow

UE UTRAN
TRANSPORT CHANNEL
RECONFIGURATION

TRANSPORT CHANNEL
RECONFIGURATION FAILURE

>

Figure 8.2.2-8: Transport channel reconfiguration, failure case
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UTRAN

PHYSICAL CHANNEL

RECONFIGURATION COMPLETE

>

Figure 8.2.2-9: Physical channel reconfiguration, normal flow

e

PHYSICAL CHANNEL
RECONFIGURATION

oo |

PHYSICAL CHANNEL

RECONFIGURATION FAILURE

>

Figure 8.2.2-10: Physical channel reconfiguration, failure case

8221 General

Reconfiguration procedures include the following procedures:

- theradio bearer establishment procedure;

- radio bearer reconfiguration procedure;

- theradio bearer release procedure;

- thetransport channel reconfiguration procedure; and

- thephysical channel reconfiguration procedure.

Theradio bearer establishment procedure is used to establish new radio bearer(s).

The radio bearer reconfiguration procedure is used to reconfigure parameters for aradio bearer.

Theradio bearer release procedure is used to release radio bearer(s).

The transport channel reconfiguration procedure is used to reconfigure transport channel parameters.

The physical channel reconfiguration procedure is used to establish, reconfigure and release physical channels.

While performing any of the above procedures, these procedures may perform a hard handover - see subclause 8.3.5.

8.2.2.2 Initiation

To initiate any one of the reconfiguration procedures, UTRAN should:

1> configure new radio linksin any new physical channel configuration;

1> start transmission and reception on the new radio links;

1> for aradio bearer establishment procedure:

2> transmit aRADIO BEARER SETUP message on the downlink DCCH using AM or UM RLC;
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2> if signalling radio bearer RB4 is setup with this procedure and signalling radio bearers RB1-RB3 were
aready established prior to the procedure:
3> if thevariable "LATEST_CONFIGURED_CN_DOMAIN" has been initialised:

4> connect any radio bearers setup by the same message as signalling radio bearer RB4 to the CN domain
indicated in the variable "LATEST CONFIGURED CN DOMAIN".

1> for aradio bearer reconfiguration procedure;

2> transmit aRADIO BEARER RECONFIGURATION message on the downlink DCCH using AM or UM
RLC.

1> for aradio bearer release procedure:
2> transmit aRADIO BEARER RELEA SE message on the downlink DCCH using AM or UM RLC.
1> for atransport channel reconfiguration procedure:

2> transmit a TRANSPORT CHANNEL RECONFIGURATION message on the downlink DCCH using AM or
UM RLC.

1> for aphysical channel reconfiguration procedure:

2> transmit aPHY SICAL CHANNEL RECONFIGURATION message on the downlink DCCH using AM or
UM RLC.

1> if the reconfiguration procedure is simultaneous with SRNS rel ocation procedure:
2> if the transmitted message is a RADIO BEARER RECONFIGURATION:
3> include the |E "New U-RNTI".
2> else
3> include the IE "Downlink counter synchronisation info".
2> if ciphering and/or integrity protection are activated:

3> include new ciphering and/or integrity protection configuration information to be used after
reconfiguration.

2> use the downlink DCCH using AM RLC.
1> if transport channels are added, reconfigured or deleted in uplink and/or downlink:
2> set TFCS according to the new transport channel(s).

1> if transport channels are added or deleted in uplink and/or downlink, and RB Mapping Info applicable to the new
configuration has not been previoudly provided to the UE, the UTRAN should:

2> send the RB Mapping Info for the new configuration.

In the Radio Bearer Reconfiguration procedure UTRAN may indicate that uplink transmission shall be stopped or
continued on certain radio bearers. Uplink transmission on a signalling radio bearer used by the RRC signalling
(signalling radio bearer RB1 or signalling radio bearer RB2) should not be stopped.

NOTE 1: The RADIO BEARER RECONFIGURATION message alwaysincludes the |E "RB information to
reconfigure", even if UTRAN does not require the reconfiguration of any RB. In these cases, UTRAN
may include only the |E "RB identity" within the |E "RB information to reconfigure".
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NOTE 2: The RADIO BEARER RECONFIGURATION message always includes the |E "Downlink information

per radio link list", even if UTRAN does not require the reconfiguration of any RL. In these cases,
UTRAN may re-send the currently assigned values for the mandatory | Es included within the |E
"Downlink information per radio link list ". Moreover, the RADIO BEARER RECONFIGURATION
message always includes the |E "Primary CPICH Info" (FDD) or IE "Primary CCPCH Info" (TDD). This
impliesthat in case UTRAN applies the RADIO BEARER RECONFIGURATION message to move the
UE to CELL_FACH date, it hasto indicate a cell. However, UTRAN may indicate any cell; the UE
anyhow performs cell selection and notifies UTRAN if it selects another cell than indicated by UTRAN.

If the IE "Activation Time" isincluded, UTRAN should set it to a value taking the UE performance requirementsinto
account.

UTRAN should take the UE capabilities into account when setting the new configuration.

If the message is used to initiate atransition from CELL_DCH to CELL_FACH state, the UTRAN may assign a CPCH
configuration to be used in that cell by the UE. UTRAN may also assign a C-RNTI to be used in that cell by the UE.

8.2.2.3 Reception of RADIO BEARER SETUP or RADIO BEARER

RECONFIGURATION or RADIO BEARER RELEASE or TRANSPORT
CHANNEL RECONFIGURATION or PHYSICAL CHANNEL
RECONFIGURATION message by the UE

The UE shall be able to receive any of the following messages:

RADIO BEARER SETUP message; or

RADIO BEARER RECONFIGURATION message; or

RADIO BEARER RELEASE message; or

TRANSPORT CHANNEL RECONFIGURATION message; or
PHY SICAL CHANNEL RECONFIGURATION message;

and perform a hard handover, even if no prior UE measurements have been performed on the target cell and/or
frequency.

If the UE receives:

aRADIO BEARER SETUP message; or

aRADIO BEARER RECONFIGURATION message; or
aRADIO BEARER RELEASE message; or

aTRANSPORT CHANNEL RECONFIGURATION message; or
aPHYSICAL CHANNEL RECONFIGURATION message:

it shall:

1> set the variable ORDERED_RECONFIGURATION to TRUE;

1> perform the physical layer synchronisation procedure as specified in [29];

1> act upon all received information elements as specified in subclause 8.6, unless specified in the following and

perform the actions below.

The UE may first release the physical channel configuration used at reception of the reconfiguration message. The UE
shall then:

1> in FDD, if the IE "PDSCH code mapping" is included but the |E "PDSCH with SHO DCH Info" is hot included

and if the DCH has only onelink in its active set:

2> act upon the |IE "PDSCH code mapping" as specified in subclause 8.6; and
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2> infer that the PDSCH will be transmitted from the cell from which the downlink DPCH is transmitted.
1> enter a state according to subclause 8.6.3.3.

In case the UE receives a RADIO BEARER RECONFIGURATION message including the |E "RB information to
reconfigure" that only includes the IE "RB identity", the UE shall:

1> handle the message asif |E "RB information to reconfigure" was absent.

NOTE: The RADIO BEARER RECONFIGURATION message alwaysincludes the |E "RB information to
reconfigure". UTRAN hasto include it even if it does not require the reconfiguration of any RB.

If after state transition the UE enters CELL_DCH state, the UE shall, after the state transition:
1> remove any C-RNTI from MAC;
1> clear the variable C_RNTI.
In FDD, if after state transition the UE leaves CELL_DCH state, the UE shall, after the state transition:
1> remove any DSCH-RNTI from MAC;
1> clear the variable DSCH_RNTI.

If the UE wasin CELL_DCH state upon reception of the reconfiguration message and remainsin CELL_DCH tate, the
UE shall:

1> if the IE "Uplink DPCH Info" is absent, not change its current UL Physical channel configuration;

1> if the IE "Downlink information for each radio link" is absent, not change its current DL Physical channel
configuration.

If after state transition the UE enters CELL_FACH state, the UE shall, after the state transition:
1> if the IE "Frequency info" isincluded in the received reconfiguration message:
2> select asuitable UTRA cell according to [4] on that frequency.
1> if the IE "Frequency info" is not included in the received reconfiguration message:
2> select asuitable UTRA cell according to [4].

1> if the received reconfiguration message included the |E "Primary CPICH info" (for FDD) or "Primary CCPCH
info" (for TDD), and the UE selects another cell than indicated by this | E or the received reconfiguration
message did not include the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD):

2> initiate a cell update procedure according to subclause 8.3.1 using the cause "Cell reselection”;
2> when the cell update procedure completed successfully:
3> if the UEisin CELL_PCH or URA_PCH sate:

4> initiate a cell update procedure according to subclause 8.3.1 using the cause "Uplink data
transmission";

4> proceed as below.

1> start timer T305 using itsinitial valueif timer T305 is not running and if periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" in system
information block type 1;

1> select PRACH according to subclause 8.5.17;
1> select Secondary CCPCH according to subclause 8.5.19;
1> use the transport format set given in system information;

1> if the IE"UTRAN DRX cycle length coefficient” isincluded in the same message:
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2> ignore that |E and stop using DRX.
1> if the contents of the variable C_RNTI is empty:
2> perform a cell update procedure according to subclause 8.3.1 using the cause " Cell reselection”;
2> when the cell update procedure completed successfully:
3> if the UEisin CELL_PCH or URA_PCH sate:

4> initiate a cell update procedure according to subclause 8.3.1 using the cause "Uplink data
transmission";

4> proceed as below.

If the UE wasin CELL_FACH state upon reception of the reconfiguration message and remainsin CELL_FACH state,
the UE shall:

1> if the IE "Frequency info" isincluded in the received reconfiguration message:
2> select asuitable UTRA cell according to [4] on that frequency;

2> if the received reconfiguration message included the |E "Primary CPICH info" (for FDD) or "Primary
CCPCH info" (for TDD), and the UE selected another cell than indicated by this IE or the received
reconfiguration message did not include the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info"
(for TDD):

3> initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
3> when the cell update procedure completed successfully:
4> proceed as below.

The UE shall transmit a response message as specified in subclause 8.2.2.4, setting the information elements as
specified below. The UE shall:

1> if the received reconfiguration message included the |E "Downlink counter synchronisation info"; or

1> if the received reconfiguration message is a RADIO BEARER RECONFIGURATION and the |E "New U-
RNTI" isincluded:

2> re-establish RB2;

2> set the new uplink and downlink HFEN of RB2 to MAX (uplink HFN of RB2, downlink HFN of RB2);
2> increment by one the downlink and uplink HFN values for RB2;

2> calculate the START value according to subclause 8.5.9;

2> include the calculated START values for each CN domaininthe IE "START list" in the IE "Uplink counter
synchronisation info".

1> if the received reconfiguration message did not include the |E "Downlink counter synchronisation info":
2> if thevariable START_VALUE _TO_TRANSMIT is set:
3> include and set the |IE "START" to the value of that variable.
2> if thevariable START _VALUE TO TRANSMIT isnot set and the IE "New U-RNTI" isincluded:
3> calculate the START value according to subclause 8.5.9;

3> include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink
counter synchronisation info".

2> if the received reconfiguration message caused a changein the RLC size for any RB using RLC-AM:

3> calculate the START value according to subclause 8.5.9;
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3> include the calculated START values for the CN domain associated with the corresponding RB identity in
the IE"START list" inthe |E "Uplink counter synchronisation info".

1> if the received reconfiguration message contained the |E " Ciphering mode info" or contained the IE "Integrity
protection mode info":

2> set the |E "Status' in the variable SECURITY _MODIFICATION for all the CN domainsin the variable
SECURITY_MODIFICATION to "Affected".

1> if the received reconfiguration message contained the |E " Ciphering mode info":

2> include and set the |E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1> if the received reconfiguration message did not contain the | E " Ciphering activation time for DPCH" in |E
"Ciphering mode info":

2> if prior to this procedure there exist no transparent mode RLC radio bearers:
3> if, at the conclusion of this procedure, the UE will bein CELL_DCH state; and
3> if, at the conclusion of this procedure, at |east one transparent mode RLC radio bearer exists:
4> include the IE "COUNT-C activation time" and specify a CFN value for this|E.
2> if prior to this procedure there exists at least one transparent mode RLC radio bearer:
3> if, at the conclusion of this procedure, no transparent mode RL C radio bearers exist:
4> include the IE "COUNT-C activation time" and specify a CFN value for this|E.

1> set the IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the received
message in the table " Accepted transactions” in the variable TRANSACTIONS; and

1> clear that entry;
1> if the variable PDCP_SN_INFO is not empty:
2> include the IE "RB with PDCP information list" and set it to the value of the variable PDCP_SN_INFO.

1> in TDD, if the procedure is used to perform a handover to a cell where timing advance is enabled, and the UE
can calculate the timing advance value in the new cell (i.e. in a synchronous TDD network):

2> set the |E "Uplink Timing Advance" according to subclause 8.6.6.26.
1> if the IE "Integrity protection mode info" was present in the received reconfiguration message:

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted response message.

If after state transition the UE enters CELL_PCH or URA_PCH state, the UE shall, after the state transition and
transmission of the response message:

1> if the IE "Frequency info" isincluded in the received reconfiguration message:
2> select asuitable UTRA cell according to [4] on that frequency.

1> if the IE "Frequency info" is not included in the received reconfiguration message:
2> select asuitable UTRA cell according to [4].

1> prohibit periodical statustransmissionin RLC;

1> remove any C-RNTI from MAC;

1> clear thevariable C_RNTI;
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1> start timer T305 using itsinitia valueif timer T305 is not running and if periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" in system
information block type 1;

1> select Secondary CCPCH according to subclause 8.5.19;
1> if the IE"UTRAN DRX cycle length coefficient" isincluded in the same message:

2> usethevalueinthe IE "UTRAN DRX Cycle length coefficient" for calculating Paging occasion and PICH
Monitoring Occasion as specified in subclause 8.6.3.2.

1> if the IE"UTRAN DRX cycle length coefficient" is not included in the same message:
2> set the variable INVALID_CONFIGURATION to TRUE.

1> if the UE enters CELL_PCH state from CELL_DCH state, and the received reconfiguration message included
the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell
than indicated by this | E or the received reconfiguration message did not include the IE "Primary CPICH info"
(for FDD) or "Primary CCPCH info" (for TDD):

2> initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
2> when the cell update procedure completed successfully:
3> the procedure ends.

1> if the UE enters CELL_PCH state from CELL_FACH state, and the received reconfiguration message included
the |IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell
than indicated by this | E:

2> initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
2> when the cell update procedure is successfully completed:
3> the procedure ends.

1> if the UE enters URA_PCH state, and after cell selection the criteriafor URA update caused by "URA
reselection” according to subclause 8.3.1 is fulfilled:

2> initiate a URA update procedure according to subclause 8.3.1 using the cause "URA reselection”;
2> when the URA update procedure is successfully completed:

3> the procedure ends.

8.2.24 Transmission of a response message by the UE, normal case
In case the procedure was triggered by reception of a RADIO BEARER SETUP message, the UE shall:

1> transmit a RADIO BEARER SETUP COMPLETE as response message on the uplink DCCH using AM RLC.
In case the procedure was triggered by reception of a RADIO BEARER RECONFIGURATION message, the UE shall:

1> transmit a RADIO BEARER RECONFIGURATION COMPLETE as response message on the uplink DCCH
using AM RLC.

In case the procedure was triggered by reception of a RADIO BEARER RELEASE message, the UE shall:

1> transmit a RADIO BEARER RELEASE COMPLETE as response message on the uplink DCCH using AM
RLC.

In case the procedure was triggered by reception of a TRANSPORT CHANNEL RECONFIGURATION message, the
UE shall:

1> transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message on the uplink
DCCH using AM RLC.
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In case the procedure was triggered by reception of aPHY SICAL CHANNEL RECONFIGURATION message, the UE
shall:

1> transmit aPHY SICAL CHANNEL RECONFIGURATION COMPLETE as response message on the uplink
DCCH using AM RLC.

If the new stateis CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration
after the state transition, and the UE shall:

1> if the IE "Downlink counter synchronisation info" was included in the reconfiguration message; or

1> if the received reconfiguration message is a RADIO BEARER RECONFIGURATION and the |IE "New U-
RNTI" isincluded:

2> when RLC has confirmed the successful transmission of the response message:

3> re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all
their HFN values to the START value included in the response message for the corresponding CN
domain;

3> re-establish the RLC entitieswith RB identities 1, 3 and 4 and set the first 20 bits of all their HFN values
to the START value included in the response message for the CN domain stored in the variable
LATEST_CONFIGURED_CN_DOMAIN;

3> set the remaining bits of the HFN values of all UM RLC entities to zero;

3> re-initialise the PDCP header compression entities of each radio bearer in the variable
ESTABLISHED RABS as specified in [36].

1> if the variable PDCP_SN_INFO is empty:
2> if the received reconfiguration message contained the | E " Ciphering mode info":
3> when RLC has confirmed the successful transmission of the response message:
4> notify upper layers upon change of the security configuration;
4> perform the actions below.
2> if the received reconfiguration message did not contain the |E " Ciphering mode info":
3> when RLC has been requested to transmit the response message:
4> perform the actions below.
1> if the variable PDCP_SN_INFO is hon-empty:
2> when RLC has confirmed the successful transmission of the response message:
3> for each radio bearer in the variable PDCP_SN_INFO:
4> if the IE "RB started" inthe variable ESTABLISHED RABS s set to "started":
5> configure the RLC entity for that radio bearer to "continue".
3> perform the actions below.

If the new stateis CELL_PCH or URA_PCH, the response message shall be transmitted using the old configuration
before the state transition, but the new C-RNTI shall be used if the IE "New C-RNTI" wasincluded in the received
reconfiguration message, and the UE shall:

1> when RLC has confirmed the successful transmission of the response message:
2> for each radio bearer in the variable PDCP_SN_INFO:
3> if the IE "RB started" inthe variable ESTABLISHED RABS s set to "started":

4> configure the RLC entity for that radio bearer to "continue".
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2> enter the new state (CELL_PCH or URA_PCH, respectively);
2> perform the actions below.
The UE shall:
1> set the variable ORDERED_RECONFIGURATION to FALSE;
1> if the received reconfiguration message contained the |E " Ciphering mode info":

2> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

2> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
1> if the received reconfiguration message contained the |E "Integrity protection mode info":
2> dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

2> set "Uplink RRC Message sequence number” for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO will
use the new integrity protection configuration;

2> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
2> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.

1> clear the variable PDCP_SN_INFO;

1> clear the variable START_VALUE_TO _TRANSMIT;

1> clear the variable SECURITY_MODIFICATION.

8.2.2.5 Reception of a response message by the UTRAN, normal case
When UTRAN has received
- the RADIO BEARER SETUP COMPLETE message; or
- the RADIO BEARER RECONFIGURATION COMPLETE message; or
- the RADIO BEARER RELEASE COMPLETE message; or
- the TRANSPORT CHANNEL RECONFIGURATION COMPLETE message; or
- the PHYSICAL CHANNEL RECONFIGURATION COMPLETE message.
UTRAN may:
1> delete the old configuration.
If the procedure caused the UE to leave the CELL_FACH state, UTRAN may:
1> delete the C-RNTI of the UE.
If the IE"UL Timing Advance" isincluded in TDD, UTRAN should:
1> evaluate the timing advance value that the UE has to use in the new cell after handover.
If the IE"START" or the IE"START list " isincluded, UTRAN should:
1> set the START value for each CN domain with the corresponding values as received in this response message;

1> consequently, then use the START values to initialise the hyper frame numbers, in the same way as specified for
the UE in subclause 8.2.2.3, for any new radio bearers that are established.
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If UTRAN has ordered a ciphering reconfiguration by including the IE " Ciphering mode info", UTRAN should:
1> for radio bearers using RLC-AM or RLC-UM:

2> use the old ciphering configuration for received RLC PDUs with RLC sequence humber less than the RLC
sequence number indicated in the |E "Radio bearer uplink ciphering activation time info" sent by the UE;

2> use the new ciphering configuration for received RLC PDUs with RL C sequence number greater than or
equal to the RLC sequence number indicated in the IE "Radio bearer uplink ciphering activation time info"
sent by the UE;

2> if an RLC reset or re-establishment occurs after this response message has been received by UTRAN before
the activation time for the new ciphering configuration has been reached:

3> ignore the activation time; and
3> apply the new ciphering configuration immediately after the RLC reset or RL C re-establishment.
1> for radio bearersusing RLC-TM:
2> use the new ciphering configuration and only begin incrementing the COUNT-C at the CFN asindicated in:

3> the IE "Ciphering activation time for DPCH" in the | E " Ciphering mode info", if included in the message
that triggered the radio bearer control procedure; or

3> the IE "COUNT-C activation time", if included in the response message for this procedure.
1> and the procedure ends on the UTRAN side.

8.2.2.6 Unsupported configuration in the UE

If the UTRAN instructs the UE to use a configuration, which it does not support and/or if the received message causes
the variable UNSUPPORTED_CONFIGURATION to be set to TRUE, the UE shall:

1> transmit afailure response as specified in subclause 8.2.2.9, setting the information elements as specified below:
2> include the |E "RRC transaction identifier"; and

2> set it to the value of "RRC transaction identifier" in the entry for the received message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry;
2> set the |E "failure cause” to " configuration unsupported”.
1> set the variable UNSUPPORTED_CONFIGURATION to FALSE;
1> continue with any ongoing processes and procedures as if the reconfiguration message was not received.

The procedure ends.

8.2.2.7 Physical channel failure
A physical channel failure occurs in case the criteria defined in subclause 8.5.4 are not fulfilled.

If the received message caused the UE to bein CELL_DCH state and the UE failed to establish the dedicated physical
channel(s) indicated in the received message the UE shall:

1> revert to the configuration prior to the reception of the message (old configuration);

1> if the old configuration includes dedicated physical channels (CELL_DCH state) and the UE is unable to revert
to the old configuration:

2> initiate a cell update procedure according to subclause 8.3.1, using the cause "radio link failure”;
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2> dfter the cell update procedure has completed successfully:

3> proceed as below.
1> if the old configuration does not include dedicated physical channels (CELL_FACH state):

2> select asuitable UTRA cell according to [4];

2> if the UE selects another cell than the cell the UE camped on upon reception of the reconfiguration message:
3> initiate a cell update procedure according to subclause 8.3.1, using the cause "Cell reselection”;
3> after the cell update procedure has completed successfully:

4> proceed as below.

1> transmit a failure response message as specified in subclause 8.2.2.9, setting the information elements as
specified below:

2> include the |E "RRC transaction identifier"; and

2> set it to the value of "RRC transaction identifier” in the entry for the received message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry;
2> set the |E "failure cause” to "physical channel failure”.
1> set the variable ORDERED_RECONFIGURATION to FALSE;
1> continue with any ongoing processes and procedures as if the reconfiguration message was not received.

The procedure ends.

8.2.2.8 Cell re-selection
If the UE performs cell re-selection during the reconfiguration procedure, the UE shall:
1> initiate a cell update procedure, as specified in subclause 8.3.1;

1> continue with the reconfiguration procedure.

8.2.2.9 Transmission of a response message by the UE, failure case
The UE shall:
1> in case of reception of a RADIO BEARER SETUP message:
2> if the radio bearer establishment procedure affects several radio bearers:

3> (may) include the identities of the radio bearers for which the procedure would have been successful into
the RADIO BEARER SETUP FAILURE message.

2> transmit aRADIO BEARER SETUP FAILURE as response message on the DCCH using AM RLC.
1> in case of reception of a RADIO BEARER RECONFIGURATION message:
2> if the radio bearer reconfiguration procedure affects several radio bearers:

3> (may) include the identities of the radio bearers for which the procedure would have been successful into
the RADIO BEARER RECONFIGURATION FAILURE message.

2> transmit aRADIO BEARER RECONFIGURATION FAILURE as response message on the DCCH using
AM RLC.

1> in case of reception of a RADIO BEARER RELEASE message:
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2> if the radio bearer release procedure affects severa radio bearers:

3> (may) include the identities of the radio bearers for which the procedure would have been successful into
the RADIO BEARER RELEASE FAILURE message.

2> transmit aRADIO BEARER RELEASE FAILURE as response message on the DCCH using AM RLC.
1> in case of reception of a TRANSPORT CHANNEL RECONFIGURATION message:

2> transmit a TRANSPORT CHANNEL RECONFIGURATION FAILURE as response message on the DCCH
using AM RLC.

1> in case of reception of aPHY SICAL CHANNEL RECONFIGURATION message:

2> transmit aPHY SICAL CHANNEL RECONFIGURATION FAILURE as response message on the DCCH
using AM RLC.

1> when the response message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures as if no reconfiguration attempt had occurred.

8.2.2.10 Reception of a response message by the UTRAN, failure case
When the UTRAN has received:
- the RADIO BEARER SETUP FAILURE message; or
- the RADIO BEARER RECONFIGURATION FAILURE message; or
- the RADIO BEARER RELEASE FAILURE message; or
- the TRANSPORT CHANNEL RECONFIGURATION FAILURE message; or
- the PHYSICAL CHANNEL RECONFIGURATION FAILURE message:
the UTRAN may restore the old and delete the new configuration. Upper layers should be notified of the failure.
The procedure ends on the UTRAN side.

8.2.2.11 Invalid configuration
If the variable INVALID_CONFIGURATION is set to TRUE the UE shall:
1> keep the configuration existing before the reception of the message;

1> transmit a failure response message as specified in subclause 8.2.2.9, setting the information elements as
specified below:

2> include the |E "RRC transaction identifier"; and

3> set it to the value of "RRC transaction identifier" in the entry for the received message in the table
"Accepted transactions' in the variable TRANSACTIONS; and

3> clear that entry.
2> set the |E "failure cause” to "invalid configuration”.
1> set the variable INVALID_CONFIGURATION to FALSE;
1> continue with any ongoing processes and procedures as if the reconfiguration message was not received.

The procedure ends.
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8.2.2.12 Incompatible simultaneous reconfiguration

If the table "Rejected transactions' in the variable TRANSACTIONS is set due to the received message and the variable
PROTOCOL_ERROR_REJECT isset to FALSE, the UE shall:

1> not apply the configuration contained in the received reconfiguration message;

1> transmit a failure response message as specified in subclause 8.2.2.9, setting the information elements as
specified below:

2> include the |E "RRC transaction identifier"; and

2> set it to the value of "RRC transaction identifier” in the entry for the received message in the table "Rejected
transactions' in the variable TRANSACTIONS; and

2> clear that entry;
2> set the |E "failure cause” to "incompatible simultaneous reconfiguration”.
1> continue with any ongoing processes and procedures as if the reconfiguration message was not received.

The procedure ends.

8.2.2.12a  Incompatible simultaneous security reconfiguration

If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION is set to TRUE due to the received
reconfiguration message, the UE shall:

1> transmit a failure response message as specified in subclause 8.2.2.9, setting the information elements as
specified below:

2> include the |E "RRC transaction identifier"; and

2> set it to the value of "RRC transaction identifier" in the entry for the received message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry;
2> set the |E "failure cause” to the cause value "incompatible simultaneous reconfiguration”.
1> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

1> continue with any ongoing processes and procedures as if the reconfiguration message was not received.

The procedure ends.

8.2.2.12b  Cell update procedure during security reconfiguration
If:
- acell update procedure according to subclause 8.3.1 isinitiated; and
- thereceived reconfiguration message causes either:
- thelE "Reconfiguration” in the variable CIPHERING_STATUS to be set to TRUE; and/or
- thelE"Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:
the UE shall:
1>abort the ongoing integrity and/or ciphering reconfiguration;

1> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

1> allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;
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1> if the received reconfiguration message contained the |E " Ciphering mode info":
2> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;
1> if the received reconfiguration message contained the |E "Integrity protection mode info":
2> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FAL SE; and
2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
1> continue with any ongoing processes and procedures as if the reconfiguration message was not received.

The procedure ends.

8.2.2.13 Invalid received message

If the received reconfiguration message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT
to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows. The UE
shall:

1> transmit a failure response message as specified in subclause 8.2.2.9, setting the information elements as
specified below:

2> include the |E "RRC transaction identifier"; and

2> set it to the value of "RRC transaction identifier” in the entry for the received message in the table "Rejected
transactions' in the variable TRANSACTIONS; and

2> clear that entry;
2> set the |E "failure cause” to the cause value "protocol error”;

2> include the | E "Protocol error information” with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION.

The procedure ends.

8.2.3 Radio bearer release

See subclause 8.2.2 (Reconfiguration procedures).

8.2.4  Transport channel reconfiguration

See subclause 8.2.2 (Reconfiguration procedures).
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8.3 RRC connection mobility procedures

8.3.1 Cell and URA update procedures

UE UTRAN

CELL UPDATE

CELL UPDATE CONFIRM

Figure 8.3.1-1: Cell update procedure, basic flow

UE UTRAN
CELL UPDATE
>
CELL UPDATE CONFIRM
UTRAN MOBILITY INFORMATION
CONFIRM
L

Figure 8.3.1-2: Cell update procedure with update of UTRAN mobility information

UE UTRAN

CELL UPDATE

CELL UPDATE CONFIRM

PHY$ICAL CHANNEL RECONFIGURATION COMPLETE
>

Figure 8.3.1-3: Cell update procedure with physical channel reconfiguration

UE UTRAN

CELL UPDATE

CELL UPDATE CONFIRM

TRANSPORT CHANNEL RECONFIGURATIDN
COMPLETE
>

Figure 8.3.1-4: Cell update procedure with transport channel reconfiguration
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UE UTRAN

CELL UPDATE

CELL UPDATE CONFIRM

RADIO BEARER RELEASE COMPLETE
>

Figure 8.3.1-5: Cell update procedure with radio bearer release

UE UTRAN

CELL UPDATE

CELL UPDATE CONFIRM

RADIO BEARER
RECONFIGURATION COMPLETE

Figure 8.3.1-6: Cell update procedure with radio bearer reconfiguration

UE UTRAN

CELL UPDATE

RRC CONNECTION RELEASE

Figure 8.3.1-7: Cell update procedure, failure case

UE UTRAN

URA UPDATE

URA UPDATE CONFIRM

Figure 8.3.1-8: URA update procedure, basic flow
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UE UTRAN

URA UPDATE

URA UPDATE CONFIRM

UTRAN MOBILITY INFORMATION
CONFIRM

>

Figure 8.3.1-9: URA update procedure with update of UTRAN mobility information

UE UTRAN

URA UPDATE

RRC CONNECTION RELEASE

Figure 8.3.1-10: URA update procedure, failure case

8.3.1.1 General

The URA update and cell update procedures serve several main purposes:
- tonotify UTRAN after re-entering service areain the URA_PCH or CELL_PCH dtate;
- tonotify UTRAN of an RLC unrecoverable error [16] on an AM RLC ertity;

- to beused as a supervision mechanisminthe CELL_FACH, CELL_PCH, or URA_PCH state by means of
periodical update.

In addition, the URA update procedure also serves the following purpose:

- toretrieve anew URA identity after cell re-selection to acell not belonging to the current URA assigned to the
UE in URA_PCH state.

In addition, the cell update procedure also serves the following purposes:
- toupdate UTRAN with the current cell the UE is camping on after cell reselection;
- toactonaradiolink failureinthe CELL_DCH state;

- whentriggered in the URA_PCH or CELL_PCH state, to notify UTRAN of atransition to the CELL_FACH
state due to the reception of UTRAN originated paging or due to a request to transmit uplink data.

The URA update and cell update procedures may:
1> include an update of mobility related information in the UE;

1> cause a state transition from the CELL_FACH stateto the CELL_DCH, CELL_PCH or URA_PCH states or idle
mode.

The cell update procedure may also include:
- are-establish of AM RLC entities;
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- aradio bearer release, radio bearer reconfiguration, transport channel reconfiguration or physical channel
reconfiguration.

8.3.1.2 Initiation
A UE shall initiate the cell update procedure in the following cases:
1> Uplink data transmission:
2> if the UEisin URA_PCH or CELL_PCH state; and
2> if the UE has uplink RLC data PDU or uplink RLC control PDU on RB1 or upwards to transmit:
3> perform cell update using the cause "uplink data transmission".
1> Paging response:

2> if the criteriafor performing cell update with the cause specified above in the current subclause is not met;
and

2> if the UEin URA_PCH or CELL_PCH state, receives a PAGING TY PE 1 message fulfilling the conditions
for initiating a cell update procedure specified in subclause 8.1.2.3:

3> perform cell update using the cause "paging response’.
1> Radio link failure:

2> if none of the criteriafor performing cell update with the causes specified above in the current subclause is
met; and

2> if the UEisin CELL_DCH sate; and
2> if the criteriafor radio link failure is met as specified in subclause 8.5.6:
3> perform cell update using the cause "radio link failure".
1> Re-entering service area

2> if none of the criteriafor performing cell update with the causes specified above in the current subclause is
met; and

2> if the UEisin CELL_FACH or CELL_PCH state; and
2> if the UE has been out of service area and re-enters service area before T307 or T317 expires.
3> perform cell update using the cause "re-entering service area’.
1> RLC unrecoverable error:

2> if none of the criteriafor performing cell update with the causes specified above in the current subclause is
met; and

2> if the UE detects RLC unrecoverable error [16] in an AM RLC entity:
3> perform cell update using the cause "RLC unrecoverable error"”.
1> Cell reselection:

2> if none of the criteriafor performing cell update with the causes specified above in the current subclause is
met:

3> if the UEisin CELL_FACH or CELL_PCH state and the UE performs cell re-selection; or
3> if the UE isin CELL_FACH state and the variable C_RNTI is empty:

4> perform cell update using the cause "cell reselection”.
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1> Periodical cell update:

2> if none of the criteriafor performing cell update with the causes specified above in the current subclauseis
met; and

2> if the UEisin CELL_FACH or CELL_PCH sate; and
2> if the timer T305 expires; and
2> if the criteriafor "in service ared" as specified in subclause 8.5.5.2 is fulfilled; and

2> if periodic updating has been configured by T305 in the |E "UE Timers and constants in connected mode” set
to any other value than "infinity":

3> perform cell update using the cause "periodical cell update”.
A UE in URA_PCH state shall initiate the URA update procedure in the following cases:
1> URA reselection:

2> if the UE detects that the current URA assigned to the UE, stored in the variable URA_IDENTITY, is not
present in the list of URA identities in system information block type 2; or

2> if thelist of URA identitiesin system information block type 2 is empty; or
2> if the system information block type 2 can not be found:
3> perform URA update using the cause "change of URA".
1> Periodic URA update;

2> if the criteriafor performing URA update with the causes as specified above in the current subclause are not
met; and

2> if the timer T305 expires while the UE isin the service area; and

2> if periodic updating has been configured by T305 in the |E "UE Timers and constants in connected mode” set
to any other value than "infinity":

3> perform URA update using the cause "periodic URA update”.
When initiating the URA update or cell update procedure, the UE shall:
1> stop timer T305;
1> if theUEisin CELL_DCH state:
2> inthevariable RB_TIMER_INDICATOR, set the IE "T314 expired" and the |E "T315 expired” to FALSE;
2> if the stored values of the timer T314 and timer T315 are both equal to zero:
3> release dl itsradio resources;

3> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED RABS) to upper layers;

3> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

3> clear the variable ESTABLISHED_RABS;

3> enter idle mode;

3> perform other actions when entering idle mode from connected mode as specified in subclause 8.5.2;

3> and the procedure ends.
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2> if the stored value of the timer T314 is equal to zero:

3> release dll radio bearers, associated with any radio access bearers for which in the variable
ESTABLISHED RABS the value of the | E "Re-establishment timer" is set to "useT314";

3> inthe variable RB_TIMER_INDICATOR set the |E "T314 expired" to TRUE.
2> if the stored value of the timer T315 is equal to zero:

3> release dl radio bearers associated with any radio access bearers for which in the variable
ESTABLISHED_ RABS the value of the |E "Re-establishment timer" is set to "useT 315";

3> inthe variable RB_TIMER_INDICATOR set the |IE "T315 expired" to TRUE.
2> if the stored value of the timer T314 is greater than zero:

3> if there are radio bearers associated with any radio access bearers for which in the variable
ESTABLISHED_ RABS the value of the |E "Re-establishment timer" is set to "useT 314":

4> start timer T314.

3> if there are no radio bearers associated with any radio access bearers for which in the variable
ESTABLISHED_ RABS the value of the |E "Re-establishment timer" is set to "useT 314" or "useT 315":

4> start timer T314.
2> if the stored value of the timer T315 is greater than zero:

3> if there are radio bearers associated with any radio access bearers for which in the variable
ESTABLISHED_ RABS the value of the |E "Re-establishment timer" is set to "useT 315":

4> start timer T315.
2> for the released radio bearer(s):
3> delete the information about the radio bearer from the variable ESTABLISHED RABS;
3> when all radio bearers belonging to the same radio access bearer have been released:

4> indicate local end release of the radio access bearer to upper layers using the CN domain identity
together with the RAB identity stored in the variable ESTABLISHED _RABS;

4> delete all information about the radio access bearer from the variable ESTABLISHED RABS.
2> select asuitable UTRA cell according to [4];
2> set the variable ORDERED RECONFIGURATION to FALSE.

1> set the variables PROTOCOL_ERROR_INDICATOR, FAILURE_INDICATOR,
UNSUPPORTED_CONFIGURATION and INVALID_CONFIGURATION to FALSE;

1> set the variable CELL_UPDATE_STARTED to TRUE;
1> moveto CELL_FACH state, if not already in that state;
1> if the UE performs cell re-selection:
2> clear thevariable C_ RNTI; and
2> stop using that C_RNTI just cleared from the variable C_ RNTI in MAC.
1> set CFN inrelation to SFN of current cell according to subclause 8.5.15;
1> in case of acell update procedure:
2> set the contents of the CELL UPDATE message according to subclause 8.3.1.3;
2> submit the CELL UPDATE message for transmission on the uplink CCCH.
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1> in case of a URA update procedure:
2> set the contents of the URA UPDATE message according to subclause 8.3.1.3;
2> submit the URA UPDATE message for transmission on the uplink CCCH.

1> set counter V302 to 1;

1> start timer T302 when the MAC layer indicates success or failure in transmitting the message.

8.3.1.3 CELL UPDATE / URA UPDATE message contents to set
In case of cell update procedure the UE shall transmit a CELL UPDATE message.

In case of URA update procedure the UE shall transmit a URA UPDATE message.

The UE shall set the IEsin the CELL UPDATE message as follows:

1> set the |E "Cell update cause" corresponding to the cause specified in subclause 8.3.1.2 that is valid when the
CELL UPDATE message is submitted to lower layers for transmission;

NOTE: During the time period starting from when a cell update procedure isinitiated by the UE until when the
procedure ends, additional CELL UPDATE messages may be transmitted by the UE with different
Causes.

1> set the IE "U-RNTI" to the value of the variable U_RNTI;
1> if the value of the variable PROTOCOL_ERROR_INDICATOR is TRUE:
2> include the |E "RRC transaction identifier"; and

3> set it to the value of "RRC transaction identifier" in the entry for the CELL UPDATE CONFIRM
message in the table "Rejected transactions” in the variable TRANSACTIONS.

2> include and set the | E "failure cause" to the cause value "protocol error";

2> set the |E "Protocol error information™ set to the value of the variable
PROTOCOL_ERROR_INFORMATION.

1> if the value of the variable FAILURE_INDICATOR is TRUE:
2> include the |E "RRC transaction identifier"; and

3> set it to the value of "RRC transaction identifier" in the entry for the CELL UPDATE CONFIRM
message in the table " Accepted transactions” in the variable TRANSACTIONS.

2> include and set the | E "failure cause” to the value of the variable FAILURE_CAUSE.
1> include the START values for each CN domain, calculated according to subclause 8.5.9;

1> if an unrecoverable error [16] in any of the AM RLC entities for the signalling radio bearers RB2, RB3 or RB4 is
detected:

2> setthe [E"AM_RLC error indication (RB2, RB3 or RB4)" to TRUE.

1> otherwise:
2> setthe IE"AM_RLC error indication (RB2, RB3 or RB4)" to FALSE.

1> if an unrecoverable error [16] in any of the AM RLC entities for the RB5 or upward is detected:
2> setthe [IE"AM_RLC error indication (RB>4)" to TRUE.

1> otherwise:

2> setthe IE"AM_RLC error indication (RB>4)" to FALSE.
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1> set the IE "RB Timer indicator” to the value of the variable RB_ TIMER_INDICATOR,;

1> include an intra-frequency measurement report in the I1E "Measured results on RACH", as specified in the |IE
"Intra-frequency reporting quantity for RACH reporting" and the | E "Maximum number of reported cells on
RACH" in system information block type 12 (or System Information Block type 11, if System Information
Block type 12 is not being broadcast); and

1> include in the |IE "Measured results on RACH" al requested reporting quantities for all included measurement
objects; and

1> take care that the maximum allowed message size is not exceeded when forming the IE "Measured results on
RACH".

The UE shall set the IEsin the URA UPDATE message as follows:
1> setthe IE"U-RNTI" to the value of the variable U_RNTI;

1> set the IE "URA update cause" corresponding to which cause as specified in subclause 8.3.1.2 that is valid when
the URA UPDATE message is submitted to lower layers for transmission;

NOTE: During the time period starting from when a URA update procedure is initiated by the UE until when the
procedure ends, additional URA UPDATE messages may be transmitted by the UE with different causes,
depending on which causes are valid for the respective URA UPDATE message.

2> if the value of the variable PROTOCOL_ERROR_INDICATOR is TRUE:
3> include the |IE "RRC transaction identifier"; and

4> set it to the value of "RRC transaction identifier" in the entry for the URA UPDATE CONFIRM
message in the table "Rejected transactions” in the variable TRANSACTIONS;

3> set the |E "Protocol error indicator" to TRUE;

3> include the |E "Protocol error information” set to the value of the variable
PROTOCOL_ERROR_INFORMATION.

2> if the value of the variable PROTOCOL_ERROR _INDICATOR is FALSE:
3> if the value of the variable INVALID_CONFIGURATION is TRUE:
4> include the |E "RRC transaction identifier"; and

4> set it to the value of "RRC transaction identifier" in the entry for the URA UPDATE CONFIRM
message in the table " Accepted transactions” in the variable TRANSACTIONS;

4> set the |E "Protocol error indicator” to TRUE;
4> include the IE "Protocol error information” set to "Information element value not comprehended”;
3> if the value of the variable INVALID_CONFIGURATION is FALSE:

4> set the |E "Protocol error indicator" to FALSE.

8.3.14 T305 expiry and the UE detects "out of service area”
When the T305 expires and the UE detects that it is "out of service area" as specified in subclause 8.5.5.1, the UE shall
1> start timer T307;

1> re-select to anew cell, asdescribed in [4].

8.3.14.1 Re-entering "in service area"
If the UE detects "in service area" according to subclause 8.5.5.2 and timer T307 or T317 isrunning, the UE shall:
1> check the value of V302; and
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1> if V302 isequal to or smaller than N302:
2> in case of acell update procedure:
3> set the contents of the CELL UPDATE message according to subclause 8.3.1.3;
3> submit the CELL UPDATE message for transmission on the uplink CCCH.
2> in case of a URA update procedure:
3> set the contents of the URA UPDATE message according to subclause 8.3.1.3;
3> submit the URA UPDATE message for transmission on the uplink CCCH.
2> increment counter V302;
2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
1> if V302 is greater than N302:
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;
2> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO;
2> in case of acell update procedure:

3> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions” in the
variable TRANSACTIONS.

2> in case of a URA update procedure:

3> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> release all itsradio resources;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2> clear the variable ESTABLISHED RABS;

2> enter idle mode;

2> perform other actions when entering idle mode from connected mode as specified in subclause 8.5.2;

2> and the procedure ends.

8.3.1.4.2 Expiry of timer T307
When the T307 expires, the UE shall:

1> move to idle mode;

1> release al dedicated resources;

1> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

1> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
1> clear the variable ESTABLISHED_RABS;

1> perform other actions when entering idle mode from connected mode as specified in subclause 8.5.2;
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1> and the procedure ends.

8.3.1.5 Reception of an CELL UPDATE/URA UPDATE message by the UTRAN
When the UTRAN receivesa CELL UPDATE/URA UPDATE message, the UTRAN should:
1> in case the procedure was triggered by reception of a CELL UPDATE:
2> if SRNS relocation was performed:
3> transmit a CELL UPDATE CONFIRM message on the downlink DCCH.
2> otherwise:

3> update the START value for each CN domain as maintained in UTRAN (refer to subclause 8.5.9) with
"START" inthe IE"START ligt" for the CN domain asindicated by "CN domain identity" in the |IE
"START list";

3> if this procedure was triggered while the UE was not in CELL_DCH state, then for each CN domain as
indicated by "CN domain identity” inthe IE "START list":

4> set the 20 MSB of the MAC-d HFN with the corresponding START valueinthe IE "START list";
4> set the remaining LSB of the MAC-d HFN to zero.

3> transmit aCELL UPDATE CONFIRM message on the downlink DCCH or optionally on the CCCH but
only if ciphering is not required; and

3> optionally include the IE "RLC re-establish indicator (RB5 and upwards)" to request a RLC re-
establishment in the UE, in which case the corresponding RLC entities should also be re-established in
UTRAN; or

1> in case the procedure was triggered by reception of a URA UPDATE:
2> if SRNS relocation was performed:
3> transmit a URA UPDATE CONFIRM message on the downlink DCCH.
2> otherwise:
3> transmit a URA UPDATE CONFIRM message on the downlink CCCH or DCCH.

2> include the IE "URA identity" inthe URA UPDATE CONFIRM message in a cell where multiple URA
identifiers are broadcast; or

1> initiate an RRC connection rel ease procedure (see subclause 8.1.4) by transmitting an RRC CONNECTION
REL EA SE message on the downlink CCCH. In particular UTRAN should:

2> if the CELL UPDATE message was sent because of an unrecoverable error in RB2, RB3 or RB4:

3> initiate an RRC connection release procedure (subclause 8.1.4) by transmitting an RRC CONNECTION
REL EA SE message on the downlink CCCH.

8.3.1.6 Reception of the CELL UPDATE CONFIRM/URA UPDATE CONFIRM
message by the UE
When the UE receives a CELL UPDATE CONFIRM/URA UPDATE CONFIRM message; and

- if the message isreceived on the CCCH, and IE "U-RNTI" is present and has the same value as the variable
U_RNTI; or

- if the message isreceived on DCCH:
the UE shall:
1> stop timer T302;
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1> in case of acell update procedure and the CELL UPDATE CONFIRM message:
2> includes "RB information elements"; and/or
2> includes "Transport channel information elements'; and/or
2> includes "Physical channel information elements’; and
2> if the variable ORDERED RECONFIGURATION is set to FALSE:
3> set the variable ORDERED_RECONFIGURATION to TRUE.

1> act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the
following:

2> if the IE "Frequency info" isincluded in the message:
3> if the IE "RRC State Indicator” is set to the value"CELL_FACH" or "CELL_PCH" or URA_PCH":
4> select asuitable UTRA cell according to [4] on that frequency;
4> act as specified in subclause 8.3.1.12.
3> if the IE "RRC State Indicator” is set to the value "CELL_DCH":
4> act onthe |E "Frequency info" as specified in subclause 8.6.6.1.
2> use the transport channel(s) applicable for the physical channel typesthat is used; and
2> if the IE"TFS" is neither included nor previously stored in the UE for that transport channel(s):
3> use the TFS given in system information.
2> if none of the TFS stored is compatible with the physical channel:
3> delete the stored TFS;
3> use the TFS given in system information.
2> perform the physical layer synchronisation procedure as specified in [29];

2> if the CELL UPDATE CONFIRM message includes the |IE "RL C re-establish indicator (RB2, RB3 and
RB4)":

3> re-establish the RLC entities for signalling radio bearer RB2, signalling radio bearer RB3 and signalling
radio bearer RB4 (if established);

3> if the value of the |IE "Status' in the variable CIPHERING_STATUS of the CN domain stored in the
variable LATEST_CONFIGURED_CN_DOMAIN is set to " Started":

4> set the HFN values for AM RLC entities with RB identity 2,RB identity 3 and RB identity 4 (if
established) equal to the START value included in the latest transmitted CELL UPDATE message for
the CN domain stored in the variable LATEST _CONFIGURED_CN_DOMAIN.

2> if the CELL UPDATE CONFIRM message includes the |E "RL C re-establish indicator (RB5 and upwards)":
3> for radio bearers with RB identity 5 and upwards:
4> re-establish the AM RLC entities;

4> if the value of the |IE "Status" in the variable CIPHERING_STATUS of the CN domain asindicated in
the IE "CN domain identity” in the |IE "RAB info" in the variable ESTABLISHED RABSis set to
"Started":

5> set the HFN values for AM RLC entities equal to the START value included in this CELL
UPDATE message for the CN domain as indicated in the IE "CN domain identity" in the IE "RAB
info" in the variable ESTABLISHED RABS.
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1> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the | E " Ciphering mode
info" or contained the |E "Integrity protection mode info":

2> set the |E "Status' in the variable SECURITY_MODIFICATION for all the CN domains in the variable
SECURITY_MODIFICATION to "Affected".

1> enter a state according to subclause 8.6.3.3 applied on the CELL UPDATE CONFIRM / URA UPDATE
CONFIRM message.

If the UE after state transition enters CELL_DCH state, it shall:
1> not prohibit periodical status transmissionin RLC;

1> for each CN domain for which a transparent mode radio bearer exists and for which the |E " Status' in the
variable CIPHERING_STATUS is set to "Started" for that CN domain:

2> choose an activation time for the ciphering on transparent mode radio bearers and include it in the response
message in the |E "COUNT-C activation time";

2> set the 20 MSB of the MAC-d HFN with the corresponding START value in the most recently sent |1E
"START list";

2> set the remaining LSB of the MAC-d HFN to zero;
2> apply ciphering on the transparent mode radio bearers;

2> dtart incrementing the COUNT-C value from the CFN that has been included in the IE "COUNT-C activation
time".

If the UE after state transition remainsin CELL_FACH state, it shall

1> start the timer T305 using itsinitial valueif timer T305 is not running and periodical cell update has been
configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than
"infinity";

1> select PRACH according to subclause 8.5.17;
1> select Secondary CCPCH according to subclause 8.5.19;
1> not prohibit periodical statustransmissionin RLC;
1> if the IE"UTRAN DRX cycle length coefficient" isincluded in the same message:
2> ignore that |E and stop using DRX.
If the UE after state transition enters URA_PCH or CELL_PCH state, it shall:
1> prohibit periodical statustransmissionin RLC;
1> clear thevariable C_RNTI;
1> stop using that C_RNTI just cleared from the variable C_RNTI in MAC;

1> start the timer T305 using itsinitial valueif timer T305 is not running and periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity";

1> select Secondary CCPCH according to subclause 8.5.19;
1> if the IE"UTRAN DRX cycle length coefficient” isincluded in the same message:

2> usethevaluein the IE"UTRAN DRX Cycle length coefficient” for calculating Paging Occasion and PICH
Monitoring Occasion as specified in subclause 8.6.3.2 in CELL_PCH dtate.

1> if the IE"UTRAN DRX cycle length coefficient" is not included in the same message:
2> set the variable INVALID_CONFIGURATION to TRUE.

If the UE after the state transition remainsin CELL_FACH state; and
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1> the contents of the variable C_RNTI are empty:
it shall check the value of V302; and:
1> if V302 isequal to or smaller than N302:
2> if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message:
3> the |E "Reconfiguration” in the variable CIPHERING_STATUS is set to TRUE; and/or
3> the |IE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:
4> abort the ongoing integrity and/or ciphering reconfiguration;

4> if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Ciphering mode info":

5> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
5> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

4> if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Integrity protection mode info":

5> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
5> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
2> in case of a URA update procedure:
3> stop the URA update procedure; and
3> continue with a cell update procedure.

2> set the contents of the CELL UPDATE message according to subclause 8.3.1.3, except for the |E "Cell
update cause" which shall be set to "cell reselection”;

2> submit the CELL UPDATE message for transmission on the uplink CCCH;

2> increment counter V302;

2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
1> if V302 is greater than N302:

2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> in case of acell update procedure:

3> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions” in the
variable TRANSACTIONS.

2> in case of a URA update procedure:

3> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> release all itsradio resources;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_ RABS) to upper layers;

2> clear the variable ESTABLISHED _SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED RABS;
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2> enter idle mode;

2> other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
8.5.2

2> and the procedure ends.
If the UE after the state transition remainsin CELL_FACH state; and
- aC-RNTI isstored inthe variable C_RNTI;
or
- the UE after the state transition moves to another state than the CELL_FACH state:
the UE shall:

1> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the | E " Ciphering mode
info":

2> include and set the | E "Radio bearer uplink ciphering activation time info" in any response message
transmitted below to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1> in case of acell update procedure:

2> set the |E "RRC transaction identifier" in any response message transmitted below to the value of "RRC
transaction identifier" in the entry for the CELL UPDATE CONFIRM message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry.
1> in case of a URA update procedure;

2> set the |E "RRC transaction identifier" in any response message transmitted below to the value of "RRC
transaction identifier" in the entry for the URA UPDATE CONFIRM message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry;
1> if the variable PDCP_SN_INFO is non-empty:

2> include the |IE "RB with PDCP information list" in any response message transmitted below and set it to the
value of the variable PDCP_SN_INFO.

1> if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message included the |E "Downlink
counter synchronisation info":

2> re-establish RB2;

2> set the new uplink and downlink HFN of RB2 to MAX (uplink HFN of RB2, downlink HFN of RB2);
2> increment by one the downlink and uplink HFN values for RB2;

2> calculate the START value according to subclause 8.5.9;

2> include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter
synchronisation info" in any response message transmitted below.

1> transmit aresponse message as specified in subclause 8.3.1.7;

1> if the IE "Integrity protection mode info" was present in the CELL UPDATE CONFIRM or URA UPDATE
CONFIRM message:

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted response message.

1> if the variable ORDERED RECONFIGURATION is set to TRUE caused by the received CELL UPDATE
CONFIRM message in case of a cell update procedure:
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2> set the variable ORDERED_RECONFIGURATION to FALSE.
1> clear the variable PDCP_SN_INFO;
1> when the response message transmitted per subclause 8.3.1.7 to the UTRAN has been confirmed by RLC:

2> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE " Ciphering mode
info":

3> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM
or RLC-UM;

3> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
3> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

2> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE "Integrity
protection mode info":

3> set "Uplink RRC Message sequence number" for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO
will use the new integrity protection configuration;

3> dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;
3> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE.
2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
1> in case of acell update procedure:

2> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

1> in case of a URA update procedure;

2> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the variable
TRANSACTIONS.

1> set the variable CELL_UPDATE_STARTED to FALSE;
1> clear the variable SECURITY_MODIFICATION.

The procedure ends.

8.3.1.7 Transmission of a response message to UTRAN
If the CELL UPDATE CONFIRM message:
- includesthe |E "RB information to release list":
the UE shall:
1> transmit a RADIO BEARER RELEASE COMPLETE as response message using AM RLC.
If the CELL UPDATE CONFIRM message:
- doesnot include the IE "RB information to release list"; and
- includesthe IE "RB information to reconfigure list"; or
- includesthe |E "RB information to be affected list":
the UE shall:
1> transmit a RADIO BEARER RECONFIGURATION COMPLETE as response message using AM RLC.

3GPP



Error! No text of specified style in document. 52 Error! No text of specified style in document.

If the CELL UPDATE CONFIRM message:

- does not include "RB information elements’; and

- includes "Transport channel information elements":
the UE shall:

1> transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message using AM
RLC.

If the CELL UPDATE CONFIRM message:
- does not include "RB information elements"; and
- does not include "Transport channel information elements"; and
- includes"Physical channel information elements":
the UE shall:
1> transmit aPHY SICAL CHANNEL RECONFIGURATION COMPLETE as response message using AM RLC.
If the CELL UPDATE CONFIRM message:
- doesnot include "RB information elements’; and
- does not include "Transport channel information elements’; and
- does not include "Physical channel information elements’; and
- includes"CN information elements"; or
- includesthe IE "Ciphering mode info"; or
- includesthe |E "Integrity protection modeinfo"; or
- includesthe |E "New C-RNTI"; or
- includesthe IE "New U-RNTI":
the UE shall:
1> transmit aUTRAN MOBILITY INFORMATION CONFIRM as response message using AM RLC.
If the CELL UPDATE CONFIRM message:
- does not include "RB information elements’; and
- does not include "Transport channel information elements’; and
- does not include "Physical channel information elements’; and
- doesnot include "CN information elements"; and
- does not include the | E " Ciphering mode info"; and
- doesnot include the |E "Integrity protection mode info"; and
- doesnot include the IE "New C-RNTI"; and
- doesnot include the IE "New U-RNTI":
the UE shall:

1> transmit no response message.
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If the URA UPDATE CONFIRM message:

- includes"CN information elements'; or

includes the | E " Ciphering mode info"; or

includes the |E "Integrity protection mode info"; or

- includes any one or both of the IES"New C-RNTI" and "New U-RNTI":
the UE shall:

1> transmit aUTRAN MOBILITY INFORMATION CONFIRM as response message using AM RLC.
If the URA UPDATE CONFIRM message:

- doesnot include "CN information elements’; and

- does not include the | E " Ciphering mode info"; and

- doesnot include the |E "Integrity protection mode info"; and

- doesnot include the IE "New U-RNTI"; and

- doesnot include the IE "New C-RNTI":
the UE shall:

1> transmit no response message.

If the new stateis CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration
after the state transition., and the UE shall:

1> if the IE "Downlink counter synchronisation info" was included in the received CELL UPDATE CONFIRM or
URA UPDATE CONFIRM message:

2> when RLC has confirmed the successful transmission of the response message:

3> re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all
their HFN values to the START value included in the response message for the corresponding CN
domain;

3> re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all their HFN values
to the START value included in the response message for the CN domain stored in the variable
LATEST_CONFIGURED_CN_DOMAIN;

3> set the remaining bits of the HFN values of all UM RLC entities to zero;

3> re-initialise the PDCP header compression entities of each radio bearer in the variable
ESTABLISHED RABS as specified in[36].

1> if the variable PDCP_SN_INFO is empty:

2> if the CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the | E " Ciphering mode
info":

3> when RLC has confirmed the successful transmission of the response message:
4> continue with the remainder of the procedure.

2> if the CELL UPDATE CONFIRM or URA UPDATE CONFIRM message did not contain the | E " Ciphering
mode info":

3> when RLC has been requested to transmit the response message,
4> continue with the remainder of the procedure.

1> if the variable PDCP_SN_INFO non-empty:
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2> when RLC has confirmed the successful transmission of the response message:
3> for each radio bearer in the variable PDCP_SN_INFO:
4> if the IE "RB started" in the variable ESTABLISHED RABS s set to "started":
5> configure the RLC entity for that radio bearer to "continue".
3> continue with the remainder of the procedure.

If the new stateis CELL_PCH or URA_PCH, the response message shall be transmitted in CELL_FACH state, and the
UE shall:

1> when RLC has confirmed the successful transmission of the response message:
2> for each radio bearer in the variable PDCP_SN_INFO:
3> if the IE"RB started" in the variable ESTABLISHED_RABS is set to "started":
4> configure the RLC entity for that radio bearer to "continue".
2> enter the new state (CELL_PCH or URA_PCH, respectively).

1> continue with the remainder of the procedure.

8.3.1.7a Physical channel failure

If therreceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message would cause the UE to transit to
CELL_DCH state; and

1> in case of areceived CELL UPDATE CONFIRM message:

2> if the UE failed to establish the physical channel(s) indicated in the received CELL UPDATE CONFIRM
message according to the criteria defined in subclause 8.5.4 are not fulfilled; or

2> thereceived CELL UPDATE CONFIRM message does not contain dedicated physical channels;
1> in case of the UE received a URA UPDATE CONFIRM message:
the UE shall:
1> if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message
2> the |E "Reconfiguration” in the variable CIPHERING_STATUS is set to TRUE; and/or
2> the |IE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:
3> abort the ongoing integrity and/or ciphering reconfiguration;

3> if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Ciphering mode info":

4> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
4> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

3> if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Integrity protection mode info":

4> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
4> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

1> if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE
CONFIRM message in case of a cell update procedure:

2> set the variable ORDERED_RECONFIGURATION to FALSE.

3GPP



Error! No text of specified style in document. 55 Error! No text of specified style in document.

1>

1>

if V302 isequal to or smaller than N302:
2> in case of a URA update procedure:
stop the URA update procedure; and
3> continue with a cell update procedure.
2> select asuitable UTRA cell according to [4];

2> set the contents of the CELL UPDATE message according to subclause 8.3.1.3, except for the |E "Cell
update cause” which shall be set to "Radio link failure”;

2> submit the CELL UPDATE message for transmission on the uplink CCCH;

2> increment counter V302;

2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
if V302 is greater than N302:

2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> in case of acell update procedure:

3> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> in case of a URA update procedure:

3> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> release all itsradio resources;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED RABS;
2> set the variable CELL_UPDATE_STARTED to FALSE;

2> enter idle mode.

8.3.1.8 Unsupported configuration by the UE

If the UE does not support the configuration in the CELL UPDATE CONFIRM message and/or the variable
UNSUPPORTED_CONFIGURATION is set to TRUE, the UE shall:

1>

if V302 isequal to or smaller than N302, the UE shall:
2> if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message
3> the |IE "Reconfiguration” in the variable CIPHERING_STATUS is set to TRUE; and/or
3> the |IE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:
4> abort the ongoing integrity and/or ciphering reconfiguration;

4> if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Ciphering mode info":
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5> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
5> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

4> if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Integrity protection mode info":

5> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
5> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2> if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE
CONFIRM message in case of a cell update procedure:

3> set the variable ORDERED_RECONFIGURATION to FALSE.

2> set the variable FAILURE_INDICATOR to TRUE;

2> set the variable FAILURE_CAUSE to "Unsupported configuration”;

2> set the content of the CELL UPDATE message according to subclause 8.3.1.3;

2> submit the CELL UPDATE message for transmission on the uplink CCCH;

2> increment counter V302;

2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
1> if V302 is greater than N302, the UE shall:

2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> clear the variable PDCP_SN_INFO;

2> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS;

2> release dl itsradio resources;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED_RABS;

2> set thevariable CELL_UPDATE _STARTED to FALSE;

2> enter idle mode;

2> Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
85.2;

2> and the procedure ends.

8.3.1.9 Invalid configuration
If the variable INVALID_CONFIGURATION is set to TRUE, the UE shall:
1> if V302 isequal to or smaller than N302:
2> if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message
3> the |IE "Reconfiguration” in the variable CIPHERING_STATUS is set to TRUE; and/or
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1>

3> the |IE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:
4> abort the ongoing integrity and/or ciphering reconfiguration;

4> if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Ciphering mode info":

5> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
5> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

4> if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Integrity protection mode info";

5> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
5> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

3> if the variable ORDERED _RECONFIGURATION is set to TRUE caused by the received CELL
UPDATE CONFIRM message in case of acell update procedure:

4> set the variable ORDERED_RECONFIGURATION to FALSE.
2> in case of acell update procedure:
3> set the variable FAILURE_INDICATOR to TRUE;
3> set the variable FAILURE_CAUSE to "Invalid configuration”;
3> set the contents of the CELL UPDATE message according to subclause 8.3.1.3;
3> submit the CELL UPDATE message for transmission on the uplink CCCH.
2> in case of a URA update procedure:
3> set the contents of the URA UPDATE message according to subclause 8.3.1.3;
3> submit the URA UPDATE message for transmission on the uplink CCCH.
2> increment counter V302;
2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
if V302 is greater than N302:
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;
2> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO;
2> clear the variable PDCP_SN_INFO;

2> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS;

2> release dl itsradio resources;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED_RABS;
2> set the variable CELL_UPDATE_STARTED to FALSE;

2> enter idle mode;
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2> Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
8.5.2;

2> the procedure ends.

8.3.1.9a Incompatible simultaneous reconfiguration
In case of acell update procedure and if the received CELL UPDATE CONFIRM message
- includes"RB information elements"; and/or

- includes "Transport channel information elements'; and/or

includes "Physical channel information elements’; and

- thevariable ORDERED RECONFIGURATION is set to TRUE because of an ongoing Reconfiguration
procedure;

and/or

- if thevariable INCOMPATIBLE_SECURITY_RECONFIGURATION becomes set to TRUE of the received
CELL UPDATE CONFIRM message:

the UE shall:
1> if V302 is equal to or smaller than N302:
2> if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message
3> the |IE "Reconfiguration” in the variable CIPHERING_STATUS is set to TRUE; and/or
3> the |IE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:
4> abort the ongoing integrity and/or ciphering reconfiguration;

4> if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Ciphering mode info":

5> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
5> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

4> if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Integrity protection mode info":

5> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
5> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

3> if the variable ORDERED _RECONFIGURATION is set to TRUE caused by the received CELL
UPDATE CONFIRM message in case of acell update procedure;

4> set the variable ORDERED_RECONFIGURATION to FALSE.
2> set the variable FAILURE_INDICATOR to TRUE;
2> set the variable FAILURE_CAUSE to "Incompatible simultaneous reconfiguration”;
2> set the content of the CELL UPDATE message according to subclause 8.3.1.3;
2> submit the CELL UPDATE message for transmission on the uplink CCCH;
2> increment counter V302;
2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.

1> if V302 is greater than N302:
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2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> clear the variable PDCP_SN_INFO;

2> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

2> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS;

2> release dl itsradio resources;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_ RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED_RABS;

2> set thevariable CELL_UPDATE_STARTED to FALSE;

2> enter idle mode;

2> Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
8.5.2;

2> the procedure ends.

8.3.1.10 Confirmation error of URA ID list

If the URA UPDATE CONFIRM message causes a confirmation error of URA identity list as specified in subclause
8.6.2.1 the UE shall:

1> check the value of V302; and
1> if V302 is smaller or equal than N302:
2> if, caused by the received URA UPDATE CONFIRM message
3> the |E "Reconfiguration” in the variable CIPHERING_STATUS is set to TRUE; and/or
3> the |IE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:
4> abort the ongoing integrity and/or ciphering reconfiguration;
4> if the received URA UPDATE CONFIRM message contained the |E " Ciphering mode info":
5> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
5> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
4> if the received URA UPDATE CONFIRM message contained the |E "Integrity protection mode info"
5> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
5> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
2> set the IEsin the URA UPDATE message according to subclause 8.3.1.3;
2> submit the URA UPDATE message for transmission on the uplink CCCH,;
2> increment counter V302;
2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
1> if V302 is greater than N302:
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2> release dl itsradio resources;

2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;
2> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> clear the variable PDCP_SN_INFO;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

2> clear the variable ESTABLISHED_RABS;

2> set the variable CELL_UPDATE_STARTED to FALSE;

2> enter idle mode;

2> perform the actions specified in subclause 8.5.2 when entering idle mode from connected mode;

2> the procedure ends.

8.3.1.11 Invalid CELL UPDATE CONFIRM/URA UPDATE CONFIRM message

If the UE receives an CELL UPDATE CONFIRM/URA UPDATE CONFIRM message, which contains a protocol
error causing the variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall
perform procedure specific error handling as follows:

1> 1f V302 isequal to or smaller than N302, the UE shall:
2> set the variable PROTOCOL_ERROR_INDICATOR to TRUE;
2> in case of acell update procedure:
3> set the contents of the CELL UPDATE message according to subclause 8.3.1.3;
3> submit the CELL UPDATE message for transmission on the uplink CCCH.
2> in case of a URA update procedure:
3> set the contents of the URA UPDATE message according to subclause 8.3.1.3;
3> submit the URA UPDATE message for transmission on the uplink CCCH.
2> increment counter V302;
2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
1> if V302 is greater than N302, the UE shall:
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;
2> in case of acell update procedure:

3> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> in case of a URA update procedure:

3> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED RABS) to upper layers;
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2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED RABS;

2> set thevariable CELL_UPDATE_STARTED to FALSE;

2> release dl itsradio resources;

2> enter idle mode;

2> Other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
8.5.2;

2> the procedure ends.

8.3.1.12 T302 expiry or cell reselection
If any or several of the following conditions are true:
- expiry of timer T302;

- reselection to another UTRA cell (including the previoudly serving cell) before completion of the cell update or
URA update procedure;

the UE shall:
1> stop T302 if it is running;
1> if the UE wasin CELL_DCH state prior to the initiation of the procedure; and
2> if timers T314 and T315 have elapsed while T302 was running:
3> enter idle mode.

3> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers. Other actions the UE shall perform when entering idle
mode from connected mode are specified in subclause 8.5.2.

3> and the procedure ends.

2> if timer T314 has elapsed while T302 was running and,
3> if "T314 expired" inthe variable RB_TIMER_INDICATOR is set to FALSE and
3> if T315is till running:

4> release locally all radio bearers which are associated with any radio access bearers for which in the
variable ESTABLISHED RABS the value of the |E "Re-establishment timer" is set to "useT314";

4> indicate release of those radio access bearers to upper layers;
4> delete all information about those radio access bearers from the variable ESTABLISHED RABS;
4> set "T314 expired” in the variable RB_TIMER_INDICATOR to TRUE.
2> if timer T315 has elapsed while T302 was running and,
3> if "T315 expired" inthe variable RB_TIMER_INDICATOR is set to FALSE and,
3> if T314 istill running:

4> release locally all radio bearers which are associated with any radio access bearers for which in the
variable ESTABLISHED RABS the value of the |E "Re-establishment timer" is set to "useT315";

4> indicate release of those radio access bearers to upper layers;

3GPP



Error! No text of specified style in document. 62 Error! No text of specified style in document.

4> delete all information about those radio access bearers from the variable ESTABLISHED RABS;
4> set "T315 expired” in the variable RB_TIMER_INDICATOR to TRUE.
1> check whether it isstill in"in service area’ (see subclause 8.5.5.2);

1> if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message the IE
"Reconfiguration” in the variable CIPHERING_STATUS is set to TRUE and/or the |E "Reconfiguration” in the
variable INTEGRITY_PROTECTION_INFO is set to TRUE:

2> abort the ongoing integrity and/or ciphering reconfiguration;

2> if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Ciphering mode info":

3> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
3> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

2> if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Integrity protection mode info":

3> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
3> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

1> if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE
CONFIRM message in case of a cell update procedure:

2> set the variable ORDERED RECONFIGURATION to FALSE.
1> in case of acell update procedure:

2> clear any entry for the CELL UPDATE CONFIRM message in the table " Accepted transactions” in the
variable TRANSACTIONS.

1> in case of a URA update procedure:

2> clear any entry for the URA UPDATE CONFIRM message in the table " Accepted transactions' in the
variable TRANSACTIONS.

If the UE detects "in service area" if it has not entered idle mode, and:
1> if V302 isequal to or smaller than N302, the UE shall:
2> if the UE performed cell re-selection:
3> deleteits C-RNTI2> in case of acell update procedure:
3> set the contents of the CELL UPDATE message according to subclause 8.3.1.3;
3> submit the CELL UPDATE message for transmission on the uplink CCCH.
2> in case of a URA update procedure:
3> set the contents of the URA UPDATE message according to subclause 8.3.1.3;
3> submit the URA UPDATE message for transmission on the uplink CCCH.
2> increment counter V302;
2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
1> if V302 is greater than N302, the UE shall:
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;
2> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO;
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2> clear the variable PDCP_SN_INFO;
2> in case of acell update procedure:

3> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> in case of a URA update procedure:

3> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> release dl itsradio resources;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_ RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED_RABS;

2> set thevariable CELL_UPDATE_STARTED to FALSE;

2> enter idle mode;

2> other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
8.5.2;

2> and the procedure ends.
If the UE does not detect "in service area’, it shall:

1> continue searching for "in service area".

8.3.1.13 T314 expiry
Upon expiry of timer T314 the UE shall:
1> if timer T302 is running:
2> continue awaiting response message from UTRAN.
1> if timer T302 is not running and timer T315 is running:
2> set |IE "T314 expired” in variable RB_TIMER_INDICATOR to TRUE;

2> release locally all radio bearers which are associated with any radio access bearers for which in the variable
ESTABLISHED_ RABS the value of the |E "Re-establishment timer" is set to "useT 314";

2> indicate release of those radio access bearers to upper layers;

2> delete all information about those radio access bearers from the variable ESTABLISHED RABS.
1> if timers T302 and T315 are not running:

2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> clear the variable PDCP_SN_INFO;

2> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS;

2> release dl itsradio resources;
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2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED RABS;

2> set the variable CELL_UPDATE_STARTED to FALSE;

2> enter idle mode;

2> other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
85.2

2> and the procedure ends.

8.3.1.14 T315 expiry

Upon expiry of timer T315 the UE shall:

1>

1>

1>

if timer T302 is running:

2> continue awaiting response message from UTRAN.

if timer T302 is not running and timer T314 is running:

2> set IE"T315 expired" in variable RB_TIMER_INDICATOR to TRUE;

2> release locally all radio bearers which are associated with any radio access bearers for which in the variable
ESTABLISHED_ RABS the value of the |E "Re-establishment timer" is set to "use T315";

2> indicate release of those radio access bearers to upper layers;

2> delete all information about those radio access bearers from the variable ESTABLISHED RABS.
if timers T302 and T314 are not running:

2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> clear the variable PDCP_SN_INFO;

2> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS;

2> release all itsradio resources;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_ RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED_RABS;

2> set the variable CELL_UPDATE_STARTED to FALSE;

2> enter idle mode;

2> other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
8.5.2;

2> and the procedure ends.
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8.3.1.15 Reception of the UTRAN MOBILITY INFORMATION CONFIRM message by
the UTRAN

See subclause 8.3.3.4.

8.3.2 URA update

See subclause 8.3.1.

8.3.3 UTRAN mobility information

UE UTRAN

UTRAN MOBILITY INFORMATION

UTRAN MOBILITY INFORMATION
CONFIRM

>

Figure 8.3.3-1: UTRAN mobility information procedure, normal flow

UE UTRAN

UTRAN MOBILITY INFORMATION

UTRAN MOBILITY INFORMATION
FAILURE

>

Figure 8.3.3-2: UTRAN mobility information procedure, failure case

8.3.3.1 General

The purpose of this procedureis to allocate any one or a combination of the following to a UE in connected mode:
- anew C-RNTI;
- anew U-RNTI,

- other mobility related information.

8.3.3.2 Initiation

To initiate the procedure UTRAN transmitsa UTRAN MOBILITY INFORMATION message to the UE on the
downlink DCCH using AM or UM RLC. In case of SRNS relocation, the message is sent using UM RLC only.

8.3.3.3 Reception of UTRAN MOBILITY INFORMATION message by the UE
When the UE receivesa UTRAN MOBILITY INFORMATION message, it shall:

1> act on received information elements as specified in subclause 8.6;

1> if the IE "UE Timers and constants in connected mode" is present:

2> store the values of the |E "UE Timers and constants in connected mode" in the variable
TIMERS _AND_CONSTANTS, replacing any previously stored value for each timer and constant; and
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2> for each updated timer value:
3> dtart using the new value next time the timer is started;
2> for each updated constant value:
3> start using the new value directly;
1> if the IE "CN domain specific DRX cycle length coefficient” is present:

2> store the value of the IE "CN domain specific DRX cycle length coefficient" for that CN domain, replacing
any previously stored value; and

2> use the value to determine the connected mode paging occasions according to [4].

1> set the |E "RRC transaction identifier” in the UTRAN MOBILITY INFORMATION CONFIRM message to the
value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message in the
table "Accepted transactions’ in the variable TRANSACTIONS; and

1> clear that entry;

1> if the UTRAN MOBILITY INFORMATION message contained the |E " Ciphering mode info" or contained the
IE "Integrity protection mode info":

2> set the |E "Status' in the variable SECURITY _MODIFICATION for all the CN domainsin the variable
SECURITY_MODIFICATION to "Affected”;

1> if the UTRAN MOBILITY INFORMATION message contained the |E " Ciphering mode info":

2> include and set the |E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1> if the variable PDCP_SN_INFO is non-empty:

2> include the |IE "RB with PDCP information list" in the UTRAN MOBILITY INFORMATION CONFIRM
message and set it to the value of the variable PDCP_SN_INFO.

1> if thereceived UTRAN MOBILITY INFORMATION message included the | E "Downlink counter
synchronisation info":

2> re-establish RB2;

2> set the new uplink and downlink HFN of RB2 to MAX (uplink HFN of RB2, downlink HFN of RB2);
2> increment by one the downlink and uplink HFN values for RB2;

2> calculate the START value according to subclause 8.5.9;

2> include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter
synchronisation info" inthe UTRAN MOBILITY INFORMATION CONFIRM message.

1> transmit aUTRAN MOBILITY INFORMATION CONFIRM message on the uplink DCCH using AM RLC;
1> if the IE "Integrity protection mode info" was present in the UTRAN MOBILITY INFORMATION message:

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted UTRAN MOBILITY INFORMATION CONFIRM message.

1> if the IE "Downlink counter synchronisation info" was included in the received UTRAN MOBILITY
INFORMATION message:

2> when RLC has confirmed the successful transmission of the response message:

3> re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all
their HFN valuesto the START value included in the response message for the corresponding CN
domain;
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3> re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all their HFN values
to the START value included in the response message for the CN domain stored in the variable
LATEST_CONFIGURED_CN_DOMAIN;

3> set the remaining bits of the HFN values of all UM RLC entities to zero;

3> re-initialise the PDCP header compression entities of each radio bearer in the variable
ESTABLISHED_RABS as specified in [36].

1> if the variable PDCP_SN_INFO is empty; and
2> if the UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info":

3> when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION
CONFIRM message, perform the actions below.

2> if the UTRAN MOBILITY INFORMATION message did not contain the IE " Ciphering mode info":

3> when RLC has been requested to transmit the UTRAN MOBILITY INFORMATION CONFIRM
message, perform the actions below.

1> if the variable PDCP_SN_INFO is non-empty:

2> when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION
CONFIRM message:

3> for each radio bearer in the variable PDCP_SN_INFO:
4> if the IE "RB started” in the variable ESTABLISHED_RABS is set to "started":
5> configure the RLC entity for that radio bearer to "continue".
3> clear the variable PDCP_SN_INFO.
1> if the UTRAN MOBILITY INFORMATION message contained the |E " Ciphering mode info":

2> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

2> set the |E "Reconfiguration” in the variable CIPHERING_STATUS to FAL SE; and
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
1> if the UTRAN MOBILITY INFORMATION message contained the |E "Integrity protection mode info":
2> dlow the transmission of RRC messages on al signalling radio bearers with any RRC SN;
2> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FAL SE; and
2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
1> clear the variable SECURITY_MODIFICATION.

The procedure ends.
8.3.34 Reception of an UTRAN MOBILITY INFORMATION CONFIRM message by
the UTRAN

When the network receives UTRAN MOBILITY INFORMATION CONFIRM message, UTRAN may delete any old
U-RNTI. The procedure ends.

8.3.35 Cell re-selection
If the UE performs cell re-selection, the UE shall:

1> initiate a cell update procedure according to subclause 8.3.1;

3GPP



Error! No text of specified style in document. 68 Error! No text of specified style in document.

1> if the UTRAN MOBILITY INFORMATION message contains the |E "New C-RNTI"; and

1> if the UE has not yet submitted the UTRAN MOBILITY INFORMATION CONFIRM message to lower layers
for transmission;

2> transmit aUTRAN MOBILITY INFORMATION FAILURE message on the uplink DCCH using AM RLC;

2> set the |IE "RRC transaction identifier" in the UTRAN MOBILITY INFORMATION FAILURE message to
the value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message
in the table " Accepted transactions”' in the variable TRANSACTIONS; and

2> clear that entry.
2> set the |E "failure cause” to the cause value "cell update occurred”;

2> when the UTRAN MOBILITY INFORMATION FAILURE message has been submitted to lower layers for
transmission:

3> continue with any ongoing processes and procedures as if theinvalid UTRAN MOBILITY
INFORMATION message has not been received and the procedure ends.

1> otherwise:

2> continue the procedure normally.

8.3.3.5a Incompatible simultaneous security reconfiguration

If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION becomes set to TRUE of the received UTRAN
MOBILITY INFORMATION message, the UE shall:

1> transmit aUTRAN MOBILITY INFORMATION FAILURE message on the uplink DCCH using AM RLC;

1> set the IE "RRC transaction identifier” inthe UTRAN MOBILITY INFORMATION FAILURE message to the
value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message in the
table "Accepted transactions' in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to the cause value "incompatible simultaneous reconfiguration”;

1> when the UTRAN MOBILITY INFORMATION FAILURE message has been delivered to lower layers for
transmission:

2> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

2> continue with any ongoing processes and procedures as if the UTRAN MOBILITY INFORMATION
message has not been received;

2> and the procedure ends.

8.3.3.6 Invalid UTRAN MOBILITY INFORMATION message

If the UTRAN MOBILITY INFORMATION message contains a protocol error causing the variable
PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error
handling as follows. The UE shall:

1> transmit aUTRAN MOBILITY INFORMATION FAILURE message on the uplink DCCH using AM RLC;

1> set the IE "RRC transaction identifier” inthe UTRAN MOBILITY INFORMATION FAILURE message to the
value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message in the
table "Rejected transactions” in the variable TRANSACTIONS, and;

1> clear that entry.

1> set the |E "failure cause" to the cause value "protocol error";
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1> include the | E "Protocol error information™ with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

1> when the UTRAN MOBILITY INFORMATION FAILURE message has been submitted to lower layers for
transmission:

2> continue with any ongoing processes and procedures asif theinvalid UTRAN MOBILITY INFORMATION
message has not been received;

2> and the procedure ends.

8.3.4  Active set update

UE UTRAN

ACTIVE SET UPDATE

A

ACTIVE SET UPDATE COMPLETE

Figure 8.3.4-1: Active Set Update procedure, successful case

| [ oren

ACTIVE SET UPDATE

ACTIVE SET UPDATE FAILURE

\ 4

Figure 8.3.4-2: Active Set Update procedure, failure case

8.34.1 General

The purpose of the active set update procedure is to update the active set of the connection between the UE and
UTRAN. This procedure shall be used in CELL_DCH state. The UE should keep on using the old RLs while
configuring the new RLs. Also the UE should keep the transmitter turned on during the procedure. This procedureis
only used in FDD mode.

8.3.4.2 Initiation

The procedureisinitiated when UTRAN ordersa UE in CELL_DCH state, to make the following modifications of the
active set of the connection:

a) Radio link addition;

b) Radio link removal;

¢) Combined radio link addition and removal.
In case a) and ¢), UTRAN should:

1> prepare new additional radio link(s) in the UTRAN prior to the command to the UE.
In all cases, UTRAN should:

1> send an ACTIVE SET UPDATE message on downlink DCCH using AM or UM RLC.

UTRAN should include the following information:
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1> |E "Radio Link Addition Information": Downlink DPCH information and other optional parameters relevant for
the radio links to be added along with the IE "Primary CPICH info" used for the reference ID to indicate which
radio link to add. This|E is needed in cases a) and c) listed above;

1> |E "Radio Link Removal Information™: 1E "Primary CPICH info" used for the reference ID to indicate which
radio link to remove. This |E is needed in cases b) and c) listed above.
8.34.3 Reception of an ACTIVE SET UPDATE message by the UE

Upon reception of an ACTIVE SET UPDATE message the UE shall act upon all received information elements as
specified in 8.6, unless specified otherwise in the following. The UE shall:

1> first add the RLsindicated in the |E "Radio Link Addition Information”;

1> remove the RLs indicated in the |IE "Radio Link Removal Information”. If the UE active set is full or becomes
full, an RL, which isincluded in the |E "Radio Link Removal Information” for removal, shall be removed before
adding RL, which isincluded in the IE "Radio Link Addition Information" for addition;

1> perform the physical layer synchronisation procedure as specified in [29];

1> if the IE "TFCI combining indicator" associated with aradio link to be added is set to TRUE:
2> if aDSCH transport channel is assigned and thereisa'hard' split in the TFCI field:

3> configure Layer 1 to soft-combine TFCI (field 2) of this new link with those links already in the TFCI
(field 2) combining set.

1> set the IE "RRC transaction identifier" inthe ACTIVE SET UPDATE COMPLETE message to the val ue of
"RRC transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

1> clear that entry;

1> transmit an ACTIVE SET UPDATE COMPLETE message on the uplink DCCH using AM RLC without waiting
for the Physical Layer synchronization;
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1> the procedure ends on the UE side.

8.34.4 Unsupported configuration in the UE

If UTRAN instructs the UE to use a configuration that it does not support, the UE shall:
1> keep the active set as it was before the ACTIVE SET UPDATE message was received;
1> transmit an ACTIVE SET UPDATE FAILURE message on the DCCH using AM RLC;

1> set the IE "RRC transaction identifier" in the ACTIVE SET UPDATE FAILURE message to the value of "RRC
transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted transactions”
in the variable TRANSACTIONS; and
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1> clear that entry;
1> set the |E "failure cause" to "configuration unsupported”;
1> when the ACTIVE SET UPDATE FAILURE message has been submitted to lower layers for transmission:

2> the procedure ends on the UE side.

8.3.45 Invalid configuration
If any of the following conditions are valid:

- aradiolink indicated by the |IE "Downlink DPCH info for each RL" in the |E "Radio link addition information"
has a different spreading factor than the spreading factor for the radio linksin the active set that will be
established at the time indicated by the |E "Activation time"; and/or

- aradiolink inthe IE "Radio link addition information" is also present in the |IE "Radio Link Removal
Information"; and/or

- thelE"Radio Link Removal Information" contains all the radio links which are part of or will be part of the
active set at the time indicated by the IE "Activation time"; and/or

- thelE"TX Diversity Mode" is not set to "none" and it indicates a diversity mode that is different from the one
currently used in all or part of the active set; and/or

- aradiolink indicated by the IE "Radio Link Removal Information™ does not exist in the active set; and/or

- dfter theremoval of all radio links indicated by the IE "Radio Link Removal Information" and the addition of all
radio linksindicated by the |E "Radio Link Addition Information” the active set would contain more than the
maximum allowed number of radio links; and/or

- thevariable INVALID_CONFIGURATION is set to TRUE:

the UE shall:
1> keep the active set asit was before the ACTIVE SET UPDATE message was received;
1> transmit an ACTIVE SET UPDATE FAILURE message on the DCCH using AM RLC;

1> set the IE "RRC transaction identifier” in the ACTIVE SET UPDATE FAILURE message to the value of "RRC
transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted transactions”
in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to "Invalid configuration”;

1> When the ACTIVE SET UPDATE FAILURE message has been submitted to lower layers for transmission:

2> the procedure ends on the UE side.
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8.3.4.6 Reception of the ACTIVE SET UPDATE COMPLETE message by the
UTRAN

When the UTRAN has received the ACTIVE SET UPDATE COMPLETE message,

1> the UTRAN may remove radio link(s) that are indicated to remove to the UE in case b) and c); and

1> the procedure ends on the UTRAN side.

8.3.4.7 Reception of the ACTIVE SET UPDATE FAILURE message by the UTRAN
When the UTRAN has received the ACTIVE SET UPDATE FAILURE message, the UTRAN may delete radio links
that were included in the |E "Radio Link Addition Information” for addition. The procedure ends on the UTRAN side.
8.3.4.8 Invalid ACTIVE SET UPDATE message

If the ACTIVE SET UPDATE message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT
to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows. The UE
shall:

1> transmit aACTIVE SET UPDATE FAILURE message on the uplink DCCH using AM RLC;

1> set the IE "RRC transaction identifier" inthe ACTIVE SET UPDATE FAILURE message to the value of "RRC
transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table "Rejected transactions'
in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to the cause value "protocol error";

1> include the |E "Protocol error information" with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

1> when the ACTIVE SET UPDATE FAILURE message has been delivered to lower layers for transmission:
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2> continue with any ongoing processes and procedures as if theinvalid ACTIVE SET UPDATE message has
not been received;

2> and the procedure ends.

8.3.4.9 Reception of an ACTIVE SET UPDATE message in wrong state

If the UE isin another state than CELL_DCH state upon reception of the ACTIVE SET UPDATE message, the UE
shall perform procedure specific error handling as follows. The UE shall:

1> transmit aACTIVE SET UPDATE FAILURE message on the uplink DCCH using AM RLC;

1> set the IE "RRC transaction identifier" in the ACTIVE SET UPDATE FAILURE message to the value of "RRC
transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted transactions”
in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to the cause value "protocol error";

1> include the |E "Protocol error information” with the |E "Protocol error cause" set to "Message not compatible
with receiver state";

1> when the ACTIVE SET UPDATE FAILURE message has been delivered to lower layers for transmission:

2> continue with any ongoing processes and procedures asif the ACTIVE SET UPDATE message has not been
received;

2> and the procedure ends.

8.3.5 Hard handover

When performing hard handover with change of frequency, the UE shall:
1> stop al intra-frequency and inter-frequency measurements on the cellslisted in the variable CELL_INFO_LIST
until aMEASUREMENT CONTROL message is received from UTRAN.
8.35.1 Timing re-initialised hard handover

8.3.5.1.1 General

The purpose of the timing re-initialised hard handover procedure isto remove all the RL(S) in the active set and
establish new RL(s) along with a change in the UL transmission timing and the CFN in the UE according to the SFN of
the target cell.(see subclause 8.5.15).

This procedure isinitiated when UTRAN does not know the target SFN timing before hard handover.

8.3.5.1.2 Initiation

Timing re-initialised hard handover initiated by the UTRAN is normally performed by using the procedure "Physical
channel reconfiguration” (subclause 8.2.6), but may also be performed by using either one of the following procedures:

- "radio bearer establishment" (subclause 8.2.1);

- "Radio bearer reconfiguration” (subclause 8.2.2);

- "Radio bearer release” (subclause 8.2.3); or

- "Transport channel reconfiguration” (subclause 8.2.4).
If IE"Timing indication" has the value "initialise", UE shall:

1> execute the Timing Re-initialised hard handover procedure by following the procedure indicated in the subclause
relevant to the procedure chosen by the UTRAN.
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In this case of atiming re-initialised hard handover, UTRAN should include the |E "Default DPCH Offset Value" and:
1> in FDD mode:
2> set "Default DPCH Offset Value' and "DPCH frame offset" respecting the following relation
(Default DPCH Offset Vaue) mod 38400 = DPCH frame offset;

3> where | indicates the first radio link listed in the message and the | E values used are the Actual Values of
the IEs as defined in clause 11.

If the IE "Default DPCH Offset Vaue" isincluded, the UE shall:
1> in FDD mode:
2> if the above relation between "Default DPCH Offset Value" and "DPCH frame offset" is not respected:
3> set the variable INVALID_CONFIGURATION to true.
If the |E "Default DPCH Offset Value" is not included, the UE shall:
1> set the variable INVALID_CONFIGURATION to true.

8.3.5.2 Timing-maintained hard handover

8.3.5.2.1 General

The purpose of the Timing-maintained hard handover procedure isto remove all the RL(S) in the active set and establish
new RL(s) while maintaining the UL transmission timing and the CFN in the UE.

This procedure can be initiated only if UTRAN knows the target SFN timing before hard handover. The target SFN
timing can be known by UTRAN in the following 2 cases:

- UE reads SFN when measuring " Cell synchronisation information” and sendsit to the UTRAN in
MEASUREMENT REPORT message.

- UTRAN internally knows the time difference between the cells.

8.3.5.2.2 Initiation

Timing-maintained hard handover initiated by the network is normally performed by using the procedure "Physical
channel reconfiguration” (subclause 8.2.6), but may also be performed by using either one of the following procedures:

- "radio bearer establishment" (subclause 8.2.1);

- "Radio bearer reconfiguration” (subclause 8.2.2);

- "Radio bearer release” (subclause 8.2.3); or

- "Transport channel reconfiguration” (subclause 8.2.4).

If IE"Timing indication" has the value "maintain”, UE shall initiate the Timing-maintained hard handover procedure by
following the procedure indicated in the subclause relevant to the procedure chosen by the UTRAN. In this case
UTRAN should not include the |E "Default DPCH Offset Value".

If the |IE "Default DPCH Offset Value" isincluded, the UE shall:
1> ignorethe |E "Default DPCH Offset Value".
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8.3.6 Inter-RAT handover to UTRAN
oTRAn

|_HANDOVER TO UTRAN COMMAND (sent via other system)

HANDOVER TO UTRAN COMPLETE

Figure 8.3.6-1: Inter-RAT handover to UTRAN, successful case

8.3.6.1 General

The purpose of the inter-RAT handover procedure is to, under the control of the network, transfer a connection between
the UE and another radio access technology (e.g. GSM) to UTRAN.

8.3.6.2 Initiation

The procedure isinitiated when a radio access technology other than UTRAN, e.g. GSM, using radio access
technol ogy-specific procedures, orders the UE to make a handover to UTRAN.

A HANDOVER TO UTRAN COMMAND message is sent to the UE via the radio access technology from which inter-
RAT handover is performed.

In case UTRAN decides to uses a predefined or default radio configuration that is stored in the UE, it should include the
following information in the HANDOVER TO UTRAN COMMAND message.

- thelE"New U-RNTI" to be assigned,;

- thelE "Predefined configuration identity"”, to indicate which pre-defined configuration of RB, transport channel
and physical channel parameters shall be used; or

- thelE "Default configuration mode" and |E " Default configuration identity”, to indicate which default
configuration of RB, transport channel and physical channel parameters shall be used;

- PhyCH information elements.

NOTE 1. When using a predefined or default configuration during handover to UTRAN, UTRAN can only assign
values of IEs"New U-RNTI" and "scrambling code" that are within the special subranges defined
exclusively for this procedure. UTRAN may re- assign other values after completion of the handover
procedure.

NOTE 2: When using a predefined or default configuration during handover to UTRAN, fewer |Es are signalled;
when using this signalling option some parameters e.g. concerning compressed mode, DSCH, SSDT can
not be configured. In this case, the corresponding functionality can not be activated immediately.

In case UTRAN does not use a predefined radio configuration that is stored in the UE, it should include the following
information in the HANDOVER TO UTRAN COMMAND message.

- thelE"New U-RNTI" to be assigned,;

- the complete set of RB, TrCH and PhyCH information elements to be used.

8.3.6.3 Reception of HANDOVER TO UTRAN COMMAND message by the UE

The UE shall be able to receive aHANDOVER TO UTRAN COMMAND message and perform an inter-RAT
handover, even if no prior UE measurements have been performed on the target UTRAN cell and/or frequency.
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The UE shall act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the
following. The UE shall:

1> store aU-RNTI value (32 hits), which is derived by the IEs "SRNC identity" (12 bits) and "S-RNTI 2" (10 hits)
included in IE "U-RNTI-short". In order to produce a full size U-RNTI value, afull size"S-RNTI" (20 bits) shall
be derived by padding the IE "S-RNTI 2" with 10 zero bits in the most significant positions; and

1> initialise the variable ESTABLISHED SIGNALLING_CONNECTIONS with the signalling connections that
remains after the handover according to the specifications of the source RAT;

1> initialise the variable UE_CAPABILITIES TRANSFERRED with the UE capabilities that have been transferred
to the network up to the point prior to the handover, if any;

1> initialise the variable TIMERS _AND_CONSTANTS to the default values and start to use those timer and
constants values;

1> if IE " Specification mode" is set to "Preconfiguration” and | E " Preconfiguration mode” is set to " Predefined
configuration”:

2> initiate the radio bearer and transport channel configuration in accordance with the predefined parameters
identified by the |E "Predefined configuration identity";

2> initiate the physical channels in accordance with the predefined parameters identified by the | E " Predefined
radio configuration identity" and the received physical channel information elements;

2> store information about the established radio access bearers and radio bearers according to the |E "Predefined
configuration identity"; and

2> set the IE "RAB Info Post" in the variable ESTABLISHED _RABS and the |E "Re-establishment timer" in
the IE "RAB Info" in the variable ESTABLISHED_RABSto "useT314".

1> if IE " Specification mode" is set to "Preconfiguration” and | E " Preconfiguration mode” is set to "Default
configuration”;

2> initiate the radio bearer and transport channel configuration in accordance with the default parameters
identified by the |E "Default configuration mode" and |E "Default configuration identity”;

2> initiate the physical channels in accordance with the default parameters identified by the |E "Default
configuration mode" and |E "Default configuration identity" and the received physical channel information
elements;

NOTE |IE"Default configuration mode" specifies whether the FDD or TDD version of the default configuration
shall be used

2> set the IE "RAB Info Post" in the variable ESTABLISHED RABS and the | E "Re-establishment timer" in
the IE "RAB Info" inthe variable ESTABLISHED RABSto "useT314".

1> if I1E " Specification mode" is set to "Preconfiguration”:

2> use the following values for parameters that are neither signalled within the HANDOVER TO UTRAN
COMMAND message nor included within pre-defined or default configuration:

3> 0 dB for the power offset P pjo.opocH bearer in FDD;
3> calculate the Default DPCH Offset Value using the following formula:
3> in FDD:
Default DPCH Offset Value = (SRNTI 2 mod 600) * 512
3> inTDD:
Default DPCH Offset Value = (SRNTI 2 mod 7)

3> handle the above Default DPCH Offset Value asif an |E with that value was included in the message, as
specified in subclause 8.6.6.21.
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1> if |E "Specification mode" is set to "Complete specification”:

2> initiate the radio bearer, transport channel and physical channel configuration in accordance with the received
radio bearer, transport channel and physical channel information elements.

1> perform an open loop estimation to determine the UL transmission power according to subclause 8.5.3;

1> set the IE "START" for each CN domain, in the IE "START list" in the HANDOVER TO UTRAN COMPLETE
message equal to the START value for each CN domain stored in the USIM if the USIM is present, or as stored
in the UE for each CN domain if the SIM is present;

1> if ciphering has been activated and ongoing in the radio access technology from which inter- RAT handover is
performed:

2> for the CN domain asin the |E "CN domain identity” which isincluded in the IE "RAB info" of the IE "RAB
information to setup":

3> set the 20 MSB of the HFN component of the COUNT-C variable for all radio bearers using RLC-TM
and all signalling radio bearersto the "START" value included in the |E "UE security information” in the
variable "INTER_RAT_HANDOVER_INFO_TRANSFERRED";

3> set the remaining LSBs of the HFN component of COUNT-C for all radio bearers using RLC-TM and all
signalling radio bearers to zero;

3> not increment the HFN component of COUNT-C for radio bearers using RLC-TM, i.e. keep the HFN
value fixed without incrementing every CFN cycle;

3> set the CFN component of the COUNT-C variable to the value of the CFN as calculated in subclause
8.5.15;

3> set the |E "Status” in the variable CIPHERING_STATUS to " Started”;

3> apply the algorithm according to I1E " Ciphering Algorithm" and apply ciphering immediately upon
reception of the HANDOVER TO UTRAN COMMAND.

1> if ciphering has not been activated and ongoing in the radio access technology from which inter-RAT handover
is performed:

2> for the CN domain asin the |E "CN domain identity" which isincluded in the IE "RAB info" of the IE "RAB
information to setup":

3> set the |E "Status” in the variable CIPHERING_STATUS to "Not Started".
If the UE succeeds in establishing the connection to UTRAN, it shall:

1> if the IE "Status" in the variable CIPHERING_STATUS of a CN domain is set to " Started" and transparent mode
radio bearers have been established by this procedure for that CN domain:

2> include the IE "COUNT-C activation time" in the response message and specify a CFN value other than the
default, "Now" for this|E;

2> at the CFN value as indicated in the response message in the |E "COUNT-C activation time" for radio
bearers using RLC-TM:

3> set the 20 MSB of the HFN component of the COUNT-C variable to the START value asindicated in the
IE "START list" of the response message for the relevant CN domain; and

3> set the remaining L SBs of the HFN component of COUNT-C to zero;
3> increment the HFN component of the COUNT-C variable by one;

3> set the CFN component of the COUNT-C to the value of the |E "COUNT-C activation time" of the
response message. The HFN component and the CFN component completely initialise the COUNT-C
variable;

3> step the COUNT-C variable, as normal, at each CFN value. The HFN component is no longer fixed in
value but incremented at each CFN cycle.
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1> transmit aHANDOVER TO UTRAN COMPLETE message on the uplink DCCH, using, if ciphering has been
started, the new ciphering configuration;
1> when the HANDOVER TO UTRAN COMPLETE message has been submitted to lower layers for transmission:
2> enter UTRA RRC connected mode in state CELL_DCH;
2> initialise variables upon entering UTRA RRC connected mode as specified in subclause 13.4;
2> for dl radio bearersusing RLC-AM or RLC-UM:

3> set the 20 MSB of the HFN component of the uplink and downlink COUNT-C variable to the START
valueindicated inthe IE "START list" of the response message for the relevant CN domain; and

3> set the remaining LSBs of the HFN component of COUNT-C to zero;
3> increment the HFN component of the COUNT-C variable by one;
3> start incrementing the COUNT-C values.

1> and the procedure ends.

8.3.6.4 Invalid Handover to UTRAN command message

If the UE receivesaHANDOVER TO UTRAN COMMAND message, which contains a protocol error causing the
variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure
specific error handling according to the source radio access technology. The UE shall:

1> if allowed by the source RAT:
2> transmit an RRC FAILURE INFO message to the source radio access technology; and

2> include the |E "Protocol error information™ with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

1> Other details may be provided in the specifications related to the source radio access technology.

NOTE: Theother RAT may include the above diagnostics information in a subsequent handover request towards
the same RNC.

8.3.6.4a Unsupported configuration in HANDOVER TO UTRAN COMMAND message

If the UE does not support the configuration included in the HANDOVER TO UTRAN COMMAND message, e.g., the
message includes a pre-defined configuration that the UE has not stored, the UE shall:

1> continue the connection using the other radio access technology; and

1> indicate the failure to the other radio access technology.

8.3.6.5 UE fails to perform handover

If the UE does not succeed in establishing the connection to UTRAN, it shall:
1> terminate the procedure including release of the associated resources;
1> resume the connection used before the handover; and
1> indicate the failure to the other radio access technology.

Upon receiving an indication about the failure from the other radio access technology, UTRAN should release the
associated resources and the context information concerning this UE.
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8.3.6.6 Reception of message HANDOVER TO UTRAN COMPLETE by the UTRAN

Upon receivingaHANDOVER TO UTRAN COMPLETE message, UTRAN should consider the inter-RAT handover
procedure as having been completed successfully and indicate this to the Core Network.

8.3.7 Inter-RAT handover from UTRAN

UE UTRAN

HANDOVER FROM UTRAN COMMAND

Figure 8.3.7-1: Inter-RAT handover from UTRAN, successful case

o

HANDOVER FROM UTRAN COMMAND

A

HANDOVER FROM UTRAN FAILURE

Figure 8.3.7-2: Inter-RAT handover from UTRAN, failure case

8.3.7.1 General

The purpose of the inter-RAT handover procedure is to, under the control of the network, transfer a connection between
the UE and UTRAN to another radio access technology (e.g. GSM). This procedure may be used in CELL_DCH state.

NOTE: Thisprocedureisapplicableto CS domain service.

8.3.7.2 Initiation

The procedureisinitiated when UTRAN ordersa UE in CELL_DCH state, to make a handover to aradio access
technology other than UTRAN, e.g. GSM.

To initiate the procedure, UTRAN sends aHANDOVER FROM UTRAN COMMAND message.
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8.3.7.3 Reception of a HANDOVER FROM UTRAN COMMAND message by the UE

The UE shall be able to receive aHANDOVER FROM UTRAN COMMAND message and perform an inter-RAT
handover, even if no prior UE measurements have been performed on the target cell.

The UE shall:

1> establish the connection to the target radio access technology, by using the contents of the |E "Inter-RAT
message". This |E contains a message specified in another standard, as indicated by the |IE " System type", and
carries information about the candidate/ target cell identifier(s) and radio parameters relevant for the target radio
access technology. The correspondence between the value of the IE " System type", the standard to apply and the
message contained within |E "Inter RAT message” is shown in the following:

Value of the Standard to apply Inter RAT Message
IE "System
type"
GSM GSM TS 04.18, version 8.5.0 or later HANDOVER COMMAND
cdma2000 TIA/EIA/IS-2000 or later, TIA/EIA/IS-833 or
later, TIA/EIQ/IS-834 or later

1> if the IE "System type" has the value "GSM":
2> if the |E "Frequency band" has the value "GSM /DCS 1800 band used":
3> set the BAND_INDICATOR [45] to "ARFCN indicates 1800 band".
2> if the |E "Frequency band" has the value" GSM /PCS 1900 band used":
3> set the BAND_INDICATOR [45] to "ARFCN indicates 1900 band".
1> apply the "Inter RAT Message" according to the "standard to apply" in the table above.
1> in case one or more IES"RAB info" isincluded in the HANDOVER FROM UTRAN COMMAND message:

2> connect upper layer entities corresponding to indicated RABs to the radio resources indicated in the inter-
RAT message.

NOTE: Requirements concerning the establishment of the radio connection towards the other radio access
technology and the signalling procedure are outside the scope of this specification.
8.3.7.4 Successful completion of the inter-RAT handover
Upon successfully completing the handover, UTRAN should:
1> release the radio connection; and
1> remove all context information for the concerned UE.
Upon successfully compl eting the handover, the UE shall:
1> if the USIM is present:
2> store the current START value for every CN domain in the USIM [50];

2> if the"START" stored in the USIM [50] for a CN domain is greater than or equal to the value
"THRESHOLD" of the variable START_THRESHOLD:

3> delete the ciphering and integrity keysthat are stored in the USIM for that CN domain;
3> inform the deletion of these keys to upper layers.
1> if the SIM is present:

2> store the current START value for every CN domain in the UE;
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2> if the"START" stored in the UE for a CN domain is greater than or equal to the value "THRESHOLD" of
the variable START_THRESHOLD:
3> delete the ciphering and integrity keys that are stored in the SIM for that CN domain;
3> inform the deletion of these keys to upper layers.

1> if there are any NAS messages with the IE "CN domain identity" set to "CS domain” for which the successful
delivery of the INITIAL DIRECT TRANSFER message or UPLINK DIRECT TRANSFER message on
signalling radio bearer RB3 or signalling radio bearer RB4 that have not yet been confirmed by RLC:

2> retransmit those NAS messages to the network on the newly established radio connection to the target radio
access technol ogy.

1> clear or set variables upon leaving UTRA RRC connected mode as specified in subclause 13.4.

NOTE: Therelease of the UMTSradio resourcesisinitiated from the target RAT.

8.3.7.5 UE fails to complete requested handover
If the UE does not succeed in establishing the connection to the target radio access technology, it shall:
1> revert back to the UTRA configuration;

1> establish the UTRA physical channel(s) used at the time for reception of HANDOVER FROM UTRAN
COMMAND;

1> if the UE does not succeed to establish the UTRA physical channel(s):
2> perform a cell update procedure according to subclause 8.3.1 with cause "Radio link failure”;
2> when the cell update procedure has completed successfully:
3> proceed as below.

1> transmit the HANDOVER FROM UTRAN FAILURE message setting the information elements as specified
below:

2> include the |E "RRC transaction identifier"; and

2> set it to the value of "RRC transaction identifier" in the entry for the HANDOVER FROM UTRAN
COMMAND message in the table " Accepted transactions' in the variable TRANSACTIONS; and

2> clear that entry;
2> set the |E "Inter-RAT handover failure" to "physical channel failure".
1> When the HANDOVER FROM UTRAN FAILURE message has been submitted to lower layer for transmission:

2> the procedure ends.

8.3.7.6 Invalid HANDOVER FROM UTRAN COMMAND message

If the IE "Inter-RAT message" received within the HANDOVER FROM UTRAN COMMAND message does not
include avalid inter RAT handover message in accordance with the protocol specifications for the target RAT, the UE
shall perform procedure specific error handling as follows. The UE shall:

1> set the |E "failure cause" to the cause value "Inter-RAT protocol error”;

1> include the IE "Inter-RAT message" in case the target RAT provides further details about the inter RAT protocol
error;

1> transmit aHANDOVER FROM UTRAN FAILURE message on the uplink DCCH using AM RLC;
1> when the transmission of the HANDOV ER FROM UTRAN FAILURE message has been confirmed by RLC:
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2> continue with any ongoing processes and procedures as if the invalid HANDOVER FROM UTRAN
COMMAND message has not been received;
2> and the procedure ends.

If the HANDOVER FROM UTRAN COMMAND message contains a protocol error causing the variable
PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error
handling as follows. The UE shall:

1> set the IE "RRC transaction identifier" in the HANDOVER FROM UTRAN FAILURE message to the value of
"RRC transaction identifier" in the entry for the HANDOVER FROM UTRAN COMMAND message in the
table "Rejected transactions' in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to the cause value "protocol error";

1> include the | E "Protocol error information™ with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

1> transmit aHANDOVER FROM UTRAN FAILURE message on the uplink DCCH using AM RLC;

1> when the HANDOVER FROM UTRAN FAILURE message has been submitted to lower layers for
transmission:

2> continue with any ongoing processes and procedures as if the invalid HANDOVER FROM UTRAN
COMMAND message has not been received;

2> and the procedure ends.

8.3.7.7 Reception of an HANDOVER FROM UTRAN FAILURE message by UTRAN
Upon receiving an HANDOVER FROM UTRAN FAILURE message, UTRAN may initiate the release the resourcesin
the target radio access technol ogy.

8.3.7.8 Unsupported configuration in HANDOVER FROM UTRAN COMMAND
message

If the UTRAN instructs the UE to perform a non-supported handover scenario, e.g. multiple RAB or to use a non-
supported configuration, the UE shall:

1> transmit aHANDOVER FROM UTRAN FAILURE message, setting the information elements as specified
below:

2> include the |E "RRC transaction identifier"; and

2> set it to the value of "RRC transaction identifier" in the entry for the HANDOVER FROM UTRAN
COMMAND message in the table " Accepted transactions' in the variable TRANSACTIONS; and

2> clear that entry;
2> set the |E "Inter-RAT handover failure" to "configuration unacceptable”;

2> when the HANDOVER FROM UTRAN FAILURE message has been submitted to lower layers for
transmission:

3> resume normal operation asif theinvalid HANDOVER FROM UTRAN COMMAND message has not
been received;

3> and the procedure ends.
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8.3.7.8a Reception of HANDOVER FROM UTRAN COMMAND message by UE in
CELL_FACH

If the UE receives HANDOVER FROM UTRAN COMMAND whilein CELL_FACH, the UE shall:

1> transmit aHANDOVER FROM UTRAN FAILURE message, setting the information elements as specified
below:

2> include the |E "RRC transaction identifier"; and

2> set it to the value of "RRC transaction identifier" in the entry for the HANDOVER FROM UTRAN
COMMAND message in the table " Accepted transactions" in the variable TRANSACTIONS; and

2> clear that entry;
2> set the |E "Inter-RAT handover failure" to "protocol error”, include IE "Protocol error information”; and
2> set the value of |E "Protocol error cause" to "M essage not compatible with receiver state”;

2> when the HANDOVER FROM UTRAN FAILURE message has been submitted to lower layers for
transmission:

3> resume normal operation asif theinvalid HANDOVER FROM UTRAN COMMAND message has not
been received;

3> and the procedure ends.

8.5.9 START value calculation
In connected mode, the START vaue for CN domain X' is calculated as
Let STARTy =the START vaue for CN domain 'X" prior to the calculation below:

STARTy' = MSB, ( MAX { COUNT-C, COUNT-I | radio bearers and signalling radio bearers using the most recently
configured CKy and IKy}) + 2.

- if START'= the maximum value = 1048575 then STARTy = START";
- if thecurrent STARTy < STARTY' then STARTy = STARTY', otherwise STARTY is unchanged.

NOTE: Here, "most recently configured” meansthat if there is more than one key in use for a CN domain, due to
non-expiry of the ciphering and/or integrity protection activation time for any signalling radio bearers
and/or radio bearers, do not include the COUNT-I/COUNT-C for these signalling radio bearers and/or
radio bearersin the calculation of the START .

| COUNT-C corresponding to non-ciphered radio bearers (i.e. RBs with ciphering status set to "not started") shall not be
included in the calculation of the STARTY'. If aradio bearer isreleased and the radio bearer was ciphered, the values of
the COUNT-C at the time the radio bearer is released shall be taken into account in the calculation of the START'.

8.5.10 Integrity protection
If the "Status' in the variable INTEGRITY_ PROTECTION_INFO has the value " Started" then the UE shall:
1> perform integrity protection (and integrity checking) on all RRC messages, with the following exceptions:
HANDOVER TO UTRAN COMPLETE
PAGING TYPE 1
PUSCH CAPACITY REQUEST
PHY SICAL SHARED CHANNEL ALLOCATION
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RRC CONNECTION REQUEST

RRC CONNECTION SETUP

RRC CONNECTION SETUP COMPLETE

RRC CONNECTION REJECT

RRC CONNECTION RELEASE (CCCH only)
SYSTEM INFORMATION

SYSTEM INFORMATION CHANGE INDICATION

If the"Status' in the variable INTEGRITY _ PROTECTION_INFO has the value "Not started” then integrity protection
(and integrity checking) shall not be performed on any RRC message.

For each signalling radio bearer, the UE shall use two RRC hyper frame numbers:
"Uplink RRC HFN";
"Downlink RRC HFN".
and two message seguence numbers:
"Uplink RRC Message sequence number";
"Downlink RRC Message sequence number".

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (RBO-
RB4).

Upon the first activation of integrity protection for an RRC connection, UE and UTRAN initialise the "Uplink RRC
M essage sequence number" and "Downlink RRC M essage sequence number" for all signalling radio bearers as
specified in subclauses 8.6.3.5 and 8.5.10.1.

The RRC message sequence number (RRC SN) isincremented for every integrity protected RRC message.

If the |E "Integrity Protection Mode Info" is present in areceived message, the UE shall:

1> perform the actions in subclause 8.6.3.5 before proceeding with the integrity check of the received message.

8.5.10.1 Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status' in the variable
INTEGRITY_ PROTECTION_INFO has the value " Started" and the | E 'Integrity check info' is present the UE shall:

1> check the value of the |E "RRC message sequence number" included in the |E "Integrity check info";

2> if the "Downlink RRC Message sequence number” is not present in the variable
INTEGRITY_PROTECTION_INFO:

3> initiadise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the |IE "RRC message sequence number" included
inthe |E "Integrity check info" of the received message.

2> if the "Downlink RRC Message sequence number” is present in the variable
INTEGRITY_PROTECTION_INFO:

3> if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for
signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4> increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with one.

3> if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for
signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:
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4> discard the message.
1> calculate an expected message authentication code in accordance with subclause 8.5.10.3;

1> compare the expected message authentication code with the value of the received | E "message authentication
code" contained in the |E "Integrity check info";

2> if the expected message authentication code and the received message authentication code are the same, the
integrity check is successful:

3> update the "Downlink RRC Message sequence number” for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included
inthe |E "Integrity check info" of the received RRC message.

2> if the calculated expected message authentication code and the received message authentication code differ:

3> if the IE "RRC message sequence number" included in the IE "Integrity check info" islower than the
"Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer
RBn inthe variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

4> decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO by one.

3> discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY _
PROTECTION_INFO hasthe value " Started" and the IE 'Integrity check info' is not present the UE shall:

1> discard the message.

8.6.3.4 Ciphering mode info

The |E "Ciphering mode info" defines the new ciphering configuration. At any given time, the UE needs to store at
most two different ciphering configurations (keyset and algorithm) per CN domain at any given timein total for all
radio bearers and three configurationsin total for all signalling radio bearers.

If the IE "Ciphering mode info" is present and if the |E "Reconfiguration™ in the variable CIPHERING_STATUS is set
to TRUE, the UE shall:

1> ignore this second attempt to change the ciphering configuration; and
1> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Ciphering modeinfo" is present and if the |E "Reconfiguration” in the variable CIPHERING_STATUS is set
to FALSE, the UE shall:

1> if the |IE "Status' in the variable CIPHERING STATUS has the value "Not started”, and this |E was included in
amessage that is not the message SECURITY MODE COMMAND; or

1> if there does not exist exactly one ciphering activation time in the | E "Radio bearer downlink ciphering
activation timeinfo" for each established RLC-AM and RLC-UM radio bearersincluded in the |IE "RB
information" inthe IE"ESTABLISHED RABS' for the CN domain asindicated in the variable
LATEST_CONFIGURED_CN_DOMAIN; or

1> if the|E "Ciphering activation time for DPCH" is not included in message ACTIVE SET UPDATE or
SECURITY MODE COMMAND, and there exist radio bearers using RLC-TM according to the IE"RB
information" inthe IE"ESTABLISHED RABS' for the CN domain asindicated in the variable
LATEST_CONFIGURED_CN_DOMAIN; or

1> if there does not exist exactly one ciphering activation time in the | E "Radio bearer downlink ciphering
activation timeinfo" for each established signalling radio bearer included in the IE "Signalling radio bearer
information” inthe IE "ESTABLISHED RABS':

2> ignore this attempt to change the ciphering configuration;
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2> set the variable INVALID_CONFIGURATION to TRUE;
2> perform the actions as specified in subclause 8.1.12.4c.
1> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto TRUE;

1> set the IE "Status' in the variable CIPHERING_STATUS of the CN domains for which the |E " Status' of the
variable SECURITY_MODIFICATION is set to "Affected" to " Started";

1> apply the new ciphering configuration in the lower layers for all RBs that belong to a CN domain for which the
IE "Status" of the variable SECURITY_MODIFICATION is set to "Affected" and all signalling radio bearers:

2> using the ciphering algorithm (UEA [40]) indicated by the |E " Ciphering algorithm" as part of the new
ciphering configuration;

2> for each radio bearer that belongsto a CN domain for which the |E "Status' of the variable
SECURITY_MODIFICATION is set to "Affected" and all signalling radio bearers:

3> using the value of the |E "RB identity" in the variable ESTABLISHED RABS minus one as the value of
BEARER [40] in the ciphering algorithm.

1> apply the new ciphering configuration as follows:
2> consider an activation time in downlink to be pending:

3> for UM-RLC until an UMD PDU with sequence number equal to or larger than activation time —1 has
been received;

3> for AM-RLC until all AMD PDUs with sequence numbers up to and including activation time —1 have
been received;

3> for TM-RLC until the CFN indicated in the activation time has been reached.

2> if there are pending activation times in downlink set for ciphering by a previous procedure changing the
ciphering configuration:

3> apply the ciphering configuration included in the current message at this pending activation time;

3> consider the ciphering keys that were to be applied following a previous procedure changing the ciphering
configuration and which have not yet been applied due to the activation time not having elapsed for a
given radio bearer, as part of the ciphering configuration received in the current message.

2> if the |E "Ciphering activation time for DPCH" is present in the |E " Ciphering mode info" and the UE wasin
CELL_DCH state prior to this procedure:

3> for radio bearers using RLC-TM:

4> apply the old ciphering configuration for CFN less than the number indicated in the |E " Ciphering
activation time for DPCH";

4> apply the new ciphering configuration for CFN greater than or equal to the number indicated in |E
"Ciphering activation time for DPCH".

2> if the UE wasin CELL_FACH state prior to this procedure and at completion of this procedure a transparent
mode radio bearer exists and the |E " Ciphering activation time for DPCH" is not present in the |E " Ciphering
mode info":

3> for radio bearers using RLC-TM:

4> apply the old ciphering configuration for CFN less than the number asindicated by the |[E "COUNT-C
activation time" in the transmitted uplink response message for the ciphering activation time for this
radio bearer;

| 4> apply the new ciphering configuration for CFN greater than or equal to the number asindicated in the
transmitted uplink response message for the ciphering activation time for this radio bearer.
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2> if the |E "Radio bearer downlink ciphering activation time info" is present:

3> apply the following procedure for each radio bearer and signalling radio bearers using RLC-AM or RLC-
UM indicated by the IE "RB identity":

4> suspend uplink transmission on the radio bearer or the signalling radio bearer (except for the SRB
where the response message is transmitted) according to the following:

5> do not transmit RLC PDUs with sequence number greater than or equal to the uplink activation
time, where the uplink activation time is selected according to the rules below.

4> select an "RLC send sequence number" at which (activation) time the new ciphering configuration
shall be applied in uplink for that radio bearer according to the following:

5> for each radio bearer and signalling radio bearer that has no pending ciphering activation time in
uplink as set by a previous procedure changing the security configuration:

6> set a suitable value that would ensure a minimised delay in the change to the latest security
configuration.

5> for each radio bearer and signalling radio bearer that has a pending ciphering activation timein
uplink as set by a previous procedure changing the security configuration:

6> set the same val ue as the pending ciphering activation time.

5> consider this activation time in uplink to be elapsed when the selected activation time (as above) is
equal to the "RL C send sequence number";

4> store the selected "RL C send sequence number" for that radio bearer in the entry for the radio bearer
in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

4> switch to the new ciphering configuration according to the following:

5> use the old ciphering configuration for the transmitted and received RLC PDUs with RLC
sequence numbers smaller than the corresponding RL C sequence numbersindicated in the IE
"Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received |E "Radio
bearer downlink ciphering activation time info" received from UTRAN, respectively;

5> use the new ciphering configuration for the transmitted and received RLC PDUs with RLC
sequence numbers greater than or equal to the corresponding RLC sequence numbersindicated in
the |E "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received |E
"Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

5> for aradio bearer using RLC-AM, when the RLC sequence number indicated in the |E "Radio
bearer downlink ciphering activation time info" falls below the RLC receiving window and the
RL C sequence number indicated in the |E "Radio bearer uplink ciphering activation time info"
falls below the RLC transmission window, the UE may release the old ciphering configuration for
that radio bearer;

5> if an RLC reset or re-establishment occurs before the activation time for the new ciphering
configuration has been reached, ignore the activation time and apply the new ciphering
configuration immediately after the RLC reset or RLC re-establishment.

If the IE "Ciphering mode info" is not present, the UE shall:

1> not change the ciphering configuration.

8.6.3.5 Integrity protection mode info

The |E "Integrity protection mode info" defines the new integrity protection configuration. At any given time, the UE
needs to store at most three different integrity protection configurations (keysets) in total for all signalling radio bearers
for all CN domains.

If the IE "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to TRUE, the UE shall:

3GPP



Error! No text of specified style in document. 89 Error! No text of specified style in document.

1> ignore this second attempt to change the integrity protection configuration; and
1> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to FALSE, the UE shall:

1> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to TRUE;

1> if IE "Integrity protection mode command” has the value "start" and the |E " Status” in the variable
INTEGRITY_PROTECTION_INFO has the value "Not started”, and this |E was included in the message
SECURITY MODE COMMAND:

2> initiadise the information for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO
according to the following:

3> set the |E "Uplink RRC Message sequence number” in the variable INTEGRITY _PROTECTION_INFO
to zero;

3> do not set the |IE "Downlink RRC Message sequence number" in the variable
INTEGRITY_PROTECTION_INFO;

3> set the variable INTEGRITY_PROTECTION_ACTIVATION_INFO to zero for each signalling radio
bearer inthe IE"ESTABLISHED_RABS".

2> set the |[E "Status® in the variable INTEGRITY_PROTECTION_INFO to the value " Started";

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

3> using the algorithm (UIA [40]) indicated by the |E "Integrity protection algorithm™ contained in the |IE
"Integrity protection mode info";

3> using the |E "Integrity protection initialisation number"”, contained in the |E "Integrity protection mode
info" asthe value of FRESH [40].

2> start applying the new integrity protection configuration in the downlink for each signalling radio bearer in
the IE"ESTABLISHED_RABS" except RB2 at the next received RRC message;

2> dtart applying the new integrity protection configuration in the downlink for signalling radio bearer RB2 from
and including the received SECURITY MODE COMMAND message;

2> start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted SECURITY MODE COMPLETE message;

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearers other than
RB2 at the uplink activation time included in the |E "Uplink integrity protection activation info".

1> if IE "Integrity protection mode command” has the value "start" and the |E " Status' in the variable
INTEGRITY_PROTECTION_INFO has the value " Started" and this | E was not included SECURITY MODE
COMMAND:

NOTE: Thiscaseisusedin SRNSrelocation

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

3> using the algorithm (UIA [40]) indicated by the |E "Integrity protection algorithm™ contained in the |IE
"Integrity protection mode info";

3> using the |E "Integrity protection initialisation number", contained in the |E "Integrity protection mode
info" asthe value of FRESH [40].

2> let RBm be the signalling radio bearer where the reconfiguration message was received and let RBn be the
signalling radio bearer where the response message is transmitted;
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2> prohibit transmission of RRC messages on all signalling radio bearersin the IE"ESTABLISHED_ RABS"
except the radio bearer where the response message is transmitted;

2> consider the new integrity protection configuration to include any new keys that were activated through a
security procedure received prior to the current message but not applied for the signalling rado bearer, due to
the activation time for the corresponding signalling radio bearer not having el apsed;

2> dtart applying the new integrity protection configuration in the downlink for each signalling radio bearer in
the IE"ESTABLISHED_RABS" except RBm at the next received RRC message disregarding any pending
activation times for the corresponding signalling radio bearer;

2> start applying the new integrity protection configuration in the downlink for signalling radio bearer RBm
from and including the received configuration message;

2> start applying the new integrity protection configuration in the uplink for signalling radio bearer RBn from
and including the transmitted response message;

2> dtart applylng the new mtegrlty protectlon conflguratlon in the upli nk for srgnal li ng rad|o bearers other than

message onward S.

NOTE : The UTRAN should ignore the information included in the |E "Uplink integrity protection info".

1> if IE "Integrity protection mode command" has the value "modify" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO has the value " Started" and this |E was included in SECURITY MODE
COMMAND:

2> store the (oldest currently used) integrity protection configuration until activation times have elapsed for the
new integrity protection configuration to be applied on all signalling radio bearers;

2> if there are pending activation times set for integrity protection by a previous procedure changing the
integrity protection configuration:

3> apply the integrity protection configuration at this pending activation time as indicated in this procedure.

2> dtart applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each signalling radio bearer n, indicated by the entry for signalling radio bearer n in the "RRC message
sequence number list" in the IE "Downlink integrity protection activation info", included in the IE "Integrity
protection mode info";

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1;

3> if present, use the algorithm indicated by the |E "Integrity protection algorithm" (UIA [40]);

2> set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the
following:

3> for each established signalling radio bearer, stored in the variable ESTABLISHED RABS:

4> select avalue of the RRC sequence number at which (activation) time the new integrity protection
configuration shall be applied in uplink for that signalling radio bearer according to the following:

5> for each signalling radio bearer that has no pending activation time as set for integrity protection
by a previous procedure changing the integrity protection configuration:

6> set a suitable value that would ensure a minimised delay in the change to the latest integrity
protection configuration.

5> for signalling radio bearer that has a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration:

6> set the same value as the pending activation time for integrity protection;
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5> consider this (pending) activation time to be elapsed when the selected activation time (as above)
is equal to the next RRC sequence number to be used, which means that the last RRC message
using the old integrity protection configuration has been submitted to lower layers.

4> for signalling radio bearer RBO:

5> set the value of the included RRC sequence number to greater than or equal to the current value of
the RRC sequence number for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO, plusthe value of the constant N302 plus one.

4> prohibit the transmission of RRC messages on al signalling radio bearers, except for RB2, with RRC
SN greater than or equal to the value in the "RRC message sequence number list" for the signalling
radio bearer in the |E "Uplink integrity protection activation info" of the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO.

2> start applying the new integrity protection configuration in the uplink at the RRC sequence number, for each
RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer ninthe"RRC
message sequence number list" inthe |E "Uplink integrity protection activation info", included in the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> start applying the new integrity protection configuration in the uplink at the RRC sequence number for
signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration;

2> dtart applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer nin the
"RRC message sequence number list" in the |E "Downlink integrity protection activation info";

NOTE: For signalling radio bearers that have a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration, UTRAN should set thisvaluein IE
"Downlink integrity protection activation info".

2> start applying the new integrity protection configuration in the downlink at the RRC sequence number for
signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration.

If IE "Integrity protection mode command” has the value "Start" and the IE " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode command info"
was not included in the message SECURITY MODE COMMAND; or

If 1E "Integrity protection mode command” has the value " Start" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode info" was
included in the message SECURITY MODE COMMAND, and the IE "Integrity protection algorithm" is not included;
or

If the |E "Integrity protection mode command" has the value "Modify" and the |E " Status' in the variable
INTEGRITY_PROTECTION_INFO has the value "Not Started"; or

If IE "Integrity protection mode command” has the value "Start" and the IE " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value " Started", and the IE "Integrity protection mode command info" was
included in the message SECURITY MODE COMMAND; or

If there does not exist exactly one integrity protection activation timein the |E "Downlink integrity protection activation
info" for each established signalling radio bearer included in the |E " Signalling radio bearer information™ in the |IE
"ESTABLISHED_RABS"; or

If 1E "Integrity protection mode command” has the value "Modify" and the |E " Status” in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Started", and the IE "Integrity protection mode info" was not
included in the message SECURITY MODE COMMAND:

the UE shall:
1> ignore this attempt to change the integrity protection configuration; and
1> set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is not present, the UE shall:
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1> not change the integrity protection configuration.

8.6.3.6 Void
8.6.3.7 Void
8.6.3.8 Integrity check info

If the IE "Integrity check info" is present the UE shall:

1> act as described in subclause 8.5.10.1.

8.6.3.9 New C-RNTI
If the IE "New C-RNTI" isincluded, the UE shall:
1> store the valuein the variable C_RNTI, replacing any old stored value;

1> usethat C-RNTI when using common transport channels of type RACH, FACH and CPCH in the current cell.

8.6.3.9a New DSCH-RNTI
If the IE "New DSCH-RNTI" isincluded, the UE shall:
1> in FDD:
2> if the UE will bein CELL_DCH at the end of the procedure where the received message included this | E:

3> if the UE supports DSCH as indicated in the |E "Physical Channel Capability” included inthe |IE "UE
Radio Access Capability":

4> store the value in the variable DSCH_RNTI, replacing any old stored value;
4> use that DSCH-RNTI when using common transport channels of type DSCH in the current cell.
1> inTDD:

2> if the UE will bein CELL_DCH or CELL_FACH at the end of the procedure where the received message
included this |E:

3> if the UE supports DSCH or USCH asindicated in the IE "Physical Channel Capability" included in the
IE "UE Radio Access Cabability":

4> store the value in the variable DSCH_RNTI, replacing any old stored value;
4> use that DSCH-RNTI when using SHCCH signalling in the current cell.

8.6.3.10 New U-RNTI
If the IE "New U-RNTI" isincluded in a received message, the UE shall:

1> storethe valuein the variable U_RNTI, replacing any old stored value.
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8.6.4.8 RB mapping info
If the IE "RB mapping info" isincluded, the UE shall:
1> for each multiplexing option of the RB:

2> if atransport channel that would not exist as aresult of the message (i.e. removed in the same message in |IE
"Deleted DL TrCH information" and IE "Deleted UL TrCH information") is referred to:

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if amultiplexing option that maps alogical channel corresponding to a TM-RLC entity onto RACH, CPCH,
FACH or DSCH isincluded:

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if the multiplexing option realises the radio bearer on the uplink (resp. on the downlink) using two logical
channels with different values of the IE "Uplink transport channel type" (resp. of the IE "Downlink transport
channel type"):

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if that RB isusing TM and the |E " Segmentation indication” is set to TRUE and, based on the multiplexing
configuration resulting from this message, the logical channel corresponding to it is mapped onto the same
transport channel as another logical channel:

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if the transport channel considered in that multiplexing option is different from RACH and if that RB is using
AM and the set of RLC sizes applicable to the logical channel transferring data PDUs has more than one
element:

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if that RB isusing UM or TM and the multiplexing option realises it using two logical channels:
3> set the variable INVALID_CONFIGURATION to TRUE.

2> for each logical channel in that multiplexing option:
3> if thevaue of the IE"RLC sizelist" is set to "Explicit list":

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and the value (index) of any IE "RLC size
index" inthe |E "Explicit list" does not correspond to an "RLC size" in the | E transport format set of
that transport channel given in the message; or

4> if the transport channel thislogical channel is mapped on in this multiplexing option is different from
RACH, and if a"Transport format set" for that transport channel is not included in the same message,
and the value (index) of any |IE "RLC sizeindex" inthe |E "Explicit list" does not correspond to an
"RLC size" in the stored transport format set of that transport channel; or

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and the value of any |E "Logical channel list" in
the transport format set is not set to "Configured”; or

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option is not included in the same message, and the value of any IE "Logical channel
list" in the stored transport format set of that transport channel is not set to "Configured":

5> set the variable INVALID_CONFIGURATION to TRUE.
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3> if thevalue of the IE"RLC size list" is set to "All":

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and the value of any |E "Logical channel list" in
the transport format set is not set to "Configured”; or

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option is not included in the same message, and the value of any IE "Logical channel
list" in the stored transport format set of that transport channel is not set to " Configured":

5> set the variable INVALID_CONFIGURATION to TRUE.
3> if thevaueof the IE"RLC sizelist" is set to "Configured":

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and for none of the RLC sizes defined for that
transport channel in the "Transport format set”, the "Logical Channel List" isset to "All" or given as
an "Explicit List" which contains thislogical channel; or

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option is not included in the same message, and for none of the RLC sizes defined in the
transport format set stored for that transport channel, the "Logical Channel List" is set to "All" or
given asan "Explicit List" which containsthislogical channel:

5> set the variable INVALID_CONFIGURATION to TRUE.

1> if, asaresult of the message this IE isincluded in, several radio bearers can be mapped onto the same transport
channel, and the |E "Logical Channel Identity" was not included in the RB mapping info of any of those radio
bearers for a multiplexing option on that transport channel or the same "Logical Channel Identity" was used
more than once in the RB mapping info of those radio bearers for the multiplexing options on that transport
channel:

2> set the variable INVALID_CONFIGURATION to TRUE.
1> delete all previoudly stored multiplexing options for that radio bearer;
1> store each new multiplexing option for that radio bearer;
1> select and configure the multiplexing options applicable for the transport channels to be used;
1> if the IE "Uplink transport channel type" is set to the value "RACH":

2> refer the IE"RLC size index" to the RACH Transport Format Set of the first PRACH received in the |IE
"PRACH system information list" received in SIB5 or SIB6.

1> determine the sets of RLC sizesthat apply to the logical channels used by that RB, based on the IEs"RLC size
list" and/or the IEs "L ogical Channel List" included in the applicable "Transport format set" (either the ones
received in the same message or the ones stored if none were received); and

1> in case the selected multiplexing option is a multiplexing option on RACH:

2> ignore the RLC size indexes that do not correspond to any RLC size within the Transport Format Set stored
for RACH.

1> if RACH isthetransport channel to be used on the uplink, if that RB has a multiplexing option on RACH and if
itisusing AM:
2> apply the largest size amongst the ones derived according to the previous bullet for the RLC size (or RLC
sizesin case the RB isrealised using two logical channels) for the corresponding RLC entity.

Note: The |[E "RB mapping info" isonly included in |E "Predefined RB configurations' in system information;
whichiswhen used for Inter-RAT handover to UTRAN and thereisno AM RLC size change involved in this
case.

1> if that RB isusing AM and the RLC size applicable to the logical channel transporting data PDUs is different
from the one derived from the previously stored configuration:
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2> re-establish the corresponding RLC entity;
2> configure the corresponding RLC entity with the new RLC size;

2> for each AM RLC radio bearer in the CN domain asindicated in the |[E "CN domain identity" in the IE "RAB
info" in the variable ESTABLISHED RABS whose RLC size is changed; and

2> for each AM RLC signalling radio bearer in the CN domain asindicated in the |[E "CN domain identity" in
the variable LATEST_CONFIGURED_CN_DOMAIN whose RLC size is changed:

3> if the IE "Status' in the variable CIPHERING_STATUS of this CN domainis set to "Started":

4> if this|E wasincluded in CELL UPDATE CONFIRM:

5> set the HFN values for the corresponding RLC entity equal to the value of the IE "START"
included in the latest transmitted CELL UPDATE message for this CN domain.

4> if this |E was included in areconfiguration message:

5> set the HFN values for the corresponding RLC entity equal to the value of the IE"START" that
will beincluded in the reconfiguration complete message for this CN domain.

1> if that RB isusing UM:
2> indicate the largest applicable RLC size to the corresponding RLC entity.

1> configure MAC multiplexing according to the selected multiplexing option (MAC multiplexing shall only be
configured for alogical channel if the transport channel it is mapped on according to the selected multiplexing
option is the same as the transport channel another logical channel is mapped on according to the multiplexing
option selected for it);

1> configure the MAC with the logical channel priorities according to selected multiplexing option;
1> configure the MAC with the set of applicable RLC Sizes for each of the logical channels used for that RB;
1> if there is no multiplexing option applicable for the transport channels to be used:
2> set the variable INVALID_CONFIGURATION to TRUE.
1> if there is more than one multiplexing option applicable for the transport channels to be used:
2> set the variable INVALID_CONFIGURATION to TRUE.

Incase IE"RLC info" includes |E "Downlink RLC mode" ("DL RLC logical channel info" is mandatory present) but
IE "Number of downlink RLC logical channels’ is absent in the corresponding |E "RB mapping info", the parameter
values are exactly the same as for the corresponding UL logical channels. In case two multiplexing options are specified
for the UL, the first options shall be used as default for the DL. Asregards the |E "Channel type", the following rule
should be applied to derive the DL channel type from the UL channel included in the | E:

Channel used in UL DL channel type implied by
"same as"
DCH DCH
RACH FACH
CPCH FACH
USCH DSCH
8.6.5.1 Transport Format Set

If the IE "Transport format set" isincluded, the UE shall:
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1>

1>

1>

1>

1>

1>

1>

1>

1>

1>

1>

1>

if the transport format set isa RACH TFS received in System Information Block type 5 or 6, and CHOICE
"Logica Channel List" has the value "Explicit List":

2> ignore that System Information Block.

if the transport format set for a downlink transport channel isreceived in a System Information Block, and
CHOICE "Logical Channel List" has avalue different from 'ALL":

2> ignore that System Information Block.

if the transport format set for a downlink transport channel is received in a message on a DCCH, and CHOICE
"Logical Channel List" has avalue different from 'ALL":

2> keep the transport format set if this exists for that transport channel;
2> set the variable INVALID_CONFIGURATION to TRUE.

if the value of any IE "RB identity" (and "Logical Channel" for RBs using two UL logical channels) in the IE
"Logical channel list" does not correspond to alogical channel indicated to be mapped onto this transport
channel in any RB multiplexing option (either included in the same message or previously stored and not
changed by this message); or

if the"Logical Channel List" for any of the RLC sizes defined for that transport channel is set to " Configured"
whileit isset to "All" or given asan "Explicit List" for any other RLC size; or

if the"Logical Channel List" for any of the RLC sizes defined for that transport channel is set to "All" and for
any logical channel mapped to this transport channel, the value of the "RLC size list" (either provided in the IE
"RB mapping info" if included in the same message, or stored) is not set to "Configured”; or

if the"Logical Channel List" for any of the RLC sizes defined for that transport channel is given as an "Explicit
List" that contains alogical channel for which the value of the "RLC sizelist" (either provided in the IE "RB
mapping info" if included in the same message, or stored) is not set to "Configured”; or

if the"Logical Channel List" for all the RLC sizes defined for that transport channel are given as "Explicit List"
and if one of thelogical channels mapped onto this transport channel is not included in any of those lists; or

if the"Logical Channel List" for the RLC sizes defined for that transport channel is set to "Configured" and for
any logical channel mapped onto that transport channel, the value of the "RLC size list" (either provided in the
IE "RB mapping info" if included in the same message, or stored) is also set to "Configured"; or

if the |IE "Transport Format Set" was not received within the |IE "PRACH system information list" and if the
"Logica Channel List" for the RLC sizes defined for that transport channel is set to "Configured" and for any
logical channel mapped onto that transport channel, the "RLC size list" (either provided in the IE "RB mapping
info" if included in the same message, or stored ) is given asan "Explicit List" that includes an "RL C size index"
that does not correspond to any RLC sizein this " Transport Format Set":

2> keep the transport format set if this exists for that transport channel;

2> set the variable INVALID_CONFIGURATION to TRUE.

if the total number of configured transport formats for the transport channel exceeds maxTF:
2> keep the transport format set if this exists for that transport channel;

2> set the variable INVALID_CONFIGURATION to TRUE.

if the IE "Transport format set" is considered as valid according to the rules above:

2> remove a previoudly stored transport format set if this exists for that transport channel;
2> store the transport format set for that transport channel;

2> consider the first instance of the parameter Number of TBsand TTI List within the Dynamic transport format
information to correspond to transport format O for this transport channel, the second to transport format 1
and so on;

2> if the |E "Transport format Set" has the choice "Transport channel type" set to "Dedicated transport channel":
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3> calculate the transport block size for all transport formats in the TFS using the following
TB size= RLC size + MAC header size,

where:

- MAC header sizeis calculated according to [15] if MAC multiplexing is used. Otherwiseit is O bits;

- 'RLCsize reflectsthe RLC PDU size.

2> if the IE "Transport format Set" has the choice "Transport channel type" set to "Common transport channel”:
3> calculate the transport block size for all transport formats in the TFS using the following:
TB size=RLCsize.

2> if the |E "Number of Transport blocks' <> 0and IE"RLC size" = 0, no RLC PDU data exists but only parity
bits exist for that transport format;

2> if the |E "Number of Transport blocks" = 0, neither RLC PDU neither data nor parity bits exist for that
transport format;

2> configure the MAC with the new transport format set (with computed transport block sizes) for that transport
channel;

2> if the RB multiplexing option for a RB mapped onto that transport channel (based on the stored RB
multiplexing option) is not modified by this message:

3> determine the sets of RLC sizes that apply to thelogical channels used by that RB, based on the |E
"Logical Channel List" and/or the IE"RLC Size List" from the previously stored RB multiplexing option.

3> if the IE "Transport Format Set" was received within the |E "PRACH system information list":

4> ignore the RLC size indexes in the stored RB multiplexing option that do not correspond to any RLC
sizein the received Transport Format Set.

3> if the IE "Transport Format Set" was received within the |IE "PRACH system information list", if that RB
isusing AM and if RACH isthe transport channel to be used on the uplink:

4> apply the largest size amongst the ones derived according to the previous bullet for the RLC size (or
RLC sizesin case the RB isrealised using two logical channels) for the corresponding RLC entity.

3> if the IE "Transport Format Set" was not received within the |IE "PRACH system information list", and if
that RB isusing AM and the set of RLC sizes applicable to the logical channel transferring data PDUs has
more than one element:

4> set the variable INVALID_CONFIGURATION to true.

3> if that RB isusing AM and the RLC size applicable to the logical channel transporting data PDUs is
different from the one derived from the previously stored configuration:

4> re-establish the corresponding RLC entity;
4> configure the corresponding RLC entity with the new RLC size;

4> for each AM RLC radio bearer in the CN domain asindicated in the IE "CN domain identity" in the
IE "RAB info" in the variable ESTABLISHED RABS whose RLC sizeis changed; and

4> for each AM RLC signalling radio bearer in the CN domain as indicated in the IE "CN domain
identity" in the variable LATEST_CONFIGURED_CN_DOMAIN whose RLC size is changed:

5> if this|E was included in system information and if the |E "Status' in variable
CIPHERING_STATUS of this CN domain is set to " Started":

6> set the HFN values for the corresponding RL C entity equal to the value of the IE "START" for
this CN domain that will be included in the CELL UPDATE message that will be sent before
the next transmission.
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5> if this|E was included in CELL UPDATE CONFIRM and if the |E "Status" in the variable
CIPHERING_STATUS of this CN domainis set to " Started":

6> set the HFN values for the corresponding RLC entity equal to the value of the IE"START"
included in the latest transmitted CELL UPDATE message for this CN domain.

5> if this |E was included in areconfiguration message and if the |E " Status" in the variable
CIPHERING_STATUS of this CN domainis set to "Started":

6> set the HFN values for the corresponding RLC entity equal to the value of the IE"START"
that will be included in the reconfiguration complete message for this CN domain.

5> if this|E wasincluded in ACTIVE SET UPDATE and if the |[E "Status" in the variable
CIPHERING_STATUS of this CN domainis set to " Started":

6> set the HFN values for the corresponding RLC entity equal to the value of the IE "START"
that will be included inthe ACTIVE SET UPDATE COMPLETE message for this CN domain.

3> if that RB isusing UM:
4> indicate the largest applicable RLC size to the corresponding RLC entity.
3> configure MAC with the set of applicable RLC Sizes for each of the logical channels used for that RB.

For configuration restrictions on Blind Transport Format Detection, see [27].

10.2.1 ACTIVE SET UPDATE
NOTE: Only for FDD.
This messageis used by UTRAN to add, replace or delete radio linksin the active set of the UE.
RLC-SAP: AM or UM
Logical channel: DCCH

Direction: UTRAN - UE

Information Element/Group Need Multi Type and Semantics description
name reference

Message Type MP Message
Type

UE information elements

RRC transaction identifier MP RRC
transaction
identifier
10.3.3.36

Integrity check info CH Integrity
check info
10.3.3.16
sretoeien
mode-info
mode-info

Activation time MD Activation Default value is "now".
time 10.3.3.1

New U-RNTI OoP U-RNTI
10.3.3.47

CN information elements

CN Information info OoP CN
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Information Element/Group Need Multi Type and Semantics description
name reference
Information
info 10.3.1.3
RB information elements
Downlink-counter op
553.955“9.9 — op 1o - -
=Rl Rosdne Do nthoenan ot
RABs> lossless- SRNS-relgeation
pPbcPk
nformation
Phy CH information elements
Uplink radio resources
Maximum allowed UL TX power | MD Maximum Default value is the existing
allowed UL "maximum UL TX power.
TX power
10.3.6.39
Downlink radio resources
Radio link addition information OoP 1lto Radio link addition information
<maxRL- required for each RL to add
1>
>Radio link addition information MP Radio link
addition
information
10.3.6.68
Radio link removal information OoP 1lto Radio link removal information
<maxRL> required for each RL to
remove
>Radio link removal information MP Radio link
removal
information
10.3.6.69
TX Diversity Mode MD TX Diversity | Default value is the existing TX
Mode diversity mode.
10.3.6.86
SSDT information OoP SSDT
information
10.3.6.77

NOTE: For FDD only.

RLC-SAP: AM
Logical channel: DCCH

Direction: UE - UTRAN

10.2.2 ACTIVE SET UPDATE COMPLETE

This message is sent by UE when active set update has been completed.

Information Element/Group Need Multi Type and Semantics description
name reference

Message Type MP Message
Type

UE information elements

RRC transaction identifier MP RRC
transaction
identifier
10.3.3.36

Integrity check info CH Integrity
check info
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Information Element/Group Need Multi Type and Semantics description
name reference
10.3.3.16
activation
info
PElatermndenclomons
time-info
info
=R RRCD inlormntanlict opP Lo FhislEisnondodiarnneh RE
<maxRBal having-PDCP-in-the case-of
BPARs= lecsloos SRS poloenten
PDER
i )
>START list MP 1to START [40] values forallCN
“ranseshlede demalaes
alines
identity
=>=START M2 SRR START value-to-be-used-in

10.2.3 ACTIVE SET UPDATE FAILURE
NOTE: Only for FDD.

This message is sent by UE if the update of the active set has failed, e.g. because the radio link is not a part of the active
Set.

RLC-SAP: AM
Logical channel: DCCH

Direction: UE - UTRAN
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Information Element/Group
name

Need

Multi

Type and
reference

Semantics description

Message Type

MP

Message
Type

UE information elements

RRC transaction identifier

MP

RRC
transaction
identifier
10.3.3.36

Integrity check info

CH

Integrity
check info
10.3.3.16

Failure cause

MP

Failure
cause and
error
information
10.3.3.14

10.3.3.5

Ciphering mode info

Thisinformation element contains the ciphering specific security mode control information.

Information Element/Group Need Multi Type and Semantics description
name reference
Ciphering mode command MP Enumerated | The-command-"stop"is-not
(start/restart; | used-inthis-version-ofthe
step) protocok
Ciphering algorithm CV- Ciphering
notStepMP algorithm
10.3.34
Ciphering activation time for OoP Activation Used for radio bearers
DPCH time mapped on RLC-TM. Only
10.3.3.1 applicable if the UE is already
in CELL_DCH state
Radio bearer downlink ciphering | OP RB Used for radio bearers
activation time info activation mapped on RLC-AM or RLC-
time info, UM
10.3.4.13
PoiSop - E EE“.E;E;' — -
ladiecios oo UEhe RRC cote o bocntores:
BOERD relforepen
RRC State-indicator MP Enumerated(
GELL_DCH;
CELL FACH
e
Aol

10.3.3.35a RRC State Indicator

Indicates to a UE the RRC state to be entered.
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Information Element/Group

Need

Multi

name

Type and
reference

Semantics description

RRC State indicator

MP

Enumerated(
CELL DCH

CELL_FACH

CELL PCH
URA PCH)

10.3.3.36  RRC transaction identifier
This |E contains an identification of the RRC procedure transaction local for the type of the message this |E was
included within.
Information Element/Group Need Multi Type and Semantics description
name reference
RRC transaction identifier MP Integer (0..3)
10.3.3.37  Security capability
Information Element/Group Need Multi Type and Semantics description
name reference
Ciphering algorithm capability MP
>UEAO MP Boolean Fhommduo TR = mnonethos
an-unciphered-connection-after
the Security-mode-control
procedure-is-accepted by the
UE.
>UEA1 MP Boolean Fhommuo TR E oo nethos
>Spare MP 14 Boolean Shall be set to FALSE by UEs
complying with this version of
the protocol.
Integrity protection algorithm MP
capability
>UIAL MP Boolean The value TRUE means that
UIA1, Kasumi, is supported
>Spare MP 15 Boolean Shall be set to FALSE by UEs
complying with this version of
the protocol.

10.3.3.38

START

Thereisa START vaue per CN domain. The START is used to initialise the 20 MSBs of al hyper frame numbers
(MAC-d HFN, RLC UM HFN, RLC AM HFN, RRC HFN) for aCN domain.

Information Element/Group Need Multi Type and Semantics description
name Reference
START MP Bit string The START [40] bits are
(20) numbered b0-b19, where b0 is
the least significant bit.

- ACTI VE SET UPDATE (FDD onl y)

R R R R SRS S SRR R R RS E R R R R R R R R R R

ActiveSet Update ::= CHO CE {
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r3 SEQUENCE {
activeSet Update-r3 Act i veSet Updat e-r 3- | Es,
nonCri ti cal Ext ensi ons SEQUENCE {} OPTI ONAL
H
later-than-r3 SEQUENCE {
rrc-Transactionldentifier RRC- Transacti onl denti fier
critical Extensions SEQUENCE {}
}
}
ActiveSet Update-r3-1Es ::= SEQUENCE {
-- User equipnent |Es
rrc-Transactionldentifier RRC- Tr ansact i onl denti fi er,
-- dummy and dummy2 are not used in this version of the specification, they should
-- not be sent and if received they should be ignored
integrityProtecti-onModelnfodummy I ntegrityProtectionkvbdel nfo OPTI ONAL,
dumy 2ei-pheri-nghbdelnfo Ci pheri ngModel nf o OPTI ONAL,
activationTi me ActivationTi ne OPTI ONAL,
new- RNTI U- RNTI OPTI ONAL,
-- Core network | Es
cn-1nformationlnfo CN- I nformati onl nfo OPTI ONAL,
-- Radi o bearer |Es
-- dummy3 is not used in this version of the specification, it should
-- not be sent and if received it should be ignored
dummy 3eh—Count-erSynrehroni-sationtnt-e DL- Count er Synchroni sati onl nfo OPTI ONAL,
-- Physical channel |Es
maxAl | owedUL- TX- Power MaxAl | owedUL- TX- Power OPTI ONAL,
rl - Addi ti onl nf ormati onLi st RL- Addi ti onl nf or mati onLi st OPTI ONAL,
rl - Renoval | nf or mati onLi st RL- Renoval | nf or mati onLi st OPTIl ONAL,
t x- Di versi t yMode TX- Di ver si t yMode OPTI ONAL,
ssdt - I nformati on SSDT- I nf or mat i on OPTI ONAL
}
- LR R S R R R R R R S
-- ACTI VE SET UPDATE COVPLETE (FDD only)
LR S R R R R R R R S
Act i veSet Updat eConpl ete ::= SEQUENCE {
-- User equipnent |Es
rrc-Transactionldentifier RRC- Tr ansact i onl denti fi er,
-- dunmy is not used in this version of the specification, it should
-- not be sent and if received it should be ignored
w—tntegProtActi-vati-ontnfodumy IntegrityProtActivationlnfo OPTI ONAL,
-- Radi o bearer |Es
-- dummy2 and dummy3 are not used in this version of the specification, they should
-- not be sent and if received they should be ignored
dummy 2¢r-b-UL-G-phActivati-onTi-relnfe  RB- Activati onTi nel nf oLi st OPTI ONAL,
dummy 3ut—Count-erSynrehroni-satioentnt-e UL- Count er Synchroni sati onl nfo OPTI ONAL,
-- Extension nmechani smfor non- rel ease99 information
nonCriti cal Ext ensi ons SEQUENCE {} OPTI ONAL
}
LR R R R R R S R S
-- ACTI VE SET UPDATE FAI LURE (FDD only)
- LR R S R R R R R R R R
ActiveSet Updat eFai | ure :: = SEQUENCE {
-- User equipnent |Es
rrc-Transactionldentifier RRC- Tr ansact i onl denti fi er,
fail ureCause Fai | ureCauseWthProt Err,
-- Extension mechani smfor non- rel ease99 information
nonCriti cal Ext ensi ons SEQUENCE {} OPTI ONAL
}

Rk Sk Sk Sk R S S S Sk S S S R S S S Sk R Sk S R S R R R Sk S S S S R S S S

Rk Sk Sk Sk R Sk S S S S S S R S S Sk R S S R S R Sk S kS S S S Sk S S S

-- USER EQUI PMENT | NFORNMATI ON ELEMENTS (10. 3. 3)

Rk Sk Sk Sk SR S S S S S Sk S R S S Sk S S S R S R Sk R kS S S S S Sk kS S S S
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-- TABULAR : for ActivationTinme, value 'now always appears as default, and is encoded
-- by absence of the field

ActivationTine ::= I NTEGER (0. . 255)

Backof f Control Parans ::= SEQUENCE {
n- AP- Ret r ansMax N- AP- Ret r ansMax,
n- AccessFail s N- AccessFai | s,
nf - BO- NoAl CH NF- BO- NoAl CH,
ns- BO- Busy NS- BO- Busy,
nf - BO- Al | Busy NF- BO- Al | Busy,
nf-BO- M snat ch NF- BO- M snmat ch,
t - CPCH T- CPCH

}

C-RNTI ::= BI T STRING (Sl ZE (16))

Capabi | i t yUpdat eRequi renment :: = SEQUENCE {

ue- Radi oCapabi | i t yFDDUpdat eRequi r ement  BOOLEAN,
ue- Radi oCapabi | i t yTDDUpdat eRequi r ement  BOOLEAN,
syst enBpeci fi cCapUpdat eReqLi st Syst enSpeci fi cCapUpdat eReqLi st OPTI ONAL

}

Cel | Updat eCause :: = ENUVERATED {
cel | Resel ecti on,
peri odi cal Cel | Updat e,
upl i nkDat aTr ansm ssi on,
ut r an- pagi ngResponse,
re-ent eredServi ceArea,
radi ol i nkFail ure,
rl c-unrecoverabl eError,
sparel }

Chi pRat eCapabi lity :: ENUVMERATED {

ncps3-84, ntpsl-28 }

Ci pheringAl gorithm :: ENUVMERATED {

ueal, ueal }

C pheri ngMbdeComand : : = CHO CE {
startRestart G pheri ngAl gorithm
dumyst-epCi-phering NULL
}
Ci pheri ngMbdel nfo ::= SEQUENCE {
-- TABULAR The ciphering algorithmis included in the C pheri ngModeConmand.
ci pheri ngModeConmand Ci pher i ngMbdeConmand,
activationTi meFor DPCH Acti vati onTi ne OPTI ONAL,
rb- DL- G phActivationTi nel nfo RB- Act i vati onTi mel nf oLi st OPTI ONAL
}
CN- DRX- Cycl eLengt hCoefficient ::= I NTECER (6..9)

11.5 RRC information between network nodes

I nt ernode-definitions DEFI N TI ONS AUTOVATI C TAGS :: =
BEG N
| MPORTS

Handover ToUTRANComand,

Measur enment Report,

Physi cal Channel Reconfi gurati on,

Radi oBear er Reconfi gurati on,

Radi oBear er Rel ease,

Radi oBear er Set up,

RRC- Fai | urel nf o,

Transport Channel Reconfi guration
FROM PDU- def i nitions

-- Core Network |Es :
CN- Domai nl dentity,
CN- Donai nl nf or mat i onLi st
CN- DRX- Cycl eLengt hCoef fi ci ent,
NAS- Syst end nf or mat i onGSM VAP,
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-- UTRAN Mobility IEs :
Cel | I dentity,
URA- I dentity,
-- User Equipnent |Es :
C- RNTI,
DL- PhysChCapabi | i t yFDD- v380ext ,
Fai | ureCauseWthProt Err,
RRC- MessageSequenceNunber ,
STARTLI st,
STARTSI ngl e,
START- Val ue,
U- RNTI,
UE- Radi oAccessCapabi lity,
UE- Radi oAccessCapabi |l i ty-v370ext,
UE- Radi oAccessCapabi |l i ty-v380ext,
UE- Radi oAccessCapabi | i t y- v3a0ext,
-- Radio Bearer IEs :
Pr edef i nedConfi gSt at usLi st
Pr edef i nedConfi gVal ueTag,
RAB- | nf or mat i onSet uplLi st
RB- | dentity,
SRB- | nf or mat i onSet uplLi st
-- Transport Channel |Es :
CPCH- Set | D,
DL- CormonTr ansChl nf o,
DL- AddReconf Tr ansChl nf oLi st
DRAC- St ati cl nformati onLi st,
UL- CormonTr ansChl nf o,
UL- AddReconf Tr ansChl nf oLi st
-- Measurenent |Es :
Measur enent | dentity,
Measur enent Repor ti nghbde,
Measur enent Type,
Addi ti onal Measurenent | D- Li st ,
Posi ti onEsti nat e,
-- Oher IEs :
I nt er RAT- UE- Radi oAccessCapabi | i tyLi st
FROM | nf or mat i onEl enent s

maxCNdonai ns,
maxNoCOf Meas,
maxRB,
maxSRBset up
FROM Const ant - defi ni ti ons;

<Cut until the next nodified version>

LR R R R I R R R R I R R R S

-- SRNC Rel ocation infornmation

LR R R R R I R R R S R R R S R S

SRNC- Rel ocati onlnfo ::= CHO CE {
r3 SEQUENCE {
SRNC- Rel ocationlnfo-r3 SRNC- Rel ocat i onl nfo-r 3-1 Es,
v380NonCri ti cal Ext ensi ons SEQUENCE {

SRNC- Rel ocat i onl nf 0- v380ext SRNC- Rel ocati onl nf o- v380ext - | Es,
-- Reserved for future non critical extension

v390NonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf 0- v390ext SRNC- Rel ocat i onl nf o- v390ext - | Es,
v3aONonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf o- v3aOext SRNC- Rel ocat i onl nf o- v3aOext - | Es,
v3bONonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf 0- v3b0ext SRNC- Rel ocat i onl nf o- v3b0Oext - | Es,
-- Reserved for future non critical extension
nonCri ti cal Ext ensi ons SEQUENCE {} OPTI ONAL

—
eserved for future fon-eritical —extensio

} OPTI ONAL
} OPTI ONAL
} OPTI ONAL
b,
critical Extensions SEQUENCE {}
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SRNC- Rel ocationlnfo-r3-1Es ::= SEQUENCE {
-- Non-RRC I Es
stateOf RRC St at e RRC,
st at eOf RRC- Procedur e St at eOF RRC- Procedur e,

-- Ciphering related information | Es
-- If the extension v380 is included use the extension for the ciphering status per CN domain

ci pheri ngSt at us G pheri ngSt at us,

cal cul ati onTi meFor C phering Cal cul ati onTi meFor Ci phering OPTIl ONAL,

ci pheri ngl nf oPer RB- Li st Ci pheri ngl nf oPer RB- Li st OPTIl ONAL,

count - C- Li st COUNT- C- Li st OPTI ONAL,

integrityProtectionStatus IntegrityProtectionStatus,

srb-SpecificlntegrityProtlnfo SRB- Speci ficlntegrityProtl|nfolist,

i mpl ement ati onSpeci fi cPar ans | npl enent at i onSpeci fi cPar ans OPTIl ONAL,
-- User equi prment | Es

u- RNTI U- RNTI ,

c- RNTI C- RNTI OPTI ONAL,

ue- Radi oAccessCapability UE- Radi oAccessCapabi lity,

ue- Posi ti oni ng- Last KnownPos UE- Posi ti oni ng- Last KnownPos OPTI ONAL,
-- Oher IEs

ue- RATSpeci ficCapability I nt er RAT- UE- Radi oAccessCapabi | i tyLi st OPTIl ONAL,
-- UTRAN nobility IEs

ura-ldentity URA-l dentity OPTI ONAL,

-- Core network | Es
cn- ConmmonGSM MAP- NAS- Sysi nf o NAS- Syst emnl nf or mat i onGSM VAP,

cn- Domai nl nf or mat i onLi st CN- Dommai nl nf or mat i onLi st OPTI ONAL,
-- Measurenent |Es
ongoi ngMeasReplLi st Ongoi ngMeasReplLi st OPTI ONAL,
-- Radi o bearer |Es
predefi nedConfi gSt at usLi st Pr edef i nedConfi gSt at usLi st,
srb- 1 nformationLi st SRB- | nf or mat i onSet uplLi st,
rab- 1 nformationLi st RAB- | nf or mat i onSet upLi st OPTI ONAL,
-- Transport channel |Es
ul - CommonTr ansChl nf o UL- CoomonTr ansChl nf o OPTI ONAL,
ul - TransChl nf oLi st UL- AddReconf Tr ansChl nf oLi st OPTI ONAL,
nmodeSpeci ficlnfo CHO CE {
fdd SEQUENCE {
cpch-Set| D CPCH- Set | D OPTI ONAL,
transChDRAC- I nfo DRAC- St ati cl nformati onLi st OPTI ONAL
H
tdd NULL
}
dl - CommonTr ansChl nf o DL- CormonTr ansChl nf o OPTI ONAL,
dl - TransChl nf oLi st DL- AddReconf Tr ansChl nf oLi st OPTI ONAL,
-- Measurenent report
measur enment Report Measur enment Report OPTI ONAL
}
SRNC- Rel ocat i onl nf 0-v380ext - | Es :: = SEQUENCE {
-- Ciphering related information | Es
cn- Domai nl dentity CN- Domai nl dentity,
ci pheri ngSt at usLi st Ci pheri ngSt at usLi st
}
SRNC- Rel ocat i onl nf o-v390ext - | Es :: = SEQUENCE {
cn- Domai nl nf or mat i onLi st - v390ext CN- Dormai nl nf or mat i onLi st - v390ext OPTI ONAL,
ue- Radi oAccessCapabi | i ty-v370ext UE- Radi oAccessCapabi l i ty-v370ext OPTI ONAL,
ue- Radi oAccessCapabi | i ty-v380ext UE- Radi oAccessCapabi | i ty-v380ext OPTI ONAL,
dl - PhysChCapabi | i t yFDD- v380ext DL- PhysChCapabi | i t yFDD- v380ext ,
failureCauseWthProtErr Fai | ureCauseWt hProt Err OPTI ONAL
}
SRNC- Rel ocat i onl nf o-v3aOext - | Es ::= SEQUENCE {
ci pheri ngl nf oFor SRB1- v3alext C pheri ngl nf oPer RB- Li st - v3a0ext,
ue- Radi oAccessCapabi | i ty-v3aOext UE- Radi oAccessCapabi | i ty-v3a0ext OPTI ONAL,
-- cn-domain identity for |IE startVal ueFor G phering-v3aOext is specified
-- in subsequent extension (SRNC Rel ocati onl nf o-v3b0ext-|Es)
st art Val ueFor G pheri ng- v3a0Oext START- Val ue
}
SRNC- Rel ocat i onl nf o-v3b0Oext-1Es ::= SEQUENCE {
-- cn-domain identity for |E startVal ueFor C phering-v3a0ext included in previous extension
cn- Domai nl dentity CN- Donai nl dentity,
-- the renmaining start values are contained in |E startVal ueFor G pheri ng- v3bOext
st art Val ueFor G pheri ng- v3b0Oext STARTLI st 2 OPTI ONAL
13
STARTLi st2 ::= SEQUENCE (SI ZE (2..maxCNdomai ns)) OF
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STARTSI ngl e

G pheri ngl nf oPer RB- Li st - v3aOext
dl - UM SN
}

G pheri ngSt at usLi st

Ci pheri ngSt at usCNdomai n ::
cn- Domai nl dentity
ci pheringSt at us

}
-- IE definitions
Cal cul ati onTi meFor Ci phering :: =
cell-1d
sfn
}
Ci pheringl nfoPerRB :: =
dl - HFN
ul - HFN
}

-- TABULAR: G pheri ngl nf oPer RB- Li st ,
has been replaced with naxRB.
C pheri ngl nf oPer RB- Li st

Ci pheringStatus ::

CN- Donmai nl nf or mat i on- v390ext
cn- DRX- Cycl eLengt hCoef f
}

CN- Donmai nl nf or mat i onLi st - v390ext

CQOUNT- C- Li st

COUNT-CSi ngle ::
cn- Domai nl dentity
count-C

}

| mpl enent ati onSpeci ficParans ::

IntegrityProtectionStatus ::

Measur ement ConmandW t hType :: =
set up
nmodi fy
rel ease
}
Ongoi ngMeasRep :: =
nmeasur enent I dentity Meas

TABULAR: The CHO CE Measurene
in Measur enent ConmandW t hType
measur enent ConmandW t hType
measur enent Repor ti nghMbde

addi ti onal Measur enent | D- Li st

}
Ongoi ngMeasReplLi st

SRB- SpecificlntegrityProtinfo ::
ul - RRC- HFN
dl - RRC- HFN
ul - RRC- SequenceNunber
dl - RRC- SequenceNunber

SEQUENCE {
BI T STRING (Sl ZE (7))

SEQUENCE ( SI ZE (1..maxCNdomai ns)) OF
Ci pheri ngSt at usCNdonai n

SEQUENCE {
CN- Domai nl dentity,
Ci pheringSt at us

SEQUENCE {
Cel | I dentity,
I NTEGER (0. . 4095)

SEQUENCE {
BI T STRI NG (Sl ZE (20..25)),
BI T STRING (Sl ZE (20..25))

mul tiplicity val ue nunber O Radi oBear ers

SEQUENCE (SI ZE (1..nmaxRB)) OF
C pheri ngl nf oPer RB

ENUMERATED {
started, notStarted }

SEQUENCE {

CN- DRX- Cycl eLengt hCoef fi ci ent

SEQUENCE (SI ZE (1..maxCNdomai ns)) OF
CN- Donmai nl nf or mat i on- v390ext

SEQUENCE (SI ZE (1..nmaxCNdomai ns)) OF
COUNT- CSi ngl e

SEQUENCE {
CN- Donai nl dentity,
BI T STRING (SI ZE (32))

BI T STRING (Sl ZE (1..512))

ENUMERATED {
started, notStarted }
CHO CE {
Measur enment Type,
NULL,
NULL

SEQUENCE {
urenent | dentity,
nt in the tabular description is included

Measur enent CommandW t hType,
Measur enent Repor ti nghbde
Addi ti onal Measur enent | D- Li st

SEQUENCE (Sl ZE (1..maxNoOf Meas)) OF
Ongoi ngMeasRep

SEQUENCE {
BI T STRING (SI ZE (28)),
BI T STRING (Sl ZE (28)),
RRC- MessageSequenceNumnber ,
RRC- MessageSequenceNumnber
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}

SRB- SpecificlntegrityProtlnfoList ::= SEQUENCE (SIZE (4..nmaxSRBsetup)) OF
SRB- SpecificlntegrityProtlnfo

StateOFRRC :: = ENUMERATED {
cel |l -DCH, cell-FACH,
cel |l -PCH, ura-PCH }

St at eOF RRC- Procedure :: = ENUVERATED {
awai t NoRRC- Message,
awai t RRC- Connect i onRe- est abl i shnent Conpl et e,
awai t RB- Set upConpl et e,
awai t RB- Reconfi gur ati onConpl et e,
awai t Transpor t CH Reconf i gur ati onConpl et e,
awai t Physi cal CH Reconfi gurati onConpl et e,
awai t Act i veSet Updat eConpl et e,
awai t Handover Conpl et e,
sendCel | Updat eConfirm
sendUr aUpdat eConfirm
sendRr cConnect i onReest abl i shnent,
ot her St at es

}

UE- Posi ti oni ng- Last KnownPos :: = SEQUENCE {
sfn I NTEGER (0. . 4095),
cell-id Cel | I dentity,
positionEstimate Posi ti onEsti nat e

END

14.12.4.2 SRNS RELOCATION INFO
This RRC message is sent between network nodes when preparing for an SRNS relocation.

Direction: source RAT - target RNC

Information Element/Group Need Multi Type and Semantics description
Name reference

Non RRC IEs
>State of RRC MP RRC state
indicator,
10.3.3.10
>State of RRC procedure MP Enumerated
(await no
RRC
message,
Complete,
await RB
Setup
Complete,
await RB
Reconfigurat
ion
Complete,
await RB
Release
Complete,
await
Transport
CH
Reconfigurat
ion
Complete,
await
Physical CH
Reconfigurat
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Information Element/Group Need Multi Type and Semantics description
Name reference
ion
Complete,
await Active
Set Update
Complete,
await
Handover
Complete,
send Cell
Update
Confirm,
send URA
Update
Confirm,
, others)
Ciphering related information
>Ciphering status for each CN | MP <lto
domain maxCNDo
mains>
>>CN domain identity MP CN domain
identity
10.3.1.1
>>Ciphering status MP Enumerated(
Not started,
Started)
>>START MP START START value to be used in
10.3.3.38 this CN domain.
>Latest configured CN domain MP CN domain Value contained in the variable
identity of the same name.
10.3.1.1
>Calculation time for ciphering CVv- Time when the ciphering
related information Ciphering information of the message
were calculated, relative to a
cell of the target RNC
>>Cell Identity MP Cell Identity Identity of one of the cells
10.3.2.2 under the target RNC and
included in the active set of the
current call
>>SFN MP Integer(0..40
95)
>COUNT-C list CV- 1to COUNT-C values for radio
Ciphering <maxCNdo bearers using transparent
mains> mode RLC
>>CN domain identity MP CN domain
identity
10.3.1.1
>>COUNT-C MP Bit string(32)
>Ciphering info per radio bearer | OP 1to For signalling radio bearers
<maxRB> this IE is mandatory.
>>RB identity MP RB identity
10.3.4.16
>>Downlink HFN MP Bit This IE is either RLC AM HFN
string(20..25 | (20 bits) or RLC UM HFN (25
bits)
>>Downlink SN CV-SRB1 Bit String(7) | VT(US) of RLC UM
>>Uplink HFN MP Bit This IE is either RLC AM HFN
string(20..25 | (20 bits) or RLC UM HFN (25
bits)
Integrity protection related
information
>|ntegrity protection status MP Enumerated(
Not started,
Started)
>Signalling radio bearer specific | CV-IP 4 to
integrity protection information <maxSRBs

3GPP




Error! No text of specified style in document.

110

Error! No text of specified style in document.

Information Element/Group Need Multi Type and Semantics description
Name reference
etup>
>>Uplink RRC HFN MP Bit string
(28)
>>Downlink RRC HFN MP Bit string
(28)
>>Uplink RRC Message MP Integer (O..
sequence number 15)
>>Downlink RRC Message MP Integer (O..
sequence number 15)
>Implementation specific OoP Bit string
parameters (1.512)
RRC IEs
UE Information elements
>U-RNTI MP U-RNTI
10.3.3.47
>C-RNTI OP C-RNTI
10.3.3.8
>UE radio access Capability MP UE radio
access
capability
10.3.3.42
>UE radio access capability OoP UE radio
extension access
capability
extension
10.3.3.42a
>Last known UE position OoP
>>SFEN MP Integer Time when position was
(0..4095) estimated
>>Cell ID MP Cell identity; Indicates the cell, the SFN is
10.3.2.2 valid for.
>>CHOICE Position estimate MP
>>>Ellipsoid Point Ellipsoid
Point;
10.3.8.4a
>>>Ellipsoid point with Ellipsoid
uncertainty circle point with
uncertainty
circle
10.3.8.4d
>>>Ellipsoid point with Ellipsoid
uncertainty ellipse point with
uncertainty
ellipse
10.3.8.4e
>>>Ellipsoid point with altitude Ellipsoid
point with
altitude
10.3.8.4b
>>>Ellipsoid point with altitude Ellipsoid
and uncertainty ellipsoid point with
altitude and
uncertainty
ellipsoid
10.3.8.4c
Other Information elements
>UE system specific capability OoP 1to
<maxSyste
mCapabilit
y>
>>|nter-RAT UE radio access MP Inter-RAT
capability UE radio
access
capability
10.3.8.7
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Information Element/Group Need Multi Type and Semantics description
Name reference
UTRAN Mobility Information
elements
>URA I|dentifier OoP URA identity
10.3.2.6
CN Information Elements
>CN common GSM-MAP NAS MP NAS system
system information information
(GSM-MAP)
10.3.1.9
>CN domain related information | OP 1to CN related information to be
<MaxCNdo provided for each CN domain
mains>
>>CN domain identity MP
>>CN domain specific GSM- MP NAS system
MAP NAS system info information
(GSM-MAP)
10.3.1.9
>>CN domain specific DRX MP CN domain
cycle length coefficient specific DRX
cycle length
coefficient,
10.3.3.6
Measurement Related
Information elements
>For each ongoing OoP 1to
measurement reporting <MaxNoOf
Meas>
>>Measurement Identity MP Measuremen
t identity
10.3.7.48
>>Measurement Command MP Measuremen
t command
10.3.7.46
>>Measurement Type CV-Setup Measuremen
t type
10.3.7.50
>>Measurement Reporting OP Measuremen
Mode t reporting
mode
10.3.7.49
>>Additional Measurements list | OP Additional
measuremen
ts list
10.3.7.1
>>CHOICE Measurement OP
>>>Intra-frequency
>>>>|ntra-frequency cell info oP Intra-
frequency
cell info list
10.3.7.33
>>>>|ntra-frequency OP Intra-
measurement frequency
quantity measuremen
t quantity
10.3.7.38
>>>>|ntra-frequency reporting OoP Intra-
quantity frequency
reporting
guantity
10.3.7.41
>>>>Reporting cell status OoP Reporting
cell status
10.3.7.61
>>>>Measurement validity OoP Measuremen
t validity
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Information Element/Group Need Multi Type and Semantics description
Name reference
10.3.7.51
>>>>CHOICE report criteria OoP
>>>>>|ntra-frequency Intra-
measurement frequency
reporting criteria measuremen
t reporting
criteria
10.3.7.39
>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>Inter-frequency
>>>>|nter-frequency cell info OoP Inter-
frequency
cell info list
10.3.7.13
>>>>|nter-frequency OP Inter-
measurement frequency
quantity measuremen
t quantity
10.3.7.18
>>>>|nter-frequency reporting OoP Inter-
quantity frequency
reporting
quantity
10.3.7.21
>>>>Reporting cell status OoP Reporting
cell status
10.3.7.61
>>>>Measurement validity OoP Measuremen
t validity
10.3.7.51
>>>>CHOICE report criteria OoP
>>>>>Inter-frequency Inter-
measurement frequency
reporting criteria measuremen
t reporting
criteria
10.3.7.19
>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>Inter-RAT
>>>>|nter-RAT cell info oP Inter-RAT
cell info list
10.3.7.23
>>>>|nter-RAT measurement OP Inter-RAT
quantity measuremen
t quantity
10.3.7.29
>>>>Inter-RAT reporting OoP Inter-RAT
quantity reporting
guantity
10.3.7.32
>>>>Reporting cell status OoP Reporting
cell status
10.3.7.61
>>>>Measurement validity OoP Measuremen
t validity
10.3.7.51
>>>>CHOICE report criteria OP
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Information Element/Group Need Multi Type and Semantics description
Name reference
>>>>>|nter-RAT measurement Inter-RAT
reporting criteria measuremen
t reporting
criteria
10.3.7.30
>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>Traffic Volume
>>>>Traffic volume OoP Traffic
measurement volume
Object measuremen
t object
10.3.7.70
>>>>Traffic volume OoP Traffic
measurement volume
guantity measuremen
t quantity
10.3.7.71
>>>>Traffic volume reporting OoP Traffic
quantity volume
reporting
guantity
10.3.7.74
>>>>CHOICE report criteria OP
>>>>>Traffic volume Traffic
measurement volume
reporting criteria measuremen
t reporting
criteria
10.3.7.72
>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>Quality
>>>>Quality measurement OoP Quality
Object measuremen
t object
>>>>CHOICE report criteria OoP
>>>>>Quality measurement Quality
reporting criteria measuremen
t reporting
criteria
10.3.7.58
>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>UE internal
>>>>UE internal measurement OP UE internal
quantity measuremen
t quantity
10.3.7.79
>>>>UE internal reporting OoP UE internal
quantity reporting
guantity
10.3.7.82
>>>>CHOICE report criteria OoP
>>>>>UE internal measurement UE internal
reporting criteria measuremen
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Information Element/Group Need Multi Type and Semantics description
Name reference
t reporting
criteria
10.3.7.80
>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting NULL
>>>UE positioning
>>>>| CS reporting quantity OoP LCS
reporting
guantity
10.3.7.111
>>>>CHOICE report criteria OoP
>>>>>| CS reporting criteria LCS
reporting
criteria
10.3.7.110
>>>>>Periodical reporting Periodical
reporting
criteria
10.3.7.53
>>>>>No reporting
Radio Bearer Information
Elements
>Pre-defined configuration OoP Pre-defined
status information configuration
status
information
14.13.2.3
>Signalling RB information list MP 1to For each signalling radio
<maxSRBs bearer
etup>
>>Signalling RB information MP Signalling
RB
information
to setup
10.3.4.24
>RAB information list OoP 1to Information for each RAB
<maxRABs
etup>
>>RAB information MP RAB
information
to setup
10.3.4.10
Transport Channel
Information Elements
Uplink transport channels
>UL Transport channel OoP UL Transport
information common for all channel
transport channels information
common for
all transport
channels
10.3.5.24
>UL transport channel OoP 1to
information list <MaxTrCH
>
>>UL transport channel MP Added or
information reconfigured
UL TrCH
information
10.3.5.2
>CHOICE mode OP

>>FDD
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Information Element/Group Need Multi Type and Semantics description
Name reference
>>>CPCH set ID OoP CPCH set ID
10.3.5.5
>>>Transport channel OoP 1to
information for DRAC list <MaxTrCH
>
>>>>DRAC static information MP DRAC static
information
10.3.5.7

>>TDD (no data)

Downlink transport channels

>DL Transport channel OoP DL Transport

information common for all channel

transport channels information

common for

all transport

channels

10.3.5.6
>DL transport channel OoP 1to

information list <MaxTrCH

>
>>DL transport channel MP Added or
information reconfigured
DL TrCH
information
10.3.5.1
>Measurement report OoP MEASUREM
ENT
REPORT
10.2.17
Other Information elements
Failure cause OoP Failure Diagnostics information related
cause to an earlier SRNC Relocation
10.3.3.13 request (see NOTE 2 in
14.12.0a)
Protocol error information CV-ProtErr Protocol
error
information
10.3.8.12
Multi Bound Explanation

MaxNoOfMeas Maximum number of active measurements, upper

limit 16
Condition Explanation

Setup The IE is mandatory present when the |E
Measurement command has the value "Setup”,
otherwise the IE is not needed.

Ciphering The IE is mandatory present when the IE Ciphering
Status has the value "started" and the ciphering
counters need not be reinitialised, otherwise the IE is
not needed.

IP The IE is mandatory present when the IE Integrity
protection status has the value "started" and the
integrity protection counters need not be reinitialised,
otherwise the IE is not needed.

ProtErr This IE is mandatory present if the |E "Protocol error
indicator" is included and has the value "TRUE".
Otherwise it is not needed.

SRB1 The IE is mandatory present for RB1. Otherwise it is
not needed.
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Annex A (informative):
USIM parameters

A.l Introduction

This annex contains recommendations about the RRC parameters to be stored in the USIM.

A.2 Ciphering information

Information Element/Group Need Multi Type and Semantics description
name reference
Cipher key for each CN domain MP <1lto Cipher key is described in [40].
maxCNDo
mains>
>0ld CK MP Bit string
(128)
VT —
128)
Integrity key for each CN MP <1lto Integrity key is described in
domain maxCNDo [40].
mains>
>0ld 1K MP Bit string
(128)
>New K MP Bit-string
128)
THRESHOLD MP Bit string
(20)
START value for each CN MP <lto START value is described in
domain maxCNDo [40].
mains>
>0ld START MP Bit string
(20)
>New START MP Bit-string
26}
KSI, Key set identifier for each MP <lto Key set identifier is described
CN domain maxCNDo in [40].
mains>
>0ld KSI MP Bit string (3)
P ——
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A.3 Frequency information
Neighbour cell list.
Information Element/Group Need Multi Type and Semantics description
name reference
FDD cell list OoP <lto
maxFDDFr
egList>
>UARFCN uplink (Nu) OoP Integer(0..16 | [21] If IE not present, default
383) duplex distance of 190 MHz
shall be used.
>UARFCN downlink (Nd) MP Integer(O .. [21]
16383)
>Primary scrambling code OoP <1lto Primary
maxFDDFr | CPICH info
eqgCellList> | 10.3.6.60
TDD cell list OoP <lto
maxTDDFr
egList>
>UARFCN (Nt) MP Integer(O .. [22]
16383)
>Cell parameters ID OoP <lto Integer The Cell parameters ID is
maxTDDFr | (0..127) described in [32].
eqgCellList>
GSM Neighbour cell list OoP
>GSM neighbour cell info MP <1lto
maxGSMC
ellList>
>>BSIC MP
>>BCCH ARFCN MP

A4

Multiplicity values and type constraint values

Constant

Explanation

Value

Ciphering information

maxCNDomains

Maximum number of CN domains

Frequency information

USIM

maxFDDFreqList Maximum number of FDD carrier frequencies to be storedin | 4
USIM
maxTDDFreqList Maximum number of TDD carrier frequencies to be storedin | 4

maxFDDFreqCellList

Maximum number of neighbouring FDD cells on one carrier 32
to be stored in USIM

maxTDDFreqCellList

Maximum number of neighbouring TDD cells on one carrier 32
to be stored in USIM

maxGSMCellList

Maximum number of GSM cells to be stored in USIM 32
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10.

11.
12.

Itisnot clear if SECURITY MODE COMMAND can change ciphering/integrity
protection algorithms.

It isnot clear if SECURITY MODE COMMAND can be received with "modify"
command for integrity protection for a CN domain for which integrity protection has
been aready configured, if new keys have not been received.

Inthe COUNTER CHECK procedureit is not clear how the UE should set the
COUNT-C values for aradio bearer which is configured only in one direction or is
set to RLC-TM mode in one direction and UM in the other.

ACTIVE SET UPDATE cannot be used to trigger actions at the UE for a SRNS
Relocation.

UE actions in case of pending activation times for integrity protection following
SRNS Relocation are missing.

UE actions in case of previously received new keys not having yet been activated
due to activation times not elapsed at the time of SRNS Relocation are missing.

Mis-alignment between Tabular and ASN.1. ASN.1 does not permit the transfer of
START for every domain in the Relocation container between source and target as
required..

It isincorrectly stated that a R99 UE shall support any one of UIAX integrity
protection algorithms when in fact UIA1 shall be supported.

It isnot clear in case of START caculation if "non-ciphered" radio bearers refers also
to RBs with ciphering algorithm set to UEAO.

It isincorrectly suggested in Annex athat the USIM stores both the new and old
keys as well asthe old and new START and KSI values. Only one value - the latest -
isstored inthe USIM.

The ASN.1 still permits the ciphering mode command to be set to "stop”.
It is not stated that the UE shall check to seeif anew FRESH value was received
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13.
14.

© N o O

10.

11.

12.

13.

before performing the integrity check on the message.
10.3.3.10 isnot correctly placed in the Tabular according to alphabetical order.

In 8.6.4.8 it is stated that if the IE "RB Mapping Info" isincluded in system
information and thereisa AM RLC size change the UE shall " set the HFN values
for the corresponding RLC entity equal to the value of the |IE "START" for this CN
domain that will be included in the CELL UPDATE message that will be sent before
the next transmission.” However since the CELL UPDATE will be sent only in the
futureit isnot possible for the UE to set the START valu ein advance.

Itisclarified that UTRAN should not change ciphering/integrity protection
algorithm using the SECURITY MODE COMMAND procedure.

It isclarified that UTRAN should not transmit SECURITY MODE COMMAND
with "modify" command for integrity protection for a CN domain for which integrity
protection has been already configured, if new keys have not been received for that
domain.

It is specified that UE shall set an unspecified value for the COUNT-C for the
direction of the radio bearer that is either not configured or is set to RLC-TM.

All security related procedure text in the ACTIVE SET UPDATE procedure and
procedure related to ACTIVE SET UPDATE and security in other proceduresis
deleted. The tabular and ASN.1 have been appropriately updated.

It is specified that the UE shall over-write any pending activation timesfor IP.
It is specified that UE shall use the pending new keys.
The ASN.1is corrected to allow for START value for all domains to be transmitted.

The NOTE specifying UE support of UEAX and UIAX is deleted. A corresponding
correction is made in 25.306.

Itisclarified that "non ciphered" refersto ciphering status set to "not started" and
RBs configured with ciphering algorithm UEAOQ shall contribute to the START value
calculation.

The suggestion that old values for START, Keys, etc. are stored in the USIM has
been deleted.

The ASN.1 and tabular have been appropriately updated to state that stop is never to
be used in any version of the protocol.

It is stated that if the IE "DL Counter Synchronisation Info" or "New URNTI" in
case of RADIO BEARER RECONFIGURATION is present then the UE shall apply
the FRESH value in the received message before performing the integrity check.

RRC State Indicator has been moved in the Tabular per the appropriate al phabetical
order.

14. The requirement corresponding to the START value transmission in case of AM RLC
size change due to system information |E "RB Mapping Info" is deleted since this occurs
only in the case of Inter-RAT Handover to UTRAN and int his case thereisno AM RLC

size change.

Consequences if 38 Incomplete specification related to security procedures causing uncertain UE behavior.
Uncertain UE behavior is case of SRNS relocation.
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8.1.12 Security mode control

o
UTRAN

SECURITY MODE COMMAND

A

SECURITY MODE COMPLETE

Figure 8.1.12-1: Security mode control procedure

8.1.12.1 General

The purpose of this procedure isto trigger the stop or start of ciphering or to command the restart of the ciphering with
anew ciphering configuration, for the radio bearers of one CN domain and for all signalling radio bearers.

It isalso used to start integrity protection or to modify the integrity protection configuration for all signalling radio
bearers.

8.1.12.2 Initiation

8.1.12.2.1 Ciphering configuration change

To start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM
RL C using the most recent ciphering configuration. If no such ciphering configuration exists then the SECURITY
MODE COMMAND is not ciphered. UTRAN should not transmit a SECURITY MODE COMMAND to signal a
change in ciphering algorithm.

When configuring ciphering, UTRAN should ensure that the UE needs to store at most two different ciphering
configurations (keyset and algorithm) per CN domain, in total over all radio bearers at any given time. For signalling
radio bearers the total number of ciphering configurations that need to be stored is at most three. Prior to sending the
SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY
MODE COMMAND, UTRAN should:

1> suspend all radio bearers using RLC-AM or RLC-UM and all signalling radio bearers using RLC-AM or RLC-
UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the
downlink DCCH in RLC-AM according to the following:

2> not transmit RLC PDUs with sequence number greater than or equal to the number in |E "Radio bearer
downlink ciphering activation time info" on all suspended radio bearers and all suspended signalling radio
bearers.

1> set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC send sequence
number" in |E "Radio bearer downlink ciphering activation time info" in the |E " Ciphering mode info", at which
time the new ciphering configuration shall be applied,;

1> if atransparent mode radio bearer for this CN domain exists:
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2> include the IE " Ciphering activation time for DPCH" in IE " Ciphering mode info", at which time the new
ciphering configuration shall be applied;

1> set, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set
by a previous security mode control procedure, an "RLC send sequence number" in |E "Radio bearer downlink
ciphering activation time info" in the IE " Ciphering mode info", at which time the new ciphering configuration
shall be applied;

1> set, for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set
by a previous security mode control procedure, the "RLC send sequence number” in |E "Radio bearer downlink
ciphering activation time info" in the IE " Ciphering mode info" to the value used in the previous security mode
control procedure, at which time the latest ciphering configuration shall be applied;

1> if Integrity protection has already been started for the UE:

2> if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3> include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.

2> if the IE"CN domain identity" in the SECURITY MODE COMMAND is different from the |IE "CN domain
identity" that was sent in the previous SECURITY MODE COMMAND message to the UE:

3> include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.
1> transmit the SECURITY MODE COMMAND message on RB2.

8.1.12.2.2 Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink
DCCH in AM RLC using the new integrity protection configuration. UTRAN should not "modify" integrity protection
for aCN domain to which aSECURITY MODE COMMAND configuring integrity protection has been previously sent
for an ongoing signalling connection unless the application of new integrity keys needs to be signalled to the UE.
UTRAN should not transmit a SECURITY MODE COMMAND to signal achange in integrity protection algorithm.

When configuring Integrity protection, UTRAN should:

1> ensure that the UE needs to store at most three different Integrity protection configurations (keysets) at any given
time. Thisincludes the total number of Integrity protection configurations for all signalling radio bearers;

1> if Ciphering has already been started for the UE for the CN domain to be set in the IE "CN domain identity" in
the SECURITY MODE COMMAND:

2> if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3> include the IE " Ciphering mode info" in the SECURITY MODE COMMAND.

1> if Ciphering has already been configured for the UE for a CN domain different from the CN domain to be set in
the [E "CN domain identity" in the SECURITY MODE COMMAND:

2> include the IE " Ciphering mode info" in the SECURITY MODE COMMAND.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in
the SECURITY MODE COMMAND, UTRAN should:

1> if thisisthe first SECURITY MODE COMMAND sent for this RRC connection:
2> if new keys have been received:
3> initialise the hyper frame numbers as follows:

4> set dl hits of the hyper frame numbers of the COUNT-I values for al signalling radio bearers to zero.
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2> else (if new keys have not been received):

3> usethevalue "START" in the most recently received |IE "START ligt" or IE"START" that belongs to the
CN domain indicated in the |[E "CN domain identity" to initialise all hyper frame numbers of COUNT-I
for all the signalling radio bearers by:

4> setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the
value "START" in the most recently received IE "START list" or IE"START" for that CN domain;

4> setting the remaining bits of the hyper frame numbers equal to zero.
1> else (thisis not the first SECURITY MODE COMMAND sent for this RRC connection):
2> if new keys have been received:
3> initiaise the hyper frame number for COUNT-I for RB2 asfollows:
4> set all bits of the HFN of the COUNT-I value for RB2 to zero.
2> if new keys have not been received:
3> initiaise the hyper frame number for COUNT-I for RB2 asfollows:

4> set the 20 most significant bits of the HFN of the downlink and uplink COUNT-I to the value of the
most recently received IE "START" or IE"START LIST" for the CN domain to be set inthe IE"CN
Domain Identity";

4> set the remaining bits of the HFN of the downlink and uplink COUNT-I to zero.
1> if the IE "Integrity protection mode command" has the value " Start":

2> prohibit the transmission of signalling messages with any RRC SN on all signalling radio bearers, except
RB2;

2> set the FRESH value in the | E "Integrity protection initialisation number”, included in the |E "Integrity
protection mode info".

1> if the IE "Integrity protection mode command" has the value "Modify":
2> for each signalling radio bearer RBn, except RB2:

3> prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC sequence
number in entry for signalling radio bearer n in the "RRC message sequence number list" in the |IE
"Downlink integrity protection activation info", included in the |E "Integrity protection mode info".

2> set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a
previous security mode control procedure, an RRC sequence humber in entry for signalling radio bearer nin
the "RRC message sequence number list" in the |E "Downlink integrity protection activation info", included
in the |E "Integrity protection mode info", at which time the new integrity protection configuration shall be

applied;

2> set, for each signalling radio bearer RBn, that has a pending integrity protection activation time set by a
previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list" in the |E "Downlink integrity protection activation info", included
in the |E "Integrity protection mode info", to the value used in the previous security mode control procedure,
at which time the latest integrity protection configuration shall be applied.

1> transmit the SECURITY MODE COMMAND message on RB2 using the new integrity protection configuration.

8.1.12.3 Reception of SECURITY MODE COMMAND message by the UE
Upon reception of the SECURITY MODE COMMAND message, the UE shall:

1> if neither |E "Ciphering mode info" nor |1E "Integrity protection mode info" isincluded in the SECURITY
MODE COMMAND:
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2> set the variable INVALID_CONFIGURATION to TRUE.

1> if the |IE " Security capability" isthe same asindicated by variable UE_CAPABILITY_TRANSFERRED, and the
IE "GSM security capability” (if included in the SECURITY MODE COMMAND) is the same as indicated by
the variable UE_CAPABILITY_TRANSFERRED:

2> set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";

2> set the |E "Status' in the variable SECURITY _MODIFICATION for the CN domainindicated inthe IE"CN
domain identity" in the received SECURITY MODE COMMAND to the value "Affected”;

2> set the |E "Status' in the variable SECURITY _MODIFICATION for all CN domains other than the CN
domainindicated in the IE "CN domain identity" to "Not affected”;

2> set the |IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of
"RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table
"Accepted transactions' in the variable TRANSACTIONS; and

2> clear that entry;

2> if the SECURITY MODE COMMAND message contained the | E " Ciphering mode info":
3> perform the actions as specified in subclause 8.6.3.4.

2> if the SECURITY MODE COMMAND message contained the | E "Integrity protection mode info":
3> perform the actions as specified in subclause 8.6.3.5.

1> prior to sending the SECURITY MODE COMPLETE message:
2> use the old ciphering configuration for this message;
2> if the SECURITY MODE COMMAND message contained the | E " Ciphering mode info":

3> include and set the |E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

3> for each radio bearer and signalling radio bearer that belongsto the CN domain asindicated in the
variable LATEST_CONFIGURED_CN_DOMAIN:

4> start or continue incrementing the COUNT-C values for all RLC-AM and RLC-UM signalling radio
bearers at the ciphering activation time as specified in the procedure;

4> continue incrementing the COUNT-C values for all RLC-AM and RLC-UM radio bearers.

3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN:

4> for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the downlink, at the RLC
sequence number indicated in |E "Radio bearer downlink ciphering activation timeinfo" in the IE
"Ciphering mode info" included in the SECURITY MODE COMMAND, for each signalling radio
bearer:

5> set the 20 most significant bits of the HFN component of the downlink COUNT-C to the value
"START" in the most recently transmitted |IE "START list" or IE"START" that belongsto the CN
domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN;

5> set the remaining bits of the hyper frame numbersto zero.
3> if new keys have been received:
4> perform the actionsin subclause 8.1.12.3.1.
2> if the SECURITY MODE COMMAND message contained the | E "Integrity protection mode info":

3> include and set the |E "Uplink integrity protection activation info" to the value of the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO for each signalling radio bearer;
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3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST CONFIGURED_CN_DOMAIN, for
RB2:

4> in the downlink, for the received SECURITY MODE COMMAND message:

5> set the 20 most significant bits of the |IE "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value "START" in the most
recently transmitted |E "START list" or IE"START" that belongs to the CN domain as indicated
inthe variable LATEST_CONFIGURED_CN_DOMAIN;

5> set the remaining bits of the |E "Downlink RRC HFN" to zero.
4> in the uplink, for the transmitted response message, SECURITY MODE COMPLETE:

5> set the 20 most significant bits of the |IE "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value "START" in the most
recently transmitted |E "START list" or IE"START" that belongs to the CN domain as indicated
inthe variable LATEST_CONFIGURED_CN_DOMAIN;

5> set the remaining bits of the IE "Uplink RRC HFN" to zero.

3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain indicated in the variable LATEST _CONFIGURED_CN_DOMAIN, for
each signalling radio bearer other than RB2:

4> if the |E "Integrity protection mode command" has the value "start":
5> in the downlink, for this signalling radio bearer:

6> set the 20 most significant bits of 1E "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value START
transmitted in the most recently transmitted |IE "START list" or IE"START" that belongsto
the CN domain asindicated in the variable LATEST _CONFIGURED_CN_DOMAIN;

6> set the remaining bits of the |E "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero;

4> else;

5> in the downlink, for the first message for which the RRC sequence number in areceived RRC
message for this signalling radio bearer is equal to or greater than the activation time as indicated
in IE "Downlink integrity protection activation info" asincluded in the |E "Integrity protection
mode info", for this signalling radio bearer:

6> set the 20 most significant bits of the IE "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value "START" in the
most recently transmitted |IE "START list" or IE"START" that belongs to the CN domain as
indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6> set the remaining bits of the |E "Downlink RRC HFN" to zero.
3> if new keys have been received:
4> perform the actionsin subclause 8.1.12.3.1.

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted SECURITY MODE COMPLETE message;

2> transmit the SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC;
1> when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:
2> if the SECURITY MODE COMMAND message contained the | E " Ciphering mode info":
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3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN:

4> for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the uplink, at the RLC
sequence number indicated in | E "Radio bearer uplink ciphering activation time info" included in the
SECURITY MODE COMPLETE, for each signalling radio bearer:

5> set the HFN component of the uplink COUNT-C to the value "START" in the most recently
transmitted |1E "START list" or IE"START" that belongs to the CN domain as indicated in the
variable LATEST_CONFIGURED_CN_DOMAIN;

5> set the remaining bits of the hyper frame numbersto zero.
3> if new keys have been received:
4> perform the actionsin subclause 8.1.12.3.1.

3> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM
or RLC-UM;

3> set the |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
3> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
2> if the SECURITY MODE COMMAND message contained the |E "Integrity protection mode info":

3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, for
each signalling radio bearer other than RB2:

4> if the |E "Integrity protection mode command" has the value "start":
5> inthe uplink, for this signalling radio bearer:

6> set the 20 most significant bits of 1E "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value START transmitted
in the most recently transmitted |E "START list" or IE"START" that belongsto the CN
domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN;

6> set the remaining bits of the |E "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero.

4> ese;

5> in the uplink, for the first transmitted RRC message for this signalling radio bearer with RRC
sequence number equal to the activation time asindicated in |E "Uplink integrity protection
activation info" included in the transmitted SECURITY MODE COMPLETE, for this signalling
radio bearer:

6> set the 20 most significant bits of the |IE "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value "START" in the
most recently transmitted |IE "START list" or IE"START" that belongs to the CN domain as
indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6> set the remaining bits of the |E "Uplink RRC HFN" to zero.
3> if new keys have been received:
4> perform the actionsin subclause 8.1.12.3.1.
3> dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

3> set "Uplink RRC Message sequence number"” for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO
will use the new integrity protection configuration;

3> set the |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and
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3> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
2> clear the variable SECURITY_MODIFICATION;
2> notify upper layers upon change of the security configuration;
2> and the procedure ends.

1> if the IE " Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED,
or the IE"GSM security capability” (if included in the SECURITY MODE COMMAND) is not the same as
indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not
included in the SECURITY MODE COMMAND and isincluded in the variable
UE_CAPABILITY_TRANSFERRED:

2> release all itsradio resources;

2> indicate the rel ease of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED _RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED RABS;

2> clear the variable SECURITY_MODIFICATION;

2> enter idle mode;

2> perform actions when entering idle mode as specified in subclause 8.5.2;

2> and the procedure ends.

8.1.12.3.1 New ciphering and integrity protection keys

If anew security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for
the CN domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN, the UE shall:

1> set the START value for the CN domain indicated in the variable LATEST CONFIGURED_CN_DOMAIN to
Zero;

1> if the SECURITY MODE COMMAND message contained the |E "Integrity protection mode info":
2> for integrity protection in the downlink on each signalling radio bearer except RB2:
3> if IE "Integrity protection mode command" has the value "start":
4> for the first received message on this signalling radio bearer:
5> gtart using the new integrity key;
5> for this signalling radio bearer:

6> set the |E "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the
downlink COUNT-I to zero.

3> else

4> for the first message for which the RRC sequence number in areceived RRC message for this
signalling radio bearer is equal to or greater than the activation time asindicated in |E "Downlink
integrity protection activation info" asincluded in the |E "Integrity protection mode info":

5> start using the new integrity key;
5> for this signalling radio bearer:

6> set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the
downlink COUNT-I to zero.
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2> for integrity protection in the uplink on each signalling radio bearer except RB2:

3> for the first message for which the RRC sequence number in ato be transmitted RRC message for this
signalling radio bearer is equal to the activation time asindicated in IE "Uplink integrity protection
activation info" included in the transmitted SECURITY MODE COMPLETE message:

4> dtart using the new integrity key;
4> for this signalling radio bearer:

5> set the |E "Uplink RRC HFN" in the variable INTEGRITY _PROTECTION_INFO of the uplink
COUNT-I to zero.

2> for integrity protection in the downlink on signalling radio bearer RB2:
3> at thereceived SECURITY MODECOMMAND:
4> dtart using the new integrity key;

4> set the |IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink
COUNT-I to zero.

2> for integrity protection in the uplink on signalling radio bearer RB2 :
3> at the transmitted SECURITY MODE COMPLETE:
4> start using the new integrity key;

4> set the |IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink
COUNT-I to zero.

1> if the SECURITY MODE COMMAND message contained the |E " Ciphering mode info":

2> for each signalling radio bearer and for each radio bearer for the CN domain indicated in the variable
LATEST_CONFIGURED_CN_DOMAIN:

3> if the IE "Status' in the variable CIPHERING_STATUS has the value " Started" for this CN domain, then
for ciphering on radio bearersusing RLC-TM:

4> at the CFN asindicated in the | E " Ciphering activation time for DPCH" in the |E " Ciphering mode
info":

5> start using the new key in uplink and downlink;
5> set the HFN component of the COUNT-C to zero.

3> if the IE "Status' in the variable CIPHERING_STATUS has the value " Started” for this CN domain, then
for ciphering on radio bearers and signalling radio bearers using RLC-AM and RLC-UM:

4> in the downlink, at the RL C sequence number indicated in |E "Radio bearer downlink ciphering
activation time info" in the I1E " Ciphering mode info":

5> gtart using the new key;
5> set the HFN component of the downlink COUNT-C to zero.

4> in the uplink, at the RLC sequence number indicated in |E "Radio bearer uplink ciphering activation
timeinfo":

5> dtart using the new key;
5> set the HFN component of the uplink COUNT-C to zero.

1> consider the value of the latest transmitted START value to be zero.
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8.1.12.4 Void

8.1.12.4a  Incompatible simultaneous security reconfiguration

If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION becomes set to TRUE of the received
SECURITY MODE COMMAND message, the UE shall:

1> transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC, using the ciphering and
integrity protection configurations prior to the reception of this SECURITY MODE COMMAND;

1> set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to the cause value "incompatible simultaneous reconfiguration”;
1> when the response message has been submitted to lower layers for transmission:

2> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

2> continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND
message has not been received;

2> and the procedure ends.

8.1.12.4b  Cell update procedure during security reconfiguration
If:
- acell update procedure according to subclause 8.3.1 isinitiated; and
- thereceived SECURITY MODE COMMAND message causes either,
- thelE "Reconfiguration” in the variable CIPHERING_STATUS to be set to TRUE; and/or
- thelE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:
the UE shall:
1> abort the ongoing integrity and/or ciphering reconfiguration;

1> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

1> allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;
1> when the response message has been submitted to lower layers for transmission:
2> if the SECURITY MODE COMMAND message contained the | E " Ciphering mode info":
3> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
3> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO,;
2> if the SECURITY MODE COMMAND message contained the |E "Integrity protection mode info":
3> set the |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and
3> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2> continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND
message has not been received; and
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2> clear the variable SECURITY_MODIFICATION;

2> the procedure ends.

8.1.12.4c Invalid configuration

If the variable INVALID_CONFIGURATION is set to TRUE due to the received SECURITY MODE COMMAND
message, the UE shall:

1> transmit aSECURITY MODE FAILURE message on the DCCH using AM RLC after setting the IEs as
specified below:

2> set the |IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry;
2> set the | E "failure cause” to the cause value "invalid configuration”.
1> when the response message has been submitted to lower layers for transmission:
2> set the variable INVALID_CONFIGURATION to FALSE;
2> set the |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE;

2> continue with any ongoing processes and procedures asif the invalid SECURITY MODE COMMAND
message has not been received;

2> and the procedure ends.

8.1.12.5 Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all
subsequent messages with the new integrity protection configuration, if changed. When UTRAN has received a
SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN should:

1> if the IE "Ciphering mode info" was included in the SECURITY MODE COMMAND message:

2> if new keys were received for the CN domain set in the IE "CN Domain Identity" in the SECURITY MODE
COMMAND:

3> sat, at the downlink and uplink activation time, all the bits of the hyper frame numbers of the downlink
and uplink COUNT-C values respectively for all radio bearers for this CN domain and all signalling radio
bearers to zero.

2> else (if new keys were not received):

3> use, at the downlink and uplink activation time, the value "START" in the most recently received |E
"START list" or IE"START" that belongs to the CN domain asindicated in the IE "CN domain identity"
toinitialise al hyper frame numbers of the downlink and uplink COUNT-C values respectively for all the
signalling radio bearers as follows:

4> set the 20 most significant bits of the hyper frame numbers of the COUNT-C for all signalling radio
bearersto the value "START" in the most recently received |IE "START list" or IE"START" for that
CN domain;

4> set the remaining bits of the hyper frame numbers equal to zero.
1> if the IE "Integrity protection mode info" was included in the SECURITY MODE COMMAND message:
2> if thiswas not the first SECURITY MODE COMMAND message for this RRC connection:

3> if new keys have been received for the CN domain set in the IE "CN Domain Identity" included in the
transmitted SECURITY MODE COMMAND message:
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4> initiaise, at the downlink and uplink activation time, al hyper frame numbers of the downlink and
uplink COUNT-I values respectively for all the signalling radio bearers other than RB2 as follows:
5> set dl hits of the hyper frame numbers of the uplink and downlink COUNT-I to zero.

3> if no new keys have been received for the CN domain set in the |IE "CN Domain Identity" included in the
transmitted SECURITY MODE COMMAND message:

4> use, at the downlink and uplink activation time, the value "START" in the most recently received |E
"START list" or IE"START" that belongs to the CN domain asindicated in the IE "CN domain
identity" toinitialise al hyper frame numbers of the downlink and uplink COUNT-I values
respectively for all the signalling radio bearers other than RB2 as follows:

5> set the 20 most significant bits of the hyper frame numbers of the downlink and uplink COUNT-I
respectively for all signalling radio bearersto the value "START" in the most recently received |IE
"START list" or IE"START" for that CN domain;

5> set the remaining bits of the hyper frame numbers equal to zero.
1> send an indication to upper layers that the new security configuration has been activated,;
1> resume, in the downlink, all suspended radio bearers and all signalling radio bearers;
1> allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

1> if the IE "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value
"Start":

2> dtart applying integrity protection in the downlink for all signalling radio bearers.

1> if the IE "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value
"Modify":

2> start applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each signalling radio bearers RBn, except for signalling radio bearer RB2, indicated by the entry for
signalling radio bearer nin the "RRC message sequence number list" in the |IE "Downlink integrity protection
activation info";

2> continue applying the new integrity configuration for signalling radio bearer RB2;

2> apply the new integrity protection configuration on the received signalling messages with RRC SN greater
than or equal to the number associated with the signalling radio bearer in |E "Uplink integrity protection
activation info".

1> apply the old ciphering configuration for the transmission of RLC PDUs with RLC sequence humber less than
the number indicated in the | E "Radio bearer downlink ciphering activation timeinfo" included in the |IE
"Ciphering mode info";

1> apply the new ciphering configuration for the transmission of RLC PDUs with RL C sequence number greater
than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info" included in
the |E " Ciphering mode info";

1> apply the old integrity protection configuration on the received signalling messages with RRC SN smaller than
the number associated with the signalling radio bearer in |E "Uplink integrity protection activation info";

1> for radio bearers using RLC-AM or RLC-UM:

2> use the old ciphering configuration for received RLC PDUs with RLC sequence humber less than the RLC
sequence number indicated in the |E "Radio bearer uplink ciphering activation timeinfo" sent by the UE;

2> use the new ciphering configuration for received RLC PDUs with RL C sequence number greater than or
equal to the RL C sequence number indicated in the IE "Radio bearer uplink ciphering activation time info"
sent by the UE;

2> if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been
received by UTRAN before the activation time for the new ciphering configuration has been reached, ignore
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the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-
establishment.

1> for radio bearers using RLC-TM:
2> use the old ciphering configuration for the received RLC PDUs before the CFN asindicated in the |E
"Ciphering activation time for DPCH" in the |E " Ciphering mode info" asincluded in the SECURITY
MODE COMMAND;
2> use the new ciphering configuration for the received RLC PDUs at the CFN asindicated in the |E " Ciphering
activation time for DPCH" in the | E " Ciphering mode info" as included in the SECURITY MODE
COMMAND.

1> and the procedure ends.

8.1.12.6 Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable
PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error
handling as follows:

1> transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC;

1> set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Rejected
transactions' in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to the cause value "protocol error";

1> include the | E "Protocol error information™ with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

1> when the response message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND
message has not been received;

2> and the procedure ends.

8.1.13 Signalling connection release procedure

e | oo |

SIGNALLING CONNECTION
RELEASE

Figure 8.1.13-1: Signalling connection release procedure, normal case

8.1.13.1 General

The signalling connection release procedure is used to notify to the UE that one of its ongoing signalling connections
has been released. The procedure does not initiate the rel ease of the RRC connection.
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8.1.13.2 Initiation of SIGNALLING CONNECTION RELEASE by the UTRAN

To initiate the procedure, the UTRAN transmits a SIGNALLING CONNECTION RELEASE message on DCCH using
AM RLC.

8.1.13.3 Reception of SIGNALLING CONNECTION RELEASE by the UE
Upon reception of a SIGNALLING CONNECTION RELEASE message, the UE shall:

1> indicate the release of the signalling connection and pass the value of the IE "CN domain identity" to upper
layers;

1> remove the signalling connection with the identity indicated by the IE "CN domain identity" from the variable
ESTABLISHED_SIGNALLING_CONNECTIONS;

1> clear the entry for the SIGNALLING CONNECTION RELEASE message in the table " Accepted transactions”
inthe variable TRANSACTIONS;

1> the procedure ends.

8.1.13.4 Invalid SIGNALLING CONNECTION RELEASE message

If the UE receives a SIGNALLING CONNECTION RELEASE message, which contains a protocol error causing the
variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure
specific error handling as follows:

1> include the | E "ldentification of received message"; and
2> set the | E "Received message type" to SIGNALLING CONNECTION RELEASE;

2> set the |IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the
SIGNALLING CONNECTION RELEASE message in the table "Rejected transactions' in the variable
TRANSACTIONS; and

2> clear that entry.

1> include the |E "Protocol error information" with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

1> transmit an RRC STATUS message on the uplink DCCH using AM RLC
1> when the RRC STATUS message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures as if theinvalid SIGNALLING CONNECTION
REL EA SE message has not been received.

8.1.13.5 Invalid configuration

If radio access bearers for the CN domain indicated by the |IE "CN domain identity" exist in the variable
ESTABLISHED_RABS, the UE shall:

1> transmit an RRC STATUS message on the uplink DCCH using AM RLC;
1> include the IE "ldentification of received message"; and
1> set the |E "Received message type" to SIGNALLING CONNECTION RELEASE; and

1> set the IE "RRC transaction identifier” to the value of "RRC transaction identifier" in the entry for the
SIGNALLING CONNECTION RELEASE message in the table " Accepted transactions” in the variable
TRANSACTIONS and clear that entry;

1> include the |E "Protocol error information™ with contents set to the value "M essage not compatible with receiver
state";

1> when the RRC STATUS message has been submitted to lower layers for transmission:
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2> continue with any ongoing processes and procedures as if theinvalid SIGNALLING CONNECTION
REL EA SE message has not been received.

8.1.14 Signalling connection release indication procedure

UE UTRAN

SIGNALLING CONNECTION
RELEASE INDICATION

Figure 8.1.14-1: Signalling connection release indication procedure, normal case

8.1.14.1 General

The signalling connection release indication procedure is used by the UE to indicate to the UTRAN that one of its
signalling connections has been released. The procedure may in turn initiate the RRC connection release procedure.
8.1.14.2 Initiation

The UE shall, on receiving arequest to release (abort) the signalling connection from upper layers for a specific CN
domain:

1> if asignalling connection in the variable ESTABLISHED _SIGNALLING_CONNECTIONS for the specific CN
domain identified with the IE "CN domain identity" exists:

2> initiate the signalling connection release indication procedure.
1> otherwise:

2> abort any ongoing establishment of signalling connection for that specific CN domain as specified in
8.1.3.5a

Upon initiation of the signalling connection release indication procedure in CELL_PCH or URA_PCH state, the UE
shall:

1> perform a cell update procedure, according to subclause 8.3.1, using the cause "uplink data transmission”;
1> when the cell update procedure completed successfully:
2> continue with the signalling connection release indication procedure as below.
The UE shall:

1> set the IE "CN Domain Identity” to the value indicated by the upper layers. The value of the |E indicates the CN
domain whose associated signalling connection the upper layers are indicating to be rel eased;

1> remove the signalling connection with the identity indicated by upper layers from the variable
ESTABLISHED_SIGNALLING_CONNECTIONS;

1> transmit a SIGNALLING CONNECTION RELEASE INDICATION message on DCCH using AM RLC.

When the SIGNALLING CONNECTION RELEASE INDICATION message has been submitted to lower layers for
transmission the procedure ends.
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8.1.14.3 Reception of SIGNALLING CONNECTION RELEASE INDICATION by the
UTRAN

Upon reception of a SIGNALLING CONNECTION RELEASE INDICATION message, the UTRAN requests the
release of the signalling connection from upper layers. Upper layers may then initiate the release of the signalling
connection.

8.1.15 Counter check procedure

UE UTRAN

COUNTER CHECK

COUNTER CHECK RESPONSE

Figure 8.1.15-1: Counter check procedure

8.1.15.1 General

The counter check procedure is used by the UTRAN to perform alocal authentication. The purpose of the procedure is
to check that the amount of data sent in both directions (uplink and downlink) over the duration of the RRC connection
isidentical at the UTRAN and at the UE (to detect a possible intruder — a 'man-in-the-middle’ — from operating).

This procedure is only applicable to radio bearers, and only to radio bearers using RLC-AM or RLC-UM. It should be
noted that this requires that the COUNT-C values for each UL and DL radio bearers using RLC-AM or RLC-UM
continue to be incremented even if ciphering is not used. This procedure is not applicable to signalling radio bearers.

8.1.15.2 Initiation

The UTRAN monitors the COUNT-C val ue associated with each radio bearer using UM or AM RLC. The procedureis
triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and
the values themselves are defined to the UTRAN by the visited network. The UTRAN initiates the procedure by
sending a COUNTER CHECK message on the downlink DCCH.

8.1.15.3 Reception of a COUNTER CHECK message by the UE

When the UE receives a COUNTER CHECK message it shall compare the COUNT-C MSB values received in the |IE
"RB COUNT-C MSB information" in the COUNTER CHECK message to the COUNT-C M SB values of the
corresponding radio bearers.

The UE shall:

1> set the |E "RRC transaction identifier" in the COUNTER CHECK RESPONSE message to the value of "RRC
transaction identifier" in the entry for the COUNTER CHECK message in the table " Accepted transactions” in
the variable TRANSACTIONS; and

1> clear that entry.

- thereisone or more radio bearer(s) using UM or AM RLC mode stored in the variable ESTABLISHED RABS,
which is (are) not included in the IE "RB COUNT-C MSB information"; or

- thereisone or more radio bearer(s) included in the IE "RB COUNT-C MSB information", which is (are) not
stored in the variable ESTABLISHED _RABS; or
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- for any radio bearer (excluding signalling radio bearers) using UM or AM RLC mode stored in the variable
ESTABLISHED RABSand included inthe IE"RB COUNT-C MSB information" with COUNT-C MSB values
different from the M SB part of the COUNT-C valuesin the UE:

the UE shall:

1> include these radio bearersin the IE "RB COUNT-C information" in the COUNTER CHECK RESPONSE
message. For any RB which isincluded in the IE "RB COUNT-C MSB information" in the COUNTER CHECK
message but not stored in the variable ESTABLISHED _RABS in the UE, the MSB part of COUNT-C valuesin
the COUNTER CHECK RESPONSE message shall be set identical to COUNT-C-MSB valuesin the
COUNTER CHECK message. The LSB part shall be filled with zeroes.

The UE shall:

1> if no COUNT-C exists for aradio bearer for agiven direction (uplink or downlink) because:

2> itisauni-directional radio bearer configured only for the other direction (downlink or uplink respectively),
or

2> has been configured to RLC-TM mode in one direction (uplink or downlink) and RLC-UM in the other
(downlink or uplink respectively),

3> set the COUNT-Cinthe |lE "RB COUNT-C information” in the COUNTER CHECK RESPONSE
message, to any value;

1> submit a COUNTER CHECK RESPONSE message to lower layers for transmission on the uplink DCCH using
AM RLC.

When the COUNTER CHECK RESPONSE message has been submitted to lower layers for transmission the procedure
ends.

8.1.15.4 Reception of the COUNTER CHECK RESPONSE message by UTRAN

If the UTRAN receives a COUNTER CHECK RESPONSE message that does not contain any COUNT-C values, the
procedure ends.

If the UTRAN receivesa COUNTER CHECK RESPONSE message that contains one or several COUNT-C values the
UTRAN may release the RRC connection.

8.1.15.5 Cell re-selection
If the UE performs cell re-selection anytime during this procedure it shall, without interrupting the procedure:

1> initiate the cell update procedure according to subclause 8.3.1.

8.1.15.6 Invalid COUNTER CHECK message

If the UE receives a COUNTER CHECK message, which contains a protocol error causing the variable
PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error
handling as follows. The UE shall:

1> transmit an RRC STATUS message on the uplink DCCH using AM RLC;
1> include the IE "ldentification of received message"; and
1> set the |E "Received message type" to COUNTER CHECK; and

1> set the IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the UE
COUNTER CHECK message in the table "Rejected transactions' in the variable TRANSACTIONS; and

1> clear that entry;

1> include the | E "Protocol error information™ with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

3GPP



Error! No text of specified style in document. 20 Error! No text of specified style in document.

1> when the RRC STATUS message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures as if the invalid COUNTER CHECK message has not
been received.

8.3.4  Active set update

UE UTRAN

ACTIVE SET UPDATE

A

ACTIVE SET UPDATE COMPLETE

Figure 8.3.4-1: Active Set Update procedure, successful case

UE UTRAN

ACTIVE SET UPDATE

A

ACTIVE SET UPDATE FAILURE

Figure 8.3.4-2: Active Set Update procedure, failure case

8.34.1 General

The purpose of the active set update procedure is to update the active set of the connection between the UE and
UTRAN. This procedure shall be used in CELL_DCH state. The UE should keep on using the old RLs while
configuring the new RLs. Also the UE should keep the transmitter turned on during the procedure. This procedureis
only used in FDD mode.

8.34.2 Initiation

The procedureisinitiated when UTRAN ordersa UE in CELL_DCH state, to make the following modifications of the
active set of the connection:

a) Radio link addition;

b) Radio link removal;

¢) Combined radio link addition and removal.
In case a) and c), UTRAN should:

1> prepare new additional radio link(s) in the UTRAN prior to the command to the UE.
Inall cases, UTRAN should:

1> send an ACTIVE SET UPDATE message on downlink DCCH using AM or UM RLC.

UTRAN should include the following information:
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1> |E "Radio Link Addition Information": Downlink DPCH information and other optional parameters relevant for
the radio links to be added along with the IE "Primary CPICH info" used for the reference ID to indicate which
radio link to add. This|E is needed in cases a) and c) listed above;

1> |E "Radio Link Removal Information”: |IE "Primary CPICH info" used for the reference ID to indicate which
radio link to remove. This |E is needed in cases b) and c) listed above.
8.34.3 Reception of an ACTIVE SET UPDATE message by the UE

Upon reception of an ACTIVE SET UPDATE message the UE shall act upon all received information elements as
specified in 8.6, unless specified otherwise in the following.

The UE may:

1> maintain alist of the set of cells to which the UE has Radio Linksif the IE "Cell ID" is present.
The UE shall:

1> first add the RLs indicated in the |E "Radio Link Addition Information"”;

1> remove the RLsindicated in the |E "Radio Link Removal Information”. If the UE active set isfull or becomes
full, an RL, which isincluded in the |E "Radio Link Removal Information" for removal, shall be removed before
adding RL, which isincluded in the |IE "Radio Link Addition Information" for addition;

1> perform the physical layer synchronisation procedure as specified in [29];

1> if the IE "TFCI combining indicator" associated with aradio link to be added is set to TRUE:
2> if aDSCH transport channel is assigned and thereisa'hard' split in the TFCI field:

3> configure Layer 1 to soft-combine TFCI (field 2) of this new link with those links already in the TFCI
(field 2) combining set.

1> set the IE "RRC transaction identifier" inthe ACTIVE SET UPDATE COMPLETE message to the val ue of
"RRC transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

1> clear that entry;

1> transmit an ACTIVE SET UPDATE COMPLETE message on the uplink DCCH using AM RLC without waiting
for the Physical Layer synchronization;
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1> the procedure ends on the UE side.

8.34.4 Unsupported configuration in the UE

If UTRAN instructs the UE to use a configuration that it does not support, the UE shall:
1> keep the active set asit was before the ACTIVE SET UPDATE message was received;
1> transmit an ACTIVE SET UPDATE FAILURE message on the DCCH using AM RLC;
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1> set the IE "RRC transaction identifier" inthe ACTIVE SET UPDATE FAILURE message to the value of "RRC
transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted transactions”
in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to "configuration unsupported”;
1> when the ACTIVE SET UPDATE FAILURE message has been submitted to lower layers for transmission:

2> the procedure ends on the UE side.

8.3.45 Invalid configuration

If any of the following conditions are valid:

- aradiolink indicated by the |IE "Downlink DPCH info for each RL" in the |E "Radio link addition information"
has a different spreading factor than the spreading factor for the radio linksin the active set that will be
established at the time indicated by the |E "Activation time"; and/or

- aradiolink in the IE "Radio link addition information" is also present in the |IE "Radio Link Removal
Information”; and/or

- thelE"Radio Link Removal Information" contains all the radio links which are part of or will be part of the
active set at the time indicated by the IE "Activation time"; and/or

- thelE"TX Diversity Mode" is not set to "none" and it indicates a diversity mode that is different from the one
currently used in al or part of the active set; and/or

- aradiolink indicated by the IE "Radio Link Removal Information” does not exist in the active set; and/or

- dfter theremoval of all radio links indicated by the IE "Radio Link Removal Information" and the addition of all
radio linksindicated by the |E "Radio Link Addition Information” the active set would contain more than the
maximum allowed number of radio links; and/or

- thevariable INVALID_CONFIGURATION isset to TRUE:

the UE shall:

1> keep the active set asit was before the ACTIVE SET UPDATE message was received;
1> transmit an ACTIVE SET UPDATE FAILURE message on the DCCH using AM RLC;

1> set the IE "RRC transaction identifier” in the ACTIVE SET UPDATE FAILURE message to the value of "RRC
transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted transactions'
in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to "Invalid configuration”;

1> When the ACTIVE SET UPDATE FAILURE message has been submitted to lower layers for transmission:

2> the procedure ends on the UE side.
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8.3.4.6 Reception of the ACTIVE SET UPDATE COMPLETE message by the
UTRAN

When the UTRAN has received the ACTIVE SET UPDATE COMPLETE message,

1> the UTRAN may remove radio link(s) that are indicated to remove to the UE in case b) and c); and

1> the procedure ends on the UTRAN side.

8.3.4.7 Reception of the ACTIVE SET UPDATE FAILURE message by the UTRAN
When the UTRAN has received the ACTIVE SET UPDATE FAILURE message, the UTRAN may delete radio links
that were included in the |E "Radio Link Addition Information” for addition. The procedure ends on the UTRAN side.
8.3.4.8 Invalid ACTIVE SET UPDATE message

If the ACTIVE SET UPDATE message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT
to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows. The UE
shall:

1> transmit aACTIVE SET UPDATE FAILURE message on the uplink DCCH using AM RLC;

1> set the IE "RRC transaction identifier” inthe ACTIVE SET UPDATE FAILURE message to the value of "RRC
transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table "Rejected transactions'
in the variable TRANSACTIONS; and

1> clear that entry;

1> set the |E "failure cause" to the cause value "protocol error";
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1> include the |E "Protocol error information" with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;
1> when the ACTIVE SET UPDATE FAILURE message has been delivered to lower layers for transmission:

2> continue with any ongoing processes and procedures as if the invalid ACTIVE SET UPDATE message has
not been received;

2> and the procedure ends.

8.3.4.9 Reception of an ACTIVE SET UPDATE message in wrong state

If the UE isin another state than CELL_DCH state upon reception of the ACTIVE SET UPDATE message, the UE
shall perform procedure specific error handling as follows. The UE shall:

1> transmit a ACTIVE SET UPDATE FAILURE message on the uplink DCCH using AM RLC;

1> set the IE "RRC transaction identifier" inthe ACTIVE SET UPDATE FAILURE message to the value of "RRC
transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted transactions”
in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to the cause value "protocol error";

1> include the | E "Protocol error information” with the |E "Protocol error cause" set to "Message not compatible
with receiver state";

1> when the ACTIVE SET UPDATE FAILURE message has been delivered to lower layers for transmission:

2> continue with any ongoing processes and procedures asif the ACTIVE SET UPDATE message has not been
received;

2> and the procedure ends.

8.5.9 START value calculation
In connected mode, the START vaue for CN domain X' is calculated as
Let STARTy = the START vaue for CN domain 'X" prior to the calculation below:

STARTy' = MSB, ( MAX { COUNT-C, COUNT-I | radio bearers and signalling radio bearers using the most recently
configured CKy and IKy}) + 2.

- if START'= the maximum value = 1048575 then STARTy = START";
- if thecurrent STARTyx < STARTY' then STARTy = STARTY', otherwise STARTY is unchanged.

NOTE: Here, "most recently configured” meansthat if there is more than one key in use for a CN domain, due to
non-expiry of the ciphering and/or integrity protection activation time for any signalling radio bearers
and/or radio bearers, do not include the COUNT-I/COUNT-C for these signalling radio bearers and/or
radio bearersin the calculation of the START .

| COUNT-C corresponding to non-ciphered radio bearers (i.e. RBs with ciphering status set to "not started") shall not be
included in the calculation of the STARTY'. If aradio bearer isreleased and the radio bearer was ciphered, the values of
the COUNT-C at the time the radio bearer is released shall be taken into account in the calculation of the START'.

8.5.10 Integrity protection
If the "Status' in the variable INTEGRITY_ PROTECTION_INFO has the value " Started" then the UE shall:
1> perform integrity protection (and integrity checking) on all RRC messages, with the following exceptions:
HANDOVER TO UTRAN COMPLETE
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PAGING TYPE 1
PUSCH CAPACITY REQUEST

PHY SICAL SHARED CHANNEL ALLOCATION

RRC CONNECTION REQUEST

RRC CONNECTION SETUP

RRC CONNECTION SETUP COMPLETE

RRC CONNECTION REJECT

RRC CONNECTION RELEASE (CCCH only)

SYSTEM INFORMATION

SYSTEM INFORMATION CHANGE INDICATION

TRANSPORT FORMAT COMBINATION CONTROL (TM DCCH only)

If the "Status' in the variable INTEGRITY _ PROTECTION_INFO has the value "Not started” then integrity protection
(and integrity checking) shall not be performed on any RRC message.

For each signalling radio bearer, the UE shall use two RRC hyper frame numbers:
"Uplink RRC HFN";
- "Downlink RRC HFN".
and two message seguence numbers:
"Uplink RRC Message sequence number";
"Downlink RRC Message sequence number".

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (RBO-
RB4).

Upon the first activation of integrity protection for an RRC connection, UE and UTRAN initialise the "Uplink RRC
M essage segquence number" and "Downlink RRC M essage sequence number" for all signalling radio bearers as
specified in subclauses 8.6.3.5 and 8.5.10.1.

The RRC message sequence number (RRC SN) isincremented for every integrity protected RRC message.

If the |E "Integrity Protection Mode Info" is present in areceived message, the UE shall:

1> perform the actions in subclause 8.6.3.5 before proceeding with the integrity check of the received message.

8.5.10.1 Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable
INTEGRITY__ PROTECTION_INFO has the value "Started" and the | E 'Integrity check info' is present the UE shall:

1> check the value of the |E "RRC message sequence number" included in the |E "Integrity check info";

2> if the "Downlink RRC Message sequence number” is not present in the variable
INTEGRITY_PROTECTION_INFO:

3> initiadise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included
inthe |E "Integrity check info" of the received message.

2> if the "Downlink RRC Message sequence number” is present in the variable
INTEGRITY_PROTECTION_INFO:
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3> if the RRC message sequence number is lower than the "Downlink RRC Message sequence number"” for
signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4> increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with one.

3> if the RRC message sequence number is equal to the "Downlink RRC Message sequence number" for
signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4> discard the message.
1> calculate an expected message authentication code in accordance with subclause 8.5.10.3;

1> compare the expected message authentication code with the value of the received | E "message authentication
code" contained in the |E "Integrity check info";

2> if the expected message authentication code and the received message authentication code are the same, the
integrity check is successful:

3> update the "Downlink RRC Message sequence number” for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included
inthe |E "Integrity check info" of the received RRC message.

2> if the calculated expected message authentication code and the received message authentication code differ:

3> if the IE "RRC message sequence number" included in the IE "Integrity check info" islower than the
"Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer
RBninthe variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

4> decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO by one.

3> discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY _
PROTECTION_INFO hasthe value "Started" and the IE 'Integrity check info' is not present the UE shall:

1> discard the message.

8.6.3.4 Ciphering mode info

The |E "Ciphering mode info" defines the new ciphering configuration. At any given time, the UE needs to store at
most two different ciphering configurations (keyset and algorithm) per CN domain at any given timein total for all
radio bearers and three configurationsin total for all signalling radio bearers.

If the IE "Ciphering mode info" is present and if the |E "Reconfiguration™ in the variable CIPHERING_STATUS is set
to TRUE, the UE shall:

1> ignore this second attempt to change the ciphering configuration; and
1> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Ciphering mode info" is present and if the |E "Reconfiguration™” in the variable CIPHERING_STATUS is set
to FALSE, the UE shall:

1> if the |[E "Status' in the variable CIPHERING STATUS has the value "Not started”, and this |E was included in
amessage that is not the message SECURITY MODE COMMAND; or

1> if there does not exist exactly one ciphering activation time in the | E "Radio bearer downlink ciphering
activation timeinfo" for each established RLC-AM and RLC-UM radio bearersincluded in the |IE "RB
information" inthe IE"ESTABLISHED RABS' for the CN domain asindicated in the variable
LATEST_CONFIGURED_CN_DOMAIN; or
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1> if the|E "Ciphering activation time for DPCH" is not included in message ACTIVE SET UPDATE or
SECURITY MODE COMMAND, and there exist radio bearers using RLC-TM according to the IE"RB
information" in the IE"ESTABLISHED RABS' for the CN domain asindicated in the variable
LATEST_CONFIGURED_CN_DOMAIN; or

1> if there does not exist exactly one ciphering activation time in the | E "Radio bearer downlink ciphering
activation timeinfo" for each established signalling radio bearer included in the IE "Signalling radio bearer
information” inthe IE "ESTABLISHED RABS':

2> ignore this attempt to change the ciphering configuration;
2> set the variable INVALID_CONFIGURATION to TRUE;
2> perform the actions as specified in subclause 8.1.12.4c.
1> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto TRUE;

1> set the IE "Status' in the variable CIPHERING_STATUS of the CN domains for which the |E " Status' of the
variable SECURITY_MODIFICATION is set to "Affected" to " Started";

1> apply the new ciphering configuration in the lower layers for al RBs that belong to a CN domain for which the
IE "Status" of the variable SECURITY_MODIFICATION is set to "Affected" and all signalling radio bearers:

2> using the ciphering algorithm (UEA [40]) indicated by the |E " Ciphering algorithm" as part of the new
ciphering configuration;

2> for each radio bearer that belongsto a CN domain for which the |E "Status' of the variable
SECURITY_MODIFICATION is set to "Affected" and all signalling radio bearers:

3> using the value of the |E "RB identity" in the variable ESTABLISHED RABS minus one as the value of
BEARER [40] in the ciphering algorithm.

1> apply the new ciphering configuration as follows:
2> consider an activation time in downlink to be pending:

3> for UM-RLC until an UMD PDU with sequence number equal to or larger than activation time —1 has
been received;

3> for AM-RLC until all AMD PDUs with sequence numbers up to and including activation time —1 have
been received;

3> for TM-RLC until the CFN indicated in the activation time has been reached.

2> if there are pending activation times in downlink set for ciphering by a previous procedure changing the
ciphering configuration:

3> apply the ciphering configuration included in the current message at this pending activation time;

3> consider the ciphering keys that were to be applied following a previous procedure changing the ciphering
configuration and which have not yet been applied due to the activation time not having €l apsed for a
given radio bearer, as part of the ciphering configuration received in the current message.

2> if the |E "Ciphering activation time for DPCH" is present in the |E " Ciphering mode info" and the UE wasin
CELL_DCH state prior to this procedure:

3> for radio bearers using RLC-TM:

4> apply the old ciphering configuration for CFN less than the number indicated in the |E " Ciphering
activation time for DPCH";

4> apply the new ciphering configuration for CFN greater than or equal to the number indicated in |E
"Ciphering activation time for DPCH".

2> if the UE wasin CELL_FACH state prior to this procedure and at completion of this procedure a transparent
mode radio bearer exists and the |E " Ciphering activation time for DPCH" is not present in the | E " Ciphering
mode info":
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3> for radio bearers using RLC-TM:

4> apply the old ciphering configuration for CFN less than the number asindicated by the |[E "COUNT-C
activation time" in the transmitted uplink response message for the ciphering activation time for this
radio bearer;

4> apply the new ciphering configuration for CFN greater than or equal to the number-as indicated in the
transmitted uplink response message for the ciphering activation time for this radio bearer.

2> if the |E "Radio bearer downlink ciphering activation time info" is present:

3> apply the following procedure for each radio bearer and signalling radio bearers using RLC-AM or RLC-
UM indicated by the |E "RB identity":

4> suspend uplink transmission on the radio bearer or the signalling radio bearer (except for the SRB
where the response message is transmitted) according to the following:

5> do not transmit RLC PDUs with sequence number greater than or equal to the uplink activation
time, where the uplink activation time is selected according to the rules below.

4> select an "RLC send sequence number" at which (activation) time the new ciphering configuration
shall be applied in uplink for that radio bearer according to the following:

5> for each radio bearer and signalling radio bearer that has no pending ciphering activation timein
uplink as set by a previous procedure changing the security configuration:

6> set a suitable value that would ensure a minimised delay in the change to the latest security
configuration.

5> for each radio bearer and signalling radio bearer that has a pending ciphering activation timein
uplink as set by a previous procedure changing the security configuration:

6> set the same val ue as the pending ciphering activation time.

5> consider this activation time in uplink to be elapsed when the selected activation time (as above) is
equal to the "RL C send sequence number";

4> store the selected "RL C send sequence number" for that radio bearer in the entry for the radio bearer
in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

4> switch to the new ciphering configuration according to the following:

5> use the old ciphering configuration for the transmitted and received RLC PDUswith RLC
sequence numbers smaller than the corresponding RL C sequence numbersindicated in the IE
"Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received |E "Radio
bearer downlink ciphering activation time info" received from UTRAN, respectively;

5> use the new ciphering configuration for the transmitted and received RLC PDUs with RLC
sequence numbers greater than or equal to the corresponding RLC sequence numbersindicated in
the |E "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received |E
"Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

5> for aradio bearer using RLC-AM, when the RLC sequence number indicated in the |E "Radio
bearer downlink ciphering activation time info" falls below the RLC receiving window and the
RL C sequence number indicated in the |E "Radio bearer uplink ciphering activation time info"
falls below the RLC transmission window, the UE may release the old ciphering configuration for
that radio bearer;

5> if an RLC reset or re-establishment occurs before the activation time for the new ciphering
configuration has been reached, ignore the activation time and apply the new ciphering
configuration immediately after the RLC reset or RLC re-establishment.

If the IE "Ciphering mode info" is not present, the UE shall:
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1> not change the ciphering configuration.

8.6.3.5 Integrity protection mode info

The |E "Integrity protection mode info" defines the new integrity protection configuration. At any given time, the UE
needs to store at most three different integrity protection configurations (keysets) in total for all signalling radio bearers
for all CN domains.

If the IE "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to TRUE, the UE shall:

1> ignore this second attempt to change the integrity protection configuration; and
1> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to FALSE, the UE shall:

1> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to TRUE;

1> if IE "Integrity protection mode command” has the value "start" and the |E " Status” in the variable
INTEGRITY_PROTECTION_INFO has the value "Not started”, and this |E was included in the message
SECURITY MODE COMMAND:

2> initiaise the information for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO
according to the following:

3> set the |E "Uplink RRC Message sequence number” in the variable INTEGRITY _PROTECTION_INFO
to zero;

3> do not set the |IE "Downlink RRC Message sequence number" in the variable
INTEGRITY_PROTECTION_INFO;

3> set the variable INTEGRITY_PROTECTION_ACTIVATION_INFO to zero for each signalling radio
bearer inthe IE"ESTABLISHED_RABS".

2> set the [E "Status’ in the variable INTEGRITY_PROTECTION_INFO to the value " Started";

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

3> using the algorithm (UIA [40]) indicated by the |E "Integrity protection algorithm™ contained in the |IE
"Integrity protection mode info";

3> using the |E "Integrity protection initialisation number"”, contained in the |E "Integrity protection mode
info" asthe value of FRESH [40].

2> dtart applying the new integrity protection configuration in the downlink for each signalling radio bearer in
the IE"ESTABLISHED_RABS" except RB2 at the next received RRC message;

2> dtart applying the new integrity protection configuration in the downlink for signalling radio bearer RB2 from
and including the received SECURITY MODE COMMAND message;

2> start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted SECURITY MODE COMPLETE message;

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearers other than
RB2 at the uplink activation time included in the |E "Uplink integrity protection activation info".

1> if IE "Integrity protection mode command” has the value "start" and the |E " Status” in the variable
INTEGRITY_PROTECTION_INFO has the value " Started" and this |E was not included SECURITY MODE
COMMAND:

NOTE: Thiscaseisusedin SRNSrelocation
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2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

3> using the algorithm (UIA [40Q]) indicated by the |E "Integrity protection algorithm™ contained in the |IE
"Integrity protection mode info";

3> using the |E "Integrity protection initialisation number", contained in the |E "Integrity protection mode
info" asthe value of FRESH [40].

2> let RBm be the signalling radio bearer where the reconfiguration message was received and let RBn be the
signalling radio bearer where the response message i s transmitted;

2> prohibit transmission of RRC messages on all signalling radio bearersin the IE"ESTABLISHED_ RABS"
except the radio bearer where the response message is transmitted;

2> consider the new integrity protection configuration to include any new keys that were activated through a
security procedure received prior to the current message but not applied for the signalling rado bearer, due to
the activation time for the corresponding signalling radio bearer not having elapsed;

2> start applying the new integrity protection configuration in the downlink for each signalling radio bearer in
the IE"ESTABLISHED_RABS" except RBm at the next received RRC message disregarding any pending
activation times for the corresponding signalling radio bearer;

2> start applying the new integrity protection configuration in the downlink for signalling radio bearer RBm
from and including the received configuration message;

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RBn from
and including the transmitted response message;

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearers other than

RBn from the first message onwardsat-the-uplink-activation- time-included-in-the HE-"Uphink-integrity
protection-activation-nfo”.

NOTE : The UTRAN should ignore the information included in the |E "Uplink integrity protection info".

1> if IE "Integrity protection mode command" has the value "modify" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO has the value " Started" and this |E was included in SECURITY MODE
COMMAND:

2> storethe (oldest currently used) integrity protection configuration until activation times have elapsed for the
new integrity protection configuration to be applied on all signalling radio bearers;

2> if there are pending activation times set for integrity protection by a previous procedure changing the
integrity protection configuration:

3> apply the integrity protection configuration at this pending activation time as indicated in this procedure.

2> dtart applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each signalling radio bearer n, indicated by the entry for signalling radio bearer nin the "RRC message
sequence number list" in the |IE "Downlink integrity protection activation info", included in the |E "Integrity
protection mode info";

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1;

3> if present, use the algorithm indicated by the |E "Integrity protection algorithm" (UIA [40]);

2> set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the
following:

3> for each established signalling radio bearer, stored in the variable ESTABLISHED RABS:

4> select avalue of the RRC sequence number at which (activation) time the new integrity protection
configuration shall be applied in uplink for that signalling radio bearer according to the following:
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5> for each signalling radio bearer that has no pending activation time as set for integrity protection
by a previous procedure changing the integrity protection configuration:

6> set a suitable value that would ensure a minimised delay in the change to the latest integrity
protection configuration.

5> for signalling radio bearer that has a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration:

6> set the same value as the pending activation time for integrity protection;

5> consider this (pending) activation time to be elapsed when the selected activation time (as above)
is equal to the next RRC sequence number to be used, which means that the last RRC message
using the old integrity protection configuration has been submitted to lower layers.

4> for signalling radio bearer RBO:

5> set the value of the included RRC sequence number to greater than or equal to the current value of
the RRC sequence number for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO, plusthe value of the constant N302 plus one.

4> prohibit the transmission of RRC messages on al signalling radio bearers, except for RB2, with RRC
SN greater than or equal to the value in the "RRC message sequence number list" for the signalling
radio bearer in the |E "Uplink integrity protection activation info" of the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO.

2> dtart applying the new integrity protection configuration in the uplink at the RRC sequence number, for each
RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer nin the "RRC
message sequence number list" inthe IE "Uplink integrity protection activation info", included in the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> dtart applying the new integrity protection configuration in the uplink at the RRC sequence number for
signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration;

2> start applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer nin the
"RRC message sequence number list" in the |E "Downlink integrity protection activation info";

NOTE: For signalling radio bearers that have a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration, UTRAN should set thisvauein IE
"Downlink integrity protection activation info".

2> dtart applying the new integrity protection configuration in the downlink at the RRC sequence number for
signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration.

If 1E "Integrity protection mode command” has the value " Start" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode command info"
was not included in the message SECURITY MODE COMMAND; or

If IE "Integrity protection mode command” has the value "Start" and the |IE " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode info" was
included in the message SECURITY MODE COMMAND, and the |E "Integrity protection algorithm" is not included;
or

If the |IE "Integrity protection mode command" has the value "Modify" and the |E "Status' in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not Started"; or

If 1E "Integrity protection mode command” has the value " Start" and the |IE " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value " Started”, and the IE "Integrity protection mode command info" was
included in the message SECURITY MODE COMMAND; or

If there does not exist exactly one integrity protection activation timein the |1E "Downlink integrity protection activation
info" for each established signalling radio bearer included in the |E " Signalling radio bearer information™ in the |IE
"ESTABLISHED_RABS'; or
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If IE "Integrity protection mode command” has the value "Modify" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Started", and the IE "Integrity protection mode info" was not
included in the message SECURITY MODE COMMAND:

the UE shall:
1> ignore this attempt to change the integrity protection configuration; and
1> set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is not present, the UE shall:

1> not change the integrity protection configuration.

8.6.3.6 Void

8.6.4.8 RB mapping info
If the IE "RB mapping info" isincluded, the UE shall:
1> for each multiplexing option of the RB:

2> if atransport channel that would not exist as aresult of the message (i.e. removed in the same message in |IE
"Deleted DL TrCH information" and IE "Deleted UL TrCH information") is referred to:

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if amultiplexing option that maps alogical channel corresponding to a TM-RLC entity onto RACH, CPCH,
FACH or DSCH isincluded:

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if the multiplexing option realises the radio bearer on the uplink (resp. on the downlink) using two logical
channels with different values of the IE "Uplink transport channel type" (resp. of the |IE "Downlink transport
channel type"):

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if that RB isusing TM and the |E " Segmentation indication” is set to TRUE and, based on the multiplexing
configuration resulting from this message, the logical channel corresponding to it is mapped onto the same
transport channel as another logical channel:

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if the transport channel considered in that multiplexing option is different from RACH and if that RB is using
AM and the set of RLC sizes applicable to the logical channel transferring data PDUs has more than one
element:

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if that RB isusing UM or TM and the multiplexing option realisesit using two logical channels:
3> set the variable INVALID_CONFIGURATION to TRUE.

2> for each logical channel in that multiplexing option:
3> if thevaueof theIE"RLC sizelist" is set to "Explicit list":

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and the value (index) of any IE "RLC size
index" inthe |E "Explicit list" does not correspond to an "RLC size" in the | E transport format set of
that transport channel given in the message; or
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4> if the transport channel thislogical channel is mapped on in this multiplexing option is different from
RACH, and if a"Transport format set" for that transport channel is not included in the same message,
and the value (index) of any IE "RLC sizeindex" inthe |E "Explicit list" does not correspond to an
"RLC size" in the stored transport format set of that transport channel; or

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and the value of any |E "Logical channel list" in
the transport format set is not set to "Configured”; or

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option is not included in the same message, and the value of any IE "Logical channel
list" in the stored transport format set of that transport channel is not set to " Configured":

5> set the variable INVALID_CONFIGURATION to TRUE.
3> if thevalue of the IE "RLC size list" is set to "All":

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and the value of any |E "Logical channel list" in
the transport format set is not set to "Configured”; or

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option is not included in the same message, and the value of any IE "Logical channel
list" in the stored transport format set of that transport channel is not set to " Configured":

5> set the variable INVALID_CONFIGURATION to TRUE.
3> if thevalue of the IE"RLC sizelist" is set to "Configured":

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and for none of the RLC sizes defined for that
transport channel in the "Transport format set”, the "Logical Channel List" isset to "All" or given as
an "Explicit List" which contains thislogical channel; or

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option is not included in the same message, and for none of the RLC sizes defined in the
transport format set stored for that transport channel, the "Logical Channel List" is set to "All" or
given asan "Explicit List" which containsthislogical channel:

5> set the variable INVALID_CONFIGURATION to TRUE.

1> if, asaresult of the message this IE isincluded in, several radio bearers can be mapped onto the same transport
channel, and the |E "Logical Channel Identity" was not included in the RB mapping info of any of those radio
bearers for a multiplexing option on that transport channel or the same "Logical Channel Identity" was used
more than once in the RB mapping info of those radio bearers for the multiplexing options on that transport
channel:

2> set the variable INVALID_CONFIGURATION to TRUE.
1> delete all previoudly stored multiplexing options for that radio bearer;
1> store each new multiplexing option for that radio bearer;
1> select and configure the multiplexing options applicable for the transport channels to be used;
1> if the IE "Uplink transport channel type" is set to the value "RACH":
2> in FDD:

3> refer the IE"RLC sizeindex" to the RACH Transport Format Set of the first PRACH received in the |IE
"PRACH system information list" received in SIB5 or SIB6.

2> inTDD:

3> usethefirst Transport Format of the PRACH of the |IE "PRACH system information list" at the position
equal to thevaluein the IE "RLC size index".
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1> determine the sets of RLC sizesthat apply to the logical channels used by that RB, based on the IEs"RLC size
list" and/or the IEs"Logical Channel List" included in the applicable "Transport format set" (either the ones
received in the same message or the ones stored if none were received); and

1> in case the selected multiplexing option is a multiplexing option on RACH:

2> ignore the RLC size indexes that do not correspond to any RLC size within the Transport Format Set stored
for RACH.

1> if RACH isthetransport channel to be used on the uplink, if that RB has a multiplexing option on RACH and if
itisusing AM:
2> apply the largest size amongst the ones derived according to the previous bullet for the RLC size (or RLC
sizesin case the RB isrealised using two logical channels) for the corresponding RLC entity.

Note: The |[E "RB mapping info" isonly included in |E "Predefined RB configurations' in system information
when used for Inter-RAT handover to UTRAN and thereisno AM RLC size change involved in this case.

1> if that RB isusing AM and the RLC size applicable to the logical channel transporting data PDUs is different
from the one derived from the previously stored configuration:

2> re-establish the corresponding RLC entity;
2> configure the corresponding RL C entity with the new RLC size;

2> for each AM RLC radio bearer in the CN domain asindicated in the IE "CN domain identity" in the IE "RAB
info" in the variable ESTABLISHED RABS whose RLC size is changed; and

2> for each AM RLC signalling radio bearer in the CN domain asindicated in the |[E "CN domain identity" in
the variable LATEST_CONFIGURED_CN_DOMAIN whose RLC size is changed:

3> if the IE "Status' in the variable CIPHERING_STATUS of this CN domainis set to " Started":

4> if this|E wasincluded in CELL UPDATE CONFIRM:

5> set the HFN values for the corresponding RLC entity equal to the value of the IE "START"
included in the latest transmitted CELL UPDATE message for this CN domain.

4> if this |E was included in a reconfiguration message:

5> set the HFN values for the corresponding RLC entity equal to the value of the IE"START" that
will beincluded in the reconfiguration complete message for this CN domain.

1> if that RB isusing UM:
2> indicate the largest applicable RLC size to the corresponding RLC entity.

1> configure MAC multiplexing according to the selected multiplexing option (MAC multiplexing shall only be
configured for alogical channel if the transport channel it is mapped on according to the selected multiplexing
option is the same as the transport channel another logical channel is mapped on according to the multiplexing
option selected for it);

1> configure the MAC with the logical channel priorities according to selected multiplexing option;
1> configure the MAC with the set of applicable RLC Sizes for each of the logical channels used for that RB;
1> if there is no multiplexing option applicable for the transport channels to be used:

2> set the variable INVALID_CONFIGURATION to TRUE.

1> if there is more than one multiplexing option applicable for the transport channels to be used:
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2> set the variable INVALID_CONFIGURATION to TRUE.

Incase IE"RLC info" includes |E "Downlink RLC mode" ("DL RLC logical channel info" is mandatory present) but |IE
"Number of downlink RLC logical channels' is absent in the corresponding |E "RB mapping info", the parameter
values are exactly the same as for the corresponding UL logical channels. In case two multiplexing options are specified
for the UL, the first options shall be used as default for the DL. Asregards the |E "Channel type", the following rule
should be applied to derive the DL channel type from the UL channel included in the | E:

Channel used in UL DL channel type implied by
"same as"
DCH DCH
RACH FACH
CPCH FACH
USCH DSCH

10.2.1 ACTIVE SET UPDATE
NOTE: Only for FDD.
This message is used by UTRAN to add, replace or delete radio linksin the active set of the UE.
RLC-SAP: AM or UM
Logical channel: DCCH

Direction: UTRAN - UE

Information Element/Group Need Multi Type and Semantics description
name reference
Message Type MP Message
Type
UE information elements
RRC transaction identifier MP RRC
transaction
identifier
10.3.3.36
Integrity check info CH Integrity
check info
10.3.3.16
protection
mode-info
modeinfo
Activation time MD Activation Default value is "now".
time 10.3.3.1
New U-RNTI OoP U-RNTI
10.3.3.47
CN information elements
CN Information info OoP CN
Information
info 10.3.1.3
RB information elements
Downlink-counter oPR
=Rl RosdneRD o nthoenan o
RABs> lossless SRNS relocation
IsInTads]
information

Phy CH information elements
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Information Element/Group Need Multi Type and Semantics description
name reference
Uplink radio resources
Maximum allowed UL TX power | MD Maximum Default value is the existing
allowed UL "maximum UL TX power.
TX power
10.3.6.39
Downlink radio resources
Radio link addition information OoP 1lto Radio link addition information
<maxRL- required for each RL to add
1>
>Radio link addition information MP Radio link
addition
information
10.3.6.68
Radio link removal information OoP 1lto Radio link removal information
<maxRL> required for each RL to
remove
>Radio link removal information MP Radio link
removal
information
10.3.6.69
TX Diversity Mode MD TX Diversity | Default value is the existing TX
Mode diversity mode.
10.3.6.86
SSDT information OoP SSDT
information
10.3.6.77

10.2.2 ACTIVE SET UPDATE COMPLETE
NOTE: For FDD only.

This message is sent by UE when active set update has been completed.

RLC-SAP: AM
Logical channel: DCCH

Direction: UE - UTRAN

Information Element/Group Need Multi Type and Semantics description
name reference

Message Type MP Message
Type

UE information elements

RRC transaction identifier MP RRC
transaction
identifier
10.3.3.36

Integrity check info CH Integrity
check info
10.3.3.16

Uphnicintegrity protecto |te‘g E‘?
oototon
info

RB-Information-elements
time-info

info
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Information Element/Group Need Multi Type and Semantics description
name reference
<maxRBal having-PDCP-in-the caseof
BPARs= lessloes ob e cnoenien
PDER
e
>START list MP 1to START [40] values forallCN
“ransishlde clemnines
Falines
identity
>>START MP START START value to be used-in

10.2.3 ACTIVE SET UPDATE FAILURE

NOTE: Only for FDD.

This message is sent by UE if the update of the active set has failed, e.g. because the radio link is not a part of the active

set.
RLC-SAP: AM
Logical channel: DCCH

Direction: UE - UTRAN

Information Element/Group
name

Need

Multi

Type and
reference

Semantics description

Message Type

MP

Message
Type

UE information elements

RRC transaction identifier

MP

RRC
transaction
identifier
10.3.3.36

Integrity check info

CH

Integrity
check info
10.3.3.16

Failure cause

MP

Failure
cause and
error
information
10.3.3.14

10.3.3.4

Ciphering Algorithm

Information Element/Group
name

Need

Multi

Type and
reference

Semantics description

Ciphering algorithm

MP

Enumerated
(UEAO,
UEA1)

10.3.3.5

Ciphering mode info

Thisinformation element contains the ciphering specific security mode control information.
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Information Element/Group Need Multi Type and Semantics description
name reference
Ciphering mode command MP Enumerated | The-command-"stop"is-not
(start/restart; | used-inthis-version-ofthe
step) protocok
Ciphering algorithm CV- Ciphering
notStepMP algorithm
10.3.34
Ciphering activation time for OoP Activation Used for radio bearers
DPCH time mapped on RLC-TM. Only
10.3.3.1 applicable if the UE is already
in CELL_DCH state
Radio bearer downlink ciphering | OP RB Used for radio bearers
activation time info activation mapped on RLC-AM or RLC-
time info, UM
10.3.4.13
5 - E EE".E;E;' — -
10.3.3.6 CN domain specific DRX cycle length coefficient

A coefficient in the formula to count the paging occasions to be used by a specific UE (specified in [4]) .

Information Element/Group Need Multi Type and Semantics description
name reference
CN domain specific DRX cycle MP Integer(6...9) | Refers to 'k’ in the formula as

length coefficient

specified in [4], Discontinuous
reception

10.3.3.7
NOTE:

CPCH Parameters
Only for FDD.

These parameters are used by any UE using any CPCH set allocated to the cell that is broadcasting this system
information.

Information Element/Group Need Multi Type and Semantics description
name reference
Initial Priority Delay OoP 1to Initial delays for ASC priority.
maxASC
>NS P MP Integer Number of slots for initial fixed
(0...28) delay for each ASC priority
level
Backoff control parameters MP
>N_ap_retrans_max MP Integer Max number of AP
(1...64) transmissions without AP-
AICH response, a PHY
parameter.
>N_access_fails MP Integer Max number of preamble
(1...64) ramping cycles when NAK
response received, a MAC
parameter.
>NF_bo_no aich MP Integer Number of frames for UE
(0...31) backoff after N ap_retrans_max
unsuccessful AP access
attempts, a MAC parameter.
>NS bo_busy MP Integer Number of slots for UE fixed
(0...63) backoff after access attempt to

busy CPCH, a MAC
parameter.
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Information Element/Group Need Multi Type and Semantics description
name reference
>NF _bo_all_busy MP Integer Max number of frames for UE
(0...31) backoff after access attempt to
last busy CPCH, a MAC
parameter. UE randomly
selects backoff value from
range (0..NF_bo_all_busy)
>NF_bo_mismatch MP Integer Max number of frames for the
(0...127) UE backoff after received
mismatch on CD/CA-ICH, a
MAC parameter. UE randomly
selects backoff value from
range (0..NF_bo_mismatch)
>T _CPCH MP Enumerated CPCH channel timing used to
0, 1) determine Tau, a PHY
parameter
Power Control Algorithm MP Enumerated | Specifies algorithm to be used
(algorithm 1, | by UE to interpret TPC
algorithm 2) commands
TPC step size CV-algo Integer (1,2) | IndB
DL DPCCH BER MP Integer The BER quality value shall be
(0..63) set in the range

0<DPCCHBER<1
in the unit BER_dB where:

BER_dB_0: DPCCH BER =0

BER_dB_1: -0 <
Log10(DPCCH BER) < -4.03

BER dB_2:-4.03 <
Log10(DPCCH BER) < -3.965

BER_dB_3: -3.965 <
Log10(DPCCH BER) < -3.9

BER_dB_61: -0.195 <
Log10(DPCCH BER) < -0.13

BER_dB_62:-0.13 <
Log10(DPCCH BER) < -0.065

BER_dB_63: -0.065 <
Log10(DPCCH BER) < 0

Condition Explanation
algo The IE is mandatory present if "Power Control
Algorithm" is set to "algorithm 1", otherwise the IE is
not needed
10.3.3.8 C-RNTI

Thecell RNTI (C-RNTI) identifies an UE having a RRC connection within a cell.

Information Element/Group Need Multi Type and Semantics description
name reference
C-RNTI MP bit string(16)
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10.3.3.9 DRAC system information
Information element Need Multi Type and Semantics description
reference
DRAC system information MP 1lto DRAC information is sent for
<maxDRA each class of terminal
Cclasses>
>Transmission probability MP Transmissio
n probability
10.3.3.39
>Maximum bit rate MP Maximum bit
rate
10.3.3.20

10.3.3.9a DSCH-RNTI

In FDD, the DSCH-RNTI identifiesan UE in CELL_DCH using a DSCH withinacell. In TDD, the DSCH-RNTI
identifiesaUE in CELL_DCH or CELL_FACH using a DSCH or USCH within the cell.

Information Element/Group Need Multi Type and Semantics description
name reference
DSCH-RNTI MP bit string(16)
Indicatesto-aUEthe RRC state to-be-entered:
pame reference
RRC State-indicator MP Enumerated{
CELLDoE
e =
’GEl:ltPGH,
URA-PCH)
10.3.3.35 RLC re-establish indicator
This|E is used to re-configure AM RLC on c-plane and u-plane.
Information Element/Group Need Multi Type and Semantics description
name reference
RLC re-establish indicator MP Boolean TRUE means re-establish

required
FALSE means re-establish not
required

10.3.3.35a  RRC State Indicator

Indicates to a UE the RRC state to be entered.
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Information Element/Group Need Multi

name

Type and
reference

Semantics description

RRC State indicator MP

Enumerated(
CELL DCH

CELL_FACH

CELL PCH
URA PCH)

10.3.3.36  RRC transaction identifier
This |E contains an identification of the RRC procedure transaction local for the type of the message this |E was
included within.
Information Element/Group Need Multi Type and Semantics description
name reference
RRC transaction identifier MP Integer (0..3)
10.3.3.37  Security capability
Information Element/Group Need Multi Type and Semantics description
name reference
Ciphering algorithm capability MP
>UEAO MP Boolean Fhommduo TR = mnonethos
an-unciphered-connection-after
the Security-mode-control
procedure-is-accepted by the
UE.
>UEA1 MP Boolean Fhommuo TR E oo nethos
>Spare MP 14 Boolean Shall be set to FALSE by UEs
complying with this version of
the protocol.
Integrity protection algorithm MP
capability
>UIAL MP Boolean The value TRUE means that
UIA1, Kasumi, is supported
>Spare MP 15 Boolean Shall be set to FALSE by UEs
complying with this version of
the protocol.

10.3.3.38

START

Thereisa START vaue per CN domain. The START is used to initialise the 20 MSBs of al hyper frame numbers
(MAC-d HFN, RLC UM HFN, RLC AM HFN, RRC HFN) for aCN domain.

Information Element/Group Need Multi Type and Semantics description
name Reference
START MP Bit string The START [40] bits are
(20) numbered b0-b19, where b0 is

the least significant bit.

R S R R R S S E E EE R R R RS EE R R R R R R R R R R R R

- ACTI VE SET UPDATE (FDD onl y)

R S R RS SRR SRR R R SRR R R R R R R R R R R

ActiveSet Update ::= CHO CE {
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r3 SEQUENCE {
activeSet Update-r3 Act i veSet Updat e-r 3- | Es,
v4xyNonCri ti cal Ext ensi ons SEQUENCE {
acti veSet Updat e- v4xyext Act i veSet Updat e- v4xyext - | Es,
nonCritical Ext ensi ons SEQUENCE {} OPTI ONAL
} OPTI ONAL
H
later-than-r3 SEQUENCE {
rrc-Transactionldentifier RRC- Tr ansact i onl denti fi er,
critical Extensions SEQUENCE {}
}
}
ActiveSet Update-r3-1Es ::= SEQUENCE {
-- User equi prment | Es
rrc-Transactionldentifier RRC- Tr ansact i onl denti fi er,
-- dummy and dummy?2 are not used in this version of the specification, they should
-- not be sent and if received they should be ignored
ategr-tyProtecti-onMdelnf-odunmy I ntegrityProtectionvbdel nfo OPTI ONAL,
ci-pheri-nghdelnfedumy?2 Ci pheri ngModel nfo OPTI ONAL,
activationTi me ActivationTi me OPTI ONAL,
new- RNTI U- RNTI OPTI ONAL,
-- Core network I|Es
cn- I nformationlnfo CN- I nformati onl nfo OPTI ONAL,
-- Radi o bearer |Es
-- dummy3 is not used in this version of the specification, it should
-- not be sent and if received it should be ignored
i i dummy3 DL- Count er Synchr oni sati onl nfo OPTI ONAL,
-- Physical channel |Es
maxAl | owedUL- TX- Power MaxAl | owedUL- TX- Power OPTI ONAL,
rl - Addi ti onl nf ormati onLi st RL- Addi ti onl nf or mati onLi st OPTI ONAL,
rl - Renoval | nf or mat i onLi st RL- Renoval | nf or mat i onLi st OPTI ONAL,
t x- Di versi t yMode TX- Di versi t yMode OPTI ONAL,
ssdt- I nformation SSDT- | nf or mati on OPTI ONAL
}
Acti veSet Updat e- vdxyext -1 Es :: = SEQUENCE {
-- Physical channel |Es
-- ssdt-UL extends SSDT-Infornmation. FDD only.
ssdt - UL SSDT- UL-r 4 OPTI ONAL,
-- The order of the RLs in |E cell-id-PerRL-List is the same as
-- in | E RL-Addi tionlnformationLi st included in this nessage
cel | -id-PerRL-List Cel | I dentity-PerRL-Li st OPTI ONAL
}
- Rk R Sk Sk S Sk S S S S S S R S S S Sk R Sk S R S R S R Sk kS S S S S S S S S S
-- ACTI VE SET UPDATE COVPLETE (FDD only)
- - LR R R R R R R R R R S R
Act i veSet Updat eConpl ete ::= SEQUENCE {
-- User equipnent | Es
rrc-Transactionldentifier RRC- Tr ansact i onl denti fi er,
-- dunmy is not used in this version of the specification, it should
-- not be sent and if received it should be ignored
w—tntegProtActi-vati-ontnfodummy IntegrityProtActivationlnfo OPTI ONAL,
-- Radi o bearer |Es
-- dummy2 and dummy3 are not used in this version of the specification, they should
-- not be sent and if received they should be ignored.
rb-UL-Ci-phActivationTinelnfedummy2 RB- ActivationTi nel nf oLi st OPTI ONAL,
u—Count-erSynchroni-satientnaf-edummy3 UL- Count er Synchr oni sati onl nfo OPTI ONAL,
-- Extension mechani smfor non- rel ease99 information
nonCri ti cal Ext ensi ons SEQUENCE {} OPTI ONAL
}
- Rk SR Sk Sk SR Sk S R S S Sk S R S S S kS S R S R S Sk S R S S S S S S S S Sk S S S S o
-- ACTI VE SET UPDATE FAI LURE (FDD only)
- LR S R R R R R R R S
ActiveSet Updat eFai | ure :: = SEQUENCE {
-- User equipnent |Es
rrc-Transactionldentifier RRC- Tr ansact i onl denti fi er,
fail ureCause Fai | ureCauseWthProt Err,

-- Extension nmechani smfor non- rel ease99 information
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nonCritical Ext ensi ons SEQUENCE {} OPTI ONAL
}
Chi pRateCapability :: = ENUMERATED {
nmcps3-84, ntpsl-28 }
Ci pheringAlgorithm::= ENUMERATED {
uea0, ueal }
C pheri ngMbdeCommand : : = CHO CE {
startRestart Ci pheringAl gorithm
stopCpheri-ngdumy NULL
}
Ci pheri ngMdel nfo :: = SEQUENCE {
-- TABULAR The ciphering algorithmis included in the C pheri ngModeConmand.
ci pheri ngMbdeComand G pheri ngMbdeComrand,
activationTi meFor DPCH ActivationTi ne OPTI ONAL,
rb-DL- G phActivationTi mel nfo RB- Act i vat i onTi nel nf oLi st OPTI ONAL
}

11.5 RRC information between network nodes

I nt ernode-definitions DEFI NI TI ONS AUTOVATI C TAGS :: =
BEG N
| MPORTS

Handover ToUTRANComrand,

Measur enment Report,

Physi cal Channel Reconfi gurati on,

Radi oBear er Reconfi gurati on,

Radi oBear er Rel ease,

Radi oBear er Set up,

RRC- Fai | ur el nfo-r3-1Es,

Transport Channel Reconfi gurati on
FROM PDU- defi ni tions

-- Core Network IEs :
CN- Domai nl dentity,
CN- Dormai nl nf or mat i onLi st,
CN- DRX- Cycl eLengt hCoef fi ci ent,
NAS- Syst enl nf or mat i onGSM VAP,
-- UTRAN Mobility IEs :
Cel | I dentity,
URA- I dentity,
-- User Equiprent |Es :
C- RNTI,
DL- PhysChCapabi | i t yFDD- v380ext ,
Fai | ureCauseWthProt Err,
RRC- MessageSequenceNumnber ,
STARTLI st,
STARTSI ngl e
START- Val ue,
U RNTI ,
UE- Radi oAccessCapabi lity,
UE- Radi oAccessCapabi | i t y-v370ext,
UE- Radi oAccessCapabi | i t y-v380ext,
UE- Radi oAccessCapabi |l i ty-v3a0ext,
UE- Radi oAccessCapabi |l i ty-va4xyext,
-- Radio Bearer IEs :
Pr edef i nedConfi gSt at uslLi st
Pr edef i nedConfi gVal ueTag,
RAB- | nf or mat i onSet uplLi st ,
RAB- I dentity,
SRB- | nf or mat i onSet uplLi st ,
-- Transport Channel |Es :
CPCH- Set | D,
DL- CormonTr ansChl nf o,
DL- AddReconf Tr ansChl nf oLi st
DRAC- St ati cl nformati onLi st,
UL- CormonTr ansChl nf o,
UL- AddReconf Tr ansChl nf oLi st
-- Measurenent |Es :

3GPP



Error! No text of specified style in document. 45

Measur enent | dentity,

Measur enent Repor ti nghbde,

Measur enment Type,

Measur enent Type-r 4,

Addi ti onal Measur enment | D- Li st ,

Posi ti onEsti nat e,

UE- Posi ti oni ng- | PDL- Par anet er s- TDD- r 4- ext ,
-- Oher IEs :
I nt er RAT- UE- Radi oAccessCapabi | i tyLi st
FROM | nf or nat i onEl enent s

maxCNdonai ns,
maxNoOf Meas,

maxRB,
maxSRBset up
FROM Const ant - defini tions

Error! No text of specified style in document.

-- Part 1: dass definitions simlar to what has been defined in 11.1 for RRC nessages
-- Information that is tranferred in the sane direction and across the same path is grouped

EE R R R R R R R R R R R R R R R S R R R R R R R R S R R R Rk

-- RRCinformation, to target RNC

LR R R R R R R R R R R R R R R R R R R R R Rk

-- RRC Information to target RNC sent either fromsource RNC or from another RAT

ToTar get RNC- Cont ai ner ::= CHO CE {
i nt er RATHandover | nf o I nt er RATHandover | nf oW t hl nt er RATCapabi l i ti es-r3,
srncRel ocati on SRNC- Rel ocat i onl nfo-r 3,
ext ensi on NULL

}

LR R R R R R I R R R R R R R R S R R R R R R R R R

-- RRC information, target RNC to source RNC

LR R R R R R R R R R R R S R R R R R R R R R R R

Tar get - RNC- ToSour ceRNC- Cont ai ner ::= CHO CE {
r adi oBear er Set up Radi oBear er Set up,
r adi oBear er Reconfi guration Radi oBear er Reconfi gurati on,
r adi oBear er Rel ease Radi oBear er Rel ease,
transport Channel Reconfi guration Transport Channel Reconfi gurati on,
physi cal Channel Reconfi guration Physi cal Channel Reconfi gurati on,
rrc-Failurelnfo RRC- Fai | ur el nfo-r3-1Es,
ext ensi on NULL
}

-- Part 2: Container definitions, simlar to the PDU definit
-- I'n al phabetical order

LR R R R R R R R R R I R R R R R R R R R R R R R R R R R S S R R Rk

-- Handover to UTRAN infornmation

LR R R R R R R R R S R S R R R R R R R S R R R R R R R R S S S R R Rk

I nt er RATHandover | nf oWt hl nt er RATCapabi lities-r3 ::= CHO CE {
r3 SEQUENCE {
-- | E I nter RATHandover | nf oWt hl nt er RATCapabi l i ti es-r
-- includes non critical extensions

ions in 11.2 for RRC nessages

3-1Es al so

i nt er RATHandover I nfo-r3 I nt er RATHandover | nf oW t hl nt er RATCapabi l i ties-r3-1Es,

v390NonCri ti cal Ext ensi ons SEQUENCE {

i nt er RATHandover | nf oW t hl nt er RATCapabi | i ti es-v390ext
I nt er RATHandover | nf oW t hl nt er RATCapabi | i ti es-v390ext -1 Es,

-- Reserved for future non critical extension

nonCriti cal Ext ensi ons SEQUENCE {} OPTI
} OPTI ONAL
H
critical Extensions SEQUENCE {}

}
I nt er RATHandover | nf oW t hl nt er RATCapabi lities-r3-1Es:: =
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-- The order of the |Es may not
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reflect the tabular fornat

--  but has been chosen to sinplify the handling of the information in the BSC

-- Oher IEs
ue- RATSpeci ficCapability
-- interRATHandover | nf o,
-- actual information.

-- The octet string shall

Cctet string is used to obtain 8 bit
This makes it possible for BSS to transparently handl e infornation
-- received via GSM air interface even when it
include the |nterRATHandover | nfo information

| nt er RAT- UE- Radi oAccessCapabi | i tyLi st OPTIl ONAL,
length field prior to

includes non critical extensions.

-- The BSS can re-use the 04.18 length field received fromthe M5

i nt er RATHandover | nf o
}

| nt er RATHandover | nf oW t hl nt er RATCapabi | i ti es-v390ext-1Es :

-- User equi prment | Es

OCTET STRING (Sl ZE (0. . 255))

: = SEQUENCE {

failureCauseWthProtErr Fai | ureCauseWt hProt Err OPTI ONAL
}
- LR EEEEEEEEEEEEEEEEEEEEEEEEEEEE RS EEEEEESEEEEEEESEEEE SRS
-- SRNC Rel ocation information
- LR EEEEEEEEEEEEEEEEEEEEEEEEEEEEESEEEEEEESEEEEEEESEEEE SN
SRNC- Rel ocationlnfo-r3 ::= CHO CE {
r3 SEQUENCE {
SRNC- Rel ocationlnfo-r3 SRNC- Rel ocat i onl nfo-r 3-1 Es,
v380NonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf 0- v380ext SRNC- Rel ocati onl nf o- v380ext -1 Es,
-- Reserved for future non critical extension
v390NonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf 0- v390ext SRNC- Rel ocat i onl nf o- v390ext - | Es,
v3a0ONonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf 0- v3a0ext SRNC- Rel ocat i onl nf o- v3aOext - | Es,
v4xyNonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf 0- v4xyext SRNC- Rel ocat i onl nf o- v4xyext - | Es,
v3bONonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocati onl nf 0- v3b0ext SRNC- Rel ocat i onl nf o- v3b0Oext - | Es,

-- Reserved for future non critical

ext ensi on

nonCri ti cal Ext ensi ons

_ SEQUENCE {} OPTI ONAL

--Reserved-forfuture noncriticalextension

} OPTI ONAL
} OPTI ONAL
} OPTI ONAL
} OPTI ONAL

I

critical Extensions SEQUENCE {}
}
SRNC- Rel ocationlnfo-r3-1Es ::= SEQUENCE {

-- Non-RRC | Es

stat e RRC St at e RRC,

st at eOf RRC- Procedur e

-- Ciphering related information |Es

St at eOF RRC- Procedur e,

-- If the extension v380 is included use the extension for the ciphering status per CN domain

ci pheri ngSt at us
cal cul ati onTi meFor G pheri ng
ci pheri ngl nf oPer RB- Li st
count - C-Li st
integrityProtectionStatus
srb-SpecificlntegrityProtlnfo
i mpl ement ati onSpeci fi cPar ans
-- User equipnent |Es
u- RNTI
c- RNTI
ue- Radi oAccessCapability
ue- Posi ti oni ng- Last KnownPos
-- Oher IEs
ue- RATSpeci fi cCapability
-- UTRAN nobility IEs
ura-ldentity
-- Core network |Es
cn- ConmmonGSM MAP- NAS- Sysi nf o
cn- Domai nl nf or mat i onLi st
-- Measurenent |Es
ongoi ngMeasRepLi st
-- Radi o bearer |Es
pr edefi nedConfi gSt at usLi st

Ci pheri ngSt at us,

Cal cul ati onTi meFor G pheri ng OPTI ONAL,
Ci pheri ngl nf oPer RB- Li st OPTIl ONAL,
COUNT- C- Li st OPTI ONAL,
IntegrityProtectionStatus,

SRB- Speci ficlntegrityProtlnfolList,

| npl enent at i onSpeci fi cPar ans OPTIl ONAL,
U RNTI,

C- RNTI OPTI ONAL,
UE- Radi oAccessCapability,

UE- Posi ti oni ng- Last KnownPos OPTI ONAL,
I nt er RAT- UE- Radi oAccessCapabi | i tyLi st OPTI ONAL,
URA- I dentity OPTI ONAL,
NAS- Syst el nf or mat i onGSM VAP,

CN- Donmai nl nf or mat i onLi st OPTI ONAL,
Ongoi ngMeasRepLi st OPTI ONAL,

Pr edef i nedConfi gSt at uslLi st
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srb- 1 nformationLi st
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SRB- | nf or mat i onSet uplLi st ,

rab- 1 nformationLi st RAB- | nf or mat i onSet upLi st OPTI ONAL,
-- Transport channel |Es
ul - CommonTr ansChl nf o UL- CoomonTr ansChl nf o OPTI ONAL,
ul - TransChl nf oLi st UL- AddReconf Tr ansChl nf oLi st OPTI ONAL,
nmodeSpeci ficlnfo CHO CE {
fdd SEQUENCE {
cpch-Set| D CPCH- Set | D OPTI ONAL,
transChDRAGC- I nfo DRAC- St ati cl nformati onLi st OPTI ONAL
H
tdd NULL
H
dl - CommonTr ansChl nf o DL- CoomonTr ansChl nf o OPTI ONAL,
dl - Tr ansChl nf oLi st DL- AddReconf Tr ansChl nf oLi st OPTI ONAL,
-- Measurenent report
measur enment Repor t Measur enent Repor t OPTI ONAL ,
nonCritical Ext ensi ons SEQUENCE {
-- In case of TDD only up-Ipdl-Paraneters-TDD is present, otherw se

-- this IE is absent

up- | pdl - Par anet er s- TDD UE- Posi ti oni ng- | PDL- Par anet er s- TDD- r 4- ext OPTIl ONAL,
-- Extension mechani smfor non- release4 information
nonCri ti cal Ext ensi ons SEQUENCE {} OPTI ONAL
} OPTI ONAL
}
SRNC- Rel ocat i onl nf o-v380ext - | Es ::= SEQUENCE {
-- Ciphering related information | Es
cn- Domai nl dentity CN- Domai nl dentity,
ci pheri ngSt at usLi st Ci pheri ngSt at usLi st
}
SRNC- Rel ocat i onl nf 0-v390ext - | Es :: = SEQUENCE {
cn- Domai nl nf or mat i onLi st - v390ext CN- Dormai nl nf or mat i onLi st - v390ext OPTI ONAL,
ue- Radi oAccessCapabi | i ty-v370ext UE- Radi oAccessCapabi |l i ty-v370ext OPTI ONAL,
ue- Radi oAccessCapabi | i ty-v380ext UE- Radi oAccessCapabi | i ty-v380ext OPTI ONAL,
dl - PhysChCapabi | i t yFDD- v380ext DL- PhysChCapabi | i t yFDD- v380ext ,
failureCauseWthProtErr Fai | ureCauseWt hProt Err OPTI ONAL
}
SRNC- Rel ocat i onl nf o-v3aOext - | Es ::= SEQUENCE {
-- cn-domain identity for |E startVal ueFor G phering-v3aOext is specified
-- in subsequent extension (SRNC Rel ocati onl nf o-v3b0ext- | Es)
st art Val ueFor Cl pheri ng- v3aOext START- Val ue,
ci pheri ngl nf oFor SRB1- v3aOext G pheri ngl nf oFor SRB1- v3alext ,
ue- Radi oAccessCapabi | i ty- v3a0ext UE- Radi oAccessCapabi | i ty-v3aOext OPTI ONAL
}
SRNC- Rel ocat i onl nf o- vdxyext -1 Es :: = SEQUENCE {
ue- Radi oAccessCapabi | i ty-v4xyext UE- Radi oAccessCapabi |l i ty-va4xyext
}
SRNC- Rel ocat i onl nf o- v3bOext - | Es :: = SEQUENCE {
-- cn-domain identity for |E startVal ueFor C phering-v3a0ext included in previous extension
cn- Donai nl dentity CN- Donai nl dentity,
-- the renmaining start values are contained in |E startVal ueFor G pheri ng- v3bOext
st art Val ueFor G pheri ng- v3b0Oext STARTLI st 2 OPTI ONAL
13
STARTLi st2 ::= SEQUENCE (SI ZE (2..maxCNdomai ns)) OF
STARTSI ngl e
Ci pheri ngl nf oFor SRB1- v3a0ext ::= SEQUENCE {

dl - UM SN BI T STRING (Sl ZE (7))

}
Ci pheringStatusList ::= SEQUENCE (SI ZE (1..maxCNdomai ns)) OF
Ci pheri ngSt at usCNdomai n

Ci pheringStatusCNdomain :: =
cn- Domai nl dentity
ci pheringSt at us

SEQUENCE {
CN- Domai nl dentity,
Ci pheringSt at us

}
SRNC- Rel ocationlnfo-r4 ::= SEQUENCE {
-- Non-RRC | Es
stateOf RRC St at e RRC,

st at eOf RRC- Procedur e St at eOF RRC- Procedur e,
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ci pheringSt at us Ci pheri ngSt at us,

cal cul ati onTi meFor G pheri ng Cal cul ati onTi meFor G pheri ng OPTI ONAL,

ci pheri ngl nf oPer RB- Li st G pheri ngl nf oPer RB- Li st OPTI ONAL,

integrityProtectionStatus IntegrityProtectionStatus,

srb-SpecificlntegrityProtinfo SRB- Speci ficlntegrityProtl|nfolist,

i mpl ement at i onSpeci fi cPar ans I mpl enent ati onSpeci fi cPar ans OPTI ONAL,
-- User equi prment | Es

u- RNTI U- RNTI

c- RNTI C- RNTI OPTI ONAL,

ue- Radi oAccessCapability UE- Radi oAccessCapability,

ue- Posi ti oni ng- Last KnownPos UE- Posi ti oni ng- Last KnownPos OPTI ONAL,
-- Oher IEs

ue- RATSpeci ficCapability | nt er RAT- UE- Radi oAccessCapabi | i tyLi st OPTIl ONAL,
-- UTRAN nobility I Es

ura-ldentity URA- dentity OPTI ONAL,

-- Core network | Es
cn- CommonGSM MAP- NAS- Sysl nf o NAS- Syst end nf or mat i onGSM VAP,

cn- Domai nl nf or mat i onLi st CN- Donmai nl nf or mat i onLi st OPTI ONAL,
-- Measurenent |Es

ongoi ngMeasReplLi st Ongoi ngMeasRepLi st-r4 OPTI ONAL,
-- Radi o bearer |Es

pr edefi nedConfi gSt at usLi st Pr edef i nedConfi gSt at uslLi st,

srb- 1 nformationLi st SRB- | nf or mat i onSet uplLi st ,

rab- 1 nformati onLi st RAB- | nf or mat i onSet upLi st OPTI ONAL,
-- Transport channel |Es

ul - CommonTr ansChl nf o UL- CommonTr ansChl nf o OPTIl ONAL,

ul - TransChl nf oLi st UL- AddReconf Tr ansChl nf oLi st OPTI ONAL,

nmodeSpeci ficlnfo CHO CE {

fdd SEQUENCE {
cpch-Set| D CPCH Set | D OPTI ONAL,
transChDRAC- | nf o DRAC- St ati cl nformationLi st OPTI ONAL
tdd NULL

}

dl - CommonTr ansChl nf o DL- CommonTr ansChl nf o OPTIl ONAL,

dl - TransChl nf oLi st DL- AddReconf Tr ansChl nf oLi st OPTI ONAL,
-- Measurenent report

measur ement Repor t Measur enment Report OPTI ONAL,

nonCriti cal Ext ensi ons SEQUENCE {

-- In case of TDD only up-I|pdl-Paraneters-TDD i s present, otherw se
-- this IE is absent

up- | pdl - Par anet er s- TDD UE- Posi ti oni ng- | PDL- Par anmet er s- TDD- r 4- ext OPTI ONAL,
-- Extension nmechanismfor non- rel ease4 information

nonCriti cal Ext ensi ons SEQUENCE {} OPTI ONAL
} OPTI ONAL

}

-- IE definitions

Annex A (informative):
USIM parameters

A.l Introduction

This annex contai ns recommendations about the RRC parameters to be stored in the USIM.
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A.2 Ciphering information
Information Element/Group Need Multi Type and Semantics description
name reference
Cipher key for each CN domain MP <1lto Cipher key is described in [40].
maxCNDo
mains>
>0ld-CK MP Bit string
(128)
bl o)l MPp Bit-string
28}
Integrity key for each CN MP <1lto Integrity key is described in
domain maxCNDo [40].
mains>
>0ld-1IK MP Bit string
(128)
>New-H MP Bit string
28}
THRESHOLD MP Bit string
(20)
START value for each CN MP <lto START value is described in
domain maxCNDo [40].
mains>
>0Old-START MP Bit string
(20)
>New START MP Bit-string
€20)
KSI, Key set identifier for each MP <1lto Key set identifier is described
CN domain maxCNDo in [40].
mains>
>0ld-KSI MP Bit string (3)
>New KS! MP itstr
A.3 Frequency information
Neighbour cell list.
Information Element/Group Need Multi Type and Semantics Version
name reference description
FDD cell list OP <lto
maxFDDFr
egList>
>UARFCN uplink (Nu) OoP Integer(0..16 | [21] If IE not
383) present, default
duplex distance of
190 MHz shall be
used.
>UARFCN downlink (Nd) MP Integer(O .. [21]
16383)
>Primary scrambling code OP <1lto Primary
maxFDDFr | CPICH info
eqgCellList> | 10.3.6.60
3.84 Mcps TDD cell list OoP <1lto
maxTDDFr
egList>
>UARFCN (Nt) MP Integer(0 .. [22]
16383)
>Cell parameters ID OP <1lto Integer The Cell
maxTDDFr | (0..127) parameters ID is
eqgCellList> described in [32].
1.28 Mcps TDD cell list OoP <1lto REL-4
maxTDDFr
egList>
>UARFCN (Nt) MP Integer(O .. [22] REL-4
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Information Element/Group Need Multi Type and Semantics Version
name reference description
16383)

>Cell parameters ID OP <1lto Integer The Cell REL-4
maxTDDFr | (0..127) parameters ID is
eqgCellList> described in [32].

GSM Neighbour cell list OoP

>GSM neighbour cell info MP <lto
maxGSMC
ellList>

>>BSIC MP

>>BCCH ARFCN MP
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¥ Corrections to Security procedure on Missing integrity protection reset on relocation
and counter check response actions for asymmetric bearer configurations
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Category:

*» A Release: ¥ REL-5
Use one of the following categories: Use one of the following releases:
F (correction) 2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can REL-4 (Release 4)
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Date: ¥ May 13, 2002

Reason for change: 3 1.

10.

11.
12.

Itisnot clear if SECURITY MODE COMMAND can change ciphering/integrity
protection algorithms.

It isnot clear if SECURITY MODE COMMAND can be received with "modify"
command for integrity protection for a CN domain for which integrity protection has
been aready configured, if new keys have not been received.

Inthe COUNTER CHECK procedureit is not clear how the UE should set the
COUNT-C values for aradio bearer which is configured only in one direction or is
set to RLC-TM mode in one direction and UM in the other.

ACTIVE SET UPDATE cannot be used to trigger actions at the UE for a SRNS
Relocation.

UE actions in case of pending activation times for integrity protection following
SRNS Relocation are missing.

UE actions in case of previously received new keys not having yet been activated
due to activation times not elapsed at the time of SRNS Relocation are missing.

Mis-alignment between Tabular and ASN.1. ASN.1 does not permit the transfer of
START for every domain in the Relocation container between source and target as
required..

It isincorrectly stated that a R99 UE shall support any one of UIAX integrity
protection algorithms when in fact UIA1 shall be supported.

It isnot clear in case of START caculation if "non-ciphered" radio bearers refers also
to RBs with ciphering algorithm set to UEAO.

It isincorrectly suggested in Annex athat the USIM stores both the new and old
keys as well asthe old and new START and KSI values. Only one value - the latest -
isstored inthe USIM.

The ASN.1 still permits the ciphering mode command to be set to "stop”.
It is not stated that the UE shall check to seeif anew FRESH value was received
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Summary of change: &

not approved:

13.
14.

© N o O

10.

11.

12.

13.

before performing the integrity check on the message.
10.3.3.10 isnot correctly placed in the Tabular according to alphabetical order.

In 8.6.4.8 it is stated that if the IE "RB Mapping Info" isincluded in system
information and thereisa AM RLC size change the UE shall " set the HFN values
for the corresponding RLC entity equal to the value of the |IE "START" for this CN
domain that will be included in the CELL UPDATE message that will be sent before
the next transmission.” However since the CELL UPDATE will be sent only in the
futureit isnot possible for the UE to set the START valu ein advance.

Itisclarified that UTRAN should not change ciphering/integrity protection
algorithm using the SECURITY MODE COMMAND procedure.

It isclarified that UTRAN should not transmit SECURITY MODE COMMAND
with "modify" command for integrity protection for a CN domain for which integrity
protection has been already configured, if new keys have not been received for that
domain.

It is specified that UE shall set an unspecified value for the COUNT-C for the
direction of the radio bearer that is either not configured or is set to RLC-TM.

All security related procedure text in the ACTIVE SET UPDATE procedure and
procedure related to ACTIVE SET UPDATE and security in other proceduresis
deleted. The tabular and ASN.1 have been appropriately updated.

It is specified that the UE shall over-write any pending activation timesfor IP.
It is specified that UE shall use the pending new keys.
The ASN.1is corrected to allow for START value for all domains to be transmitted.

The NOTE specifying UE support of UEAX and UIAX is deleted. A corresponding
correction is made in 25.306.

Itisclarified that "non ciphered" refersto ciphering status set to "not started" and
RBs configured with ciphering algorithm UEAOQ shall contribute to the START value
calculation.

The suggestion that old values for START, Keys, etc. are stored in the USIM has
been deleted.

The ASN.1 and tabular have been appropriately updated to state that stop is never to
be used in any version of the protocol.

It is stated that if the IE "DL Counter Synchronisation Info" or "New URNTI" in
case of RADIO BEARER RECONFIGURATION is present then the UE shall apply
the FRESH value in the received message before performing the integrity check.

RRC State Indicator has been moved in the Tabular per the appropriate al phabetical
order.

14. The requirement corresponding to the START value transmission in case of AM RLC
size change due to system information |E "RB Mapping Info" is deleted since this occurs
only in the case of Inter-RAT Handover to UTRAN and int his case thereisno AM RLC

size change.

Consequences if 38 Incomplete specification related to security procedures causing uncertain UE behavior.
Uncertain UE behavior is case of SRNS relocation.
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8.1.12 Security mode control

o
UTRAN

SECURITY MODE COMMAND

A

SECURITY MODE COMPLETE

Figure 8.1.12-1: Security mode control procedure

8.1.12.1 General

The purpose of this procedure isto trigger the stop or start of ciphering or to command the restart of the ciphering with
anew ciphering configuration, for the radio bearers of one CN domain and for all signalling radio bearers.

It isalso used to start integrity protection or to modify the integrity protection configuration for all signalling radio
bearers.

8.1.12.2 Initiation

8.1.12.2.1 Ciphering configuration change

To start/restart ciphering, UTRAN sends a SECURITY MODE COMMAND message on the downlink DCCH in AM
RL C using the most recent ciphering configuration. If no such ciphering configuration exists then the SECURITY
MODE COMMAND is not ciphered. UTRAN should not transmit a SECURITY MODE COMMAND to signal a
change in ciphering algorithm.

When configuring ciphering, UTRAN should ensure that the UE needs to store at most two different ciphering
configurations (keyset and algorithm) per CN domain, in total over all radio bearers at any given time. For signalling
radio bearers the total number of ciphering configurations that need to be stored is at most three. Prior to sending the
SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in the SECURITY
MODE COMMAND, UTRAN should:

1> suspend all radio bearers using RLC-AM or RLC-UM and all signalling radio bearers using RLC-AM or RLC-
UM, except the signalling radio bearer used to send the SECURITY MODE COMMAND message on the
downlink DCCH in RLC-AM according to the following:

2> not transmit RLC PDUs with sequence number greater than or equal to the number in |E "Radio bearer
downlink ciphering activation time info" on all suspended radio bearers and all suspended signalling radio
bearers.

1> set, for the signalling radio bearer used to send the SECURITY MODE COMMAND, the "RLC send sequence
number" in |E "Radio bearer downlink ciphering activation time info" in the |E " Ciphering mode info", at which
time the new ciphering configuration shall be applied,;

1> if atransparent mode radio bearer for this CN domain exists:
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2> include the IE " Ciphering activation time for DPCH" in IE " Ciphering mode info", at which time the new
ciphering configuration shall be applied;

1> set, for each suspended radio bearer and signalling radio bearer that has no pending ciphering activation time set
by a previous security mode control procedure, an "RLC send sequence number" in |E "Radio bearer downlink
ciphering activation time info" in the IE " Ciphering mode info", at which time the new ciphering configuration
shall be applied;

1> set, for each suspended radio bearer and signalling radio bearer that has a pending ciphering activation time set
by a previous security mode control procedure, the "RLC send sequence number” in |E "Radio bearer downlink
ciphering activation time info" in the IE " Ciphering mode info" to the value used in the previous security mode
control procedure, at which time the latest ciphering configuration shall be applied;

1> if Integrity protection has already been started for the UE:

2> if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3> include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.

2> if the IE"CN domain identity" in the SECURITY MODE COMMAND is different from the |IE "CN domain
identity" that was sent in the previous SECURITY MODE COMMAND message to the UE:

3> include the IE "Integrity protection mode info" in the SECURITY MODE COMMAND.
1> transmit the SECURITY MODE COMMAND message on RB2.

8.1.12.2.2 Integrity protection configuration change

To start or modify integrity protection, UTRAN sends a SECURITY MODE COMMAND message on the downlink
DCCH in AM RLC using the new integrity protection configuration. UTRAN should not "modify" integrity protection
for aCN domain to which aSECURITY MODE COMMAND configuring integrity protection has been previously sent
for an ongoing signalling connection unless the application of new integrity keys needs to be signalled to the UE.
UTRAN should not transmit a SECURITY MODE COMMAND to signal achange in integrity protection algorithm.

When configuring Integrity protection, UTRAN should:

1> ensure that the UE needs to store at most three different Integrity protection configurations (keysets) at any given
time. Thisincludes the total number of Integrity protection configurations for all signalling radio bearers;

1> if Ciphering has already been started for the UE for the CN domain to be set in the IE "CN domain identity" in
the SECURITY MODE COMMAND:

2> if for the CN domain indicated in the IE "CN domain identity" in the SECURITY MODE COMMAND, a
new security key set (new ciphering and integrity protection keys) has been received from upper layers since
the transmission of the last SECURITY MODE COMMAND message for that CN domain:

3> include the IE " Ciphering mode info" in the SECURITY MODE COMMAND.

1> if Ciphering has already been configured for the UE for a CN domain different from the CN domain to be set in
the [E "CN domain identity" in the SECURITY MODE COMMAND:

2> include the IE " Ciphering mode info" in the SECURITY MODE COMMAND.

Prior to sending the SECURITY MODE COMMAND, for the CN domain indicated in the IE "CN domain identity" in
the SECURITY MODE COMMAND, UTRAN should:

1> if thisisthe first SECURITY MODE COMMAND sent for this RRC connection:
2> if new keys have been received:
3> initialise the hyper frame numbers as follows:

4> set dl hits of the hyper frame numbers of the COUNT-I values for al signalling radio bearers to zero.
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2> else (if new keys have not been received):

3> usethevalue "START" in the most recently received |IE "START ligt" or IE"START" that belongs to the
CN domain indicated in the |[E "CN domain identity" to initialise all hyper frame numbers of COUNT-I
for all the signalling radio bearers by:

4> setting the 20 most significant bits of the hyper frame numbers for all signalling radio bearers to the
value "START" in the most recently received IE "START list" or IE"START" for that CN domain;

4> setting the remaining bits of the hyper frame numbers equal to zero.
1> else (thisis not the first SECURITY MODE COMMAND sent for this RRC connection):
2> if new keys have been received:
3> initiaise the hyper frame number for COUNT-I for RB2 asfollows:
4> set all bits of the HFN of the COUNT-I value for RB2 to zero.
2> if new keys have not been received:
3> initiaise the hyper frame number for COUNT-I for RB2 asfollows:

4> set the 20 most significant bits of the HFN of the downlink and uplink COUNT-I to the value of the
most recently received IE "START" or IE"START LIST" for the CN domain to be set inthe IE"CN
Domain Identity";

4> set the remaining bits of the HFN of the downlink and uplink COUNT-I to zero.
1> if the IE "Integrity protection mode command" has the value " Start":

2> prohibit the transmission of signalling messages with any RRC SN on all signalling radio bearers, except
RB2;

2> set the FRESH value in the | E "Integrity protection initialisation number”, included in the |E "Integrity
protection mode info".

1> if the IE "Integrity protection mode command" has the value "Modify":
2> for each signalling radio bearer RBn, except RB2:

3> prohibit the transmission of signalling messages with RRC SN greater or equal to the RRC sequence
number in entry for signalling radio bearer n in the "RRC message sequence number list" in the |IE
"Downlink integrity protection activation info", included in the |E "Integrity protection mode info".

2> set, for each signalling radio bearer RBn, that has no pending integrity protection activation time set by a
previous security mode control procedure, an RRC sequence humber in entry for signalling radio bearer nin
the "RRC message sequence number list" in the |E "Downlink integrity protection activation info", included
in the |E "Integrity protection mode info", at which time the new integrity protection configuration shall be

applied;

2> set, for each signalling radio bearer RBn, that has a pending integrity protection activation time set by a
previous security mode control procedure, the RRC sequence number in entry for signalling radio bearer nin
the "RRC message sequence number list" in the |E "Downlink integrity protection activation info", included
in the |E "Integrity protection mode info", to the value used in the previous security mode control procedure,
at which time the latest integrity protection configuration shall be applied.

1> transmit the SECURITY MODE COMMAND message on RB2 using the new integrity protection configuration.

8.1.12.3 Reception of SECURITY MODE COMMAND message by the UE
Upon reception of the SECURITY MODE COMMAND message, the UE shall:

1> if neither |E "Ciphering mode info" nor |1E "Integrity protection mode info" isincluded in the SECURITY
MODE COMMAND:
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2> set the variable INVALID_CONFIGURATION to TRUE.

1> if the |IE " Security capability" isthe same asindicated by variable UE_CAPABILITY_TRANSFERRED, and the
IE "GSM security capability” (if included in the SECURITY MODE COMMAND) is the same as indicated by
the variable UE_CAPABILITY_TRANSFERRED:

2> set the variable LATEST_CONFIGURED_CN_DOMAIN equal to the IE "CN domain identity";

2> set the |E "Status' in the variable SECURITY _MODIFICATION for the CN domainindicated inthe IE"CN
domain identity" in the received SECURITY MODE COMMAND to the value "Affected”;

2> set the |E "Status' in the variable SECURITY _MODIFICATION for all CN domains other than the CN
domainindicated in the IE "CN domain identity" to "Not affected”;

2> set the |IE "RRC transaction identifier" in the SECURITY MODE COMPLETE message to the value of
"RRC transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table
"Accepted transactions' in the variable TRANSACTIONS; and

2> clear that entry;

2> if the SECURITY MODE COMMAND message contained the | E " Ciphering mode info":
3> perform the actions as specified in subclause 8.6.3.4.

2> if the SECURITY MODE COMMAND message contained the | E "Integrity protection mode info":
3> perform the actions as specified in subclause 8.6.3.5.

1> prior to sending the SECURITY MODE COMPLETE message:
2> use the old ciphering configuration for this message;
2> if the SECURITY MODE COMMAND message contained the | E " Ciphering mode info":

3> include and set the |E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

3> for each radio bearer and signalling radio bearer that belongsto the CN domain asindicated in the
variable LATEST_CONFIGURED_CN_DOMAIN:

4> start or continue incrementing the COUNT-C values for all RLC-AM and RLC-UM signalling radio
bearers at the ciphering activation time as specified in the procedure;

4> continue incrementing the COUNT-C values for all RLC-AM and RLC-UM radio bearers.

3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN:

4> for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the downlink, at the RLC
sequence number indicated in |E "Radio bearer downlink ciphering activation timeinfo" in the IE
"Ciphering mode info" included in the SECURITY MODE COMMAND, for each signalling radio
bearer:

5> set the 20 most significant bits of the HFN component of the downlink COUNT-C to the value
"START" in the most recently transmitted |IE "START list" or IE"START" that belongsto the CN
domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN;

5> set the remaining bits of the hyper frame numbersto zero.
3> if new keys have been received:
4> perform the actionsin subclause 8.1.12.3.1.
2> if the SECURITY MODE COMMAND message contained the | E "Integrity protection mode info":

3> include and set the |E "Uplink integrity protection activation info" to the value of the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO for each signalling radio bearer;
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3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST CONFIGURED_CN_DOMAIN, for
RB2:

4> in the downlink, for the received SECURITY MODE COMMAND message:

5> set the 20 most significant bits of the |IE "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value "START" in the most
recently transmitted |E "START list" or IE"START" that belongs to the CN domain as indicated
inthe variable LATEST_CONFIGURED_CN_DOMAIN;

5> set the remaining bits of the |E "Downlink RRC HFN" to zero.
4> in the uplink, for the transmitted response message, SECURITY MODE COMPLETE:

5> set the 20 most significant bits of the |IE "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value "START" in the most
recently transmitted |E "START list" or IE"START" that belongs to the CN domain as indicated
inthe variable LATEST_CONFIGURED_CN_DOMAIN;

5> set the remaining bits of the IE "Uplink RRC HFN" to zero.

3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain indicated in the variable LATEST _CONFIGURED_CN_DOMAIN, for
each signalling radio bearer other than RB2:

4> if the |E "Integrity protection mode command" has the value "start":
5> in the downlink, for this signalling radio bearer:

6> set the 20 most significant bits of 1E "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value START
transmitted in the most recently transmitted |IE "START list" or IE"START" that belongsto
the CN domain asindicated in the variable LATEST _CONFIGURED_CN_DOMAIN;

6> set the remaining bits of the |E "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to zero;

4> else;

5> in the downlink, for the first message for which the RRC sequence number in areceived RRC
message for this signalling radio bearer is equal to or greater than the activation time as indicated
in IE "Downlink integrity protection activation info" asincluded in the |E "Integrity protection
mode info", for this signalling radio bearer:

6> set the 20 most significant bits of the IE "Downlink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the downlink COUNT-I to the value "START" in the
most recently transmitted |IE "START list" or IE"START" that belongs to the CN domain as
indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6> set the remaining bits of the |E "Downlink RRC HFN" to zero.
3> if new keys have been received:
4> perform the actionsin subclause 8.1.12.3.1.

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted SECURITY MODE COMPLETE message;

2> transmit the SECURITY MODE COMPLETE message on the uplink DCCH in AM RLC;
1> when the successful delivery of the SECURITY MODE COMPLETE message has been confirmed by RLC:
2> if the SECURITY MODE COMMAND message contained the | E " Ciphering mode info":
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3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN:

4> for ciphering on signalling radio bearers using RLC-AM and RLC-UM in the uplink, at the RLC
sequence number indicated in | E "Radio bearer uplink ciphering activation time info" included in the
SECURITY MODE COMPLETE, for each signalling radio bearer:

5> set the HFN component of the uplink COUNT-C to the value "START" in the most recently
transmitted |1E "START list" or IE"START" that belongs to the CN domain as indicated in the
variable LATEST_CONFIGURED_CN_DOMAIN;

5> set the remaining bits of the hyper frame numbersto zero.
3> if new keys have been received:
4> perform the actionsin subclause 8.1.12.3.1.

3> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM
or RLC-UM;

3> set the |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
3> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
2> if the SECURITY MODE COMMAND message contained the |E "Integrity protection mode info":

3> if no new security key set (new ciphering and integrity protection keys) has been received from the upper
layers [40] for the CN domain indicated in the variable LATEST_CONFIGURED_CN_DOMAIN, for
each signalling radio bearer other than RB2:

4> if the |E "Integrity protection mode command" has the value "start":
5> inthe uplink, for this signalling radio bearer:

6> set the 20 most significant bits of 1E "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value START transmitted
in the most recently transmitted |E "START list" or IE"START" that belongsto the CN
domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN;

6> set the remaining bits of the |E "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to zero.

4> ese;

5> in the uplink, for the first transmitted RRC message for this signalling radio bearer with RRC
sequence number equal to the activation time asindicated in |E "Uplink integrity protection
activation info" included in the transmitted SECURITY MODE COMPLETE, for this signalling
radio bearer:

6> set the 20 most significant bits of the |IE "Uplink RRC HFN" in the variable
INTEGRITY_PROTECTION_INFO of the uplink COUNT-I to the value "START" in the
most recently transmitted |IE "START list" or IE"START" that belongs to the CN domain as
indicated in the variable LATEST_CONFIGURED_CN_DOMAIN;

6> set the remaining bits of the |E "Uplink RRC HFN" to zero.
3> if new keys have been received:
4> perform the actionsin subclause 8.1.12.3.1.
3> dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

3> set "Uplink RRC Message sequence number"” for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO
will use the new integrity protection configuration;

3> set the |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and
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3> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
2> clear the variable SECURITY_MODIFICATION;
2> notify upper layers upon change of the security configuration;
2> and the procedure ends.

1> if the IE " Security capability" is not the same as indicated by the variable UE_CAPABILITY_TRANSFERRED,
or the IE"GSM security capability” (if included in the SECURITY MODE COMMAND) is not the same as
indicated by the variable UE_CAPABILITY_TRANSFERRED, or if the IE "GSM security capability" is not
included in the SECURITY MODE COMMAND and isincluded in the variable
UE_CAPABILITY_TRANSFERRED:

2> release all itsradio resources;

2> indicate the rel ease of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED _RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED RABS;

2> clear the variable SECURITY_MODIFICATION;

2> enter idle mode;

2> perform actions when entering idle mode as specified in subclause 8.5.2;

2> and the procedure ends.

8.1.12.3.1 New ciphering and integrity protection keys

If anew security key set (new ciphering and integrity protection keys) has been received from the upper layers [40] for
the CN domain asindicated in the variable LATEST _CONFIGURED _CN_DOMAIN, the UE shall:

1> set the START value for the CN domain indicated in the variable LATEST CONFIGURED_CN_DOMAIN to
Zero;

1> if the SECURITY MODE COMMAND message contained the |E "Integrity protection mode info":
2> for integrity protection in the downlink on each signalling radio bearer except RB2:
3> if IE "Integrity protection mode command" has the value "start":
4> for the first received message on this signalling radio bearer:
5> gtart using the new integrity key;
5> for this signalling radio bearer:

6> set the |E "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the
downlink COUNT-I to zero.

3> else

4> for the first message for which the RRC sequence number in areceived RRC message for this
signalling radio bearer is equal to or greater than the activation time asindicated in |E "Downlink
integrity protection activation info" asincluded in the |E "Integrity protection mode info":

5> start using the new integrity key;
5> for this signalling radio bearer:

6> set the IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the
downlink COUNT-I to zero.
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2> for integrity protection in the uplink on each signalling radio bearer except RB2:

3> for the first message for which the RRC sequence number in ato be transmitted RRC message for this
signalling radio bearer is equal to the activation time asindicated in IE "Uplink integrity protection
activation info" included in the transmitted SECURITY MODE COMPLETE message:

4> dtart using the new integrity key;
4> for this signalling radio bearer:

5> set the |E "Uplink RRC HFN" in the variable INTEGRITY _PROTECTION_INFO of the uplink
COUNT-I to zero.

2> for integrity protection in the downlink on signalling radio bearer RB2:
3> at thereceived SECURITY MODECOMMAND:
4> dtart using the new integrity key;

4> set the |IE "Downlink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the downlink
COUNT-I to zero.

2> for integrity protection in the uplink on signalling radio bearer RB2 :
3> at the transmitted SECURITY MODE COMPLETE:
4> start using the new integrity key;

4> set the |IE "Uplink RRC HFN" in the variable INTEGRITY_PROTECTION_INFO of the uplink
COUNT-I to zero.

1> if the SECURITY MODE COMMAND message contained the |E " Ciphering mode info":

2> for each signalling radio bearer and for each radio bearer for the CN domain indicated in the variable
LATEST_CONFIGURED_CN_DOMAIN:

3> if the IE "Status' in the variable CIPHERING_STATUS has the value " Started" for this CN domain, then
for ciphering on radio bearersusing RLC-TM:

4> at the CFN asindicated in the | E " Ciphering activation time for DPCH" in the |E " Ciphering mode
info":

5> start using the new key in uplink and downlink;
5> set the HFN component of the COUNT-C to zero.

3> if the IE "Status' in the variable CIPHERING_STATUS has the value " Started” for this CN domain, then
for ciphering on radio bearers and signalling radio bearers using RLC-AM and RLC-UM:

4> in the downlink, at the RL C sequence number indicated in |E "Radio bearer downlink ciphering
activation time info" in the I1E " Ciphering mode info":

5> gtart using the new key;
5> set the HFN component of the downlink COUNT-C to zero.

4> in the uplink, at the RLC sequence number indicated in |E "Radio bearer uplink ciphering activation
timeinfo":

5> dtart using the new key;
5> set the HFN component of the uplink COUNT-C to zero.

1> consider the value of the latest transmitted START value to be zero.
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8.1.12.4 Void

8.1.12.4a  Incompatible simultaneous security reconfiguration

If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION becomes set to TRUE of the received
SECURITY MODE COMMAND message, the UE shall:

1> transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC, using the ciphering and
integrity protection configurations prior to the reception of this SECURITY MODE COMMAND;

1> set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to the cause value "incompatible simultaneous reconfiguration”;
1> when the response message has been submitted to lower layers for transmission:

2> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

2> continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND
message has not been received;

2> and the procedure ends.

8.1.12.4b  Cell update procedure during security reconfiguration
If:
- acell update procedure according to subclause 8.3.1 isinitiated; and
- thereceived SECURITY MODE COMMAND message causes either,
- thelE "Reconfiguration” in the variable CIPHERING_STATUS to be set to TRUE; and/or
- thelE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:
the UE shall:
1> abort the ongoing integrity and/or ciphering reconfiguration;

1> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

1> allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;
1> when the response message has been submitted to lower layers for transmission:
2> if the SECURITY MODE COMMAND message contained the | E " Ciphering mode info":
3> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
3> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO,;
2> if the SECURITY MODE COMMAND message contained the |E "Integrity protection mode info":
3> set the |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and
3> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

2> continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND
message has not been received; and
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2> clear the variable SECURITY_MODIFICATION;

2> the procedure ends.

8.1.12.4c Invalid configuration

If the variable INVALID_CONFIGURATION is set to TRUE due to the received SECURITY MODE COMMAND
message, the UE shall:

1> transmit aSECURITY MODE FAILURE message on the DCCH using AM RLC after setting the IEs as
specified below:

2> set the |IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry;
2> set the | E "failure cause” to the cause value "invalid configuration”.
1> when the response message has been submitted to lower layers for transmission:
2> set the variable INVALID_CONFIGURATION to FALSE;
2> set the |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE;

2> continue with any ongoing processes and procedures asif the invalid SECURITY MODE COMMAND
message has not been received;

2> and the procedure ends.

8.1.12.5 Reception of SECURITY MODE COMPLETE message by the UTRAN

UTRAN should apply integrity protection on the received SECURITY MODE COMPLETE message and all
subsequent messages with the new integrity protection configuration, if changed. When UTRAN has received a
SECURITY MODE COMPLETE message and the integrity protection has successfully been applied, UTRAN should:

1> if the IE "Ciphering mode info" was included in the SECURITY MODE COMMAND message:

2> if new keys were received for the CN domain set in the IE "CN Domain Identity" in the SECURITY MODE
COMMAND:

3> sat, at the downlink and uplink activation time, all the bits of the hyper frame numbers of the downlink
and uplink COUNT-C values respectively for all radio bearers for this CN domain and all signalling radio
bearers to zero.

2> else (if new keys were not received):

3> use, at the downlink and uplink activation time, the value "START" in the most recently received |E
"START list" or IE"START" that belongs to the CN domain asindicated in the IE "CN domain identity"
toinitialise al hyper frame numbers of the downlink and uplink COUNT-C values respectively for all the
signalling radio bearers as follows:

4> set the 20 most significant bits of the hyper frame numbers of the COUNT-C for all signalling radio
bearersto the value "START" in the most recently received |IE "START list" or IE"START" for that
CN domain;

4> set the remaining bits of the hyper frame numbers equal to zero.
1> if the IE "Integrity protection mode info" was included in the SECURITY MODE COMMAND message:
2> if thiswas not the first SECURITY MODE COMMAND message for this RRC connection:

3> if new keys have been received for the CN domain set in the IE "CN Domain Identity" included in the
transmitted SECURITY MODE COMMAND message:
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4> initiaise, at the downlink and uplink activation time, al hyper frame numbers of the downlink and
uplink COUNT-I values respectively for all the signalling radio bearers other than RB2 as follows:
5> set dl hits of the hyper frame numbers of the uplink and downlink COUNT-I to zero.

3> if no new keys have been received for the CN domain set in the |IE "CN Domain Identity" included in the
transmitted SECURITY MODE COMMAND message:

4> use, at the downlink and uplink activation time, the value "START" in the most recently received |E
"START list" or IE"START" that belongs to the CN domain asindicated in the IE "CN domain
identity" toinitialise al hyper frame numbers of the downlink and uplink COUNT-I values
respectively for all the signalling radio bearers other than RB2 as follows:

5> set the 20 most significant bits of the hyper frame numbers of the downlink and uplink COUNT-I
respectively for all signalling radio bearersto the value "START" in the most recently received |IE
"START list" or IE"START" for that CN domain;

5> set the remaining bits of the hyper frame numbers equal to zero.
1> send an indication to upper layers that the new security configuration has been activated,;
1> resume, in the downlink, all suspended radio bearers and all signalling radio bearers;
1> allow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

1> if the IE "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value
"Start":

2> dtart applying integrity protection in the downlink for all signalling radio bearers.

1> if the IE "Integrity protection mode command" included in the SECURITY MODE COMMAND had the value
"Modify":

2> start applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each signalling radio bearers RBn, except for signalling radio bearer RB2, indicated by the entry for
signalling radio bearer nin the "RRC message sequence number list" in the |IE "Downlink integrity protection
activation info";

2> continue applying the new integrity configuration for signalling radio bearer RB2;

2> apply the new integrity protection configuration on the received signalling messages with RRC SN greater
than or equal to the number associated with the signalling radio bearer in |E "Uplink integrity protection
activation info".

1> apply the old ciphering configuration for the transmission of RLC PDUs with RLC sequence humber less than
the number indicated in the | E "Radio bearer downlink ciphering activation timeinfo" included in the |IE
"Ciphering mode info";

1> apply the new ciphering configuration for the transmission of RLC PDUs with RL C sequence number greater
than or equal to the number indicated in IE "Radio bearer downlink ciphering activation time info" included in
the |E " Ciphering mode info";

1> apply the old integrity protection configuration on the received signalling messages with RRC SN smaller than
the number associated with the signalling radio bearer in |E "Uplink integrity protection activation info";

1> for radio bearers using RLC-AM or RLC-UM:

2> use the old ciphering configuration for received RLC PDUs with RLC sequence humber less than the RLC
sequence number indicated in the |E "Radio bearer uplink ciphering activation timeinfo" sent by the UE;

2> use the new ciphering configuration for received RLC PDUs with RL C sequence number greater than or
equal to the RL C sequence number indicated in the IE "Radio bearer uplink ciphering activation time info"
sent by the UE;

2> if an RLC reset or re-establishment occurs after the SECURITY MODE COMPLETE message has been
received by UTRAN before the activation time for the new ciphering configuration has been reached, ignore
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the activation time and apply the new ciphering configuration immediately after the RLC reset or RLC re-
establishment.

1> for radio bearers using RLC-TM:
2> use the old ciphering configuration for the received RLC PDUs before the CFN asindicated in the |E
"Ciphering activation time for DPCH" in the |E " Ciphering mode info" asincluded in the SECURITY
MODE COMMAND;
2> use the new ciphering configuration for the received RLC PDUs at the CFN asindicated in the |E " Ciphering
activation time for DPCH" in the | E " Ciphering mode info" as included in the SECURITY MODE
COMMAND.

1> and the procedure ends.

8.1.12.6 Invalid SECURITY MODE COMMAND message

If the SECURITY MODE COMMAND message contains a protocol error causing the variable
PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error
handling as follows:

1> transmit a SECURITY MODE FAILURE message on the uplink DCCH using AM RLC;

1> set the IE "RRC transaction identifier" in the SECURITY MODE FAILURE message to the value of "RRC
transaction identifier" in the entry for the SECURITY MODE COMMAND message in the table "Rejected
transactions' in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to the cause value "protocol error";

1> include the | E "Protocol error information™ with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

1> when the response message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures as if the invalid SECURITY MODE COMMAND
message has not been received;

2> and the procedure ends.

8.1.13 Signalling connection release procedure

e | oo |

SIGNALLING CONNECTION
RELEASE

Figure 8.1.13-1: Signalling connection release procedure, normal case

8.1.13.1 General

The signalling connection release procedure is used to notify to the UE that one of its ongoing signalling connections
has been released. The procedure does not initiate the rel ease of the RRC connection.
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8.1.13.2 Initiation of SIGNALLING CONNECTION RELEASE by the UTRAN

To initiate the procedure, the UTRAN transmits a SIGNALLING CONNECTION RELEASE message on DCCH using
AM RLC.

8.1.13.3 Reception of SIGNALLING CONNECTION RELEASE by the UE
Upon reception of a SIGNALLING CONNECTION RELEASE message, the UE shall:

1> indicate the release of the signalling connection and pass the value of the IE "CN domain identity" to upper
layers;

1> remove the signalling connection with the identity indicated by the IE "CN domain identity" from the variable
ESTABLISHED_SIGNALLING_CONNECTIONS;

1> clear the entry for the SIGNALLING CONNECTION RELEASE message in the table " Accepted transactions”
inthe variable TRANSACTIONS;

1> the procedure ends.

8.1.13.4 Invalid SIGNALLING CONNECTION RELEASE message

If the UE receives a SIGNALLING CONNECTION RELEASE message, which contains a protocol error causing the
variable PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure
specific error handling as follows:

1> include the | E "ldentification of received message"; and
2> set the | E "Received message type" to SIGNALLING CONNECTION RELEASE;

2> set the |IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the
SIGNALLING CONNECTION RELEASE message in the table "Rejected transactions' in the variable
TRANSACTIONS; and

2> clear that entry.

1> include the |E "Protocol error information" with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

1> transmit an RRC STATUS message on the uplink DCCH using AM RLC
1> when the RRC STATUS message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures as if theinvalid SIGNALLING CONNECTION
REL EA SE message has not been received.

8.1.13.5 Invalid configuration

If radio access bearers for the CN domain indicated by the |IE "CN domain identity" exist in the variable
ESTABLISHED_RABS, the UE shall:

1> transmit an RRC STATUS message on the uplink DCCH using AM RLC;
1> include the IE "ldentification of received message"; and
1> set the |E "Received message type" to SIGNALLING CONNECTION RELEASE; and

1> set the IE "RRC transaction identifier” to the value of "RRC transaction identifier" in the entry for the
SIGNALLING CONNECTION RELEASE message in the table " Accepted transactions” in the variable
TRANSACTIONS and clear that entry;

1> include the |E "Protocol error information™ with contents set to the value "M essage not compatible with receiver
state";

1> when the RRC STATUS message has been submitted to lower layers for transmission:
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2> continue with any ongoing processes and procedures as if theinvalid SIGNALLING CONNECTION
REL EA SE message has not been received.

8.1.14 Signalling connection release indication procedure

UE UTRAN

SIGNALLING CONNECTION
RELEASE INDICATION

Figure 8.1.14-1: Signalling connection release indication procedure, normal case

8.1.14.1 General

The signalling connection release indication procedure is used by the UE to indicate to the UTRAN that one of its
signalling connections has been released. The procedure may in turn initiate the RRC connection release procedure.
8.1.14.2 Initiation

The UE shall, on receiving arequest to release (abort) the signalling connection from upper layers for a specific CN
domain:

1> if asignalling connection in the variable ESTABLISHED _SIGNALLING_CONNECTIONS for the specific CN
domain identified with the IE "CN domain identity" exists:

2> initiate the signalling connection release indication procedure.
1> otherwise:

2> abort any ongoing establishment of signalling connection for that specific CN domain as specified in
8.1.3.5a

Upon initiation of the signalling connection release indication procedure in CELL_PCH or URA_PCH state, the UE
shall:

1> perform a cell update procedure, according to subclause 8.3.1, using the cause "uplink data transmission”;
1> when the cell update procedure completed successfully:
2> continue with the signalling connection release indication procedure as below.
The UE shall:

1> set the IE "CN Domain Identity” to the value indicated by the upper layers. The value of the |E indicates the CN
domain whose associated signalling connection the upper layers are indicating to be rel eased;

1> remove the signalling connection with the identity indicated by upper layers from the variable
ESTABLISHED_SIGNALLING_CONNECTIONS;

1> transmit a SIGNALLING CONNECTION RELEASE INDICATION message on DCCH using AM RLC.

When the SIGNALLING CONNECTION RELEASE INDICATION message has been submitted to lower layers for
transmission the procedure ends.
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8.1.14.3 Reception of SIGNALLING CONNECTION RELEASE INDICATION by the
UTRAN

Upon reception of a SIGNALLING CONNECTION RELEASE INDICATION message, the UTRAN requests the
release of the signalling connection from upper layers. Upper layers may then initiate the release of the signalling
connection.

8.1.15 Counter check procedure

UE UTRAN

COUNTER CHECK

COUNTER CHECK RESPONSE

Figure 8.1.15-1: Counter check procedure

8.1.15.1 General

The counter check procedure is used by the UTRAN to perform alocal authentication. The purpose of the procedure is
to check that the amount of data sent in both directions (uplink and downlink) over the duration of the RRC connection
isidentical at the UTRAN and at the UE (to detect a possible intruder — a 'man-in-the-middle’ — from operating).

This procedure is only applicable to radio bearers, and only to radio bearers using RLC-AM or RLC-UM. It should be
noted that this requires that the COUNT-C values for each UL and DL radio bearers using RLC-AM or RLC-UM
continue to be incremented even if ciphering is not used. This procedure is not applicable to signalling radio bearers.

8.1.15.2 Initiation

The UTRAN monitors the COUNT-C val ue associated with each radio bearer using UM or AM RLC. The procedureis
triggered whenever any of these values reaches a critical checking value. The granularity of these checking values and
the values themselves are defined to the UTRAN by the visited network. The UTRAN initiates the procedure by
sending a COUNTER CHECK message on the downlink DCCH.

8.1.15.3 Reception of a COUNTER CHECK message by the UE

When the UE receives a COUNTER CHECK message it shall compare the COUNT-C MSB values received in the |IE
"RB COUNT-C MSB information" in the COUNTER CHECK message to the COUNT-C M SB values of the
corresponding radio bearers.

The UE shall:

1> set the |E "RRC transaction identifier" in the COUNTER CHECK RESPONSE message to the value of "RRC
transaction identifier" in the entry for the COUNTER CHECK message in the table " Accepted transactions” in
the variable TRANSACTIONS; and

1> clear that entry.

- thereisone or more radio bearer(s) using UM or AM RLC mode stored in the variable ESTABLISHED RABS,
which is (are) not included in the IE "RB COUNT-C MSB information"; or

- thereisone or more radio bearer(s) included in the IE "RB COUNT-C MSB information", which is (are) not
stored in the variable ESTABLISHED _RABS; or
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- for any radio bearer (excluding signalling radio bearers) using UM or AM RLC mode stored in the variable
ESTABLISHED RABSand included inthe IE"RB COUNT-C MSB information" with COUNT-C MSB values
different from the M SB part of the COUNT-C valuesin the UE:

the UE shall:

1> include these radio bearersin the IE "RB COUNT-C information" in the COUNTER CHECK RESPONSE
message. For any RB which isincluded in the IE "RB COUNT-C MSB information" in the COUNTER CHECK
message but not stored in the variable ESTABLISHED _RABS in the UE, the MSB part of COUNT-C valuesin
the COUNTER CHECK RESPONSE message shall be set identical to COUNT-C-MSB valuesin the
COUNTER CHECK message. The LSB part shall be filled with zeroes.

The UE shall:

1> if no COUNT-C exists for aradio bearer for agiven direction (uplink or downlink) because:

2> itisauni-directional radio bearer configured only for the other direction (downlink or uplink respectively),
or

2> has been configured to RLC-TM mode in one direction (uplink or downlink) and RLC-UM in the other
(downlink or uplink respectively),

3> set the COUNT-Cinthe |lE "RB COUNT-C information” in the COUNTER CHECK RESPONSE
message, to any value;

1> submit a COUNTER CHECK RESPONSE message to lower layers for transmission on the uplink DCCH using
AM RLC.

When the COUNTER CHECK RESPONSE message has been submitted to lower layers for transmission the procedure
ends.

8.1.15.4 Reception of the COUNTER CHECK RESPONSE message by UTRAN

If the UTRAN receives a COUNTER CHECK RESPONSE message that does not contain any COUNT-C values, the
procedure ends.

If the UTRAN receivesa COUNTER CHECK RESPONSE message that contains one or several COUNT-C values the
UTRAN may release the RRC connection.

8.1.15.5 Cell re-selection
If the UE performs cell re-selection anytime during this procedure it shall, without interrupting the procedure:

1> initiate the cell update procedure according to subclause 8.3.1.

8.1.15.6 Invalid COUNTER CHECK message

If the UE receives a COUNTER CHECK message, which contains a protocol error causing the variable
PROTOCOL_ERROR_REJECT to be set to TRUE according to clause 9, the UE shall perform procedure specific error
handling as follows. The UE shall:

1> transmit an RRC STATUS message on the uplink DCCH using AM RLC;
1> include the IE "ldentification of received message"; and
1> set the |E "Received message type" to COUNTER CHECK; and

1> set the IE "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the UE
COUNTER CHECK message in the table "Rejected transactions' in the variable TRANSACTIONS; and

1> clear that entry;

1> include the | E "Protocol error information™ with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

3GPP



Error! No text of specified style in document. 20 Error! No text of specified style in document.

1> when the RRC STATUS message has been submitted to lower layers for transmission:

2> continue with any ongoing processes and procedures as if the invalid COUNTER CHECK message has not
been received.

8.3.4  Active set update

UE UTRAN

ACTIVE SET UPDATE

A

ACTIVE SET UPDATE COMPLETE

Figure 8.3.4-1: Active Set Update procedure, successful case

UE UTRAN

ACTIVE SET UPDATE

A

ACTIVE SET UPDATE FAILURE

Figure 8.3.4-2: Active Set Update procedure, failure case

8.34.1 General

The purpose of the active set update procedure is to update the active set of the connection between the UE and
UTRAN. This procedure shall be used in CELL_DCH state. The UE should keep on using the old RLs while
configuring the new RLs. Also the UE should keep the transmitter turned on during the procedure. This procedureis
only used in FDD mode.

8.34.2 Initiation

The procedure isinitiated when UTRAN ordersa UE in CELL_DCH state, to make the following modifications of the
active set of the connection:

a) Radio link addition;

b) Radio link removal;

¢) Combined radio link addition and removal.
In case a) and c), UTRAN should:

1> prepare new additional radio link(s) in the UTRAN prior to the command to the UE.
In all cases, UTRAN should:

1> send an ACTIVE SET UPDATE message on downlink DCCH using AM or UM RLC.
UTRAN should include the following information:

1> |E "Radio Link Addition Information": Downlink DPCH information and other optional parameters relevant for
the radio links to be added along with the |1E "Primary CPICH info" used for the reference ID to indicate which
radio link to add. ThisIE is needed in cases a) and c) listed above;
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1> |E "Radio Link Removal Information™: IE "Primary CPICH info" used for the reference ID to indicate which
radio link to remove. This |E is needed in cases b) and c) listed above.
8.34.3 Reception of an ACTIVE SET UPDATE message by the UE

Upon reception of an ACTIVE SET UPDATE message the UE shall act upon all received information elements as
specified in 8.6, unless specified otherwise in the following.

The UE may:

1> maintain alist of the set of cells to which the UE has Radio Linksif the IE "Cell ID" is present.
The UE shall:

1> first add the RLs indicated in the |E "Radio Link Addition Information”;

1> remove the RLs indicated in the |IE "Radio Link Removal Information”. If the UE active set isfull or becomes
full, an RL, which isincluded in the |E "Radio Link Removal Information” for removal, shall be removed before
adding RL, which isincluded in the IE "Radio Link Addition Information" for addition;

1> perform the physical layer synchronisation procedure as specified in [29];

1> if the IE "TFCI combining indicator" associated with aradio link to be added is set to TRUE:
2> if aDSCH transport channel is assigned and thereisa'hard' split in the TFCI field:

3> configure Layer 1 to soft-combine TFCI (field 2) of this new link with those links already in the TFCI
(field 2) combining set.

1> set the IE "RRC transaction identifier" inthe ACTIVE SET UPDATE COMPLETE message to the value of
"RRC transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

1> clear that entry;

1> transmit an ACTIVE SET UPDATE COMPLETE message on the uplink DCCH using AM RLC without waiting
for the Physical Layer synchronization;
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1> the procedure ends on the UE side.

8.34.4 Unsupported configuration in the UE

If UTRAN instructs the UE to use a configuration that it does not support, the UE shall:
1> keep the active set as it was before the ACTIVE SET UPDATE message was received;
1> transmit an ACTIVE SET UPDATE FAILURE message on the DCCH using AM RLC;

1> set the IE "RRC transaction identifier" in the ACTIVE SET UPDATE FAILURE message to the value of "RRC
transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted transactions”
in the variable TRANSACTIONS; and
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1> clear that entry;
1> set the |E "failure cause" to "configuration unsupported”;
1> when the ACTIVE SET UPDATE FAILURE message has been submitted to lower layers for transmission:

2> the procedure ends on the UE side.

8.3.45 Invalid configuration
If any of the following conditions are valid:

- aradiolink indicated by the |IE "Downlink DPCH info for each RL" in the |E "Radio link addition information"
has a different spreading factor than the spreading factor for the radio linksin the active set that will be
established at the time indicated by the |E "Activation time"; and/or

- aradiolink inthe IE "Radio link addition information" is also present in the |IE "Radio Link Removal
Information"; and/or

- thelE"Radio Link Removal Information" contains all the radio links which are part of or will be part of the
active set at the time indicated by the IE "Activation time"; and/or

- thelE"TX Diversity Mode" is not set to "none" and it indicates a diversity mode that is different from the one
currently used in all or part of the active set; and/or

- aradiolink indicated by the IE "Radio Link Removal Information™ does not exist in the active set; and/or

- dfter theremoval of all radio links indicated by the IE "Radio Link Removal Information™" and the addition of all
radio linksindicated by the |E "Radio Link Addition Information” the active set would contain more than the
maximum allowed number of radio links; and/or

- thevariable INVALID_CONFIGURATION is set to TRUE:

the UE shall:
1> keep the active set asit was before the ACTIVE SET UPDATE message was received;
1> transmit an ACTIVE SET UPDATE FAILURE message on the DCCH using AM RLC;

1> set the IE "RRC transaction identifier” inthe ACTIVE SET UPDATE FAILURE message to the value of "RRC
transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted transactions”
in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to "Invalid configuration”;

1> When the ACTIVE SET UPDATE FAILURE message has been submitted to lower layers for transmission:

2> the procedure ends on the UE side.
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8.3.4.6 Reception of the ACTIVE SET UPDATE COMPLETE message by the
UTRAN

When the UTRAN has received the ACTIVE SET UPDATE COMPLETE message,

1> the UTRAN may remove radio link(s) that are indicated to remove to the UE in case b) and c); and

1> the procedure ends on the UTRAN side.

8.3.4.7 Reception of the ACTIVE SET UPDATE FAILURE message by the UTRAN
When the UTRAN has received the ACTIVE SET UPDATE FAILURE message, the UTRAN may delete radio links
that were included in the |E "Radio Link Addition Information” for addition. The procedure ends on the UTRAN side.
8.3.4.8 Invalid ACTIVE SET UPDATE message

If the ACTIVE SET UPDATE message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT
to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows. The UE
shall:

1> transmit aACTIVE SET UPDATE FAILURE message on the uplink DCCH using AM RLC;

1> set the IE "RRC transaction identifier" inthe ACTIVE SET UPDATE FAILURE message to the value of "RRC
transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table "Rejected transactions'
in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to the cause value "protocol error";

1> include the |E "Protocol error information" with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION;

1> when the ACTIVE SET UPDATE FAILURE message has been delivered to lower layers for transmission:

3GPP



Error! No text of specified style in document. 25 Error! No text of specified style in document.
2> continue with any ongoing processes and procedures as if theinvalid ACTIVE SET UPDATE message has
not been received;

2> and the procedure ends.

8.3.4.9 Reception of an ACTIVE SET UPDATE message in wrong state

If the UE isin another state than CELL_DCH state upon reception of the ACTIVE SET UPDATE message, the UE
shall perform procedure specific error handling as follows. The UE shall:

1> transmit aACTIVE SET UPDATE FAILURE message on the uplink DCCH using AM RLC;

1> set the IE "RRC transaction identifier" in the ACTIVE SET UPDATE FAILURE message to the value of "RRC
transaction identifier" in the entry for the ACTIVE SET UPDATE message in the table " Accepted transactions”
in the variable TRANSACTIONS; and

1> clear that entry;
1> set the |E "failure cause" to the cause value "protocol error";

1> include the |E "Protocol error information” with the |E "Protocol error cause" set to "Message hot compatible
with receiver state";

1> when the ACTIVE SET UPDATE FAILURE message has been delivered to lower layers for transmission:

2> continue with any ongoing processes and procedures asif the ACTIVE SET UPDATE message has not been
received;

2> and the procedure ends.

8.5.9 START value calculation
In connected mode, the START vaue for CN domain X' is calculated as
Let STARTy =the START vaue for CN domain 'X" prior to the calculation below:

STARTy' = MSBy, (MAX { COUNT-C, COUNT-I | radio bearers and signalling radio bearers using the most recently
configured CKy and IKy}) + 2.

- if STARTx'= the maximum value = 1048575 then STARTyx = START";
- if thecurrent STARTy < STARTY' then STARTy = STARTY', otherwise STARTY is unchanged.

NOTE: Here, "most recently configured” meansthat if there is more than one key in use for a CN domain, due to
non-expiry of the ciphering and/or integrity protection activation time for any signalling radio bearers
and/or radio bearers, do not include the COUNT-I/COUNT-C for these signalling radio bearers and/or
radio bearersin the calculation of the START .

COUNT-C corresponding to non-ciphered radio bearers (i.e. RBs with ciphering status set to "not started") shall not be
included in the calculation of the STARTY'. If aradio bearer isreleased and the radio bearer was ciphered, the values of
the COUNT-C at the time the radio bearer is released shall be taken into account in the calculation of the START'.

8.5.10 Integrity protection
If the "Status' in the variable INTEGRITY_ PROTECTION_INFO has the value " Started" then the UE shall:
1> perform integrity protection (and integrity checking) on all RRC messages, with the following exceptions:
HANDOVER TO UTRAN COMPLETE
PAGING TYPE 1
PUSCH CAPACITY REQUEST

3GPP



Error! No text of specified style in document. 26 Error! No text of specified style in document.

PHY SICAL SHARED CHANNEL ALLOCATION

RRC CONNECTION REQUEST

RRC CONNECTION SETUP

RRC CONNECTION SETUP COMPLETE

RRC CONNECTION REJECT

RRC CONNECTION RELEASE (CCCH only)

SYSTEM INFORMATION

SYSTEM INFORMATION CHANGE INDICATION

TRANSPORT FORMAT COMBINATION CONTROL (TM DCCH only)

If the"Status' in the variable INTEGRITY _ PROTECTION_INFO has the value "Not started” then integrity protection
(and integrity checking) shall not be performed on any RRC message.

For each signalling radio bearer, the UE shall use two RRC hyper frame numbers:
"Uplink RRC HFN";
"Downlink RRC HFN".
and two message seguence numbers:
"Uplink RRC Message sequence number";
"Downlink RRC Message sequence number".

The above information is stored in the variable INTEGRITY_PROTECTION_INFO per signalling radio bearer (RBO-
RB4).

Upon the first activation of integrity protection for an RRC connection, UE and UTRAN initialise the "Uplink RRC
M essage seguence number" and "Downlink RRC M essage sequence number" for all signalling radio bearers as
specified in subclauses 8.6.3.5 and 8.5.10.1.

The RRC message sequence number (RRC SN) isincremented for every integrity protected RRC message.

If the |E "Integrity Protection Mode Info" is present in areceived message, the UE shall:

1> perform the actions in subclause 8.6.3.5 before proceeding with the integrity check of the received message.

8.5.10.1 Integrity protection in downlink

If the UE receives an RRC message on signalling radio bearer with RB identity n, the "Status" in the variable
INTEGRITY__ PROTECTION_INFO has the value "Started" and the | E 'Integrity check info' is present the UE shall:

1> check the value of the |E "RRC message sequence number" included in the |E "Integrity check info";

2> if the "Downlink RRC Message sequence number” is not present in the variable
INTEGRITY_PROTECTION_INFO:

3> initiaise the "Downlink RRC Message sequence number" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included
inthe |E "Integrity check info" of the received message.

2> if the "Downlink RRC Message sequence number” is present in the variable
INTEGRITY_PROTECTION_INFO:

3> if the RRC message sequence number is lower than the "Downlink RRC Message sequence number" for
signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:
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4> increment "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with one.

3> if the RRC message sequence number is equal to the "Downlink RRC Message sequence number"” for
signalling radio bearer RBn in the variable INTEGRITY_PROTECTION_INFO:

4> discard the message.
1> calculate an expected message authentication code in accordance with subclause 8.5.10.3;

1> compare the expected message authentication code with the value of the received | E "message authentication
code" contained in the IE "Integrity check info";

2> if the expected message authentication code and the received message authentication code are the same, the
integrity check is successful:

3> update the "Downlink RRC Message sequence number” for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO with the value of the IE "RRC message sequence number" included
in the |E "Integrity check info" of the received RRC message.

2> if the calculated expected message authentication code and the received message authentication code differ:

3> if the IE "RRC message sequence number" included in the |E "Integrity check info" islower than the
"Downlink RRC Message sequence number” for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO (in this case the "Downlink RRC HFN" for signalling radio bearer
RBninthe variable INTEGRITY_PROTECTION_INFO was incremented by one, as stated above):

4> decrement "Downlink RRC HFN" for signalling radio bearer RBn in the variable
INTEGRITY_PROTECTION_INFO by one.

3> discard the message.

If the UE receives an RRC message on signalling radio bearer with identity n, the "Status" in the variable INTEGRITY _
PROTECTION_INFO hasthe value " Started" and the IE 'Integrity check info' is not present the UE shall:

1> discard the message.

8.6.3.3 Generic state transition rules depending on received information elements

The |E "RRC State Indicator" indicates the state the UE shall enter. The UE shall enter the state indicated by the IE
"RRC State Indicator" even if the received message includes other | Es relevant only for states other than indicated by
the IE "RRC State Indicator”. E.g. if the RRC state indicator is set to CELL_FACH while other 1Es provide information
about a configuration including dedicated channels, the UE shall enter CELL_FACH state. If however the UE has no
information about the configuration corresponding to the state indicated by the |E "RRC State Indicator", it shall
consider the requested configuration asinvalid.

The UE shall, if the IE "RRC State Indicator" in the received message has the value:
1> "CELL_FACH":
2> enter CELL_FACH state as dictated by the procedure governing the message received.
1> "CELL_DCH":
2> if neither DPCH is assigned in the message nor isthe UE in CELL_DCH:
3> set the variable INVALID_CONFIGURATION to TRUE.
2> else
3> enter CELL_DCH state as dictated by the procedure governing the message received.
1> "CELL_PCH":
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2> if the received message is RRC CONNECTION SETUP and |E "RRC State Indicator” is set to CELL_PCH:
3> set the variable INVALID_CONFIGURATION to TRUE.

2> else:
3> enter CELL_PCH state as dictated by the procedure governing the message received.

1> "URA_PCH":

2> if the received message is RRC CONNECTION SETUP and |E "RRC State Indicator” is set to URA_PCH:
3> set the variable INVALID_CONFIGURATION to TRUE.

2> else

3> enter URA_PCH state as dictated by the procedure governing the message received.

8.6.3.4 Ciphering mode info

The |E "Ciphering mode info" defines the new ciphering configuration. At any given time, the UE needs to store at
most two different ciphering configurations (keyset and algorithm) per CN domain at any given timein total for all
radio bearers and three configurationsin total for all signalling radio bearers.

If the IE "Ciphering mode info" is present and if the |E "Reconfiguration™ in the variable CIPHERING_STATUS is set
to TRUE, the UE shall:

1> ignore this second attempt to change the ciphering configuration; and
1> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Ciphering mode info" is present and if the |E "Reconfiguration” in the variable CIPHERING_STATUS is set
to FALSE, the UE shall:

1> if the |IE "Status' in the variable CIPHERING STATUS has the value "Not started”, and this |E was included in
amessage that is not the message SECURITY MODE COMMAND; or

1> if there does not exist exactly one ciphering activation time in the | E "Radio bearer downlink ciphering
activation timeinfo" for each established RLC-AM and RLC-UM radio bearersincluded in the |IE "RB
information" in the IE"ESTABLISHED RABS' for the CN domain asindicated in the variable
LATEST_CONFIGURED_CN_DOMAIN; or

1> if the|E "Ciphering activation time for DPCH" is not included in message ACTIVE SET UPDATE or
SECURITY MODE COMMAND, and there exist radio bearers using RLC-TM according to the IE"RB
information" inthe IE"ESTABLISHED RABS' for the CN domain asindicated in the variable
LATEST_CONFIGURED_CN_DOMAIN; or

1> if there does not exist exactly one ciphering activation time in the | E "Radio bearer downlink ciphering
activation timeinfo" for each established signalling radio bearer included in the IE "Signalling radio bearer
information” inthe IE "ESTABLISHED RABS':

2> ignore this attempt to change the ciphering configuration;
2> set the variable INVALID_CONFIGURATION to TRUE;
2> perform the actions as specified in subclause 8.1.12.4c.
1> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto TRUE;

1> set the IE "Status' in the variable CIPHERING_STATUS of the CN domains for which the |E " Status' of the
variable SECURITY_MODIFICATION is set to "Affected" to " Started";

1> apply the new ciphering configuration in the lower layersfor al RBs that belong to a CN domain for which the
IE "Status" of the variable SECURITY_MODIFICATION is set to "Affected" and all signalling radio bearers:
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2> using the ciphering algorithm (UEA [40]) indicated by the |E " Ciphering algorithm" as part of the new
ciphering configuration;

2> for each radio bearer that belongsto a CN domain for which the |E "Status' of the variable
SECURITY_MODIFICATION is set to "Affected" and all signalling radio bearers:

3> using the value of the |E "RB identity" in the variable ESTABLISHED RABS minus one as the value of
BEARER [40] in the ciphering algorithm.

1> apply the new ciphering configuration as follows:
2> consider an activation time in downlink to be pending:

3> for UM-RLC until an UMD PDU with sequence number equal to or larger than activation time —1 has
been received;

3> for AM-RLC until all AMD PDUs with sequence numbers up to and including activation time —1 have
been received;

3> for TM-RLC until the CFN indicated in the activation time has been reached.

2> if there are pending activation times in downlink set for ciphering by a previous procedure changing the
ciphering configuration:

3> apply the ciphering configuration included in the current message at this pending activation time;

3> consider the ciphering keys that were to be applied following a previous procedure changing the ciphering
configuration and which have not yet been applied due to the activation time not having elapsed for a
given radio bearer, as part of the ciphering configuration received in the current message.

2> if the |E "Ciphering activation time for DPCH" is present in the |E " Ciphering mode info" and the UE wasin
CELL_DCH state prior to this procedure:

3> for radio bearers using RLC-TM:

4> apply the old ciphering configuration for CFN less than the number indicated in the |E " Ciphering
activation time for DPCH";

4> apply the new ciphering configuration for CFN greater than or equal to the number indicated in |E
"Ciphering activation time for DPCH".

2> if the UE wasin CELL_FACH state prior to this procedure and at completion of this procedure a transparent
mode radio bearer exists and the |E " Ciphering activation time for DPCH" is not present in the |E " Ciphering
mode info":

3> for radio bearers using RLC-TM:

4> apply the old ciphering configuration for CFN less than the number asindicated by the |[E "COUNT-C
activation time" in the transmitted uplink response message for the ciphering activation time for this
radio bearer;

| 4> apply the new ciphering configuration for CFN greater than or equal to the number asindicated in the
transmitted uplink response message for the ciphering activation time for this radio bearer.

2> if the |E "Radio bearer downlink ciphering activation time info" is present:

3> apply the following procedure for each radio bearer and signalling radio bearers using RLC-AM or RLC-
UM indicated by the IE "RB identity":

4> suspend uplink transmission on the radio bearer or the signalling radio bearer (except for the SRB
where the response message is transmitted) according to the following:

5> do not transmit RLC PDUs with sequence number greater than or equal to the uplink activation
time, where the uplink activation time is selected according to the rules below.
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4> select an "RLC send sequence number" at which (activation) time the new ciphering configuration
shall be applied in uplink for that radio bearer according to the following:

5>

5>

5>

for each radio bearer and signalling radio bearer that has no pending ciphering activation timein
uplink as set by a previous procedure changing the security configuration:

6> set a suitable value that would ensure a minimised delay in the change to the latest security
configuration.

for each radio bearer and signalling radio bearer that has a pending ciphering activation timein
uplink as set by a previous procedure changing the security configuration:

6> set the same val ue as the pending ciphering activation time.

consider this activation time in uplink to be elapsed when the selected activation time (as above) is
equal to the "RLC send sequence number";

4> store the selected "RL C send sequence number” for that radio bearer in the entry for the radio bearer
in the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

4> switch to the new ciphering configuration according to the following:

5>

5>

5>

5>

use the old ciphering configuration for the transmitted and received RLC PDUswith RLC
sequence numbers smaller than the corresponding RL C sequence numbersindicated in the IE
"Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received |E "Radio
bearer downlink ciphering activation time info" received from UTRAN, respectively;

use the new ciphering configuration for the transmitted and received RLC PDUs with RLC
sequence numbers greater than or equal to the corresponding RLC sequence numbersindicated in
the |E "Radio bearer uplink ciphering activation time info" sent to UTRAN and in the received |E
"Radio bearer downlink ciphering activation time info" received from UTRAN, respectively;

for aradio bearer using RLC-AM, when the RLC sequence number indicated in the |IE "Radio
bearer downlink ciphering activation time info" falls below the RLC receiving window and the
RL C sequence number indicated in the |E "Radio bearer uplink ciphering activation time info"
falls below the RLC transmission window, the UE may release the old ciphering configuration for
that radio bearer;

if an RLC reset or re-establishment occurs before the activation time for the new ciphering
configuration has been reached, ignore the activation time and apply the new ciphering
configuration immediately after the RLC reset or RLC re-establishment.

If the IE "Ciphering mode info" is not present, the UE shall:

1> not change the ciphering configuration.

8.6.3.5 Integrity protection mode info

The |E "Integrity protection mode info" defines the new integrity protection configuration. At any given time, the UE
needs to store at most three different integrity protection configurations (keysets) in total for all signalling radio bearers

for all CN domains.

If the IE "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to TRUE, the UE shall:

1> ignore this second attempt to change the integrity protection configuration; and

1> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to FALSE, the UE shall:

1> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to TRUE;
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1> if IE "Integrity protection mode command” has the value "start" and the |IE " Status' in the variable
INTEGRITY_PROTECTION_INFO has the value "Not started”, and this |E was included in the message
SECURITY MODE COMMAND:

2> initidise the information for al signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO
according to the following:

3> set the |E "Uplink RRC Message sequence number" in the variable INTEGRITY _PROTECTION_INFO
to zero;

3> do not set the IE "Downlink RRC Message sequence number"” in the variable
INTEGRITY_PROTECTION_INFO;

3> set the variable INTEGRITY_PROTECTION_ACTIVATION_INFO to zero for each signalling radio
bearer inthe IE"ESTABLISHED_RABS".

2> set the |IE "Status' in the variable INTEGRITY _PROTECTION_INFO to the value " Started";

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

3> using the algorithm (UIA [40Q]) indicated by the |E "Integrity protection algorithm™ contained in the |IE
"Integrity protection mode info";

3> using the |E "Integrity protection initialisation number"”, contained in the |E "Integrity protection mode
info" asthe value of FRESH [40].

2> start applying the new integrity protection configuration in the downlink for each signalling radio bearer in
the IE"ESTABLISHED_RABS" except RB2 at the next received RRC message;

2> start applying the new integrity protection configuration in the downlink for signalling radio bearer RB2 from
and including the received SECURITY MODE COMMAND message;

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted SECURITY MODE COMPLETE message;

2> start applying the new integrity protection configuration in the uplink for signalling radio bearers other than
RB2 at the uplink activation time included in the |E "Uplink integrity protection activation info".

1> if IE "Integrity protection mode command” has the value "start" and the |IE " Status' in the variable
INTEGRITY_PROTECTION_INFO has the value " Started" and this |E was not included SECURITY MODE
COMMAND:

NOTE: Thiscaseisused in SRNSrelocation

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

3> using the algorithm (UIA [40Q]) indicated by the |E "Integrity protection algorithm™ contained in the |IE
"Integrity protection mode info";

3> using the |E "Integrity protection initialisation number"”, contained in the |E "Integrity protection mode
info" asthe value of FRESH [40].

2> let RBm be the signalling radio bearer where the reconfiguration message was received and let RBn be the
signalling radio bearer where the response message i s transmitted;

2> prohibit transmission of RRC messages on all signalling radio bearersin the IE"ESTABLISHED_ RABS"
except the radio bearer where the response message is transmitted;

2> consider the new integrity protection configuration to include any new keys that were activated through a
security procedure received prior to the current message but not applied for the signalling rado bearer, due to
the activation time for the corresponding signalling radio bearer not having elapsed;
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2> start applying the new integrity protection configuration in the downlink for each signalling radio bearer in
the IE"ESTABLISHED_RABS" except RBm at the next received RRC message disregarding any pending
activation times for the corresponding signalling radio bearer;

2> start applying the new integrity protection configuration in the downlink for signalling radio bearer RBm
from and including the received configuration message;

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RBn from
and including the transmitted response message;

2> start applying the new integrity protection configuration in the uplink for signalling radio bearers other than

RBn from the first message onwardsat-the-uplink-activation time-included-in-the 1 E-"Uphink-integrity
protection-activation-nfo”.

NOTE : The UTRAN should ignore the information included in the |E "Uplink integrity protection info".

1> if IE "Integrity protection mode command" has the value "modify" and the |E " Status" in the variable

INTEGRITY_PROTECTION_INFO hasthe value " Started" and this |E wasincluded in SECURITY MODE
COMMAND:

2> storethe (oldest currently used) integrity protection configuration until activation times have elapsed for the
new integrity protection configuration to be applied on all signalling radio bearers;

2> if there are pending activation times set for integrity protection by a previous procedure changing the
integrity protection configuration:

3> apply the integrity protection configuration at this pending activation time as indicated in this procedure.

2> start applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each signalling radio bearer n, indicated by the entry for signalling radio bearer nin the "RRC message

sequence number list" in the |IE "Downlink integrity protection activation info", included in the |E "Integrity
protection mode info";

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1;

3> if present, use the algorithm indicated by the |E "Integrity protection algorithm" (UIA [40]);

2> set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the
following:

3> for each established signalling radio bearer, stored in the variable ESTABLISHED RABS:

4> select avalue of the RRC sequence number at which (activation) time the new integrity protection
configuration shall be applied in uplink for that signalling radio bearer according to the following:

5> for each signalling radio bearer that has no pending activation time as set for integrity protection
by a previous procedure changing the integrity protection configuration:

6> set a suitable value that would ensure a minimised delay in the change to the latest integrity
protection configuration.

5> for signalling radio bearer that has a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration:

6> set the same value as the pending activation time for integrity protection;

5> consider this (pending) activation time to be elapsed when the selected activation time (as above)
is equal to the next RRC sequence number to be used, which means that the last RRC message
using the old integrity protection configuration has been submitted to lower layers.

4> for signalling radio bearer RBO:
5> set the value of the included RRC sequence number to greater than or equal to the current value of

the RRC sequence number for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO, plusthe value of the constant N302 plus one.
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4> prohibit the transmission of RRC messages on al signalling radio bearers, except for RB2, with RRC
SN greater than or equal to the value in the "RRC message sequence number list" for the signalling
radio bearer in the |E "Uplink integrity protection activation info" of the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO.

2> start applying the new integrity protection configuration in the uplink at the RRC sequence number, for each
RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer ninthe"RRC
message sequence number list" inthe |E "Uplink integrity protection activation info", included in the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> start applying the new integrity protection configuration in the uplink at the RRC sequence number for
signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration;

2> dtart applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer nin the
"RRC message sequence number list" in the |E "Downlink integrity protection activation info";

NOTE: For signalling radio bearers that have a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration, UTRAN should set thisvaluein IE
"Downlink integrity protection activation info".

2> start applying the new integrity protection configuration in the downlink at the RRC sequence number for
signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration.

If 1E "Integrity protection mode command” has the value " Start" and the |IE " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode command info"
was not included in the message SECURITY MODE COMMAND; or

If 1E "Integrity protection mode command” has the value " Start" and the |IE " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode info" was
included in the message SECURITY MODE COMMAND, and the |E "Integrity protection algorithm" is not included;
or

If the |E "Integrity protection mode command" has the value "Modify" and the |E " Status' in the variable
INTEGRITY_PROTECTION_INFO has the value "Not Started"; or

If IE "Integrity protection mode command” has the value "Start" and the IE " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value " Started”, and the IE "Integrity protection mode command info" was
included in the message SECURITY MODE COMMAND; or

If there does not exist exactly one integrity protection activation timein the |E "Downlink integrity protection activation
info" for each established signalling radio bearer included in the |E " Signalling radio bearer information™ in the |IE
"ESTABLISHED_RABS'; or

If 1E "Integrity protection mode command” has the value "Modify" and the |E " Status’ in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Started", and the IE "Integrity protection mode info" was not
included in the message SECURITY MODE COMMAND:

the UE shall:
1> ignore this attempt to change the integrity protection configuration; and
1> set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is not present, the UE shall:

1> not change the integrity protection configuration.

8.6.3.6 Void
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8.6.4.8 RB mapping info
If the IE "RB mapping info" isincluded, the UE shall:
1> for each multiplexing option of the RB:

2> if atransport channel that would not exist as aresult of the message (i.e. removed in the same message in |IE
"Deleted DL TrCH information" and IE "Deleted UL TrCH information") is referred to:

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if amultiplexing option that maps alogical channel corresponding to a TM-RLC entity onto RACH, CPCH,
FACH or DSCH or HS-DSCH isincluded:

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if the multiplexing option realises the radio bearer on the uplink (resp. on the downlink) using two logical
channels with different values of the IE "Uplink transport channel type" (resp. of the IE "Downlink transport
channel type"):

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if that RB isusing TM and the |E " Segmentation indication” is set to TRUE and, based on the multiplexing
configuration resulting from this message, the logical channel corresponding to it is mapped onto the same
transport channel as another logical channel:

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if the transport channel considered in that multiplexing option is different from RACH and if that RB is using
AM and the set of RLC sizes applicable to the logical channel transferring data PDUs has more than one
element:

3> set the variable INVALID_CONFIGURATION to TRUE.

2> if that RB isusing UM or TM and the multiplexing option realises it using two logical channels:
3> set the variable INVALID_CONFIGURATION to TRUE.

2> for each logical channel in that multiplexing option:
3> if thevaue of the IE"RLC sizelist" is set to "Explicit list":

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and the value (index) of any IE "RLC size
index" inthe |E "Explicit list" does not correspond to an "RLC size" in the | E transport format set of
that transport channel given in the message; or

4> if the transport channel thislogical channel is mapped on in this multiplexing option is different from
RACH, and if a"Transport format set" for that transport channel is not included in the same message,
and the value (index) of any |IE "RLC sizeindex" inthe |E "Explicit list" does not correspond to an
"RLC size" in the stored transport format set of that transport channel; or

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and the value of any |E "Logical channel list" in
the transport format set is not set to "Configured”; or

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option is not included in the same message, and the value of any IE "Logical channel
list" in the stored transport format set of that transport channel is not set to "Configured":

5> set the variable INVALID_CONFIGURATION to TRUE.

3> if thevalue of the IE"RLC size list" is set to "All":
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4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and the value of any |E "Logical channel list" in
the transport format set is not set to "Configured”; or

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option is not included in the same message, and the value of any IE "Logical channel
list" in the stored transport format set of that transport channel is not set to "Configured":

5> set the variable INVALID_CONFIGURATION to TRUE.
3> if thevaueof the IE"RLC sizelist" is set to "Configured":

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option isincluded in the same message, and for none of the RLC sizes defined for that
transport channel in the "Transport format set”, the "Logical Channel List" isset to "All" or given as
an "Explicit List" which contains thislogical channel; or

4> if a"Transport format set" for the transport channel thislogical channel is mapped on in this
multiplexing option is not included in the same message, and for none of the RLC sizes defined in the
transport format set stored for that transport channel, the "Logical Channel List" is set to "All" or
given asan "Explicit List" which containsthislogical channel:

5> set the variable INVALID_CONFIGURATION to TRUE.

1> if, asaresult of the message this IE isincluded in, several radio bearers can be mapped onto the same transport
channel, and the |E "Logical Channel Identity" was not included in the RB mapping info of any of those radio
bearers for a multiplexing option on that transport channel or the same "Logical Channel Identity" was used
more than once in the RB mapping info of those radio bearers for the multiplexing options on that transport
channel:

2> set the variable INVALID_CONFIGURATION to TRUE.
1> delete all previoudy stored multiplexing options for that radio bearer;
1> store each new multiplexing option for that radio bearer;
1> select and configure the multiplexing options applicable for the transport channels to be used;
1> if the IE "Uplink transport channel type" is set to the value "RACH":
2> in FDD:

3> refer the IE"RLC size index" to the RACH Transport Format Set of the first PRACH received in the |IE
"PRACH system information list" received in SIB5 or SIB6.

2> inTDD:

3> usethefirst Transport Format of the PRACH of the |IE "PRACH system information list" at the position
equal to thevaluein the IE "RLC size index".

1> determine the sets of RLC sizesthat apply to the logical channels used by that RB, based onthe IES"RLC size
list" and/or the IEs "L ogical Channel List" included in the applicable "Transport format set" (either the ones
received in the same message or the ones stored if none were received); and

1> in case the selected multiplexing option is a multiplexing option on RACH:

2> ignore the RLC size indexes that do not correspond to any RLC size within the Transport Format Set stored
for RACH.

1> if RACH isthetransport channel to be used on the uplink, if that RB has a multiplexing option on RACH and if
itisusing AM:

2> apply the largest size amongst the ones derived according to the previous bullet for the RLC size (or RLC
sizesin casethe RB isrealised using two logical channels) for the corresponding RLC entity.
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Note: The |[E "RB mapping info" isonly included in | E "Predefined RB configurations' in system information when
used for Inter-RAT handover to UTRAN and thereisno AM RL C size change involved in this case.

1> if that RB isusing AM and the RLC size applicable to the logical channel transporting data PDUs is different
from the one derived from the previously stored configuration:

2> re-establish the corresponding RLC entity;
2> configure the corresponding RLC entity with the new RLC size;

2> for each AM RLC radio bearer in the CN domain asindicated in the |IE "CN domain identity" in the IE "RAB
info" in the variable ESTABLISHED RABS whose RLC size is changed; and

2> for each AM RLC signalling radio bearer in the CN domain asindicated in the |[E "CN domain identity" in
the variable LATEST_CONFIGURED_CN_DOMAIN whose RLC size is changed:

3> if the IE "Status' in the variable CIPHERING_STATUS of this CN domain is set to " Started":

4> if this|E wasincluded in CELL UPDATE CONFIRM:

5> set the HFN values for the corresponding RLC entity equal to the value of the IE "START"
included in the latest transmitted CELL UPDATE message for this CN domain.

4> if this |E was included in areconfiguration message:

5> set the HFN values for the corresponding RLC entity equal to the value of the IE"START" that
will beincluded in the reconfiguration complete message for this CN domain.

1> if that RB isusing UM:
2> indicate the largest applicable RLC size to the corresponding RLC entity.

1> configure MAC multiplexing according to the selected multiplexing option (MAC multiplexing shall only be
configured for alogical channel if the transport channel it is mapped on according to the selected multiplexing
option is the same as the transport channel another logical channel is mapped on according to the multiplexing
option selected for it);

1> configure the MAC with the logical channel priorities according to selected multiplexing option;
1> configure the MAC with the set of applicable RLC Sizes for each of the logical channels used for that RB;
1> if there is no multiplexing option applicable for the transport channels to be used:
2> set the variable INVALID_CONFIGURATION to TRUE.
1> if there is more than one multiplexing option applicable for the transport channels to be used:
2> set the variable INVALID_CONFIGURATION to TRUE.

Incase IE"RLC info" includes |E "Downlink RLC mode" ("DL RLC logical channel info" is mandatory present) but IE
"Number of downlink RLC logical channels' is absent in the corresponding |E "RB mapping info", the parameter
values are exactly the same as for the corresponding UL logical channels. In case two multiplexing options are specified
for the UL, the first options shall be used as default for the DL. Asregards the |E "Channel type", the following rule
should be applied to derive the DL channel type from the UL channel included in the |E:
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Channel used in UL DL channel type implied by
"same as"
DCH DCH
RACH FACH
CPCH FACH
USCH DSCH
8.6.4.9 RLC Info

If the IE"RLC Infao" isincluded, the UE shall:
1> configure the transmitting and receiving RLC entities in the UE for that radio bearer accordingly;
1> if IE"Poalling Info" is absent:
2> remove any previously stored configuration for the |E "Polling Info".

If the IE "Transmission RLC discard" is not included for UM RLC or TM RLC, RLC discard procedure shall not be
used for that radio bearer.

8.6.4.10 PDCP Info
For RFC 3095:

1> the chosen MAX_CID shall not be greater than the value "Maximum number of ROHC context sessions' as
indicated in the |E "PDCP Capability";

1> the configuration for the PACKET_SIZES ALLOWED isFFS.
If IE"PDCPinfo" isincluded, the UE shall:
1> if theradio bearer is connected to a CS domain radio access bearer:
2> set the variable INVALID_CONFIGURATION to TRUE.
1> if the IE "PDCP PDU header" is set to the value "absent":
2> if the |E " Support for lossless SRNS relocation” is true:
3> set the variable INVALID_CONFIGURATION to TRUE.
1> if the IE "PDCP PDU header” is set to the value "present":
2> if the |E " Support for lossless SRNS relocation” isfalse:
3> if the |E "Header compression information” is absent:
4> set the variable INVALID_CONFIGURATION to TRUE.
1> if the |IE "Header compression information™ is absent:
2> not use Header compression after the successful completion of this procedure;
2> remove any stored configuration for the |E "Header compression information”.
1> configure the PDCP entity for that radio bearer accordingly;

1> configure the RLC entity for that radio bearer according to the value of the |E " Support for lossless SRNS
relocation”.

8.6.4.11 PDCP SN Info
If the IE "PDCP SN Info" isincluded, the UE shall:

1> transfer the sequence number to the PDCP entity for the radio bearer;
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1> configure the RLC entity for the radio bearer to stop;
1> include the current PDCP receive sequence humber and the radio bearer identity for the radio bearer in the
variable PDCP_SN_INFO.
8.6.4.12 NAS Synchronisation Indicator
If the IE "NAS Synchronisation Indicator" is present in a message, the UE shall:

1> forward the content to upper layers along with the IE "CN domain identity" of the associated RAB stored in the
variable ESTABLISHED_ RABS at the CFN indicated in the |E "Activation time" in order to synchronise
actionsin NAS and AS.

8.6.5 Transport channel information elements

8.6.5.1 Transport Format Set
If the IE "Transport format set" isincluded, the UE shall:

1> if the transport format set isa RACH TFS received in System Information Block type 5 or 6, and CHOICE
"Logica Channel List" has the value "Explicit List":

2> ignore that System Information Block.

1> if the transport format set for a downlink transport channel isreceived in a System Information Block, and
CHOICE "Logical Channel List" has avalue different from 'ALL":

2> ignore that System Information Block.

1> if the transport format set for a downlink transport channel isreceived in a message on a DCCH, and CHOICE
"Logical Channel List" has avalue different from 'ALL":

2> keep the transport format set if this exists for that transport channel;
2> set the variable INVALID_CONFIGURATION to TRUE.

1> if the value of any IE "RB identity" (and "Logical Channel" for RBs using two UL logical channels) in the IE
"Logical channel list" does not correspond to alogical channel indicated to be mapped onto this transport
channel in any RB multiplexing option (either included in the same message or previously stored and not
changed by this message); or

1> if the"Logical Channel List" for any of the RLC sizes defined for that transport channel is set to " Configured"”
whileitisset to "All" or given asan "Explicit List" for any other RLC size; or

1> if the"Logical Channel List" for any of the RLC sizes defined for that transport channel is set to "All" and for
any logical channel mapped to this transport channel, the value of the "RLC size list" (either provided in the IE
"RB mapping info" if included in the same message, or stored) is not set to "Configured”; or

1> if the"Logical Channel List" for any of the RLC sizes defined for that transport channel is given as an "Explicit
List" that contains alogical channel for which the value of the "RLC sizelist" (either provided in the IE "RB
mapping info" if included in the same message, or stored) is not set to "Configured"; or

1> if the"Logical Channel List" for all the RLC sizes defined for that transport channel are given as "Explicit List"
and if one of thelogical channels mapped onto this transport channel is not included in any of those lists; or

1> if the"Logical Channel List" for the RLC sizes defined for that transport channel is set to "Configured" and for
any logical channel mapped onto that transport channel, the value of the "RLC size list" (either provided in the
IE "RB mapping info" if included in the same message, or stored) is also set to "Configured"; or

1> if the IE "Transport Format Set" was not received within the |E "PRACH system information list" and if the
"Logical Channel List" for the RLC sizes defined for that transport channel is set to "Configured" and for any
logical channel mapped onto that transport channel, the "RLC size list" (either provided in the IE "RB mapping
info" if included in the same message, or stored ) is given asan "Explicit List" that includes an "RL C size index"
that does not correspond to any RLC sizein this " Transport Format Set":
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2> keep the transport format set if this exists for that transport channel;
2> set the variable INVALID_CONFIGURATION to TRUE.

1> if the total number of configured transport formats for the transport channel exceeds maxTF:
2> keep the transport format set if this exists for that transport channel;
2> set the variable INVALID_CONFIGURATION to TRUE.

1> if the IE "Transport format set" is considered as valid according to the rules above:
2> remove a previoudly stored transport format set if this exists for that transport channel;
2> store the transport format set for that transport channel;

2> consider the first instance of the parameter Number of TBsand TTI List within the Dynamic transport format
information to correspond to transport format O for this transport channel, the second to transport format 1
and so on;

2> if the IE "Transport format Set" has the choice "Transport channel type" set to "Dedicated transport channel":
3> calculate the transport block size for all transport formats in the TFS using the following
TB size= RLC size + MAC header size,
where:
- MAC header sizeis calculated according to [15] if MAC multiplexing is used. Otherwise it is O bits;
- 'RLCsize reflectsthe RLC PDU size.
2> if the |E "Transport format Set" has the choice "Transport channel type" set to "Common transport channel”:
3> calculate the transport block size for all transport formats in the TFS using the following:
TB size=RLCsize.

2> if the |E "Number of Transport blocks' <> 0and IE"RLC size" = 0, no RLC PDU data exists but only parity
bits exist for that transport format;

2> if the |E "Number of Transport blocks" = 0, neither RLC PDU neither data nor parity bits exist for that
transport format;

2> configure the MAC with the new transport format set (with computed transport block sizes) for that transport
channdl;

2> if the RB multiplexing option for a RB mapped onto that transport channel (based on the stored RB
multiplexing option) is not modified by this message:

3> determine the sets of RLC sizes that apply to thelogical channels used by that RB, based on the IE
"Logical Channel List" and/or the IE"RLC Size List" from the previously stored RB multiplexing option.

3> if the IE "Transport Format Set" was received within the |E "PRACH system information list":

4> ignore the RLC size indexes in the stored RB multiplexing option that do not correspond to any RLC
sizein the received Transport Format Set.

3> if the IE "Transport Format Set" was received within the |IE "PRACH system information list", if that RB
isusing AM and if RACH isthe transport channel to be used on the uplink:

4> apply the largest size amongst the ones derived according to the previous bullet for the RLC size (or
RLC sizesin case the RB isrealised using two logical channels) for the corresponding RLC entity.

3> if the IE "Transport Format Set" was not received within the |IE "PRACH system information list", and if
that RB isusing AM and the set of RLC sizes applicable to the logical channel transferring data PDUs has
more than one element:
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4> set the variable INVALID_CONFIGURATION to true.

3> if that RB isusing AM and the RLC size applicable to the logical channel transporting data PDUs is
different from the one derived from the previously stored configuration:

4> re-establish the corresponding RLC entity;
4> configure the corresponding RLC entity with the new RLC size;

4> for each AM RLC radio bearer in the CN domain asindicated in the IE "CN domain identity" in the
IE "RAB info" in the variable ESTABLISHED RABS whose RLC sizeis changed; and

4> for each AM RLC signalling radio bearer in the CN domain asindicated in the IE "CN domain
identity" in the variable LATEST_CONFIGURED_CN_DOMAIN whose RLC size is changed:

5> if this |IE wasincluded in system information and if the |E " Status” in variable
CIPHERING_STATUS of this CN domainis set to " Started":

6> set the HFN values for the corresponding RLC entity equal to the value of the IE"START" for
this CN domain that will be included in the CELL UPDATE message that will be sent before
the next transmission.

5> if this|E wasincluded in CELL UPDATE CONFIRM and if the |E "Status" in the variable
CIPHERING_STATUS of this CN domainis set to " Started":

6> set the HFN values for the corresponding RLC entity equal to the value of the IE"START"
included in the latest transmitted CELL UPDATE message for this CN domain.

5> if this |E was included in areconfiguration message and if the |E " Status” in the variable
CIPHERING_STATUS of this CN domainis set to " Started":

6> set the HFN values for the corresponding RLC entity equal to the value of the IE "START"
that will be included in the reconfiguration complete message for this CN domain.

5> if this|E wasincluded in ACTIVE SET UPDATE and if the |E "Status" in the variable
CIPHERING_STATUS of this CN domainis set to " Started":

6> set the HFN values for the corresponding RLC entity equal to the value of the IE "START"
that will be included inthe ACTIVE SET UPDATE COMPLETE message for this CN domain.

3> if that RB isusing UM:
4> indicate the largest applicable RLC size to the corresponding RLC entity.
3> configure MAC with the set of applicable RLC Sizes for each of the logical channels used for that RB.

For configuration restrictions on Blind Transport Format Detection, see [27].

10.2 Radio Resource Control messages

10.2.1 ACTIVE SET UPDATE
NOTE: Only for FDD.
This message is used by UTRAN to add, replace or delete radio links in the active set of the UE.
RLC-SAP: AM or UM
Logical channel: DCCH

Direction: UTRAN - UE

3GPP



Error! No text of specified style in document. 41 Error! No text of specified style in document.
Information Element/Group Need Multi Type and Semantics description
name reference
Message Type MP Message
Type
UE information elements
RRC transaction identifier MP RRC
transaction
identifier
10.3.3.36
Integrity check info CH Integrity
check info
10.3.3.16
protection
mode-info
103319
mode-info
10335
Activation time MD Activation Default value is "now".
time 10.3.3.1
New U-RNTI OoP U-RNTI
10.3.3.47
CN information elements
CN Information info oP CN
Information
info 10.3.1.3
RB information elements
Downlink-counter op
>RB-with-PDCP-information-list fal=] 1to Fhis1E-is-heeded-foreach-RB
<maxRBall having PDCP-in the case of
RABs> lossless SRNS relocation
pPDCP
information
103422
Phy CH information elements
Uplink radio resources
Maximum allowed UL TX power | MD Maximum Default value is the existing
allowed UL "maximum UL TX power.
TX power
10.3.6.39
Downlink radio resources
Radio link addition information OoP 1to Radio link addition information
<maxRL- required for each RL to add
1>
>Radio link addition information MP Radio link
addition
information
10.3.6.68
Radio link removal information oP 1to Radio link removal information
<maxRL> required for each RL to
remove
>Radio link removal information MP Radio link
removal
information
10.3.6.69
TX Diversity Mode MD TX Diversity | Default value is the existing TX
Mode diversity mode.
10.3.6.86
SSDT information OoP SSDT
information
10.3.6.77
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10.2.2 ACTIVE SET UPDATE COMPLETE
NOTE: For FDD only.
This message is sent by UE when active set update has been completed.
RLC-SAP: AM
Logical channel: DCCH

Direction: UE - UTRAN

Information Element/Group Need Multi Type and Semantics description
name reference
Message Type MP Message
Type
UE information elements
RRC transaction identifier MP RRC
transaction
identifier
10.3.3.36
Integrity check info CH Integrity
check info
10.3.3.16
activation
info
-
easl_ © _bea erup ; <siphering
activa tﬁe
e
>RB-with-PDCP-information-list op 1to FhislEisnondodiarnneh RE
<maxRBall having-PDCP-in-the case-of
RABs> lossless SRNS relocation
pbcPk
information
>START list MP 1to START [40] values forallCN
<maxCNdo demnlaes
mains>
identity
>>START M2 START START value-to-be-used-in

10.2.3 ACTIVE SET UPDATE FAILURE
NOTE: Only for FDD.

This message is sent by UE if the update of the active set has failed, e.g. because the radio link is not a part of the active
Set.

RLC-SAP. AM
Logical channel: DCCH

Direction: UE - UTRAN
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Information Element/Group Need Multi Type and Semantics description
name reference
Message Type MP Message
Type

UE information elements
RRC transaction identifier MP RRC
transaction
identifier
10.3.3.36
Integrity check info CH Integrity
check info
10.3.3.16
Failure cause MP Failure
cause and
error
information
10.3.3.14

10.2.4 ASSISTANCE DATA DELIVERY

This messageis sent by UTRAN to convey UE positioning assistance data to the UE.
RLC-SAP: AM
Logical channel: DCCH

Direction: UTRAN - UE

Information Element/Group Need Multi Type and Semantics description
name reference

Message Type MP Message
Type

UE information elements

RRC transaction identifier MP RRC
transaction
identifier
10.3.3.36

Integrity check info CH Integrity
check info
10.3.3.16

Measurement Information

elements

UE positioning OTDOA OoP UE

assistance data for UE-based positioning
OTDOA
assistance
data for UE-
based
10.3.7.103a

UE positioning GPS assistance OoP UE

data positioning
GPS
assistance
data
10.3.7.90

10.3.3.5 Ciphering mode info

Thisinformation element contains the ciphering specific security mode control information.
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Information Element/Group Need Multi Type and Semantics description
name reference
Ciphering mode command MP Enumerated | The-command-"stop"is-not
(start/restart; | used-inthis-version-ofthe
step) protocok
Ciphering algorithm MPC\- Ciphering
‘ mesten algorithm
10.3.34
Ciphering activation time for OoP Activation Used for radio bearers
DPCH time mapped on RLC-TM. Only
10.3.3.1 applicable if the UE is already
in CELL_DCH state
Radio bearer downlink ciphering | OP RB Used for radio bearers
activation time info activation mapped on RLC-AM or RLC-
time info, UM
’ 10.3.4.13
Indicates to-a UE the RRC state to be entered-
name reference
RRC State-indicator MP Enumerated{
CELLDoE
CELLEACH
CELLPCH;
URA_PCH)
10.3.3.35  RLC re-establish indicator

This|E is used to re-configure AM RLC on c-plane and u-plane.

Information Element/Group Need Multi Type and Semantics description
name reference
RLC re-establish indicator MP Boolean TRUE means re-establish
required
FALSE means re-establish not
required

10.3.3.35a  RRC State Indicator

Indicates to a UE the RRC state to be entered.
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Information Element/Group

Need

Multi

name

Type and
reference

Semantics description

RRC State indicator

MP

Enumerated(
CELL DCH

CELL_FACH

CELL PCH
URA PCH)

10.3.3.36  RRC transaction identifier
This |E contains an identification of the RRC procedure transaction local for the type of the message this |E was
included within.
Information Element/Group Need Multi Type and Semantics description
name reference
RRC transaction identifier MP Integer (0..3)
10.3.3.37  Security capability
Information Element/Group Need Multi Type and Semantics description
name reference
Ciphering algorithm capability MP
>UEAO MP Boolean Fhommduo TR = mnonethos
an-unciphered-connection-after
the Security-mode-control
procedure-is-accepted by the
UE.
>UEA1 MP Boolean Fhommuo TR E oo nethos
>Spare MP 14 Boolean Shall be set to FALSE by UEs
complying with this version of
the protocol.
Integrity protection algorithm MP
capability
>UIAL MP Boolean The value TRUE means that
UIA1, Kasumi, is supported
>Spare MP 15 Boolean Shall be set to FALSE by UEs

complying with this version of
the protocol.

10.3.3.38

START

Thereisa START vaue per CN domain. The START is used to initialise the 20 MSBs of al hyper frame numbers
(MAC-d HFN, RLC UM HFN, RLC AM HFN, RRC HFN) for aCN domain.

Information Element/Group Need Multi Type and Semantics description
name Reference
START MP Bit string The START [40] bits are
(20) numbered b0-b19, where b0 is
the least significant bit.
11.2  PDU definitions

R

- TABULAR The message type and integrity check info are not
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-- visible in this mbdule as they are defined in the class nodul e.
-- Also, all FDD/ TDD specific choices have the FDD option first
-- and TDD second, just for consistency.

R S R R R R R R R R S SRR SRR R R R R R R R R

PDU- defi nitions DEFI NI TI ONS AUTOVATI C TAGS :: =

BEG N

R R T

-- | E paraneter types from other nodul es

I

I MPORTS

-- Core Network IEs :
CN- Domai nl dentity,
CN- I nformati onl nf o,
CN- I nf ormati onl nf oFul |,
NAS- Message,
Pagi ngRecor dTypel D,
-- UTRAN Mobility |Es :
Cel | I dentity,
Cel | I dentity-PerRL-List,
URA- I dentity,
-- User Equipnent |Es :
Activati onTi ne,
C- RNTI,
Capabi | i t yUpdat eRequi r enent ,
Capabi | i t yUpdat eRequi renent - r 4,
Capabi | i t yUpdat eRequi renent - r 4- ext,
Cel | Updat eCause,
Ci pheri ngAl gorithm
Ci pheri nghbdel nf o,
DSCH- RNTI ,
Est abl i shnent Cause,
Fai | ureCauseWthProtErr,
Fai | ureCauseWt hProt ErrTrld,
H RNTI ,
Initial UE-ldentity,
IntegrityProtActivationlnfo,
IntegrityProtecti onMbdel nfo,
N- 308,
Pagi ngCause,
Pagi ngRecor dLi st ,
Pr ot ocol Errorl ndi cat or,
Pr ot ocol Error | ndi cat or Wt h\or el nf o,
Rb-ti ner-i ndi cat or,
Redi recti onl nf o,
Rej ecti onCause,
Rel easeCause,
RRC- St at el ndi cat or,
RRC- Transact i onl denti fier,
SecurityCapability,

START- Val ue,
STARTLI st,

U- RNTI ,

U- RNTI - Shor t,

UE- Radi oAccessCapability,
UE- Radi oAccessCapabi l i ty-r4-ext,
UE- Radi oAccessCapabi lity-r5-ext,
UE- Radi oAccessCapabi l i ty-v370ext,
UE- Radi oAccessCapabi |l i ty-v380ext,
UE- Radi oAccessCapabi |l i ty-v3a0ext,
UE- Radi oAccessCapabi |l i ty-va4xyext,
DL- PhysChCapabi | i t yFDD- v380ext ,
UE- ConnTi ner sAndConst ant s,
UE- ConnTi ner sAndConst ant s- v3a0ext ,
UE- Securi tyl nfornmation,
URA- Updat eCause,
UTRAN- DRX- Cycl eLengt hCoef fi ci ent,
Wi t Ti e,

-- Radio Bearer |Es :
Def aul t Confi gl dentity,
Def aul t Conf i gvbde,

3GPP



Error! No text of specified style in document. 47 Error! No text of specified style in document.

DL- Count er Synchr oni sati onl nf o,
Predef i nedConfi gl dentity,
Pr edef i nedConfi gSt at usLi st
RAB- | nf o,
RAB- | nf o- Post ,
RAB- | nf or mat i onLi st
RAB- | nf or mat i onReconfi gLi st ,
RAB- | nf or mat i onSet uplLi st
RAB- | nf or mat i onSet uplLi st-r4,
RB- Act i vat i onTi nel nf oLi st ,
RB- COUNT- C- | nf or mat i onLi st ,
RB- COUNT- C- MSB- | nf or mati onLi st,
RB- | denti tyLi st,
RB- | nf or mat i onAf f ect edLi st ,
RB- | nf or mat i onAf f ect edLi st-r5
RB- | nf or mat i onReconfi gLi st,
RB- | nf or mat i onReconfi gLi st-r4,
RB- | nf or mat i onReconfi gLi st-r5
RB- | nf or mat i onRel easeli st ,
RB- W t hPDCP- | nf oLi st , SRB- | nf or mat i onSet uplLi st
SRB- | nf or mat i onSet upLi st 2,
UL- Count er Synchr oni sat i onl nf o,
-- Transport Channel |Es:
CPCH- Set | D,
DL- AddReconf Tr ansChl nf o2Li st ,
DL- AddReconf Tr ansChl nf oLi st ,
DL- AddReconf Tr ansChl nf oLi st-r 4,
DL- AddReconf Tr ansChl nf oLi st-r5
DL- CormonTr ansChl nf o,
DL- CommonTr ansChl nf o-r 4,
DL- Del et edTr ansChl nf oLi st ,
DL- Del et edTransChl nfoLi st-r5
DRAC- St ati cl nformationLi st,
TFC- Subset,
TFCS-l dentity,
UL- AddReconf Tr ansChl nf oLi st ,
UL- CormonTr ansChl nf o,
UL- CommonTr ansChl nf o-r 4,
UL- Del et edTr ansChl nf oLi st ,
-- Physical Channel |Es
Al pha,
CCTr CH Power Control | nf o,
CCTr CH Power Control | nfo-r4,
Const ant Val ue,
Const ant Val ueTdd,
CPCH- Set | nf o,
DL- Cormonl nf or mat i on,
DL- Cormonl nf or mati on-r 4,
DL- Commonl nf or mat i onPost ,
DL- HSPDSCH- | nf or nat i on,
DL- | nf or mat i onPer RL,
DL- I nf or mat i onPer RL- Li st ,
DL- I nf ormati onPer RL- Li st-r4,
DL- | nf or mati onPer RL- Li st-r5,
DL- | nf or mat i onPer RL- Li st Post FDD,
DL- I nf or mat i onPer RL- Post TDD,
DL- I nf or mat i onPer RL- Post TDD- LCR-r 4,
DL- PDSCH- | nf or mati on,
DPCH- Conpr essedModeSt at usl nf o,
Frequencyl nf o,
Frequencyl nf oFDD,
Frequencyl nf oTDD,
MaxAl | owedUL- TX- Power ,
OpenLoopPower Control - | PDL- TDD-r 4,
PDSCH- Capaci t yAl | ocati onl nf o,
PDSCH- Capaci t yAl | ocati onl nfo-r4,
PDSCH- | dentity,
Pr i mar yCCPCH- TX- Power ,
PUSCH- Capaci t yAl | ocati onl nf o,
PUSCH- Capaci t yAl | ocati onl nfo-r4,
PUSCH- | dentity,
RL- Addi ti onl nformati onLi st ,
RL- Renoval | nf or mati onLi st
Speci al Bur st Schedul i ng,
SSDT- | nf or mat i on
TFC- Control Duration
SSDT- UL-r 4,
Ti nesl ot Li st ,
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Ti mesl ot Li st-r4,
TX- Di versi t yMode,
UL- Channel Requi r enent ,
UL- Channel Requi renent -r 4,
UL- Channel Requi renent -r 5,
UL- Channel Requi r ement Wt hCPCH- Set | D,
UL- Channel Requi r ement Wt hCPCH- Set | D-r 4,
UL- Channel Requi r enent Wt hCPCH Set | D-r 5,
UL- DPCH- | nf o,
UL- DPCH- | nf 0-r4,
UL- DPCH- | nf oPost FDD,
UL- DPCH- | nf oPost TDD,
UL- DPCH- | nf oPost TDD- LCR-r 4,
UL- Synchr oni sat i onPar anet ers-r 4,
UL- Ti mi ngAdvance,
UL- Ti m ngAdvanceControl,
UL- Ti mi ngAdvanceControl -r4,
-- Measurenent |Es :
Addi ti onal Measur ement | D- Li st ,
Fr equency- Band,
Event Resul t s,
I nt er FregEvent Resul t s- LCR-r 4- ext
| nt er RAT- Tar get Cel | Descri pti on,
Measur edResul t s,
Measur edResul t s- v390ext ,
Measur edResul t sLi st
Measur edResul t sLi st - LCR-r 4- ext,
Measur edResul t SONRACH,
Measur enent Command,
Measur enent Conmand-r 4,
Measur enent | dentity,
Measur enent Repor ti nghbde,
Pri mar y CCPCH RSCP,
SFN-Of fset-Validity,
Ti mesl ot Li st Wt hl SCP,
Traf fi cVol umeMeasur edResul t sLi st,
UE- Posi ti oni ng- GPS- Assi st anceDat a,
UE- Posi ti oni ng- Measur enent - v390ext ,
UE- Posi ti oni ng- OTDQOA- Assi st anceDat a,
UE- Posi t i oni ng- OTDOA- Assi st anceDat a- r 4ext,
UE- Posi ti oni ng- OTDOA- Assi st anceDat a- UEB,
UE- Posi ti oni ng- | PDL- Par anet er s- TDD- r 4- ext ,
-- Oher |Es :
BCCH- Mbdi fi cati onl nf o,
CDVA2000- Messageli st ,
GSM Messageli st ,
I nt er RAT- ChangeFai | ur eCause,
I nt er RAT- HO- Fai | ur eCause,
I nt er RAT- UE- Radi oAccessCapabi | i tyLi st,
I nt er RAT- UE- Securi t yCaplLi st,
I nt r aDomai nNasNodeSel ect or,
Pr ot ocol Error Morel nf or nati on,
Rpl m- 1 nf ornati on,
Rpl m- | nf or mat i on-r 4,
SegCount ,
Segnent | ndex,
SFN- Pri e,
S| B- Dat a- f i xed,
S| B- Dat a- vari abl e,
SI B- Type
FROM | nf or nat i onEl enent s

max Sl Bper Msg
FROM Const ant - defini ti ons;

LR R R R R R S R R R S R R R R R R R R S R R R R R R R R S R R R

-- ACTI VE SET UPDATE (FDD onl y)

LR R R R R R R R R R R R S R R R R R R R R R R R R R R R R S S R R Rk

ActiveSet Update ::= CHO CE {
r3 SEQUENCE {
activeSet Update-r3 Act i veSet Updat e-r 3- | Es,
v4xyNonCri ti cal Ext ensi ons SEQUENCE {
acti veSet Updat e- v4xyext Act i veSet Updat e- v4xyext - | Es,
nonCritical Ext ensi ons SEQUENCE {} OPTI ONAL
} OPTI ONAL
b
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later-than-r3 SEQUENCE {
rrc-Transactionldentifier RRC- Tr ansacti onl denti fi er,
critical Extensions SEQUENCE {}
}
}
ActiveSet Update-r3-1Es ::= SEQUENCE {
-- User equipnent |Es
rrc-Transactionldentifier RRC- Tr ansact i onl denti fi er,
-- dunmy and dummy2 are not used in this version of the specification, they should
-- not be sent and if received they shoul d be ignored.
dumyintegrityProtecti-onMbdelnfo I ntegrityProtectionkvbdel nfo OPTI ONAL,
dumy 2¢i-pheri-nghbdelnfo Ci pheri ngModel nf o OPTI ONAL,
activationTi me ActivationTi ne OPTI ONAL,
new- RNTI U- RNTI OPTI ONAL,
-- Core network | Es
cn-1nformationlnfo CN- I nformationl nfo OPTI ONAL,
-- Radi o bearer |Es
-- dummy3 is not used in this version of the specification, it should
-- not be sent and if received it shoul d be ignored.
d—Count-erSynehronisatientnf-odunmy3 DL- Count er Synchr oni sati onl nf o OPTI ONAL,
-- Physical channel |Es
maxAl | owedUL- TX- Power MaxAl | owedUL- TX- Power OPTI ONAL,
rl - Addi ti onl nf ornati onLi st RL- Addi ti onl nf or mati onLi st OPTI ONAL,
rl - Renoval | nf or mati onLi st RL- Renoval | nf or mati onLi st OPTIl ONAL,
t x- Di versi t yMode TX- Di ver si t yMode OPTI ONAL,
ssdt - I nformati on SSDT- I nf ormat i on OPTI ONAL
}
Acti veSet Updat e- vdxyext -1 Es :: = SEQUENCE {
-- Physical channel |Es
-- ssdt-UL extends SSDT-Infornmation. FDD only.
ssdt - UL SSDT- UL-r 4 OPTIl ONAL,
-- The order of the RLs in |E cell-id-PerRL-List is the sanme as
-- in I E RL-Addi tionl nformationLi st included in this nmessage
cel | -id-PerRL-List Cel | I dentity-PerRL-List OPTI ONAL
}

Rk Sk Sk Sk SR S S Sk S S S S R S S Sk R S S R S Sk S kS S S S S S S

-- ACTI VE SET UPDATE COWPLETE (FDD only)

Rk Sk Sk Sk SR Sk S S S S S S R S S S Sk R Sk S Sk S R S Sk R Sk S S S S kS S S

Act i veSet Updat eConpl ete :: = SEQUENCE {
-- User equi prment | Es
rrc-Transactionldentifier RRC- Transacti onl denti fi er,

-- dunmy is not used in this version of the specification, it should
-- not be sent and if received it shoul d be ignored.
—ntegProt-Acti-vati-entrf-odumy IntegrityProtActivationlnfo OPTI ONAL,

-- Radi o bearer |Es
-- dunmmy2 and dummy3 are not used in this version of the specification, they should
-- not be sent and if received they should be ignored.

rb-UL-Ci-phActivationTinelnfedummy2 RB- ActivationTi nel nf oLi st OPTI ONAL,
u—Count-erSynechroni-sationt-nf-odummy3 UL- Count er Synchr oni sat i onl nf o OPTI ONAL,
-- Extension nmechani smfor non- rel ease99 infornmation
nonCritical Ext ensi ons SEQUENCE {} OPTI ONAL
}
- LR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEESEEEEEEESEEEE SN
-- ACTI VE SET UPDATE FAI LURE ( FDD only)
:: LR EEEEEEEEEEEEEEEEEEEEEEEEEEEEESEEEEEEESEEEEEEESEEEE SN
ActiveSet Updat eFai | ure :: = SEQUENCE {
-- User equi prment | Es
rrc-Transactionldentifier RRC- Transact i onl denti fier,
fail ureCause Fai | ureCauseWthProt Err,
-- Extension nechani smfor non- rel ease99 information
nonCritical Ext ensi ons SEQUENCE {} OPTI ONAL
}

LR R S R R R R R R R R R S

-- Assistance Data Delivery
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LR R R R R R R R R R R R R R R R R R R R

Assi st anceDat aDel i very ::= CHO CE {
r3 SEQUENCE {
assi st anceDat aDel i very-r3 Assi st anceDat aDel i very-r 3- | Es,
v3aoNonCri ti cal Exet ensi ons SEQUENCE {
assi st anceDat aDel i very-v3a0ext AssistanceDatabDel i very-v3a0ext,
v4xyNonCri ti cal Ext ensi ons SEQUENCE {

assi st anceDat aDel i very- v4xyext
Assi st anceDat aDel i very-v4xyext - | Es,

nonCri ti cal Ext ensi ons SEQUENCE {} OPTI ONAL
} OPTI ONAL
} OPTI ONAL
b
| ater-than-r3 SEQUENCE {
rrc-Transactionldentifier RRC- Tr ansact i onl denti fi er,
critical Extensions SEQUENCE {}
}
}
Assi st anceDat aDel i very-r3-1Es ::= SEQUENCE {
-- User equi prment | Es
rrc-Transactionldentifier RRC- Tr ansacti onl denti fi er,
-- Measurenent Information El enents
ue- posi tioni ng- GPS- Assi st anceDat a UE- Posi ti oni ng- GPS- Assi st anceDat a
OPTIl ONAL,
ue- posi ti oni ng- OTDOA- Assi st anceDat a- UEB UE- Posi t i oni ng- OTDOA- Assi st anceDat a- UEB
OPTI ONAL
}
Assi st anceDat aDel i very-v3aOext ::= SEQUENCE {
sfn-Offset-Validity SFN-Offset-Validity OPTI ONAL
}
Assi st anceDat aDel i very-vaxyext -1 Es ::= SEQUENCE {
ue- Posi ti oni ng- OTDOA- Assi st anceDat a- r 4ext UE- Posi t i oni ng- OTDOA- Assi st anceDat a- r 4ext OPTI ONAL
}

R R SR Sk Sk S S S S S S S S R S S Sk S Sk Sk R S R S Sk R kS kR S S

-- CELL CHANGE ORDER FROM UTRAN

khkkkkhkhhkhhkhhkhhhhhkhhkhhhhhkhhkhhhkhkhhkhhk bk hkkkkhkkkxk

Cel | ChangeOr der FronUTRAN : : = CHO CE {

r3 SEQUENCE {
cel | ChangeOr der Fr omJTRAN- | Es Cel | ChangeOr der Fr omUTRAN-r 3- | Es,
nonCri ti cal Ext ensi ons SEQUENCE {} OPTI ONAL
H
later-than-r3 SEQUENCE {
rrc-Transactionldentifier RRC- Tr ansact i onl denti fi er,
critical Extensions SEQUENCE {}
}
}
Cel | ChangeOr der Fr onJTRAN-r 3- | Es :: = SEQUENCE {
-- User equi prment | Es
rrc-Transactionldentifier RRC- Tr ansact i onl denti fi er,
-- dummy is not used in this version of the specification, it should
-- not be sent and if received it shoul d be ignored.
dumy IntegrityProtecti onivbdel nfo OPTI ONAL,
activationTi me ActivationTi me OPTI ONAL,
rab- | nformati onLi st RAB- | nf or mat i onLi st OPTIl ONAL,
i nt er RAT- Tar get Cel | Description |nterRAT-Target Cel | Descri ption
}

11.3 Information element definitions

I nformati onEl ements DEFI NI TI ONS AUTOVATI C TAGS :: =

LR R R R R R R R R R R R R R R R R R R

-- CORE NETWORK | NFORMATI ON ELEMENTS (10. 3. 1)

LR R R R R R R R R R R R R R R R R R S R R R R

3GPP



Error! No text of specified style in document. 51 Error! No text of specified style in document.

BEG N
I MPORTS

hi PDSCHi denti ti es,
hi PUSCHi denti ti es,
hi RM

maxAC,
maxAddi ti onal Meas,
maxASC,

max ASCmap,
maxASCper si st ,

max CCTr CH,
maxCel | Meas,

maxCel | Meas- 1,
maxCNdonai ns,
maxCPCHset s
maxDPCH- DLchan,

max DPDCH- UL,
maxDRACcl asses,

max FACHPCH,

maxFreq

maxFr eqBands FDD,
maxFr eqBandsTDD,
maxFr eqBands GSM
maxHPr ocesses,

max HSDSCHTBI ndex,
max HSDSCHTBI ndex-t dd384,
maxHSSCCHs,

max| nt er SysMessages,
maxLoCHper RLC,
maxMAC- d- PDUsi zes,
maxMeasEvent ,
maxMeasl nt erval s,
maxMeasPar Event ,
max NunCDVA2000Fr eqs,
max NuntDDFr egs,

max NunGSMFr egRanges,
max NunirDDFr egs,
maxQt her RAT,

maxQt her RAT- 16,
maxPagel,

max PCPCH- APsi g,
maxPCPCH APsubCh,
max PCPCH- CDsi g,

max PCPCH- CDsubCh,
max PCPCH- SF,

max PCPCHs,

max PDCPAl goType,
max PDSCH,

max PDSCH- TFCI gr oups,
max PRACH,

max PRACH- FPACH,
maxPr edef Confi g,
max PUSCH,

maxQueuel Ds,
maxRABset up,

max RAT,

maxRB,

maxRBal | RABs,
maxRBMuxQpt i ons,
maxRBper RAB,
maxReport edGSMCel | s,
maxSRBset up,

maxRL,

maxRL- 1,

maxROHC- Packet Si zes-r 4,
maxROHC- Profil e-r4,
max SCCPCH,

maxSat ,

max Sl B,

max S| B- FACH,

maxSyst emCapabi lity,
maxTF,

max TF- CPCH,

maxTFC,

maxTFCsub,

maxTFCl - 2- Conbs,
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max TGPS,
maxTr CH,
maxTr CHpr econf ,
maxTsS,
maxTS- 1,
maxTS- LCR,
maxTS- LCR-1,
max URA
FROM Const ant - defi niti ons;

Ansi -41-1DNNS :: =

CN- Domai nldentity ::=

CN- Dormai nl nformation ::=

cn- Domai nl dentity

cn- Domai nSpeci fi cNAS- | nfo
}

CN- Domai nl nformationFul | ::=
cn- Domai nl dentity
cn- Domai nSpeci fi cNAS- | nfo
cn- DRX- Cycl eLengt hCoef f

}

CN- Donmai nl nformati onList ::=

CN- Domai nl nf or mat i onLi st Ful |

CN- Domai nSyslinfo ::=
cn- Domai nl dentity

cn-Type
gsm VAP
ansi - 41
b

cn- DRX- Cycl eLengt hCoef f
}

CN- Domai nSysl nfoList ::=

CN-Informationlnfo ::=
pl m-1ldentity
cn- CommonGSM MAP- NAS- Sysi nf o
cn- Domai nl nf or mat i onLi st

}

CN-I nformationlnfoFull ::=
pl m-1ldentity
cn- CommpnGSM MAP- NAS- Sysl nf o
cn- Domai nl nf or mat i onLi st Ful |

}
Digit ::=

Gsm map- 1 DNNS :: =
routingbasis
| ocal PTMVSI
routi ngpar anet er
}

t MSI of samePLIWN
rout i ngpar anet er
}

t iv5| of di fferent PLMN
routi ngpar anet er
}

i MBI r esponset opagi ng
rout i ngpar anet er
}

i MBI UEi nitiat edEvent
rout i ngpar anet er

I

i MVEI

rout i ngpar anet er

52 Error! No text of specified style in document.

BI T STRING (SI ZE (14))

ENUMERATED {

cs-donmai n,
ps-donmai n }

SEQUENCE {

CN- Domai nl dentity,
NAS- Syst emnl nf or mat i onGSM VAP

SEQUENCE {

CN- Domai nl dentity,
NAS- Syst enl nf or mat i onGSM VAP,
CN- DRX- Cycl eLengt hCoef fi ci ent

SEQUENCE ( SI ZE (1..maxCNdomai ns)) OF

CN- Domai nl nf or mat i on

SEQUENCE (SI ZE (1..maxCNdomai ns)) OF

CN- Donmai nl nf or mat i onFul |

SEQUENCE {

CN- Domai nl dentity,

CHO CE {
NAS- Syst end nf or mat i onGSM VAP,
NAS- Syst end nf or mat i onANSI - 41

CN- DRX- Cycl eLengt hCoef fi ci ent

SEQUENCE ( SI ZE (1..maxCNdomai ns)) OF

CN- Domai nSysl nf o

SEQUENCE {

PLM\- I dentity
NAS- Syst el nf or mat i onGSM VAP
CN- Domai nl nf or mat i onLi st

SEQUENCE {

PLM\- | dentity
NAS- Syst end nf or mat i onGSM VAP
CN- Domai nl nf or mat i onLi st Ful |

I NTEGER (0. . 9)

SEQUENCE {
CHO CE {
SEQUENCE {

Rout i ngPar anet er

SEQUENCE {

Rout i ngPar anet er

SEQUENCE {

Rout i ngPar anet er

SEQUENCE {

Rout i ngPar anet er

SEQUENCE {

Rout i ngPar anet er

SEQUENCE {

Rout i ngPar anet er
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I
sparel
rout i ngpar anet er
I
spare2
routi ngpar anet er
}
I

ent er edpar anet er

}
I MEl @@=

IMEI-Digit ::=

| MBI - GSM MAP @ =

I nt raDomai nNasNodeSel ector :: =

version
rel ease99
cn- Type
gsm Map- | DNNS
ansi - 41- 1 DNNS
}
b
| at er
f ut ur ecodi ng
}
}
}
LAl ::=
pl m-1ldentity
| ac
}
MCC @ =
M\C :: =
NAS- Message :: =

NAS- Synchr oni sati on- | ndi cat or
NAS- Syst erl nf or mat i onGSM MAP : : =
P- TVSI - GSM MAP : @ =

Pagi ngRecordTypel D :: =

PLM\- I dentity ::=
ncc
mmc

}

PLMN- Type :: =
gsm VAP
pl m-ldentity
b

ansi -41
p- REV
m n- P- REV
sid
nid
b
gsm MAP- and- ANSI - 41
pl m-ldentity
p- REV
m n- P- REV
sid

Error! No text of specified style in document.

SEQUENCE {
Rout i ngPar anet er

SEQUENCE {
Rout i ngPar anet er
BOOLEAN
SEQUENCE (SI ZE (15)) OF
| MEl - Di gi t
I NTEGER (0. . 15)

SEQUENCE (Sl ZE (6..15)) OF

Digit
SEQUENCE {
CHO CE {
SEQUENCE {
CHO CE {
Gsm map- | DNNS,
Ansi - 41- 1 DNNS
SEQUENCE {
BI T STRING (SI ZE (15))
SEQUENCE {

PLM\- I dentity,
BI T STRING (SI ZE (16))

SEQUENCE (Sl ZE (3)) OF
Digit

SEQUENCE (SIZE (2..3)) OF
Digit

OCTET STRING (S| ZE (1..4095))

BI T STRI NG SI ZE(4))
OCTET STRING (S| ZE (1..8))
BI T STRING (S| ZE (32))

ENUMERATED {
i msi - GSM MAP,
t nsi - GSM MAP- P- TVBI
i msi - DS- 41,
tnsi - DS- 41 }

SEQUENCE {
MCC,

MNC

CHO CE {
SEQUENCE {
PLM\- | dentity

SEQUENCE {
P- REV,
M n- P- REV,
SI D,
NI D

SEQUENCE {
PLM\- I dentity,
P- REV,
M n- P- REV,
SI D,
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nid NI D
I
spare NULL
}
RAB- I dentity ::= CHO CE {
gsm MAP- RAB- | dentity BIT STRING (SI ZE (8)),
ansi - 41- RAB- | dentity BIT STRING (SI ZE (8))
}
RAI ::= SEQUENCE {
| ai LAI,
rac Rout i ngAr eaCode
}
Rout i ngAr eaCode :: = BIT STRING (SI ZE (8))
Rout i ngPar aneter ::= BI T STRI NG (SI ZE (10))
TMVBI - GSM MAP : : = BIT STRING (SI ZE (32))

R R R Sk Sk SR S S Sk S S S S R S S Sk Sk S S R S R S S Sk S kS S Rk

UTRAN MOBI LI TY | NFORVATI ON ELEMENTS ( 10. 3. 2)

LR R R R R R R R R R R R R R R R R R R R R R R

AccessC assBarred ::= ENUVERATED {

Accessd assBarredLi st

barred, notBarred }

SEQUENCE (Sl ZE (maxAC)) OF
AccessC assBarred

Al | onedl ndi cator ::= ENUVERATED {
al | owed, not Al l owed }
Cel | AccessRestriction ::= SEQUENCE {
cel | Barred Cel | Barred,
cel | Reser vedFor Oper at or Use Reser vedl ndi cat or,
cel | Reservati onExt ensi on Reser vedI ndi cat or,
accessCl assBarredLi st AccessCl assBarredLi st OPTI ONAL
}
CellBarred ::= CHO CE {
barred SEQUENCE {
intraFreqCel | Resel ecti onl nd Al | owedl ndi cat or,
t-Barred T-Barred
b,
not Barr ed NULL
}
Cellldentity ::= BI T STRING (Sl ZE (28))
Cellldentity-PerRL-List ::= SEQUENCE (SI ZE (1..maxRL)) OF Cellldentity
Cel | Sel ect Resel ectInfoSIB-3-4 ::= SEQUENCE {
mappi ngl nfo Mappi ngl nf o OPTI ONAL,
cel | Sel ect Qual i tyMeasure CHO CE {
cpi ch- Ec- NO SEQUENCE {
-- Default value for g-HYST-2-S is -HYST-1-S
g- HYST- 2-S Q Hyst-S OPTI ONAL
-- Default value for g-HYST-2-S is g-HYST-1-S
b,
cpi ch- RSCP NULL
I
nmodeSpeci ficlnfo CHO CE {
fdd SEQUENCE {
s-Intrasearch S- Sear chQual OPTI ONAL,
s-Intersearch S- Sear chQual OPTI ONAL,
s- Sear chHCS S- Sear chRXLEV OPTI ONAL,
rat-List RAT- FDD- | nf oLi st OPTI ONAL,
g- Qual M n Q Qual M n,
g- Rxl evM n Q Rxl evM n
b,
tdd SEQUENCE {
s-Intrasearch S- Sear chRXLEV OPTIl ONAL,
s-Intersearch S- Sear chRXLEV OPTI ONAL,
s- Sear chHCS S- Sear chRXLEV OPTI ONAL,
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rat-List RAT- TDD- | nf oLi st OPTI ONAL,
g- Rxl evM n Q Rxl evM n
}

b

g- Hyst-1-S Q Hyst-S,

t- Resel ection-S T- Resel ection-S,

hcs- Servi ngCel | | nformati on HCS- Servi ngCel | | nf ormati on OPTI ONAL,

maxAl | owedUL- TX- Power

}

MapPar aneter ::=

Mapping ::=
rat

mappi ngFunct i onPar anet er Li st

Mappi ng-LCR-r4 :: =

mappi ngFunct i onPar anet er Li st

Mappi ngFunct i onPar anet er

functionType
mapPar anet er 1
mapPar anet er 2

-- The presence of upperLimt

upperLimt
}

Mappi ngFunct i onPar anet er Li st

Mappi ngFuncti onType ::=

-- I'n Mappinglnfo list,

Mappi nglnfo ::=

mappi ng for
-- For 1.28Mcps TDD, Mapping-LCR-r4

MaxAl | owedUL- TX- Power

I NTEGER (0. . 99)

SEQUENCE {
RAT,

Mappi ngFunct i onPar anet er Li st

SEQUENCE {
Mappi ngFunct i onPar anet er Li st

SEQUENCE {
Mappi ngFunct i onType,
MapPar anet er OPTI ONAL,
MapPar anet er,

is conditional on the nunber of repetition

Upper Li ni t OPTI ONAL

SEQUENCE (SI ZE (1..maxMeasl ntervals)) OF
Mappi ngFunct i onPar anet er

ENUMERATED {
I'i near,
functi onType2,
functi onType3,
functi onType4 }

FDD and 3. 84Mcps TDD i s defined.

is used instead.

SEQUENCE (Sl ZE (1..nmaxRAT)) OF
Mappi ng

-- Actual value QHyst-S = |E value * 2

Q Hyst-S ::=

RAT :: =

RAT-FDD-Info ::=
rat-ldentifier
s- Sear chRAT
s- HCS- RAT
s-Li mt-Sear chRAT
}

RAT- FDD- I nfoLi st ::=

RAT-l dentifier ::=

RAT-TDD-Info ::=
rat-ldentifier
s- Sear chRAT
s- HCS- RAT
s-Li mt-Sear chRAT
}

RAT- TDD- I nfoLi st ::=

Reservedl ndi cator ::=

I NTEGER (0. . 20)

ENUMERATED {
ut r a- FDD,
ut ra- TDD,
gsm
cdma2000 }

SEQUENCE {
RAT- I dentifier,
S- Sear chQual
S- Sear chRXLEV OPTIl ONAL,
S- Sear chQual

SEQUENCE (Sl ZE (1..maxCther RAT)) OF
RAT- FDD- | nf 0

ENUVMERATED {
gsm cdna2000 }

SEQUENCE {
RAT- | denti fier,
S- Sear chRXLEV,
S- Sear chRXLEV OPTI ONAL,
S- Sear chRXLEV

SEQUENCE (Sl ZE (1..maxCt her RAT)) OF
RAT- TDD- | nf 0
ENUMERATED {

reserved,
not Reserved }
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-- Actual value S-SearchedQual = IE value * 2
S-SearchQual ::= I NTECER (- 16.. 10)
-- Actual value S-SearchRXLEV = (IE value * 2) + 1

S- Sear chRXLEV :: = I NTECER (- 53..45)
T-Barred ::= ENUMERATED {

s10, s20, s40, s80,
s160, s320, s640, s1280 }

T-Resel ection-S :: = I NTEGER (0. .31)

-- For UpperLimt, the used range depends on the RAT used.

UpperLimt ::= I NTEGER (1..91)

URA- I dentity ::= BI T STRING (SI ZE (16))

URA-IdentityList ::= SEQUENCE (SI ZE (1..maxURA)) OF
URA- | dentity

Rk Sk Sk Sk R S S Sk Sk S S S R S S S Sk R Sk S R S Sk S S Sk S S S S S Sk kS S S

-- USER EQUI PMENT | NFORVATI ON ELEMENTS ( 10. 3. 3)

LR R R R R R R R R R R S R R R R R R R R R R

AccessStrat unRel easel ndi cator:: = ENUVERATED {
rel -4, sparelb5, sparel4d4, sparel3,
sparel2, sparell, sparelO, spare9, spare8,
spare7, spare6, spare5, spare4, spare3,
spare2, sparel }

-- TABULAR : for ActivationTine, value 'now always appear as default, and is encoded
-- by absence of the field

ActivationTine ::= I NTEGER (0. . 255)

Backof f Control Parans :: = SEQUENCE {
n- AP- Ret r ansMax N- AP- Ret r ansMax,
n- AccessFail s N- AccessFai | s,
nf - BO- NoAl CH NF- BO- NoAl CH,
ns- BO- Busy NS- BO- Busy,
nf - BO- Al | Busy NF- BO- Al | Busy,
nf-BO- M snat ch NF- BO- M snmat ch,
t - CPCH T- CPCH

}

C-RNTI ::= BI T STRING (Sl ZE (16))

Capabi | i t yUpdat eRequi renent ::= SEQUENCE {

ue- Radi oCapabi | i t yFDDUpdat eRequi r ement - FDD BOCLEAN,
-- ue- Radi oCapabi | i t yTDDUpdat eRequi renent - TDD is for 3.84Mps TDD update requiremnment
ue- Radi oCapabi | i t yTDDUpdat eRequi r ement - TDD BOCLEAN,

syst enBpeci fi cCapUpdat eReqLi st Syst enSpeci fi cCapUpdat eReqLi st OPTI ONAL
}
Capabi | i t yUpdat eRequi renent -r4-ext ::= SEQUENCE {
ue- Radi oCapabi | i t yUpdat eRequi renent - TDD128 BOOLEAN
}
Capabi | i t yUpdat eRequirenent-r4 ::= SEQUENCE {
ue- Radi oCapabi | i t yFDDUpdat eRequi r ement - FDD BOCLEAN,
ue- Radi oCapabi | i t yTDDUpdat eRequi r enent - TDD384 BOOLEAN,
ue- Radi oCapabi | i t yTDDUpdat eRequi r enment - TDD128 BOOLEAN,
syst enBpeci fi cCapUpdat eReqLi st Syst enSpeci fi cCapUpdat eReqLi st OPTI ONAL
}
Cel | Updat eCause :: = ENUVERATED {
cel | Resel ecti on,
peri odi cal Cel | Updat e,
upl i nkDat aTr ansm ssi on,
ut r an- pagi ngResponse,
re-ent eredServi ceArea,
radi ol i nkFai |l ure,
rl c-unrecoverabl eError,
sparel }
Chi pRat eCapability ::= ENUVERATED {
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ncps3-84, ncpsl-28 }

Ci pheringAl gorithm:: = ENUVERATED {
uea0, ueal }
C pheri ngMbdeCommand : : = CHO CE {
startRestart G pheri ngAl gorithm
stepCi-pheri-ngdumy NULL
}
C pheri ngMbdel nfo :: = SEQUENCE {
-- TABULAR The ciphering algorithmis included in the C pheri ngModeConmand.
ci pheri ngModeConmand Ci pher i ngMbdeConmand,
activati onTi meFor DPCH ActivationTi ne OPTI ONAL,
rb- DL- G phActi vationTi nel nfo RB- Act i vati onTi mel nf oLi st OPTI ONAL
}
CN- DRX- Cycl eLengt hCoefficient ::= I NTECER (6..9)

11.5 RRC information between network nodes

I nt ernode-definitions DEFI N TI ONS AUTOVATI C TAGS :: =
BEG N
| MPORTS

Handover ToUTRANConmand,

Measur enment Report,

Physi cal Channel Reconfi gurati on,

Radi oBear er Reconfi gurati on,

Radi oBear er Rel ease,

Radi oBear er Set up,

RRC- Fai | urel nfo-r3-1Es,

Transport Channel Reconfi guration
FROM PDU- def i nitions

-- Core Network |Es :
CN- Domai nl dentity,
CN- Domai nl nf or mat i onLi st
CN- DRX- Cycl eLengt hCoef fi ci ent,
NAS- Syst end nf or mat i onGSM VAP,
-- UTRAN Mobility IEs :
Cel | I dentity,
URA- I dentity,
-- User Equipnment |Es :
C- RNTI ,
DL- PhysChCapabi | i t yFDD- v380ext ,
Fai | ureCauseWt hProt Err,
RRC- MessageSequenceNunber,
STARTLI st ,
STARTSI ngl e,
START- Val ue,
U- RNTI
UE- Radi oAccessCapability,
UE- Radi oAccessCapabi |l i ty-v370ext,
UE- Radi oAccessCapabi | i t y-v380ext,
UE- Radi oAccessCapabi | i t y- v3a0ext,
UE- Radi oAccessCapabi | i t y- vdxyext,
-- Radi o Bearer IEs :
Pr edef i nedConfi gSt at usLi st
Pr edef i nedConfi gVal ueTag,
RAB- | nf or mat i onSet uplLi st
RAB- | dentity,
SRB- | nf or mat i onSet uplLi st
-- Transport Channel |Es :
CPCH- Set | D,
DL- CommonTr ansChl nf o,
DL- AddReconf Tr ansChl nf oLi st ,
DRAC- St at i cl nf or mati onlLi st
UL- CommonTr ansChl nf o,
UL- AddReconf Tr ansChl nf oLi st ,
-- Measurenent |Es :
Measur enent | dentity,
Measur enent Repor ti nghbde,
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Measur enment Type,

Measur enment Type-r 4,

Addi ti onal Measur ement | D- Li st ,

Posi ti onEsti mate,

UE- Posi ti oni ng- | PDL- Par anet er s- TDD- r 4- ext ,
-- Oher IEs :
| nt er RAT- UE- Radi oAccessCapabi | i tyLi st
FROM | nf or mat i onEl enent s

maxCNdonai ns,
maxNoCOf Meas,

maxRB,
maxSRBset up
FROM Const ant - defi nitions

-- Part 1: dass definitions simlar to what has been defined in 11.1 for RRC nessages
-- Information that is tranferred in the same direction and across the sanme path is grouped

R SR R Sk Sk R Sk S Sk S S S S R S S Sk R Sk S R S R S Sk S Sk S kS S S S Sk S S S S S

-- RRC information, to target RNC

Rk Sk Sk Sk S S S Sk Sk S kS R S S S R S S R S R S Sk S Sk S S S S S R S S S S S S

-- RRC Information to target RNC sent either from source RNC or from another RAT

ToTar get RNC- Cont ai ner ::= CHO CE {
i nt er RATHandover I nf o I nt er RATHandover | nf oW t hl nt er RATCapabi l i ties-r3,
srncRel ocati on SRNC- Rel ocat i onl nf o-r 3,
ext ensi on NULL

}

Rk R Sk Sk S S S S Sk S kS R S S Sk Sk Sk S S S R S Sk S R Sk S S S S S kS S

-- RRC information, target RNC to source RNC

Rk Sk Sk Sk SR S S S S S Sk S R S S Sk R Sk S S S R S Sk S S S S S S S S S S S S S

Tar get - RNC- ToSour ceRNC- Cont ai ner ::= CHO CE {
r adi oBear er Set up Radi oBear er Set up,
r adi oBear er Reconf i gurati on Radi oBear er Reconfi gurati on,
radi oBear er Rel ease Radi oBear er Rel ease,
transport Channel Reconfi guration Transport Channel Reconfi gurati on,
physi cal Channel Reconfi gurati on Physi cal Channel Reconfi gurati on,
rrc-Failurelnfo RRC- Fai | ur el nf o-r 3- 1 Es,
ext ensi on NULL
}

-- Part 2: Container definitions, simlar to the PDU definitions in 11.2 for RRC nessages
-- I'n al phabetical order

R R R Sk Sk R Sk S S S S Sk S R S S Sk S S S R S Sk S S S kS S S S S S R Sk S S S S

-- Handover to UTRAN infornation

R R Sk Sk Sk R S S S S S Sk S R S S Sk S S S S S R S Sk kS S S S S S S Sk kS S S S

I nt er RATHandover | nf oW t hl nt er RATCapabi lities-r3 ::= CHO CE {
r3 SEQUENCE {
-- | E I nter RATHandover | nf oWt hl nt er RATCapabi lities-r3-1Es al so
-- includes non critical extensions
i nt er RATHandover I nfo-r3 I nt er RATHandover | nf oW t hl nt er RATCapabi l i ti es-r3-1Es,
v390NonCri ti cal Ext ensi ons SEQUENCE {
i nt er RATHandover | nf oW t hl nt er RATCapabi | i ti es-v390ext
I nt er RATHandover | nf oW t hl nt er RATCapabi | i ti es-v390ext -1 Es,
-- Reserved for future non critical extension

nonCriti cal Ext ensi ons SEQUENCE {} OPTI ONAL
} OPTI ONAL
b,
critical Extensions SEQUENCE {}
}
I nt er RATHandover | nf oW t hl nt er RATCapabi lities-r3-1Es:: = SEQUENCE {

-- The order of the IEs may not reflect the tabular fornat
--  but has been chosen to sinplify the handling of the information in the BSC
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-- Oher IEs
ue- RATSpeci fi cCapability I nt er RAT- UE- Radi oAccessCapabi | i tyLi st OPTI ONAL,
-- interRATHandoverlInfo, Octet string is used to obtain 8 bit length field prior to
-- actual information. This nmakes it possible for BSS to transparently handl e information
-- received via GSMair interface even when it includes non critical extensions.

-- The octet string shall include the |InterRATHandover|nfo information
-- The BSS can re-use the 04.18 length field received fromthe M
i nt er RATHandover I nf o OCTET STRING (Sl ZE (0..255))
}
I nt er RATHandover | nf oWt hl nt er RATCapabi | i ti es-v390ext-1Es ::= SEQUENCE {
-- User equipnent |Es
failureCauseWthProtErr Fai | ureCauseW t hProt Err OPTI ONAL
}
LR R R S R R R S R R R R S
-- SRNC Rel ocation information
:: LR R R R R R R R R R S
SRNC- Rel ocationlnfo-r3 ::= CHO CE {
r3 SEQUENCE {
SRNC- Rel ocati onlnfo-r3 SRNC- Rel ocat i onl nf o-r 3-1 Es,
v380NonCri ti cal Ext ensi ons SEQUENCE {

SRNC- Rel ocat i onl nf 0- v380ext SRNC- Rel ocati onl nf 0-v380ext - | Es,
-- Reserved for future non critical extension

v390NonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf 0- v390ext SRNC- Rel ocat i onl nf o- v390ext - | Es,
v3a0ONonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf o- v3aOext SRNC- Rel ocat i onl nf o- v3aOext - | Es,
v4xyNonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf 0- v4xyext SRNC- Rel ocat i onl nf o- v4xyext - | Es,
v3bONonCri ti cal Ext ensi ons SEQUENCE {
SRNC- Rel ocat i onl nf 0- v3b0ext SRNC- Rel ocat i onl nf o- v3b0Oext - | Es,
-- Reserved for future non critical extension
nonCritical Ext ensi ons SEQUENCE {} OPTI ONAL

—
eserved For future non-eritical extensio

} OPTI ONAL
} OPTI ONAL
} OPTI ONAL
} OPTI ONAL
b
critical Extensions SEQUENCE {}
}
SRNC- Rel ocationlnfo-r3-1Es ::= SEQUENCE {
-- Non-RRC | Es
stateOf RRC St at e RRC,
st at eOf RRC- Procedur e St at eOF RRC- Procedur e,

-- Ciphering related information | Es
-- If the extension v380 is included use the extension for the ciphering status per CN domain

ci pheringSt at us Ci pheringSt at us,

cal cul ati onTi meFor C phering Cal cul ati onTi meFor Ci phering OPTI ONAL,

ci pheri ngl nf oPer RB- Li st G pheri ngl nf oPer RB- Li st OPTI ONAL,

count - C- Li st COUNT- C- Li st OPTI ONAL,

integrityProtectionStatus IntegrityProtectionStatus,

srb-SpecificlntegrityProtlnfo SRB- Speci ficlntegrityProtl|nfolist,

i mpl ement at i onSpeci fi cPar ans I mpl enent ati onSpeci fi cPar ans OPTI ONAL,
-- User equi prment | Es

u- RNTI U- RNTI,

c- RNTI C- RNTI OPTI ONAL,

ue- Radi oAccessCapability UE- Radi oAccessCapability,

ue- Posi ti oni ng- Last KnownPos UE- Posi ti oni ng- Last KnownPos OPTI ONAL,
-- Oher IEs

ue- RATSpeci fi cCapability I nt er RAT- UE- Radi oAccessCapabi | i tyLi st OPTI ONAL,
-- UTRAN nobility | Es

ura-ldentity URA- | dentity OPTI ONAL,

-- Core network | Es
cn- CommpnGSM MAP- NAS- Sysi nf o NAS- Syst end nf or mat i onGSM VAP,

cn- Domai nl nf or mat i onLi st CN- Dormai nl nf or mat i onLi st OPTI ONAL,
-- Measurenent |Es

ongoi ngMeasReplLi st Ongoi ngMeasReplLi st OPTI ONAL,
-- Radio bearer IEs

pr edefi nedConfi gSt at usLi st Pr edef i nedConfi gSt at uslLi st,

srb- 1 nformati onLi st SRB- | nf or mat i onSet uplLi st ,

rab- 1 nformati onLi st RAB- | nf or mat i onSet upLi st OPTI ONAL,
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-- Transport channel |Es
ul - CommonTr ansChl nf o
ul - TransChl nf oLi st
nodeSpeci ficlnfo

fdd
cpch-Set|I D
t ransChDRAGC- | nf o
H
tdd
}
dl - CormonTr ansChl nf o
dl - TransChl nf oLi st

Measur enment report
measur ement Repor t
nonCriti cal Ext ensi ons

this IE is absent

In case of TDD only up-Ipdl-Paraneters-TDD i s present,
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UL- CommonTr ansChl nf o OPTI ONAL,
UL- AddReconf Tr ansChl nf oLi st OPTI ONAL,
CHO CE {
SEQUENCE {
CPCH Set | D OPTI ONAL,
DRAC- St ati cl nformati onLi st OPTI ONAL
NULL
DL- CommonTr ansChl nf o OPTI ONAL,
DL- AddReconf Tr ansChl nf oLi st OPTI ONAL,
Measur enment Report OPTI ONAL ,
SEQUENCE {
ot herw se

up- | pdl - Par anet er s- TDD UE- Posi ti oni ng- | PDL- Par anmet er s- TDD- r 4- ext OPTI ONAL,
-- Extension nmechani smfor non- rel ease4 information
nonCriti cal Extensions SEQUENCE {} OPTI ONAL
} OPTI ONAL
}
SRNC- Rel ocat i onl nf 0-v380ext - | Es :: = SEQUENCE {
-- Ciphering related information |Es
cn- Domai nl dentity CN- Donai nl dentity,
ci pheri ngSt at usLi st G pheri ngSt at usLi st
}
SRNC- Rel ocat i onl nf o-v390ext -1 Es ::= SEQUENCE {
cn- Domai nl nf or mat i onLi st - v390ext CN- Donmai nl nf or mat i onLi st - v390ext OPTI ONAL,
ue- Radi oAccessCapabi | i ty-v370ext UE- Radi oAccessCapabi |l i ty-v370ext OPTI ONAL,
ue- Radi oAccessCapabi | i ty-v380ext UE- Radi oAccessCapabi | i ty-v380ext OPTI ONAL,
dl - PhysChCapabi | i t yFDD- v380ext DL- PhysChCapabi | i t yFDD- v380ext ,
fail ureCauseWthProt Err Fai | ureCauseWt hProt Err OPTI ONAL
}
SRNC- Rel ocat i onl nf o-v3aOext - | Es ::= SEQUENCE {
-- cn-domain identity for |IE startVal ueFor G phering-v3aOext is specified
-- in subsequent extension (SRNC- Rel ocati onl nfo-v3b0ext -1 Es)
startValueForCpheringst art Val ueFor G pheri ng- v3aOext START- Val ue,
ci pheri ngl nf oFor SRB1- v3a0Oext G pheri ngl nf oFor SRB1- v3a0ext,
ue- Radi oAccessCapabi | i ty-v3aOext UE- Radi oAccessCapabi | i ty-v3a0ext OPTI ONAL
}
SRNC- Rel ocat i onl nf o- vdxyext -1 Es ::= SEQUENCE {
ue- Radi oAccessCapabi | i ty-v4xyext UE- Radi oAccessCapabi |l i ty-va4xyext
}
SRNC- Rel ocat i onl nf o-v3b0Oext-1Es ::= SEQUENCE {
-- cn-domain identity for |E startVal ueFor C phering-v3a0ext included in previous extension
cn- Domai nl dentity CN- Donai nl dentity,
-- the renmaining start values are contained in |E startVal ueFor G pheri ng- v3bOext
st art Val ueFor G pheri ng- v3b0ext STARTLI st 2 OPTI ONAL
13
STARTLi st2 ::= SEQUENCE (SI ZE (2..maxCNdomai ns)) OF
STARTSI ngl e
G pheri ngl nf oFor SRB1- v3alext ::= SEQUENCE {
dl - UM SN BIT STRING (SIZE (7))
}
G pheri ngSt at usLi st = SEQUENCE ( SI ZE (1..maxCNdomai ns)) OF
Ci pheri ngSt at usCNdomai n
Ci pheringStatusCNdomain :: = SEQUENCE {
cn- Domai nl dentity CN- Domai nl dentity,
ci pheri ngSt at us Ci pheri ngSt at us
}
SRNC- Rel ocationlnfo-r4 ::= SEQUENCE {
-- Non-RRC | Es
stateOf RRC St at e RRC,
st at exf RRC- Procedure St at eOf RRC- Pr ocedur e,
ci pheringSt at us Ci pheringSt at us,
cal cul ati onTi meFor G phering Cal cul ati onTi meFor G pheri ng OPTI ONAL,
ci pheri ngl nf oPer RB- Li st G pheri ngl nf oPer RB- Li st OPTI ONAL,
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integrityProtectionStatus IntegrityProtectionStatus,

srb-SpecificlntegrityProtlnfo SRB- Speci ficlntegrityProtlnfolList,

i mpl ement at i onSpeci fi cPar ans I mpl enent ati onSpeci fi cPar ans OPTI ONAL,
-- User equipnent |Es

u- RNTI U- RNTI ,

c- RNTI C- RNTI OPTI ONAL,

ue- Radi oAccessCapability UE- Radi oAccessCapability,

ue- Posi ti oni ng- Last KnownPos UE- Posi ti oni ng- Last KnownPos OPTI ONAL,
-- Oher IEs

ue- RATSpeci fi cCapability I nt er RAT- UE- Radi oAccessCapabi | i tyLi st OPTI ONAL,
-- UTRAN nobility I Es

ura-ldentity URA- | dentity OPTI ONAL,

-- Core network |Es
cn- CommonGSM MAP- NAS- Sysi nf o NAS- Syst enl nf or mat i onGSM VAP,

cn- Domai nl nf or mat i onLi st CN- Donai nl nf or mat i onLi st OPTI ONAL,
-- Measurenent |Es

ongoi ngMeasReplLi st Ongoi ngMeasRepLi st-r4 OPTI ONAL,
-- Radi o bearer |Es

pr edefi nedConfi gSt at usLi st Pr edef i nedConfi gSt at uslLi st,

srb- I nformationLi st SRB- | nf or mat i onSet uplLi st

rab- | nformati onLi st RAB- | nf or mat i onSet uplLi st OPTIl ONAL,
-- Transport channel |Es

ul - CormmonTr ansChl nf o UL- CommonTr ansChl nf o OPTI ONAL,

ul - TransChl nf oLi st UL- AddReconf Tr ansChl nf oLi st OPTI ONAL,

nodeSpeci ficl nfo CHO CE {

fdd SEQUENCE {
cpch-Set1 D CPCH- Set | D OPTI ONAL,
t ransChDRAGC- | nf o DRAC- St ati cl nformati onLi st OPTI ONAL
tdd NULL

}

dl - CommonTr ansChl nf o DL- CommonTr ansChl nf o OPTI ONAL,

dl - TransChl nf oLi st DL- AddReconf Tr ansChl nf oLi st OPTI ONAL,
-- Measurenent report

measur enment Report Measur ement Report OPTI ONAL,

nonCri ti cal Ext ensi ons SEQUENCE {

-- In case of TDD only up-Ipdl-Paraneters-TDD is present, otherw se
-- this |E is absent

up- | pdl - Par anet er s- TDD UE- Posi ti oni ng- | PDL- Par anet er s- TDD- r 4- ext OPTI ONAL,
-- Extension nechani smfor non- rel ease4 information
nonCritical Ext ensi ons SEQUENCE {} OPTI ONAL
} OPTI ONAL
}
-- IE definitions
Cal cul ati onTi neFor G phering ::= SEQUENCE {
cell-1d Cel | I dentity,
sfn | NTEGER (0. .4095)
}
Ci pheringlnfoPerRB :: = SEQUENCE {
dl - HFN BI T STRING (SI ZE (20..25)),
ul - HFN BI T STRING (SI ZE (20..25))
}

-- TABULAR: Ci pheringl nfoPerRB-List, nultiplicity val ue nunber O Radi oBearers
-- has been replaced w th maxRB.
G pheri ngl nfoPer RB-List ::= SEQUENCE (SI ZE (1..maxRB)) OF

Ci pheri ngl nf oPer RB

Ci pheringStatus ::= ENUVERATED {
started, notStarted }
CN- Domai nl nf or mati on-v390ext ::= SEQUENCE {
cn- DRX- Cycl eLengt hCoef f CN- DRX- Cycl eLengt hCoef fi ci ent
}
CN- Domai nl nf or mati onLi st-v390ext ::= SEQUENCE (SI ZE (1..nmaxCNdonmai ns)) OF
CN- Donmai nl nf or mat i on- v390ext
COUNT-C-List ::= SEQUENCE ( SI ZE (1..maxCNdomai ns)) OF
CQOUNT- CSi ngl e
COUNT-CSingle ::= SEQUENCE {
cn- Domai nl dentity CN- Domai nl dentity,
count-C BI T STRING (SI ZE (32))
}
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Annex A (informative):
USIM parameters

Al

This annex contains recommendations about the RRC parameters to be stored in the USIM.

Introduction

A.2 Ciphering information
Information Element/Group Need Multi Type and Semantics description
name reference
Cipher key for each CN domain MP <1lto Cipher key is described in [40].
maxCNDo
mains>
>0ld-CK MP Bit string
(128)
sblone ol AR Eloing
€28
Integrity key for each CN MP <1lto Integrity key is described in
domain maxCNDo [40].
mains>
>0ld-1K MP Bit string
(128)
>New K MP Bit-string
€28
THRESHOLD MP Bit string
(20)
START value for each CN MP <lto START value is described in
domain maxCNDo [40].
mains>
>0Old-START MP Bit string
(20)
>New START MP Bitstring
€20
KSI, Key set identifier for each MP <lto Key set identifier is described
CN domain maxCNDo in [40].
mains>
>0ld-KSI MP Bit string (3)
P ———
A.3 Frequency information
Neighbour cell list.
Information Element/Group Need Multi Type and Semantics Version
name reference description
FDD cell list OoP <lto
maxFDDFr
egList>
>UARFCN uplink (Nu) OoP Integer(0..16 | [21] If IE not
383) present, default
duplex distance of
190 MHz shall be
used.
>UARFCN downlink (Nd) MP Integer(0 .. [21]
16383)
>Primary scrambling code OoP <1lto Primary
maxFDDFr | CPICH info
eqCellList> | 10.3.6.60
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Information Element/Group Need Multi Type and Semantics Version
name reference description

3.84 Mcps TDD cell list OoP <lto
maxTDDFr
egList>

>UARFCN (Nt) MP Integer(O .. [22]

16383)

>Cell parameters ID OoP <1lto Integer The Cell
maxTDDFr | (0..127) parameters ID is
eqgCellList> described in [32].

1.28 Mcps TDD cell list OoP <lto REL-4
maxTDDFr
egList>

>UARFCN (Nt) MP Integer(O .. [22] REL-4

16383)

>Cell parameters ID OoP <lto Integer The Cell REL-4
maxTDDFr | (0..127) parameters ID is
eqgCellList> described in [32].

GSM Neighbour cell list OP

>GSM neighbour cell info MP <1lto
maxGSMC
ellList>

>>BSIC MP

>>BCCH ARFCN MP
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CHANGE REQUEST
3 25331 CR 1493 srev _ 38 Current version: 3.10.0 3

For HELP on using this form, see bottom of this page or look at the pop-up text over the 8 symbols.

Proposed change affects: 3 (U)SIM|:| ME/UE Radio Access Network[X] Core Network|:|

Title: ¥ Corrections to cell update interactions with security and SRNS Relocation
Source: ¥ TSG-RAN WG2
Work item code: 3 TEI Date: ¥ May 13, 2002
Category: ® F Release: & R99
Use one of the following categories: Use one of the following releases:
F (correction) 2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can REL-4 (Release 4)
be found in 3GPP TR 21.900. REL-5 (Release 5)

Reason for change: # 1. Theactionsfor the UE in case of CELL UPDATE and UTRAN MOBILITY
INFORMATION when performing a security reconfiguration during a CEL L
UPDATE CONFIRM procedure causing security reconfiguration are missing.

2. Itisstated that in case of a CELL UPDATE being triggered during security
reconfiguration, the UE shall abort and revert back to its previous configuration.
This would however require the UE to abandon the re-establishment of RB2 and
revert back to the previous RB2 configuration - thisis however not possible.

3. Itisincorrectly stated that in case of SRNS relocation the HFN components have
to be mdofified following the re-establishment of the associated RB, when in fact
only the HFN compenents of the COUNT-C values for that RB needs to be
modified.

4. Transmission on RBO is prohibited - this would prevent a CELL UPDATE being
sent during security reconfiguration.

1. Summary of 1. 1ltisstated that the UE shall not abort the security reconfiguration if a CELL
change: * UPDATE occurs during a CELL UPDATE CONFIRM triggering a SRNS
Relocation. UE actionsin case of UTRAN MOBILITY INFORMATION
procedure are stated - UE shall start a cell update procedure and continue with the
UTRAN MOBILITY INFROMATION.

2. Itisstated that the UE shall releaseitsradio resources if acell reselectionis
triggered during a RB Reconfiguration procedure triggering SRNS Relocation. A
note is added that the UTRAN should use RB Control messages for triggering
SRNS Relocation only in case of CELL_DCH to CELL_DCH transitions. UE
behavior in other cases is unspecified.

3. Itisnow stated that only the HFN components of the COUNT-C values need to
be modified or set following RB re-establishment during the SRNS rel ocation.

4. Transmission on RBO is now allowed during security reconfiguration.
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Consequences if 3 1. UE actionson cell updatein case of UTRAN MOBILITY INFORMATION

not approved: causing security reconfiguration on SRNS relocation will be unspecified leading
to unknown UE behavior. UE actionsin case of cell update during an ongoing
CELL UPDATE CONFIRM causing security reconfiguration will be difficult to
implement causing unknown UE behavior.

2. UE implementation will not be possible leading to unknown UE behavior.

3. HFN components of COUNT-I may also be incorrectly modified causing loss of
connection due to security failure.

4. CELL UPDATE will not be sent causing loss of connection.

Isolated Impact Analysis:
Corrected Feature: Security Reconfiguration during SRNS relocation

Both the UE and UTRAN need to implement the changes in this CR for the security
feature to function correctly when SRNS rel ocation is triggered, else the two entities
will not be synchronised causing loss of connection.

Impact on T1 test specifications: Security isin general not well covered in T1 at present
and this CR is not forseen to affect current T1 tests but the corrected functionality will
affect future test cases produced by T1 related to security.

Clauses affected: ¥ 8.223,8.224,82212b,8.3.1.6,8.3.1.7,8.3.1.12, 8.3.3.3, 8.3.3.5,8.6.3.5

Other specs * Other core specifications ¥ 25.331v4.4.0, CR 1494
25.331 v5.0.0, CR 1495

affected: Test specifications
O&M Specifications

Other comments: 8

How to create CRs using this form:
Comprehensive information and tips about how to create CRs can be found at http://www.3gpp.org/specs/CR.htm.

Below is a brief summary:

1) Fill out the above form. The symbols above marked 3 contain pop-up help information about the field that they are
closest to.

2) Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word
"revision marks" feature (also known as "track changes") when making the changes. All 3GPP specifications can be
downloaded from the 3GPP server under ftp://ftp.3gpp.ora/specs/ For the latest version, look for the directory name
with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3) With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of
the clause containing the first piece of changed text. Delete those parts of the specification which are not relevant to

the change request.
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8.2.2.3 Reception of RADIO BEARER SETUP or RADIO BEARER
RECONFIGURATION or RADIO BEARER RELEASE or TRANSPORT
CHANNEL RECONFIGURATION or PHYSICAL CHANNEL
RECONFIGURATION message by the UE

The UE shall be able to receive any of the following messages:
- RADIO BEARER SETUP message; or
- RADIO BEARER RECONFIGURATION message; or
- RADIO BEARER RELEASE message; or
-  TRANSPORT CHANNEL RECONFIGURATION message; or
- PHYSICAL CHANNEL RECONFIGURATION message;

and perform a hard handover, even if no prior UE measurements have been performed on the target cell and/or
frequency.

If the UE receives:
- aRADIO BEARER SETUP message; or
- aRADIO BEARER RECONFIGURATION message; or
- aRADIO BEARER RELEASE message; or
- aTRANSPORT CHANNEL RECONFIGURATION message; or
- aPHYSICAL CHANNEL RECONFIGURATION message:
it shall:
1> set the variable ORDERED_RECONFIGURATION to TRUE;
1> perform the physical layer synchronisation procedure as specified in [29];

1> act upon all received information elements as specified in subclause 8.6, unless specified in the following and
perform the actions below.

The UE may first release the physical channel configuration used at reception of the reconfiguration message. The UE
shall then:

1> in FDD, if the IE "PDSCH code mapping" is included but the |E "PDSCH with SHO DCH Info" is hot included
and if the DCH has only onelink in its active set:

2> act upon the IE "PDSCH code mapping" as specified in subclause 8.6; and
2> infer that the PDSCH will be transmitted from the cell from which the downlink DPCH is transmitted.
1> enter a state according to subclause 8.6.3.3.

In case the UE receives a RADIO BEARER RECONFIGURATION message including the |E "RB information to
reconfigure" that only includes the IE "RB identity", the UE shall:

1> handle the message asif |1E "RB information to reconfigure" was absent.

NOTE: The RADIO BEARER RECONFIGURATION message alwaysincludes the |E "RB information to
reconfigure". UTRAN hasto include it even if it does not require the reconfiguration of any RB.

If after state transition the UE enters CELL_DCH state, the UE shall, after the state transition:
1> remove any C-RNTI from MAC;
1> clear the variable C_RNTI.
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In FDD, if after state transition the UE leaves CELL_DCH state, the UE shall, after the state transition:
1> remove any DSCH-RNTI from MAC;
1> clear the variable DSCH_RNTI.

If the UE wasin CELL_DCH state upon reception of the reconfiguration message and remainsin CELL_DCH state, the
UE shall:

1> if the IE "Uplink DPCH Info" is absent, not change its current UL Physical channel configuration;

1> if the IE "Downlink information for each radio link" is absent, not change its current DL Physical channel
configuration.

If after state transition the UE enters CELL_FACH state, the UE shall, after the state transition:
1> if the IE "Fregquency info" isincluded in the received reconfiguration message:
2> select asuitable UTRA cell according to [4] on that frequency.
1> if the IE "Fregquency info" is not included in the received reconfiguration message:
2> select asuitable UTRA cell according to [4].

1> if the received reconfiguration message included the |E " Primary CPICH info" (for FDD) or "Primary CCPCH
info" (for TDD), and the UE selects another cell than indicated by this |E or the received reconfiguration
message did not include the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD):

2> initiate a cell update procedure according to subclause 8.3.1 using the cause "Cell reselection”;
2> when the cell update procedure completed successfully:
3> if the UEisin CELL_PCH or URA_PCH sate:

4> initiate a cell update procedure according to subclause 8.3.1 using the cause "Uplink data
transmission”;

4> proceed as below.

1> start timer T305 using itsinitia valueif timer T305 is not running and if periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" in system
information block type 1;

1> select PRACH according to subclause 8.5.17;
1> select Secondary CCPCH according to subclause 8.5.19;
1> use the transport format set given in system information;
1> if the IE"UTRAN DRX cycle length coefficient” isincluded in the same message:
2> ignore that |E and stop using DRX.
1> if the contents of the variable C_RNTI is empty:
2> perform a cell update procedure according to subclause 8.3.1 using the cause " Cell reselection”;
2> when the cell update procedure completed successfully:
3> if the UEisin CELL_PCH or URA_PCH state:

4> initiate a cell update procedure according to subclause 8.3.1 using the cause "Uplink data
transmission";

4> proceed as below.

If the UE wasin CELL_FACH state upon reception of the reconfiguration message and remainsin CELL_FACH state,
the UE shall:

3GPP



Error! No text of specified style in document. 5 Error! No text of specified style in document.

1> if the IE "Frequency info" isincluded in the received reconfiguration message:
2> select asuitable UTRA cell according to [4] on that frequency;

2> if the received reconfiguration message included the |E "Primary CPICH info" (for FDD) or "Primary
CCPCH info" (for TDD), and the UE selected another cell than indicated by this IE or the received
reconfiguration message did not include the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info"
(for TDD):

3> initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
3> when the cell update procedure completed successfully:
4> proceed as below.

The UE shall transmit a response message as specified in subclause 8.2.2.4, setting the information elements as
specified below. The UE shall:

1> if the received reconfiguration message included the |E "Downlink counter synchronisation info"; or

1> if the received reconfiguration message is a RADIO BEARER RECONFIGURATION and the |IE "New U-
RNTI" isincluded:

2> re-establish RB2;

2> set the new uplink and downlink HFN component of COUNT-C of RB2 to MAX (uplink HFN component of
COUNT-C of RB2, downlink HFN component of COUNT-C of RB2);

2> increment by one the downlink and uplink values of the HFN component of COUNT-C valtes for RB2;

2> calculate the START value according to subclause 8.5.9;

2> include the calculated START values for each CN domaininthe IE "START list" in the IE "Uplink counter
synchronisation info".

1> if the received reconfiguration message did not include the IE "Downlink counter synchronisation info":
2> if thevariable START_VALUE_TO_TRANSMIT is set:
3> include and set the IE "START" to the value of that variable.
2> if thevariable START _VALUE TO TRANSMIT isnot set and the IE "New U-RNTI" isincluded:
3> calculate the START value according to subclause 8.5.9;

3> include the calculated START values for each CN domainin the IE "START list" in the IE "Uplink
counter synchronisation info".

2> if the received reconfiguration message caused a change in the RLC size for any RB using RLC-AM:
3> calculate the START value according to subclause 8.5.9;

3> include the calculated START values for the CN domain associated with the corresponding RB identity in
the IE"START list" inthe IE "Uplink counter synchronisation info".

1> if the received reconfiguration message contained the |E " Ciphering mode info" or contained the IE "Integrity
protection mode info":

2> set the |E "Status' in the variable SECURITY_MODIFICATION for all the CN domains in the variable
SECURITY_MODIFICATION to "Affected".

1> if the received reconfiguration message contained the |E " Ciphering mode info":

2> include and set the |E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1> if the received reconfiguration message did not contain the | E " Ciphering activation time for DPCH" in |E
"Ciphering mode info":
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2> if prior to this procedure there exist no transparent mode RLC radio bearers:
3> if, at the conclusion of this procedure, the UE will bein CELL_DCH state; and
3> if, at the conclusion of this procedure, at least one transparent mode RLC radio bearer exists:
4> include the IE "COUNT-C activation time" and specify a CFN value for this|E.
2> if prior to this procedure there exists at least one transparent mode RLC radio bearer:
3> if, at the conclusion of this procedure, no transparent mode RL C radio bearers exist:
4> include the IE "COUNT-C activation time" and specify a CFN value for this|E.

1> set the IE "RRC transaction identifier” to the value of "RRC transaction identifier" in the entry for the received
message in the table " Accepted transactions” in the variable TRANSACTIONS; and

1> clear that entry;
1> if the variable PDCP_SN_INFO is not empty:
2> include the IE "RB with PDCP information list" and set it to the value of the variable PDCP_SN_INFO.

1> in TDD, if the procedure is used to perform a handover to a cell where timing advance is enabled, and the UE
can calculate the timing advance value in the new cell (i.e. in a synchronous TDD network):

2> set the |E "Uplink Timing Advance" according to subclause 8.6.6.26.
1> if the IE "Integrity protection mode info" was present in the received reconfiguration message:

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted response message.

If after state transition the UE enters CELL_PCH or URA_PCH state, the UE shall, after the state transition and
transmission of the response message:

1> if the IE "Frequency info" isincluded in the received reconfiguration message:
2> select asuitable UTRA cell according to [4] on that frequency.

1> if the IE "Frequency info" is not included in the received reconfiguration message:
2> select asuitable UTRA cell according to [4].

1> prohibit periodical statustransmissionin RLC;

1> remove any C-RNTI from MAC;

1> clear the variable C_RNTI;

1> start timer T305 using itsinitia valueif timer T305 is not running and if periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" in system
information block type 1;

1> select Secondary CCPCH according to subclause 8.5.19;
1> if the IE"UTRAN DRX cycle length coefficient" isincluded in the same message:

2> usethevalueinthe IE "UTRAN DRX Cycle length coefficient" for calculating Paging occasion and PICH
Monitoring Occasion as specified in subclause 8.6.3.2.

1> if the IE"UTRAN DRX cycle length coefficient” is not included in the same message:
2> set the variable INVALID_CONFIGURATION to TRUE.

1> if the UE enters CELL_PCH state from CELL_DCH state, and the received reconfiguration message included
the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell
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than indicated by this | E or the received reconfiguration message did not include the IE "Primary CPICH info"
(for FDD) or "Primary CCPCH info" (for TDD):
2> initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
2> when the cell update procedure completed successfully:
3> the procedure ends.

1> if the UE enters CELL_PCH state from CELL_FACH state, and the received reconfiguration message included
the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell
than indicated by this|E:

2> initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
2> when the cell update procedure is successfully completed:
3> the procedure ends.

1> if the UE enters URA_PCH state, and after cell selection the criteriafor URA update caused by "URA
reselection” according to subclause 8.3.1 is fulfilled:

2> initiate a URA update procedure according to subclause 8.3.1 using the cause "URA reselection”;
2> when the URA update procedure is successfully completed:

3> the procedure ends.

8.2.24 Transmission of a response message by the UE, normal case
In case the procedure was triggered by reception of a RADIO BEARER SETUP message, the UE shall:

1> transmit a RADIO BEARER SETUP COMPLETE as response message on the uplink DCCH using AM RLC.
In case the procedure was triggered by reception of a RADIO BEARER RECONFIGURATION message, the UE shall:

1> transmit a RADIO BEARER RECONFIGURATION COMPLETE as response message on the uplink DCCH
using AM RLC.

In case the procedure was triggered by reception of a RADIO BEARER RELEA SE message, the UE shall:

1> transmit a RADIO BEARER RELEASE COMPLETE as response message on the uplink DCCH using AM
RLC.

In case the procedure was triggered by reception of a TRANSPORT CHANNEL RECONFIGURATION message, the
UE shall:

1> transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message on the uplink
DCCH using AM RLC.

In case the procedure was triggered by reception of aPHY SICAL CHANNEL RECONFIGURATION message, the UE
shall:

1> transmit aPHY SICAL CHANNEL RECONFIGURATION COMPLETE as response message on the uplink
DCCH using AM RLC.

If the new stateis CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration
after the state transition, and the UE shall:

1> if the IE "Downlink counter synchronisation info" was included in the reconfiguration message; or

1> if the received reconfiguration message isa RADIO BEARER RECONFIGURATION and the |IE "New U-
RNTI" isincluded:

2> when RLC has confirmed the successful transmission of the response message:
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3> re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all
ther HFN component of the respective COUNT-C val ues to the START value included in the response
message for the corresponding CN domain;

3> re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all thefg HFN
component of the respective COUNT-C valuesto the START value included in the response message for
the CN domain stored in the variable LATEST _CONFIGURED_CN_DOMAIN;

3> set the remaining bits of the HFN component of the COUNT-C values of al UM RLC entitiesto zero;

3> re-initialise the PDCP header compression entities of each radio bearer in the variable
ESTABLISHED_RABS as specified in [36].

1> if thevariable PDCP_SN_INFO is empty:
2> if the received reconfiguration message contained the | E " Ciphering mode info":
3> when RLC has confirmed the successful transmission of the response message:
4> notify upper layers upon change of the security configuration;
4> perform the actions below.
2> if the received reconfiguration message did not contain the |E " Ciphering mode info":
3> when RLC has been requested to transmit the response message:
4> perform the actions below.
1> if the variable PDCP_SN_INFO is hon-empty:
2> when RLC has confirmed the successful transmission of the response message:
3> for each radio bearer in the variable PDCP_SN_INFO:
4> if the IE "RB started" in the variable ESTABLISHED RABS s set to "started":
5> configure the RLC entity for that radio bearer to "continue".
3> perform the actions below.

If the new stateis CELL_PCH or URA_PCH, the response message shall be transmitted using the old configuration
before the state transition, but the new C-RNTI shall be used if the IE "New C-RNTI" wasincluded in the received
reconfiguration message, and the UE shall:

1> when RLC has confirmed the successful transmission of the response message:
2> for each radio bearer in the variable PDCP_SN_INFO:
3> if the IE "RB started” in the variable ESTABLISHED_RABS is set to "started":
4> configure the RLC entity for that radio bearer to "continue".
2> enter the new state (CELL_PCH or URA_PCH, respectively);
2> perform the actions below.
The UE shall:
1> set the variable ORDERED_RECONFIGURATION to FALSE;
1> if the received reconfiguration message contained the |E " Ciphering mode info":

2> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

2> set the |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and

3GPP



Error! No text of specified style in document. 9 Error! No text of specified style in document.

2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
1> if the received reconfiguration message contained the |E "Integrity protection mode info™:
2> dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

2> set "Uplink RRC Message sequence number” for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO will
use the new integrity protection configuration;

2> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FAL SE; and
2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

1> clear the variable PDCP_SN_INFO;

1> clear the variable START_VALUE_TO _TRANSMIT;

1> clear the variable SECURITY_MODIFICATION.

8.2.2.12b  Cell update procedure during security reconfiguration
If:
- acell update procedure according to subclause 8.3.1 isinitiated; and
- thereceived reconfiguration message causes either:
- thelE "Reconfiguration” in the variable CIPHERING_STATUS to be set to TRUE; and/or
- thelE"Reconfiguration" in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:
the UE shall:

1> release dl radio resources,

1> indicate the release of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_ RABS) to upper layers; and

1> clear any entry for the RRC CONNECTION REL EASE message in the tables " Accepted transactions’ and
"Rejected transactions' in the variable TRANSACTIONS;

1> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

1> clear the variable ESTABLISHED RABS;

1> if the received reconfiguration message contained the |E " Ciphering mode info":

2> set the | E "Reconfiguration” in the variable CIPHERING STATUS to FALSE; and

2> clear the variable RB_UPLINK_CIPHERING ACTIVATION_TIME INFO;

2> clear the variable SECURITY_MODIFICATION;

1> if the received reconfiguration message contained the |E "Integrity protection mode info":

2> set the |E "Reconfiguration” in the variable INTEGRITY PROTECTION INFO to FALSE; and

2> clear the variable INTEGRITY PROTECTION_ACTIVATION_INFO.

1> enter idle mode;

1> perform the actions specified in subclause 8.5.2 when entering idle mode.

1> and the procedure ends.
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NOTE: UTRAN should use RB Control messages to perform a SRNS relocation only in case of state transitions

from Cell-DCH to->= Cell-DCH.

8.2.2.13 Invalid received message

If the received reconfiguration message contains a protocol error causing the variable PROTOCOL_ERROR_REJECT
to be set to TRUE according to clause 9, the UE shall perform procedure specific error handling as follows. The UE
shall:

1> transmit a failure response message as specified in subclause 8.2.2.9, setting the information elements as
specified below:

2> include the |E "RRC transaction identifier"; and

2> set it to the value of "RRC transaction identifier” in the entry for the received message in the table "Rejected
transactions' in the variable TRANSACTIONS; and

2> clear that entry;
2> set the |E "failure cause” to the cause value "protocol error”;

2> include the |E "Protocol error information™ with contents set to the value of the variable
PROTOCOL_ERROR_INFORMATION.

The procedure ends.

8.2.3 Radio bearer release

See subclause 8.2.2 (Reconfiguration procedures).

8.3.1.6 Reception of the CELL UPDATE CONFIRM/URA UPDATE CONFIRM
message by the UE

When the UE receives a CELL UPDATE CONFIRM/URA UPDATE CONFIRM message; and

- if the message isreceived onthe CCCH, and IE "U-RNTI" is present and has the same value as the variable
U_RNTI; or

- if the message isreceived on DCCH:
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the UE shall:

1> stop timer T302;

1> in case of acell update procedure and the CELL UPDATE CONFIRM message:
2> includes "RB information elements"; and/or
2> includes "Transport channel information elements'; and/or
2> includes "Physical channel information elements’; and
2> if the variable ORDERED RECONFIGURATION is set to FALSE:

3> set the variable ORDERED_RECONFIGURATION to TRUE.

1> act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the
following:

2> if the IE "Frequency info" isincluded in the message:
3> if the IE "RRC State Indicator” is set to the value"CELL_FACH" or "CELL_PCH" or URA_PCH":
4> select asuitable UTRA cell according to [4] on that frequency;
4> act as specified in subclause 8.3.1.12.
3> if the IE"RRC State Indicator” is set to the value"CELL_DCH":
4> act on the |E "Frequency info" as specified in subclause 8.6.6.1.
2> use the transport channel(s) applicable for the physical channel typesthat is used; and
2> if the IE"TFS" is neither included nor previously stored in the UE for that transport channel(s):
3> use the TFS given in system information.
2> if none of the TFS stored is compatible with the physical channel:
3> delete the stored TFS;
3> use the TFS given in system information.
2> perform the physical layer synchronisation procedure as specified in [29];

2> if the CELL UPDATE CONFIRM message includes the |IE "RLC re-establish indicator (RB2, RB3 and
RB4)":

3> re-establish the RLC entities for signalling radio bearer RB2, signalling radio bearer RB3 and signalling
radio bearer RB4 (if established);

3> if thevalue of the |E "Status" in the variable CIPHERING_STATUS of the CN domain stored in the
variable LATEST_CONFIGURED_CN_DOMAIN is set to " Started":

4> set the HFN component of the respective COUNT-C values for AM RLC entities with RB identity
2,RB identity 3 and RB identity 4 (if established) equal to the START value included in the latest
transmitted CELL UPDATE message for the CN domain stored in the variable
LATEST_CONFIGURED_CN_DOMAIN.

2> if the CELL UPDATE CONFIRM message includes the |IE "RLC re-establish indicator (RB5 and upwards)":
3> for radio bearers with RB identity 5 and upwards:
4> re-establish the AM RLC entities;

4> if the value of the |IE "Status" in the variable CIPHERING_STATUS of the CN domain asindicated in
the IE "CN domain identity" inthe |IE "RAB info" in the variable ESTABLISHED RABSis set to
"Started":
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5> set the HFN component of the respective COUNT-C values for AM RLC entities equal to the
START vaueincluded in this CELL UPDATE message for the CN domain asindicated in the |IE
"CN domain identity" in the IE "RAB info" in the variable ESTABLISHED RABS.

1> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the | E " Ciphering mode
info" or contained the |E "Integrity protection mode info":

2> set the |E "Status' in the variable SECURITY _MODIFICATION for all the CN domainsin the variable
SECURITY_MODIFICATION to "Affected".

1> enter a state according to subclause 8.6.3.3 applied on the CELL UPDATE CONFIRM / URA UPDATE
CONFIRM message.

If the UE after state transition enters CELL_DCH state, it shall:
1> not prohibit periodical statustransmissionin RLC;

1> for each CN domain for which a transparent mode radio bearer exists and for which the |E " Status' in the
variable CIPHERING_STATUS is set to "Started” for that CN domain:

2> choose an activation time for the ciphering on transparent mode radio bearers and include it in the response
message in the |E "COUNT-C activation time";

2> set the 20 MSB of the MAC-d HFN with the corresponding START value in the most recently sent |1E
"START list";

2> set the remaining LSB of the MAC-d HFN to zero;
2> apply ciphering on the transparent mode radio bearers;

2> start incrementing the COUNT-C value from the CFN that has been included in the IE "COUNT-C activation
time".

If the UE after state transition remainsin CELL_FACH state, it shall

1> start the timer T305 using itsinitial valueif timer T305 is not running and periodical cell update has been
configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than
"infinity";

1> select PRACH according to subclause 8.5.17;
1> select Secondary CCPCH according to subclause 8.5.19;
1> not prohibit periodical statustransmissionin RLC;
1> if the IE"UTRAN DRX cycle length coefficient” isincluded in the same message:
2> ignore that |E and stop using DRX.
If the UE after state transition enters URA_PCH or CELL_PCH state, it shall:
1> prohibit periodical statustransmissionin RLC;
1> clear the variable C_RNTI;
1> stop using that C_RNTI just cleared from the variable C_RNTI in MAC;

1> start the timer T305 using itsinitial valueif timer T305 is not running and periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity";

1> select Secondary CCPCH according to subclause 8.5.19;
1> if the IE"UTRAN DRX cycle length coefficient” isincluded in the same message:

2> usethevaluein the IE"UTRAN DRX Cycle length coefficient” for calculating Paging Occasion and PICH
Monitoring Occasion as specified in subclause 8.6.3.2 in CELL_PCH dtate.

1> if the IE"UTRAN DRX cycle length coefficient” is not included in the same message:
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2> set the variable INVALID_CONFIGURATION to TRUE.
If the UE after the state transition remainsin CELL_FACH state; and
1> the contents of the variable C_RNTI are empty:
it shall check the value of V302; and:
1> if V302 isequal to or smaller than N302:
2> if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message:
3> the |IE "Reconfiguration” in the variable CIPHERING_STATUS is set to TRUE; and/or
3> the |IE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:
4> abort the ongoing integrity and/or ciphering reconfiguration;

4> if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Ciphering mode info":

5> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
5> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

4> if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Integrity protection mode info":

5> set the |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and
5> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
2> in case of a URA update procedure:
3> stop the URA update procedure; and
3> continue with a cell update procedure.

2> set the contents of the CELL UPDATE message according to subclause 8.3.1.3, except for the |E "Cell
update cause”" which shall be set to "cell reselection”;

2> submit the CELL UPDATE message for transmission on the uplink CCCH;

2> increment counter V302;

2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
1> if V302 is greater than N302:

2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> in case of acell update procedure:

3> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions” in the
variable TRANSACTIONS.

2> in case of a URA update procedure:

3> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> release all itsradio resources;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

3GPP



Error! No text of specified style in document. 14 Error! No text of specified style in document.

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED RABS;
2> enter idle mode;

2> other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
8.5.2;

2> and the procedure ends.
If the UE after the state transition remainsin CELL_FACH state; and
- aC-RNTI isstored inthe variable C_RNTI;
or
- the UE after the state transition moves to another state than the CELL_FACH state:
the UE shall:

1> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the | E " Ciphering mode
info":

2> include and set the | E "Radio bearer uplink ciphering activation timeinfo" in any response message
transmitted below to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1> in case of acell update procedure:

2> set the |E "RRC transaction identifier" in any response message transmitted below to the value of "RRC
transaction identifier" in the entry for the CELL UPDATE CONFIRM message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry.
1> in case of a URA update procedure:

2> set the |E "RRC transaction identifier" in any response message transmitted below to the value of "RRC
transaction identifier" in the entry for the URA UPDATE CONFIRM message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry;
1> if the variable PDCP_SN_INFO is non-empty:

2> include the IE "RB with PDCP information list" in any response message transmitted below and set it to the
value of the variable PDCP_SN_INFO.

1> if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message included the |E "Downlink
counter synchronisation info":

2> re-establish RB2;

2> set the new uplink and downlink HFN component of the COUNT-C of RB2 to MAX (uplink HFN component
of the COUNT-C of RB2, downlink HFN component of the COUNT-C of RB2);

2> increment by one the downlink and uplink values of the HFN component of the COUNT-C valdes for RB2;

2> calculate the START value according to subclause 8.5.9;

2> include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter
synchronisation info" in any response message transmitted below.

1> transmit a response message as specified in subclause 8.3.1.7;

1> if the IE "Integrity protection mode info" was present in the CELL UPDATE CONFIRM or URA UPDATE
CONFIRM message:
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2> start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted response message.

1> if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE
CONFIRM message in case of a cell update procedure:

2> set the variable ORDERED_RECONFIGURATION to FALSE.
1> clear the variable PDCP_SN_INFO;
1> when the response message transmitted per subclause 8.3.1.7 to the UTRAN has been confirmed by RLC:

2> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE " Ciphering mode
info":

3> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM
or RLC-UM;

3> set the |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
3> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

2> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE "Integrity
protection mode info":

3> set "Uplink RRC Message sequence number" for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO
will use the new integrity protection configuration;

3> dlow the transmission of RRC messages on al signalling radio bearers with any RRC SN;
3> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE.
2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
1> in case of acell update procedure:

2> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions” in the
variable TRANSACTIONS.

1> in case of a URA update procedure;

2> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the variable
TRANSACTIONS.

1> set the variable CELL_UPDATE_STARTED to FALSE;
1> clear the variable SECURITY_MODIFICATION.

The procedure ends.

8.3.1.7 Transmission of a response message to UTRAN
If the CELL UPDATE CONFIRM message:
- includesthe |E "RB information to release list":
the UE shall:
1> transmit a RADIO BEARER RELEASE COMPLETE as response message using AM RLC.
If the CELL UPDATE CONFIRM message:
- doesnot include the IE "RB information to release list"; and

- includesthe IE "RB information to reconfigure list"; or

3GPP



Error! No text of specified style in document. 16 Error! No text of specified style in document.

- includesthe |E "RB information to be affected list":
the UE shall:

1> transmit a RADIO BEARER RECONFIGURATION COMPLETE as response message using AM RLC.
If the CELL UPDATE CONFIRM message:

- does not include "RB information elements"; and

- includes "Transport channel information elements’:
the UE shall:

1> transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message using AM
RLC.

If the CELL UPDATE CONFIRM message:
- does not include "RB information elements’; and
- does not include "Transport channel information elements’; and
- includes"Physical channel information elements’:
the UE shall:
1> transmit aPHY SICAL CHANNEL RECONFIGURATION COMPLETE as response message using AM RLC.
If the CELL UPDATE CONFIRM message:
- doesnot include "RB information elements’; and
- does not include "Transport channel information elements’; and
- does not include "Physical channel information elements’; and
- includes "CN information elements’; or
- includesthe IE "Ciphering mode info"; or
- includesthe |E "Integrity protection modeinfo"; or
- includesthe |E "New C-RNTI"; or
- includesthe IE "New U-RNTI":
the UE shall:
1> transmit aUTRAN MOBILITY INFORMATION CONFIRM as response message using AM RLC.
If the CELL UPDATE CONFIRM message:
- does not include "RB information elements’; and
- does not include "Transport channel information elements’; and
- does not include "Physical channel information elements’; and
- doesnot include "CN information elements’; and
- does not include the | E " Ciphering mode info"; and
- doesnot include the |E "Integrity protection mode info"; and
- doesnot include the IE "New C-RNTI"; and

- doesnot includethe |IE "New U-RNTI":
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the UE shall:

1> transmit no response message.

If the URA UPDATE CONFIRM message:

includes "CN information elements’; or
includes the | E " Ciphering mode info"; or
includes the |E "Integrity protection mode info"; or

includes any one or both of the IEs"New C-RNTI" and "New U-RNTI":

the UE shall:

1> transmit aUTRAN MOBILITY INFORMATION CONFIRM as response message using AM RLC.

If the URA UPDATE CONFIRM message:

does not include "CN information elements"; and

does not include the | E " Ciphering mode info"; and

does not include the |E "Integrity protection mode info"; and
does not include the |E "New U-RNTI"; and

does not include the |E "New C-RNTI":

the UE shall:

1> transmit no response message.

If the new stateis CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration
after the state transition., and the UE shall:

1> if the IE "Downlink counter synchronisation info" was included in the received CELL UPDATE CONFIRM or

URA UPDATE CONFIRM message:
2> when RLC has confirmed the successful transmission of the response message:

3> re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all
thelt HFN component of the respective COUNT-C val ues to the START value included in the response
message for the corresponding CN domain;

3> re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all thefg HFN
component of the respective COUNT-C valuesto the START value included in the response message for
the CN domain stored in the variable LATEST _CONFIGURED_CN_DOMAIN;

3> set the remaining bits of the HFN component of the COUNT-C values of al UM RLC entitiesto zero;

3> re-initialise the PDCP header compression entities of each radio bearer in the variable
ESTABLISHED_RABS as specified in [36].

1> if thevariable PDCP_SN_INFO is empty:

2> if the CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the | E " Ciphering mode
info":

3> when RLC has confirmed the successful transmission of the response message:
4> continue with the remainder of the procedure.

2> if the CELL UPDATE CONFIRM or URA UPDATE CONFIRM message did not contain the | E " Ciphering
mode info":

3> when RLC has been requested to transmit the response message,
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4> continue with the remainder of the procedure.
1> if the variable PDCP_SN_INFO non-empty:
2> when RLC has confirmed the successful transmission of the response message:
3> for each radio bearer in the variable PDCP_SN_INFO:
4> if the IE "RB started" in the variable ESTABLISHED RABS s set to "started":
5> configure the RLC entity for that radio bearer to "continue".
3> continue with the remainder of the procedure.

If the new stateis CELL_PCH or URA_PCH, the response message shall be transmitted in CELL_FACH state, and the
UE shall:

1> when RLC has confirmed the successful transmission of the response message:
2> for each radio bearer in the variable PDCP_SN_INFO:
3> if the IE "RB started" in the variable ESTABLISHED_RABS is set to "started":
4> configure the RLC entity for that radio bearer to "continue".
2> enter the new state (CELL_PCH or URA_PCH, respectively).

1> continue with the remainder of the procedure.

8.3.1.12 T302 expiry or cell reselection
If any or several of the following conditions are true:
- expiry of timer T302;

- reselection to another UTRA cell (including the previoudly serving cell) before completion of the cell update or
URA update procedure;

the UE shall:
1> stop T302 if it is running;
1> if the UE wasin CELL_DCH state prior to the initiation of the procedure; and
2> if timers T314 and T315 have elapsed while T302 was running:
3> enter idle mode.

3> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers. Other actions the UE shall perform when entering idle
mode from connected mode are specified in subclause 8.5.2.

3> and the procedure ends.

2> if timer T314 has elapsed while T302 was running and,
3> if "T314 expired" inthe variable RB_TIMER _INDICATOR is set to FALSE and
3> if T315istill running:

4> release locally all radio bearers which are associated with any radio access bearers for which in the
variable ESTABLISHED_ RABS the value of the |E "Re-establishment timer" is set to "useT314";

4> indicate release of those radio access bearers to upper layers;
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4> delete al information about those radio access bearers from the variable ESTABLISHED RABS;
4> set "T314 expired” in the variable RB_TIMER_INDICATOR to TRUE.
2> if timer T315 has elapsed while T302 was running and,
3> if "T315 expired" inthe variable RB_TIMER _INDICATOR is set to FALSE and,
3> if T314 isstill running:

4> release locally al radio bearers which are associated with any radio access bearers for which in the
variable ESTABLISHED_ RABS the value of the |E "Re-establishment timer" is set to "useT315";

4> indicate release of those radio access bearers to upper layers;
4> delete al information about those radio access bearers from the variable ESTABLISHED RABS;
4> set "T315 expired” in the variable RB_TIMER_INDICATOR to TRUE.

1> check whether it is still in"in service area"’ (see subclause 8.5.5.2);

1> if the variable ORDERED RECONFIGURATION is set to TRUE caused by the received CELL UPDATE
CONFIRM message in case of a cell update procedure:

2> set the variable ORDERED _RECONFIGURATION to FALSE.
1> in case of acell update procedure:

2> clear any entry for the CELL UPDATE CONFIRM message in the table " Accepted transactions” in the
variable TRANSACTIONS.

1> in case of a URA update procedure:

2> clear any entry for the URA UPDATE CONFIRM message in the table " Accepted transactions' in the
variable TRANSACTIONS.

If the UE detects "in service area” if it has not entered idle mode, and:
1> if V302 isequal to or smaller than N302, the UE shall:
2> if the UE performed cell re-selection:
3> deleteits C-RNTI;
2> in case of acell update procedure:

3> set the contents of the CELL UPDATE message according to subclause 8.3.1.3;
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—

3> if the |IE "Downlink counter synchronisation info" was included in the received CELL UPDATE
CONFIRM message:

4> apply the new security (integrity protection) configuration received in the CELL UPDATE
CONFIRM on the CELL UPDATE message;

3> submit the CELL UPDATE message for transmission on the uplink CCCH.
2> in case of a URA update procedure:

3> set the contents of the URA UPDATE message according to subclause 8.3.1.3;

—

3> if the |E "Downlink counter synchronisation info" was included in the received URA UPDATE
CONFIRM message:

4> apply the new security (integrity protection) configuration received in the URA UPDATE CONFIRM
on the URA UPDATE message;

3> submit the URA UPDATE message for transmission on the uplink CCCH.
2> increment counter V302;
2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
1> if V302 is greater than N302, the UE shall:
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;
2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;
2> clear the variable PDCP_SN_INFO;
2> in case of acell update procedure:

3> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> in case of a URA update procedure:

3> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> release all itsradio resources;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED_RABS;

2> set the variable CELL_UPDATE_STARTED to FALSE;

2> enter idle mode;

2> other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
8.5.2

2> and the procedure ends.
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If the UE does not detect "in service ared’, it shall:

1> continue searching for "in service area".

8.3.3.3 Reception of UTRAN MOBILITY INFORMATION message by the UE
When the UE receivesa UTRAN MOBILITY INFORMATION message, it shall:

1> act on received information elements as specified in subclause 8.6;

1> if the IE "UE Timers and constants in connected mode" is present:

2> store the values of the |E "UE Timers and constants in connected mode™ in the variable
TIMERS _AND_CONSTANTS, replacing any previously stored value for each timer and constant; and

2> for each updated timer value:
3> dtart using the new value next time the timer is started;
2> for each updated constant value:
3> dtart using the new value directly;
1> if the IE "CN domain specific DRX cycle length coefficient” is present:

2> store the value of the IE "CN domain specific DRX cycle length coefficient” for that CN domain, replacing
any previously stored value; and

2> use the value to determine the connected mode paging occasions according to [4].

1> set the IE "RRC transaction identifier" in the UTRAN MOBILITY INFORMATION CONFIRM message to the
value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message in the
table "Accepted transactions” in the variable TRANSACTIONS; and

1> clear that entry;

1> if the UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info" or contained the
IE "Integrity protection mode info":

2> set the |E "Status' in the variable SECURITY_MODIFICATION for all the CN domains in the variable
SECURITY_MODIFICATION to "Affected";

1> if the UTRAN MOBILITY INFORMATION message contained the |E " Ciphering mode info":

2> include and set the |E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1> if the variable PDCP_SN_INFO is non-empty:

2> include the |E "RB with PDCP information list" in the UTRAN MOBILITY INFORMATION CONFIRM
message and set it to the value of the variable PDCP_SN_INFO.

1> if thereceived UTRAN MOBILITY INFORMATION message included the |E "Downlink counter
synchronisation info":

2> re-establish RB2;

2> set the new uplink and downlink HFN component of COUNT-C of RB2 to MAX (uplink HFN component of
COUNT-C of RB2, downlink HFN component of COUNT-C of RB2);

2> increment by one the downlink and uplink values of the HFN component of COUNT-C valtes for RB2;

2> calculate the START value according to subclause 8.5.9;
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2> include the calculated START values for each CN domaininthe IE "START list" in the IE "Uplink counter
synchronisation info" inthe UTRAN MOBILITY INFORMATION CONFIRM message.
1> transmit aUTRAN MOBILITY INFORMATION CONFIRM message on the uplink DCCH using AM RLC;
1> if the IE "Integrity protection mode info" was present in the UTRAN MOBILITY INFORMATION message:

2> start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted UTRAN MOBILITY INFORMATION CONFIRM message.

1> if the IE "Downlink counter synchronisation info" was included in the received UTRAN MOBILITY
INFORMATION message:

2> when RLC has confirmed the successful transmission of the response message:

3> re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all
their the HFN component of the respective COUNT-C values to the START vaueincluded in the
response message for the corresponding CN domain;

3> re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all thelt HFN
component of the respective COUNT-C values to the START value included in the response message for
the CN domain stored in the variable LATEST _CONFIGURED_CN_DOMAIN;

3> set the remaining bits of the HFN component of the COUNT-C values of al UM RLC entitiesto zero;

3> re-initialise the PDCP header compression entities of each radio bearer in the variable
ESTABLISHED_RABS as specified in [36].

1> if the variable PDCP_SN_INFO is empty; and
2> if the UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info":

3> when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION
CONFIRM message, perform the actions below.

2> if the UTRAN MOBILITY INFORMATION message did not contain the IE " Ciphering mode info":

3> when RLC has been requested to transmit the UTRAN MOBILITY INFORMATION CONFIRM
message, perform the actions below.

1> if the variable PDCP_SN_INFO is non-empty:

2> when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION
CONFIRM message:

3> for each radio bearer in the variable PDCP_SN_INFO:
4> if the IE "RB started" in the variable ESTABLISHED RABS s set to "started":
5> configure the RLC entity for that radio bearer to "continue".
3> clear the variable PDCP_SN_INFO.
1> if the UTRAN MOBILITY INFORMATION message contained the |E " Ciphering mode info":

2> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

2> set the |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
1> if the UTRAN MOBILITY INFORMATION message contained the |E "Integrity protection mode info":
2> dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;
2> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
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2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
1> clear the variable SECURITY_MODIFICATION.

The procedure ends.

8.3.3.5 Cell re-selection
If the UE performs cell re-selection, the UE shall:
1> initiate a cell update procedure according to subclause 8.3.1;
1> if the UTRAN MOBILITY INFORMATION message contains the |E "New C-RNTI"; and

1> if the UE has not yet submitted the UTRAN MOBILITY INFORMATION CONFIRM message to lower layers
for transmissionjiand

—

2> transmit aUTRAN MOBILITY INFORMATION FAILURE message on the uplink DCCH using AM RLC;

2> set the |E "RRC transaction identifier” in the UTRAN MOBILITY INFORMATION FAILURE message to
the value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message
in the table " Accepted transactions” in the variable TRANSACTIONS,; and

2> clear that entry.
2> set the |E "failure cause” to the cause value "cell update occurred”;

2> when the UTRAN MOBILITY INFORMATION FAILURE message has been submitted to lower layers for
transmission:

3> continue with any ongoing processes and procedures as if theinvalid UTRAN MOBILITY
INFORMATION message has not been received and the procedure ends.

1> otherwise:

2>—

2> if the |E "Downlink counter synchronisation info" was included in the received UTRAN MOBILITY
INFORMATION message:

3> apply the new security (integrity protection) configuration received in the UTRAN MOBILITY
INFORMATION message on the CELL UPDATE message to be transmitted;

2> continue the procedure normally.

8.3.3.5a Incompatible simultaneous security reconfiguration

If the variable INCOMPATIBLE_SECURITY_RECONFIGURATION becomes set to TRUE of the received UTRAN
MOBILITY INFORMATION message, the UE shall:

1> transmit aUTRAN MOBILITY INFORMATION FAILURE message on the uplink DCCH using AM RLC;

1> set the |E "RRC transaction identifier" in the UTRAN MOBILITY INFORMATION FAILURE message to the
value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message in the
table "Accepted transactions' in the variable TRANSACTIONS; and

1> clear that entry;

3GPP



Error! No text of specified style in document. 24 Error! No text of specified style in document.

1> set the |E "failure cause" to the cause value "incompatible simultaneous reconfiguration”;

1> when the UTRAN MOBILITY INFORMATION FAILURE message has been delivered to lower layers for
transmission:

2> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to FALSE;

2> continue with any ongoing processes and procedures as if the UTRAN MOBILITY INFORMATION
message has not been received;

2> and the procedure ends.

8.6.3.5 Integrity protection mode info

The |E "Integrity protection mode info" defines the new integrity protection configuration. At any given time, the UE
needs to store at most three different integrity protection configurations (keysets) in total for all signalling radio bearers
for all CN domains.

If the IE "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to TRUE, the UE shall:

1> ignore this second attempt to change the integrity protection configuration; and
1> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to FALSE, the UE shall:

1> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to TRUE;

1> if IE "Integrity protection mode command” has the value "start" and the |E " Status” in the variable
INTEGRITY_PROTECTION_INFO has the value "Not started”, and this |E was included in the message
SECURITY MODE COMMAND:

2> initiaise the information for all signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO
according to the following:

3> set the |E "Uplink RRC Message sequence number” in the variable INTEGRITY _PROTECTION_INFO
to zero;

3> do not set the IE "Downlink RRC Message sequence number"” in the variable
INTEGRITY_PROTECTION_INFO;

3> set the variable INTEGRITY_PROTECTION_ACTIVATION_INFO to zero for each signalling radio
bearer inthe IE"ESTABLISHED_RABS".

2> set the |[E "Status® in the variable INTEGRITY_PROTECTION_INFO to the value " Started";

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

3> using the algorithm (UIA [40]) indicated by the |E "Integrity protection algorithm™ contained in the |IE
"Integrity protection mode info";

3> using the |E "Integrity protection initialisation number", contained in the |E "Integrity protection mode
info" asthe value of FRESH [40].

2> dtart applying the new integrity protection configuration in the downlink for each signalling radio bearer in
the IE"ESTABLISHED_ RABS" except RB2 at the next received RRC message;

2> dtart applying the new integrity protection configuration in the downlink for signalling radio bearer RB2 from
and including the received SECURITY MODE COMMAND message;
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2> start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted SECURITY MODE COMPLETE message;

2> start applying the new integrity protection configuration in the uplink for signalling radio bearers other than
RB2 at the uplink activation time included in the IE "Uplink integrity protection activation info".

1> if IE "Integrity protection mode command” has the value "start" and the |E " Status' in the variable
INTEGRITY_PROTECTION_INFO has the value " Started" and this |E was not included SECURITY MODE
COMMAND:

NOTE: Thiscaseisusedin SRNSrelocation

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

3> using the algorithm (UIA [40]) indicated by the |E "Integrity protection algorithm™ contained in the |IE
"Integrity protection mode info";

3> using the |E "Integrity protection initialisation number"”, contained in the |E "Integrity protection mode
info" asthe value of FRESH [40].

2> let RBm be the signalling radio bearer where the reconfiguration message was received and let RBn be the
signalling radio bearer where the response message i s transmitted;

2> prohibit transmission of RRC messages on all signalling radio bearersin the IE"ESTABLISHED_RABS®
except on RBO and the radio bearer where the response message is transmitted;

2> start applying the new integrity protection configuration in the downlink for each signalling radio bearer in
the IE"ESTABLISHED_RABS" except RBm at the next received RRC message;

2> start applying the new integrity protection configuration in the downlink for signalling radio bearer RBm
from and including the received configuration message;

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RBn from
and including the transmitted response message;

2> start applying the new integrity protection configuration in the uplink for signalling radio bearers other than
RBn at the uplink activation time included in the IE "Uplink integrity protection activation info".

1> if IE "Integrity protection mode command" has the value "modify" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO has the value " Started" and this |E wasincluded in SECURITY MODE
COMMAND:

2> store the (oldest currently used) integrity protection configuration until activation times have elapsed for the
new integrity protection configuration to be applied on all signalling radio bearers;

2> if there are pending activation times set for integrity protection by a previous procedure changing the
integrity protection configuration:

3> apply the integrity protection configuration at this pending activation time as indicated in this procedure.

2> dtart applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each signalling radio bearer n, indicated by the entry for signalling radio bearer nin the "RRC message
sequence number list" in the |IE "Downlink integrity protection activation info", included in the |E "Integrity
protection mode info";

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1;

3> if present, use the algorithm indicated by the |E "Integrity protection algorithm" (UIA [40]);

2> set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the
following:

3> for each established signalling radio bearer, stored in the variable ESTABLISHED RABS:
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4> select avalue of the RRC sequence number at which (activation) time the new integrity protection
configuration shall be applied in uplink for that signalling radio bearer according to the following:

5> for each signalling radio bearer that has no pending activation time as set for integrity protection
by a previous procedure changing the integrity protection configuration:

6> set a suitable value that would ensure a minimised delay in the change to the latest integrity
protection configuration.

5> for signalling radio bearer that has a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration:

6> set the same value as the pending activation time for integrity protection;

5> consider this (pending) activation time to be elapsed when the selected activation time (as above)
isequal to the next RRC sequence humber to be used, which means that the last RRC message
using the old integrity protection configuration has been submitted to lower layers.

4> for signalling radio bearer RBO:

5> set the value of the included RRC sequence number to greater than or equal to the current value of
the RRC sequence number for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO, plusthe value of the constant N302 plus one.

4> prohibit the transmission of RRC messages on all signalling radio bearers, except for RB2, with RRC
SN greater than or equal to the value in the "RRC message sequence number list" for the signalling
radio bearer in the |E "Uplink integrity protection activation info" of the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO.

2> dtart applying the new integrity protection configuration in the uplink at the RRC sequence number, for each
RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer nin the "RRC
message sequence number list" inthe |E "Uplink integrity protection activation info", included in the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> start applying the new integrity protection configuration in the uplink at the RRC sequence number for
signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration;

2> start applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer nin the
"RRC message sequence number list" in the |E "Downlink integrity protection activation info";

NOTE: For signalling radio bearers that have a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration, UTRAN should set thisvaluein IE
"Downlink integrity protection activation info".

2> dtart applying the new integrity protection configuration in the downlink at the RRC sequence number for
signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration.

If IE "Integrity protection mode command” has the value " Start" and the IE " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode command info"
was not included in the message SECURITY MODE COMMAND; or

If IE "Integrity protection mode command” has the value "Start" and the IE " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode info" was
included in the message SECURITY MODE COMMAND, and the |E "Integrity protection algorithm" is not included,;
or

If the |E "Integrity protection mode command" has the value "Modify" and the |E " Status' in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not Started"; or

If 1E "Integrity protection mode command” has the value " Start" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value " Started”, and the IE "Integrity protection mode command info" was
included in the message SECURITY MODE COMMAND; or
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If there does not exist exactly one integrity protection activation timein the |E "Downlink integrity protection activation
info" for each established signalling radio bearer included in the |E " Signalling radio bearer information™ in the |IE
"ESTABLISHED_RABS'; or

If IE "Integrity protection mode command” has the value "Modify" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Started", and the IE "Integrity protection mode info" was not
included in the message SECURITY MODE COMMAND:

the UE shall:
1> ignore this attempt to change the integrity protection configuration; and
1> set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is not present, the UE shall:

1> not change the integrity protection configuration.
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8.2.2.3 Reception of RADIO BEARER SETUP or RADIO BEARER
RECONFIGURATION or RADIO BEARER RELEASE or TRANSPORT
CHANNEL RECONFIGURATION or PHYSICAL CHANNEL
RECONFIGURATION message by the UE

The UE shall be able to receive any of the following messages:
- RADIO BEARER SETUP message; or
- RADIO BEARER RECONFIGURATION message; or
- RADIO BEARER RELEASE message; or
- TRANSPORT CHANNEL RECONFIGURATION message; or
- PHYSICAL CHANNEL RECONFIGURATION message;

and perform a hard handover, even if no prior UE measurements have been performed on the target cell and/or
frequency.

If the UE receives:
- aRADIO BEARER SETUP message; or
- aRADIO BEARER RECONFIGURATION message; or
- aRADIO BEARER RELEASE message; or
- aTRANSPORT CHANNEL RECONFIGURATION message; or
- aPHYSICAL CHANNEL RECONFIGURATION message:
it shall:
1> set the variable ORDERED _RECONFIGURATION to TRUE;
1> perform the physical layer synchronisation procedure as specified in [29];

1> act upon all received information elements as specified in subclause 8.6, unless specified in the following and
perform the actions below.

The UE may:
1> maintain alist of the set of cells to which the UE has Radio Linksif the IE "Cell ID" is present.

The UE may first release the physical channel configuration used at reception of the reconfiguration message. The UE
shall then:

1> in FDD, if the IE "PDSCH code mapping" isincluded but the |E "PDSCH with SHO DCH Info" is not included
and if the DCH has only onelink in its active set:

2> act upon the |IE "PDSCH code mapping" as specified in subclause 8.6; and
2> infer that the PDSCH will be transmitted from the cell from which the downlink DPCH is transmitted.
1> enter a state according to subclause 8.6.3.3.

In case the UE receives a RADIO BEARER RECONFIGURATION message including the |E "RB information to
reconfigure" that only includes the IE "RB identity", the UE shall:

1> handle the message asif |1E "RB information to reconfigure" was absent.

NOTE: The RADIO BEARER RECONFIGURATION message alwaysincludes the |E "RB information to
reconfigure". UTRAN hasto include it even if it does not require the reconfiguration of any RB.
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If after state transition the UE enters CELL_DCH state, the UE shall, after the state transition:
1> remove any C-RNTI from MAC;
1> clear the variable C_RNTI.
In FDD, if after state transition the UE leaves CELL_DCH state, the UE shall, after the state transition:
1> remove any DSCH-RNTI from MAC;
1> clear the variable DSCH_RNTI.

If the UE wasin CELL_DCH state upon reception of the reconfiguration message and remainsin CELL_DCH state, the
UE shall:

1> if the IE "Uplink DPCH Info" is absent, not change its current UL Physical channel configuration;

1> if the IE "Downlink information for each radio link" is absent, not change its current DL Physical channel
configuration.

If after state transition the UE enters CELL_FACH state, the UE shall, after the state transition:
1> if the IE "Frequency info" isincluded in the received reconfiguration message:
2> select asuitable UTRA cell according to [4] on that frequency.
1> if the IE "Fregquency info" is not included in the received reconfiguration message:
2> select asuitable UTRA cell according to [4].

1> if the received reconfiguration message included the |E " Primary CPICH info" (for FDD) or "Primary CCPCH
info" (for TDD), and the UE selects another cell than indicated by this | E or the received reconfiguration
message did not include the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD):

2> initiate a cell update procedure according to subclause 8.3.1 using the cause "Cell reselection”;
2> when the cell update procedure completed successfully:
3> if the UEisin CELL_PCH or URA_PCH sate:

4> initiate a cell update procedure according to subclause 8.3.1 using the cause "Uplink data
transmission";

4> proceed as below.

1> start timer T305 using itsinitia valueif timer T305 is not running and if periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" in system
information block type 1;

1> select PRACH according to subclause 8.5.17;
1> select Secondary CCPCH according to subclause 8.5.19;
1> use the transport format set given in system information;
1> if the IE"UTRAN DRX cycle length coefficient" isincluded in the same message:
2> ignore that |E and stop using DRX.
1> if the contents of the variable C_RNTI is empty:
2> perform a cell update procedure according to subclause 8.3.1 using the cause " Cell reselection”;
2> when the cell update procedure completed successfully:
3> if the UEisin CELL_PCH or URA_PCH sate:
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4> initiate a cell update procedure according to subclause 8.3.1 using the cause "Uplink data
transmission”;
4> proceed as below.

If the UE wasin CELL_FACH state upon reception of the reconfiguration message and remainsin CELL_FACH state,
the UE shall:

1> if the IE "Frequency info" isincluded in the received reconfiguration message:
2> select asuitable UTRA cell according to [4] on that frequency;

2> if the received reconfiguration message included the |E "Primary CPICH info" (for FDD) or "Primary
CCPCH info" (for TDD), and the UE selected another cell than indicated by this IE or the received
reconfiguration message did not include the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info"
(for TDD):

3> initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
3> when the cell update procedure completed successfully:
4> proceed as below.

The UE shall transmit a response message as specified in subclause 8.2.2.4, setting the information elements as
specified below. The UE shall:

1> if the received reconfiguration message included the |E "Downlink counter synchronisation info"; or

1> if the received reconfiguration message is a RADIO BEARER RECONFIGURATION and the IE "New U-
RNTI" isincluded:

2> re-establish RB2;

2> set the new uplink and downlink HFN component of COUNT-C of RB2 to MAX (uplink HFN component of
COUNT-C of RB2, downlink HFN component of COUNT-C of RB2);

2> increment by one the downlink and uplink values of the HFN component of COUNT-C valuesfor RB2;
2> calculate the START value according to subclause 8.5.9;

2> include the calculated START values for each CN domaininthe IE "START list" in the IE "Uplink counter
synchronisation info".

1> if the received reconfiguration message did not include the IE "Downlink counter synchronisation info":
2> if thevariable START_VALUE_TO_TRANSMIT is set:
3> include and set the IE "START" to the value of that variable.
2> if thevariable START _VALUE TO TRANSMIT isnot set and the IE "New U-RNTI" isincluded:
3> calculate the START value according to subclause 8.5.9;

3> include the calculated START values for each CN domainin the IE "START list" in the IE "Uplink
counter synchronisation info".

2> if the received reconfiguration message caused a change in the RLC size for any RB using RLC-AM:
3> calculate the START value according to subclause 8.5.9;

3> include the calculated START values for the CN domain associated with the corresponding RB identity in
the IE"START list" inthe |E "Uplink counter synchronisation info".

1> if the received reconfiguration message contained the |E " Ciphering mode info" or contained the IE "Integrity
protection mode info":

2> set the |E "Status' in the variable SECURITY_MODIFICATION for all the CN domains in the variable
SECURITY_MODIFICATION to "Affected".
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1> if the received reconfiguration message contained the |E " Ciphering mode info":

2> include and set the |E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1> if the received reconfiguration message did not contain the | E " Ciphering activation time for DPCH" in |E
"Ciphering mode info":

2> if prior to this procedure there exist no transparent mode RLC radio bearers:
3> if, at the conclusion of this procedure, the UE will bein CELL_DCH state; and
3> if, at the conclusion of this procedure, at |east one transparent mode RLC radio bearer exists:
4> include the IE "COUNT-C activation time" and specify a CFN value for this|E.
2> if prior to this procedure there exists at least one transparent mode RLC radio bearer:
3> if, at the conclusion of this procedure, no transparent mode RL C radio bearers exist:
4> include the IE "COUNT-C activation time" and specify a CFN value for this|E.

1> set the |E "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the received
message in the table " Accepted transactions” in the variable TRANSACTIONS; and

1> clear that entry;
1> if the variable PDCP_SN_INFO is not empty:
2> include the IE "RB with PDCP information list" and set it to the value of the variable PDCP_SN_INFO.

1> in TDD, if the procedure is used to perform a handover to a cell where timing advance is enabled, and the UE
can calculate the timing advance value in the new cell (i.e. in a synchronous TDD network):

2> set the IE "Uplink Timing Advance" according to subclause 8.6.6.26.
1> if the IE "Integrity protection mode info" was present in the received reconfiguration message:

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted response message.

If after state transition the UE enters CELL_PCH or URA_PCH state, the UE shall, after the state transition and
transmission of the response message:

1> if the IE "Frequency info" isincluded in the received reconfiguration message:
2> select asuitable UTRA cell according to [4] on that frequency.

1> if the IE "Frequency info" is not included in the received reconfiguration message:
2> select asuitable UTRA cell according to [4].

1> prohibit periodical statustransmissionin RLC;

1> remove any C-RNTI from MAC;

1> clear thevariable C_RNTI;

1> start timer T305 using itsinitia valueif timer T305 is not running and if periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" in system
information block type 1;

1> select Secondary CCPCH according to subclause 8.5.19;
1> if the IE"UTRAN DRX cycle length coefficient” isincluded in the same message:

2> usethevalueinthe IE "UTRAN DRX Cycle length coefficient" for calculating Paging occasion and PICH
Monitoring Occasion as specified in subclause 8.6.3.2.
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1> if the IE"UTRAN DRX cycle length coefficient” is not included in the same message:
2> set the variable INVALID_CONFIGURATION to TRUE.

1> if the UE enters CELL_PCH state from CELL_DCH state, and the received reconfiguration message included
the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell
than indicated by this | E or the received reconfiguration message did not include the IE "Primary CPICH info"
(for FDD) or "Primary CCPCH info" (for TDD):

2> initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
2> when the cell update procedure completed successfully:
3> the procedure ends.

1> if the UE enters CELL_PCH state from CELL_FACH state, and the received reconfiguration message included
the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell
than indicated by this | E:

2> initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
2> when the cell update procedure is successfully completed:
3> the procedure ends.

1> if the UE enters URA_PCH state, and after cell selection the criteriafor URA update caused by "URA
reselection” according to subclause 8.3.1 is fulfilled:

2> initiate a URA update procedure according to subclause 8.3.1 using the cause "URA reselection”;
2> when the URA update procedure is successfully completed:

3> the procedure ends.

8.2.2.4 Transmission of a response message by the UE, normal case
In case the procedure was triggered by reception of a RADIO BEARER SETUP message, the UE shall:

1> transmit a RADIO BEARER SETUP COMPLETE as response message on the uplink DCCH using AM RLC.
In case the procedure was triggered by reception of a RADIO BEARER RECONFIGURATION message, the UE shall:

1> transmit a RADIO BEARER RECONFIGURATION COMPLETE as response message on the uplink DCCH
using AM RLC.

In case the procedure was triggered by reception of a RADIO BEARER RELEASE message, the UE shall:

1> transmit a RADIO BEARER RELEASE COMPLETE as response message on the uplink DCCH using AM
RLC.

In case the procedure was triggered by reception of a TRANSPORT CHANNEL RECONFIGURATION message, the
UE shall:

1> transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message on the uplink
DCCH using AM RLC.

In case the procedure was triggered by reception of aPHY SICAL CHANNEL RECONFIGURATION message, the UE
shall:

1> transmit a PHY SICAL CHANNEL RECONFIGURATION COMPLETE as response message on the uplink
DCCH using AM RLC.

If the new stateis CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration
after the state transition, and the UE shall:

1> if the IE "Downlink counter synchronisation info" was included in the reconfiguration message; or
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1> if the received reconfiguration message is a RADIO BEARER RECONFIGURATION and the IE "New U-
RNTI" isincluded:
2> when RLC has confirmed the successful transmission of the response message:

3> re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all
their HFN component of the respective COUNT-C|values to the START vaue included in the response
message for the corresponding CN domain;

3> re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all their HFN
component of the respective COUNT-C valuesto the START value included in the response message for
the CN domain stored in the variable LATEST _CONFIGURED_CN_DOMAIN;

3> set the remaining bits of the HFN component of the COUNT-C values of all UM RLC entities to zero;

3> re-initialise the PDCP header compression entities of each radio bearer in the variable
ESTABLISHED_RABS as specified in [36].

1> if thevariable PDCP_SN_INFO is empty:
2> if the received reconfiguration message contained the | E " Ciphering mode info":
3> when RLC has confirmed the successful transmission of the response message:
4> notify upper layers upon change of the security configuration;
4> perform the actions below.
2> if the received reconfiguration message did not contain the |E " Ciphering mode info":
3> when RLC has been requested to transmit the response message:
4> perform the actions below.
1> if the variable PDCP_SN_INFO is non-empty:
2> when RLC has confirmed the successful transmission of the response message:
3> for each radio bearer in the variable PDCP_SN_INFO:
4> if the IE "RB started" in the variable ESTABLISHED RABS s set to "started":
5> configure the RLC entity for that radio bearer to "continue".
3> perform the actions below.

If the new stateis CELL_PCH or URA_PCH, the response message shall be transmitted using the old configuration
before the state transition, but the new C-RNTI shall be used if the IE "New C-RNTI" wasincluded in the received
reconfiguration message, and the UE shall:

1> when RLC has confirmed the successful transmission of the response message:
2> for each radio bearer in the variable PDCP_SN_INFO:
3> if the IE "RB started" in the variable ESTABLISHED RABS s set to "started":
4> configure the RLC entity for that radio bearer to "continue".
2> enter the new state (CELL_PCH or URA_PCH, respectively);
2> perform the actions below.
The UE shall:
1> set the variable ORDERED_RECONFIGURATION to FALSE;

1> if the received reconfiguration message contained the |E " Ciphering mode info":
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2> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

2> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
1> if the received reconfiguration message contained the |E "Integrity protection mode info":
2> dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;

2> set "Uplink RRC Message sequence number" for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO will
use the new integrity protection configuration;

2> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
2> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.

1> clear the variable PDCP_SN_INFO;

1> clear the variable START_VALUE_TO _TRANSMIT;

1> clear the variable SECURITY_MODIFICATION.

8.2.2.12b  Cell update procedure during security reconfiguration
If:
- acell update procedure according to subclause 8.3.1 isinitiated; and
- thereceived reconfiguration message causes either:
- thelE "Reconfiguration" in the variable CIPHERING_STATUS to be set to TRUE; and/or
- thelE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:
the UE shall:

1> release dl radio resources;

1> indicate the rel ease of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED RABS) to upper layers; and

1> clear any entry for the RRC CONNECTION RELEA SE message in the tables " Accepted transactions' and
"Rejected transactions' in the variable TRANSACTIONS;

1> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

1> clear the variable ESTABLISHED RABS;

1> if the received reconfiguration message contained the | E " Ciphering mode info":

2> set the |E "Reconfiguration” in the variable CIPHERING STATUS to FAL SE; and

2> clear the variable RB_UPLINK_CIPHERING ACTIVATION_TIME INFO;

2> clear the variable SECURITY_MODIFICATION;

1> if the received reconfiguration message contained the |E "Integrity protection mode info":

2> set the |E "Reconfiguration” in the variable INTEGRITY PROTECTION INFO to FALSE; and

2> clear the variable INTEGRITY PROTECTION_ACTIVATION_INFO.

1> enter idle mode;
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1> perform the actions specified in subclause 8.5.2 when entering idle mode.

1> and the procedure ends.

NOTE: UTRAN should use RB Control messages to perform a SRNS relocation only in case of state transitions

from Cell-DCH to Cell-DCH.

8.3.1.6 Reception of the CELL UPDATE CONFIRM/URA UPDATE CONFIRM
message by the UE

When the UE receives a CELL UPDATE CONFIRM/URA UPDATE CONFIRM message; and

- if the message isreceived on the CCCH, and IE "U-RNTI" is present and has the same value as the variable
U_RNTI; or

- if the message isreceived on DCCH:
the UE may:
1> maintain alist of the set of cells to which the UE has Radio Links if the IE "Cell ID" is present.
the UE shall:
1> stop timer T302;
1> in case of acell update procedure and the CELL UPDATE CONFIRM message:
2> includes "RB information elements"; and/or
2> includes "Transport channel information elements'; and/or
2> includes "Physical channel information elements’; and
2> if the variable ORDERED RECONFIGURATION is set to FALSE:
3> set the variable ORDERED_RECONFIGURATION to TRUE.

1> act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the
following:

2> if the IE "Frequency info" isincluded in the message:
3> if the IE "RRC State Indicator” is set to the value"CELL_FACH" or "CELL_PCH" or URA_PCH":
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2>
2>

2>

2>
2>

2>

4> select asuitable UTRA cell according to [4] on that frequency;
4> act as specified in subclause 8.3.1.12.
3> if the IE "RRC State Indicator” is set to the value "CELL_DCH":
4> act onthe |E "Frequency info" as specified in subclause 8.6.6.1.
use the transport channel (s) applicable for the physical channel typesthat is used; and
if theIE"TFS' is neither included nor previoudy stored in the UE for that transport channel (s):
3> use the TFS given in system information.
if none of the TFS stored is compatible with the physical channel:
3> delete the stored TFS;
3> use the TFS given in system information.
perform the physical layer synchronisation procedure as specified in [29];

if the CELL UPDATE CONFIRM message includesthe |E "RLC re-establish indicator (RB2, RB3 and
RB4)":

3> re-establish the RLC entities for signalling radio bearer RB2, signalling radio bearer RB3 and signalling
radio bearer RB4 (if established);

3> if thevalue of the |IE "Status' in the variable CIPHERING_STATUS of the CN domain stored in the
variable LATEST_CONFIGURED_CN_DOMAIN is set to "Started":

4> et the HFN component of the respective COUNT-C values for AM RLC entities with RB identity
2,RB identity 3 and RB identity 4 (if established) equal to the START value included in the latest
transmitted CELL UPDATE message for the CN domain stored in the variable
LATEST_CONFIGURED_CN_DOMAIN.

if the CELL UPDATE CONFIRM message includesthe |E "RLC re-establish indicator (RB5 and upwards)":
3> for radio bearers with RB identity 5 and upwards:
4> re-establish the AM RLC entities;

4> if the value of the |IE "Status' in the variable CIPHERING_STATUS of the CN domain asindicated in
the IE "CN domain identity” in the |IE "RAB info" in the variable ESTABLISHED RABSIs set to
"Started":

5> set the HFN component of the respective COUNT-C values for AM RLC entities equal to the
START vaueincluded in this CELL UPDATE message for the CN domain asindicated in the |IE
"CN domain identity" in the IE "RAB info" in the variable ESTABLISHED_RABS.

1> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the | E " Ciphering mode
info" or contained the |E "Integrity protection mode info":

2>

set the |[E "Status' in the variable SECURITY_MODIFICATION for al the CN domainsin the variable
SECURITY_MODIFICATION to "Affected".

1> enter a state according to subclause 8.6.3.3 applied on the CELL UPDATE CONFIRM / URA UPDATE
CONFIRM message.

If the UE after state transition enters CELL_DCH state, it shall:

1> not prohibit periodical statustransmissionin RLC;

1> for each CN domain for which a transparent mode radio bearer exists and for which the |E "Status' in the
variable CIPHERING_STATUS is set to "Started" for that CN domain:
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2> choose an activation time for the ciphering on transparent mode radio bearers and include it in the response
message in the |E "COUNT-C activation time";

2> set the 20 MSB of the MAC-d HFN with the corresponding START value in the most recently sent |1E
"START list";

2> set the remaining LSB of the MAC-d HFN to zero;
2> apply ciphering on the transparent mode radio bearers;

2> dtart incrementing the COUNT-C value from the CFN that has been included in the |IE "COUNT-C activation
time".

If the UE after state transition remainsin CELL_FACH state, it shall

1> start the timer T305 using itsinitial valueif timer T305 is not running and periodical cell update has been
configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than
"infinity";

1> select PRACH according to subclause 8.5.17;
1> select Secondary CCPCH according to subclause 8.5.19;
1> not prohibit periodical status transmissionin RLC;
1> if the IE"UTRAN DRX cycle length coefficient" isincluded in the same message:
2> ignore that |E and stop using DRX.
If the UE after state transition enters URA_PCH or CELL_PCH state, it shall:
1> prohibit periodical statustransmissionin RLC;
1> clear thevariable C_RNTI;
1> stop using that C_RNTI just cleared from the variable C_RNTI in MAC;

1> start the timer T305 using itsinitial valueif timer T305 is not running and periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity";

1> select Secondary CCPCH according to subclause 8.5.19;
1> if the IE"UTRAN DRX cycle length coefficient” isincluded in the same message:

2> usethevalueinthe IE"UTRAN DRX Cycle length coefficient" for calculating Paging Occasion and PICH
Monitoring Occasion as specified in subclause 8.6.3.2 in CELL_PCH state.

1> if the IE"UTRAN DRX cycle length coefficient" is not included in the same message:
2> set the variable INVALID_CONFIGURATION to TRUE.
If the UE after the state transition remainsin CELL_FACH state; and
1> the contents of the variable C_RNTI are empty:
it shall check the value of V302; and:
1> if V302 isequal to or smaller than N302:
2> if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message:
3> the |IE "Reconfiguration” in the variable CIPHERING_STATUS is set to TRUE; and/or
3> the |IE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:

4> abort the ongoing integrity and/or ciphering reconfiguration;
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4> if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Ciphering mode info":
5> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
5> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

4> if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Integrity protection mode info":

5> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
5> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
2> in case of a URA update procedure:
3> stop the URA update procedure; and
3> continue with a cell update procedure.

2> set the contents of the CELL UPDATE message according to subclause 8.3.1.3, except for the |E "Cell
update cause" which shall be set to "cell reselection”;

2> submit the CELL UPDATE message for transmission on the uplink CCCH;

2> increment counter V302;

2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
1> if V302 is greater than N302:

2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> in case of acell update procedure:

3> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions” in the
variable TRANSACTIONS.

2> in case of a URA update procedure:

3> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> release all itsradio resources;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED RABS) to upper layers;

2> clear the variable ESTABLISHED SIGNALLING _CONNECTIONS;
2> clear the variable ESTABLISHED_RABS;
2> enter idle mode;

2> other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
85.2;

2> and the procedure ends.
If the UE after the state transition remainsin CELL_FACH state; and
- aC-RNTI isstored in the variable C_RNTI;

or
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- the UE after the state transition moves to another state than the CELL_FACH state:
the UE shall:

1> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the | E " Ciphering mode
info":

2> include and set the |E "Radio bearer uplink ciphering activation timeinfo" in any response message
transmitted below to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1> in case of acell update procedure:

2> set the |E "RRC transaction identifier" in any response message transmitted below to the value of "RRC
transaction identifier" in the entry for the CELL UPDATE CONFIRM message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry.
1> in case of a URA update procedure:

2> set the |E "RRC transaction identifier" in any response message transmitted below to the value of "RRC
transaction identifier" in the entry for the URA UPDATE CONFIRM message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry;
1> if the variable PDCP_SN_INFO is non-empty:

2> include the IE "RB with PDCP information list" in any response message transmitted below and set it to the
value of the variable PDCP_SN_INFO.

1> if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message included the |E "Downlink
counter synchronisation info":

2> re-establish RB2;

2> set the new uplink and downlink HFN component of the COUNT-C of RB2 to MAX (uplink HFN component
of the COUNT-C of RB2, downlink HFN component of the COUNT-C of RB2);

2> increment by one the downlink and uplink values of the HFN component of the COUNT-C valuesfor RB2;

2> calculate the START value according to subclause 8.5.9;

2> include the calculated START values for each CN domaininthe IE "START list" in the IE "Uplink counter
synchronisation info" in any response message transmitted below.

1> transmit aresponse message as specified in subclause 8.3.1.7;

1> if the IE "Integrity protection mode info" was present in the CELL UPDATE CONFIRM or URA UPDATE
CONFIRM message:

2> start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted response message.

1> if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE
CONFIRM message in case of a cell update procedure:

2> set the variable ORDERED_RECONFIGURATION to FALSE.
1> clear the variable PDCP_SN_INFO;
1> when the response message transmitted per subclause 8.3.1.7 to the UTRAN has been confirmed by RLC:

2> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE " Ciphering mode
info":
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3> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM
or RLC-UM;

3> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
3> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

2> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE "Integrity
protection mode info":

3> set "Uplink RRC Message sequence number"” for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO
will use the new integrity protection configuration;

3> dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;
3> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE.
2> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
1> in case of acell update procedure:

2> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

1> in case of a URA update procedure:

2> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the variable
TRANSACTIONS.

1> set the variable CELL_UPDATE_STARTED to FALSE;
1> clear the variable SECURITY_MODIFICATION.

The procedure ends.

8.3.1.7 Transmission of a response message to UTRAN
If the CELL UPDATE CONFIRM message:

- includesthe |E "RB information to release list":
the UE shall:

1> transmit a RADIO BEARER RELEASE COMPLETE as response message using AM RLC.
If the CELL UPDATE CONFIRM message:

- doesnot include the |E "RB information to release list"; and

- includesthe IE "RB information to reconfigure list"; or

- includesthe |E "RB information to be affected list":
the UE shall:

1> transmit a RADIO BEARER RECONFIGURATION COMPLETE as response message using AM RLC.
If the CELL UPDATE CONFIRM message:

- doesnot include "RB information elements’; and

- includes "Transport channel information elements":

the UE shall:
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1> trancs:mit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message using AM
RLC.
If the CELL UPDATE CONFIRM message:
- does not include "RB information elements’; and
- does not include "Transport channel information elements”; and
- includes"Physical channel information elements’:
the UE shall:
1> transmit a PHY SICAL CHANNEL RECONFIGURATION COMPLETE as response message using AM RLC.
If the CELL UPDATE CONFIRM message:
- doesnot include "RB information elements’; and
- does not include "Transport channel information elements"; and
- does not include "Physical channel information elements’; and
- includes "CN information elements’; or
- includesthe IE "Ciphering mode info"; or
- includesthe |E "Integrity protection modeinfo"; or
- includesthe |E "New C-RNTI"; or
- includesthe IE "New U-RNTI":
the UE shall:
1> transmit aUTRAN MOBILITY INFORMATION CONFIRM as response message using AM RLC.
If the CELL UPDATE CONFIRM message:
- does not include "RB information elements’; and
- does not include "Transport channel information elements’; and
- doesnot include "Physical channel information elements’; and
- doesnot include "CN information elements’; and
- does not include the | E " Ciphering mode info"; and
- doesnot include the |E "Integrity protection mode info"; and
- doesnot include the IE "New C-RNTI"; and
- doesnot include the IE "New U-RNTI":
the UE shall:
1> transmit no response message.
If the URA UPDATE CONFIRM message:

- includes"CN information elements"; or

includes the | E " Ciphering mode info"; or

includes the |E "Integrity protection mode info"; or

- includes any one or both of the IES"New C-RNTI" and "New U-RNTI":
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the UE shall:

1> transmit aUTRAN MOBILITY INFORMATION CONFIRM as response message using AM RLC.

If the URA UPDATE CONFIRM message:

does not include "CN information elements"; and

does not include the | E " Ciphering mode info"; and

does not include the |E "Integrity protection mode info"; and
does not include the |E "New U-RNTI"; and

does not include the |IE "New C-RNTI":

the UE shall:

1> transmit no response message.

If the new stateis CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration
after the state transition., and the UE shall:

1> if the IE "Downlink counter synchronisation info" was included in the received CELL UPDATE CONFIRM or

URA UPDATE CONFIRM message:
2> when RLC has confirmed the successful transmission of the response message:

3> re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all
thetr HFN component of the COUNT-C val ues to the START value included in the response message for
the corresponding CN domain;

3> re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all their HFN
component of the COUNT-C valuesto the START value included in the response message for the CN
domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN;

3> set the remaining bits of the HFN component of the COUNT-C values of al UM RLC entitiesto zero;

3> re-initialise the PDCP header compression entities of each radio bearer in the variable
ESTABLISHED_RABS as specified in [36].

1> if the variable PDCP_SN_INFO is empty:

2> if the CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the | E " Ciphering mode
info":

3> when RLC has confirmed the successful transmission of the response message:
4> continue with the remainder of the procedure.

2> if the CELL UPDATE CONFIRM or URA UPDATE CONFIRM message did not contain the | E " Ciphering
mode info":

3> when RLC has been requested to transmit the response message,

4> continue with the remainder of the procedure.

1> if the variable PDCP_SN_INFO non-empty:

2> when RLC has confirmed the successful transmission of the response message:
3> for each radio bearer in the variable PDCP_SN_INFO:
4> if the IE "RB started" in the variable ESTABLISHED RABS s set to "started":
5> configure the RLC entity for that radio bearer to "continue".

3> continue with the remainder of the procedure.
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If the new stateis CELL_PCH or URA_PCH, the response message shall be transmitted in CELL_FACH state, and the
UE shall:

1> when RLC has confirmed the successful transmission of the response message:
2> for each radio bearer in the variable PDCP_SN_INFO:
3> if the IE "RB started" in the variable ESTABLISHED_RABS is set to "started":
4> configure the RLC entity for that radio bearer to "continue".
2> enter the new state (CELL_PCH or URA_PCH, respectively).

1> continue with the remainder of the procedure.

8.3.1.12 T302 expiry or cell reselection
If any or several of the following conditions are true:
- expiry of timer T302;

- reselection to another UTRA cell (including the previoudly serving cell) before completion of the cell update or
URA update procedure;

the UE shall:
1> stop T302 if it is running;
1> if the UE wasin CELL_DCH state prior to the initiation of the procedure; and
2> if timers T314 and T315 have elapsed while T302 was running:
3> enter idle mode.

3> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers. Other actions the UE shall perform when entering idle
mode from connected mode are specified in subclause 8.5.2.

3> and the procedure ends.

2> if timer T314 has elapsed while T302 was running and,
3> if "T314 expired" inthe variable RB_TIMER_INDICATOR is set to FALSE and
3> if T315is till running:

4> release locally all radio bearers which are associated with any radio access bearers for which in the
variable ESTABLISHED RABS the value of the |E "Re-establishment timer" is set to "useT314";

4> indicate release of those radio access bearers to upper layers;
4> delete all information about those radio access bearers from the variable ESTABLISHED RABS;
4> set "T314 expired” in the variable RB_TIMER_INDICATOR to TRUE.
2> if timer T315 has elapsed while T302 was running and,
3> if "T315 expired" inthe variable RB_TIMER_INDICATOR is set to FALSE and,
3> if T314 istill running:

4> release locally all radio bearers which are associated with any radio access bearers for which in the
variable ESTABLISHED RABS the value of the |E "Re-establishment timer" is set to "useT315";

4> indicate release of those radio access bearers to upper layers;
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4> delete al information about those radio access bearers from the variable ESTABLISHED RABS;
4> set "T315 expired” in the variable RB_TIMER_INDICATOR to TRUE.

1> check whether it is still in"in service area"’ (see subclause 8.5.5.2);

1> if the variable ORDERED RECONFIGURATION is set to TRUE caused by the received CELL UPDATE
CONFIRM message in case of a cell update procedure:

2> set the variable ORDERED _RECONFIGURATION to FALSE.
1> in case of acell update procedure:

2> clear any entry for the CELL UPDATE CONFIRM message in the table " Accepted transactions' in the
variable TRANSACTIONS.

1> in case of a URA update procedure:

2> clear any entry for the URA UPDATE CONFIRM message in the table " Accepted transactions' in the
variable TRANSACTIONS.

If the UE detects "in service area" if it has not entered idle mode, and:
1> if V302 isequal to or smaller than N302, the UE shall:
2> if the UE performed cell re-selection:
3> deleteits C-RNTI.
2> in case of acell update procedure:

3> set the contents of the CELL UPDATE message according to subclause 8.3.1.3;

—

3> if the |E "Downlink counter synchronisation info" was included in the received CELL UPDATE
CONFIRM message:

4> apply the new security (integrity protection) configuration received in the CELL UPDATE
CONFIRM on the CELL UPDATE message;

3> submit the CELL UPDATE message for transmission on the uplink CCCH.
2> in case of a URA update procedure:
3> set the contents of the URA UPDATE message according to subclause 8.3.1.3;
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—

3> if the |E "Downlink counter synchronisation info" was included in the received URA UPDATE
CONFIRM message:

4> apply the new security (integrity protection) configuration received in the URA UPDATE CONFIRM
on the URA UPDATE message;

3> submit the URA UPDATE message for transmission on the uplink CCCH.
2> increment counter V302;
2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
1> if V302 is greater than N302, the UE shall:
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;
2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;
2> clear the variable PDCP_SN_INFO;
2> in case of acell update procedure:

3> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> in case of a URA update procedure:

3> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> release dl itsradio resources;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED_RABS;

2> set thevariable CELL_UPDATE_STARTED to FALSE;

2> enter idle mode;

2> other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
85.2;

2> and the procedure ends.
If the UE does not detect "in service ared’, it shall:

1> continue searching for "in service ared".

8.3.3.3 Reception of UTRAN MOBILITY INFORMATION message by the UE
When the UE receivesa UTRAN MOBILITY INFORMATION message, it shall:
1> act on received information elements as specified in subclause 8.6;

1> if the IE "UE Timers and constants in connected mode" is present:
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2> store the values of the |E "UE Timers and constants in connected mode" in the variable
TIMERS _AND_CONSTANTS, replacing any previously stored value for each timer and constant; and

2> for each updated timer value:
3> dtart using the new value next time the timer is started,;

2> for each updated constant value:
3> dtart using the new value directly;

1> if the IE "CN domain specific DRX cycle length coefficient” is present:

2> store the value of the IE "CN domain specific DRX cycle length coefficient” for that CN domain, replacing
any previously stored value; and

2> use the value to determine the connected mode paging occasions according to [4].

1> set the IE "RRC transaction identifier" in the UTRAN MOBILITY INFORMATION CONFIRM message to the
value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message in the
table "Accepted transactions” in the variable TRANSACTIONS; and

1> clear that entry;

1> if the UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info" or contained the
IE "Integrity protection mode info":

2> set the |E "Status' in the variable SECURITY_MODIFICATION for all the CN domains in the variable
SECURITY_MODIFICATION to "Affected";

1> if the UTRAN MOBILITY INFORMATION message contained the |E " Ciphering mode info":

2> include and set the |E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1> if the variable PDCP_SN_INFO is non-empty:

2> include the |E "RB with PDCP information list" in the UTRAN MOBILITY INFORMATION CONFIRM
message and set it to the value of the variable PDCP_SN_INFO.

1> if thereceived UTRAN MOBILITY INFORMATION message included the |E "Downlink counter
synchronisation info":

2> re-establish RB2;

2> set the new uplink and downlink HFN component of COUNT-C of RB2 to MAX (uplink HFN component of
COUNT-C of RB2, downlink HFN component of COUNT-C of RB2);

2> increment by one the downlink and uplink values of the HFN component of COUNT-C values for RB2;

2> calculate the START value according to subclause 8.5.9;

2> include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter
synchronisation info" inthe UTRAN MOBILITY INFORMATION CONFIRM message.

1> transmit aUTRAN MOBILITY INFORMATION CONFIRM message on the uplink DCCH using AM RLC;
1> if the IE "Integrity protection mode info" was present in the UTRAN MOBILITY INFORMATION message:

2> start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted UTRAN MOBILITY INFORMATION CONFIRM message.

1> if the IE "Downlink counter synchronisation info" was included in the received UTRAN MOBILITY
INFORMATION message:

2> when RLC has confirmed the successful transmission of the response message:
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3> re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all
thetr HFN component of COUNT-C valuesto the START value included in the response message for the
corresponding CN domain;

3> re-establish the RLC entitieswith RB identities 1, 3 and 4 and set the first 20 bits of all their HFN
component of COUNT-C val ues to the START value included in the response message for the CN
domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN;

3> set the remaining bits of the HFN component of COUNT-C values of all UM RLC entities to zero;

3> re-initialise the PDCP header compression entities of each radio bearer in the variable
ESTABLISHED_RABS as specified in [36].

1> if the variable PDCP_SN_INFO is empty; and
2> if the UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info":

3> when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION
CONFIRM message, perform the actions below.

2> if the UTRAN MOBILITY INFORMATION message did not contain the IE " Ciphering mode info":

3> when RLC has been requested to transmit the UTRAN MOBILITY INFORMATION CONFIRM
message, perform the actions below.

1> if the variable PDCP_SN_INFO is non-empty:

2> when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION
CONFIRM message:

3> for each radio bearer in the variable PDCP_SN_INFO:
4> if the IE"RB started” in the variable ESTABLISHED_RABS is set to "started":
5> configure the RLC entity for that radio bearer to "continue".
3> clear the variable PDCP_SN_INFO.
1> if the UTRAN MOBILITY INFORMATION message contained the |E " Ciphering mode info":

2> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

2> set the |E "Reconfiguration” in the variable CIPHERING_STATUS to FAL SE; and
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
1> if the UTRAN MOBILITY INFORMATION message contained the |E "Integrity protection modeinfo":
2> dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;
2> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE; and
2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
1> clear the variable SECURITY_MODIFICATION.

The procedure ends.
8.3.34 Reception of an UTRAN MOBILITY INFORMATION CONFIRM message by
the UTRAN

When the network receives UTRAN MOBILITY INFORMATION CONFIRM message, UTRAN may delete any old
U-RNTI. The procedure ends.
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8.3.3.5 Cell re-selection
If the UE performs cell re-selection, the UE shall:
1> initiate a cell update procedure according to subclause 8.3.1;
1> if the UTRAN MOBILITY INFORMATION message contains the |E "New C-RNTI"; and

1> if the UE has not yet submitted the UTRAN MOBILITY INFORMATION CONFIRM message to lower layers
for transmission; L and

—

2> transmit aUTRAN MOBILITY INFORMATION FAILURE message on the uplink DCCH using AM RLC;

2> set the |IE "RRC transaction identifier" in the UTRAN MOBILITY INFORMATION FAILURE message to
the value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message
in the table " Accepted transactions' in the variable TRANSACTIONS; and

2> clear that entry.
2> set the |E "failure cause” to the cause value "cell update occurred”;

2> when the UTRAN MOBILITY INFORMATION FAILURE message has been submitted to lower layers for
transmission:

3> continue with any ongoing processes and procedures as if theinvalid UTRAN MOBILITY
INFORMATION message has not been received and the procedure ends.

1> otherwise:

—

2> if the |E "Downlink counter synchronisation info" was included in the received UTRAN MOBILITY
INFORMATION message:

3> apply the new security (integrity protection) configuration received in the UTRAN MOBILITY
INFORMATION message on the CELL UPDATE message to be transmitted;

2> continue the procedure normally.

8.6.3.5 Integrity protection mode info

The |E "Integrity protection mode info" defines the new integrity protection configuration. At any given time, the UE
needs to store at most three different integrity protection configurations (keysets) in total for all signalling radio bearers
for all CN domains.

If the IE "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to TRUE, the UE shall:

1> ignore this second attempt to change the integrity protection configuration; and
1> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to FALSE, the UE shall:

1> set the |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to TRUE;

1> if IE "Integrity protection mode command” has the value "start" and the |IE " Status' in the variable
INTEGRITY_PROTECTION_INFO has the value "Not started”, and this |E was included in the message
SECURITY MODE COMMAND:
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2> initiaise the information for al signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO
according to the following:

3> set the |E "Uplink RRC Message sequence number" in the variable INTEGRITY _PROTECTION_INFO
to zero;

3> do not set the |IE "Downlink RRC Message sequence number" in the variable
INTEGRITY_PROTECTION_INFO;

3> set the variable INTEGRITY_PROTECTION_ACTIVATION_INFO to zero for each signalling radio
bearer inthe IE"ESTABLISHED_RABS'.

2> set the |[E "Status® in the variable INTEGRITY_PROTECTION_INFO to the value " Started";

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

3> using the algorithm (UIA [40Q]) indicated by the |E "Integrity protection algorithm™ contained in the |IE
"Integrity protection mode info";

3> using the |E "Integrity protection initialisation number"”, contained in the |E "Integrity protection mode
info" asthe value of FRESH [40].

2> dtart applying the new integrity protection configuration in the downlink for each signalling radio bearer in
the IE"ESTABLISHED_RABS" except RB2 at the next received RRC message;

2> start applying the new integrity protection configuration in the downlink for signalling radio bearer RB2 from
and including the received SECURITY MODE COMMAND message;

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted SECURITY MODE COMPLETE message;

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearers other than
RB2 at the uplink activation time included in the |E "Uplink integrity protection activation info".

1> if |IE "Integrity protection mode command” has the value "start" and the |IE " Status' in the variable
INTEGRITY_PROTECTION_INFO has the value " Started" and this |E was not included SECURITY MODE
COMMAND:

NOTE: Thiscaseisusedin SRNSrelocation

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

3> using the algorithm (UIA [40Q]) indicated by the |E "Integrity protection algorithm™ contained in the |IE
"Integrity protection mode info";

3> using the |E "Integrity protection initialisation number", contained in the |E "Integrity protection mode
info" asthe value of FRESH [40].

2> let RBm be the signalling radio bearer where the reconfiguration message was received and let RBn be the
signalling radio bearer where the response message i s transmitted;

2> prohibit transmission of RRC messages on all signalling radio bearersin the IE"ESTABLISHED_ RABS"
except on RBO and the radio bearer where the response message is transmitted;

2> start applying the new integrity protection configuration in the downlink for each signalling radio bearer in
the IE"ESTABLISHED_RABS" except RBm at the next received RRC message;

2> dtart applying the new integrity protection configuration in the downlink for signalling radio bearer RBm
from and including the received configuration message;

2> start applying the new integrity protection configuration in the uplink for signalling radio bearer RBn from
and including the transmitted response message;
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2> start applying the new integrity protection configuration in the uplink for signalling radio bearers other than
RBn at the uplink activation time included in the IE "Uplink integrity protection activation info".

1> if IE "Integrity protection mode command" has the value "modify" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO has the value " Started" and this |E was included in SECURITY MODE
COMMAND:

2> storethe (oldest currently used) integrity protection configuration until activation times have elapsed for the
new integrity protection configuration to be applied on all signalling radio bearers;

2> if there are pending activation times set for integrity protection by a previous procedure changing the
integrity protection configuration:

3> apply the integrity protection configuration at this pending activation time as indicated in this procedure.

2> dtart applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each signalling radio bearer n, indicated by the entry for signalling radio bearer nin the "RRC message
sequence number list" in the |IE "Downlink integrity protection activation info", included in the |E "Integrity
protection mode info";

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1;

3> if present, use the algorithm indicated by the |E "Integrity protection algorithm" (UIA [40]);

2> set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the
following:

3> for each established signalling radio bearer, stored in the variable ESTABLISHED RABS:

4> select avalue of the RRC sequence number at which (activation) time the new integrity protection
configuration shall be applied in uplink for that signalling radio bearer according to the following:

5> for each signalling radio bearer that has no pending activation time as set for integrity protection
by a previous procedure changing the integrity protection configuration:

6> set a suitable value that would ensure a minimised delay in the change to the latest integrity
protection configuration.

5> for signalling radio bearer that has a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration:

6> set the same value as the pending activation time for integrity protection;

5> consider this (pending) activation time to be elapsed when the selected activation time (as above)
is equal to the next RRC sequence number to be used, which means that the last RRC message
using the old integrity protection configuration has been submitted to lower layers.

4> for signalling radio bearer RBO:

5> set the value of the included RRC sequence number to greater than or equal to the current value of
the RRC sequence number for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO, plusthe value of the constant N302 plus one.

4> prohibit the transmission of RRC messages on al signalling radio bearers, except for RB2, with RRC
SN greater than or equal to the value in the "RRC message sequence number list" for the signalling
radio bearer in the |E "Uplink integrity protection activation info" of the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO.

2> start applying the new integrity protection configuration in the uplink at the RRC sequence number, for each
RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer ninthe "RRC
message sequence number list" inthe |E "Uplink integrity protection activation info", included in the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> start applying the new integrity protection configuration in the uplink at the RRC sequence number for
signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration;
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2> start applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer nin the
"RRC message sequence number list" in the |E "Downlink integrity protection activation info";

NOTE: For signalling radio bearers that have a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration, UTRAN should set thisvauein IE
"Downlink integrity protection activation info".

2> dtart applying the new integrity protection configuration in the downlink at the RRC sequence number for
signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration.

If 1E "Integrity protection mode command” has the value " Start" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode command info"
was not included in the message SECURITY MODE COMMAND; or

If IE "Integrity protection mode command” has the value " Start" and the IE " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode info" was
included in the message SECURITY MODE COMMAND, and the IE "Integrity protection algorithm" is not included,;
or

If the |E "Integrity protection mode command” has the value "Modify" and the |E "Status' in the variable
INTEGRITY_PROTECTION_INFO has the value "Not Started"; or

If 1E "Integrity protection mode command” has the value " Start" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value " Started”, and the IE "Integrity protection mode command info" was
included in the message SECURITY MODE COMMAND; or

If there does not exist exactly one integrity protection activation timein the |1E "Downlink integrity protection activation
info" for each established signalling radio bearer included in the |E " Signalling radio bearer information™ in the |lE
"ESTABLISHED_RABS'; or

If IE "Integrity protection mode command” has the value "Modify" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Started", and the IE "Integrity protection mode info" was not
included in the message SECURITY MODE COMMAND:

the UE shall:
1> ignore this attempt to change the integrity protection configuration; and
1> set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is not present, the UE shall:

1> not change the integrity protection configuration.

8.6.3.6 Void
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8.2.2.3 Reception of RADIO BEARER SETUP or RADIO BEARER
RECONFIGURATION or RADIO BEARER RELEASE or TRANSPORT
CHANNEL RECONFIGURATION or PHYSICAL CHANNEL
RECONFIGURATION message by the UE

The UE shall be able to receive any of the following messages:
- RADIO BEARER SETUP message; or
- RADIO BEARER RECONFIGURATION message; or
- RADIO BEARER RELEASE message; or
- TRANSPORT CHANNEL RECONFIGURATION message; or
- PHYSICAL CHANNEL RECONFIGURATION message;

and perform a hard handover, even if no prior UE measurements have been performed on the target cell and/or
frequency.

If the UE receives:
- aRADIO BEARER SETUP message; or
- aRADIO BEARER RECONFIGURATION message; or
- aRADIO BEARER RELEASE message; or

aTRANSPORT CHANNEL RECONFIGURATION message; or
- aPHYSICAL CHANNEL RECONFIGURATION message:
it shall:
1> set the variable ORDERED_RECONFIGURATION to TRUE;
1> perform the physical layer synchronisation procedure as specified in [29];

1> act upon all received information elements as specified in subclause 8.6, unless specified in the following and
perform the actions below.

The UE may:
1> maintain alist of the set of cells to which the UE has Radio Linksif the IE "Cell ID" is present.

The UE may first release the physical channel configuration used at reception of the reconfiguration message. The UE
shall then:

1> in FDD, if the IE "PDSCH code mapping" isincluded but the |E "PDSCH with SHO DCH Info" is not included
and if the DCH has only onelink in its active set:

2> act upon the |IE "PDSCH code mapping" as specified in subclause 8.6; and
2> infer that the PDSCH will be transmitted from the cell from which the downlink DPCH is transmitted.
1> enter a state according to subclause 8.6.3.3.

In case the UE receives a RADIO BEARER RECONFIGURATION message including the |E "RB information to
reconfigure" that only includes the IE "RB identity", the UE shall:

1> handle the message asif |E "RB information to reconfigure" was absent.
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NOTE: The RADIO BEARER RECONFIGURATION message alwaysincludes the |E "RB information to
reconfigure". UTRAN hasto include it even if it does not require the reconfiguration of any RB.
If after state transition the UE enters CELL_DCH state, the UE shall, after the state transition:
1> remove any C-RNTI from MAC;
1> clear the variable C_RNTI.
In FDD, if after state transition the UE leaves CELL_DCH state, the UE shall, after the state transition:
1> remove any DSCH-RNTI from MAC;
1> clear the variable DSCH_RNTI.

If the UE wasin CELL_DCH state upon reception of the reconfiguration message and remainsin CELL_DCH tate, the
UE shall:

1> if the IE "Uplink DPCH Info" is absent, not change its current UL Physical channel configuration;

1> if the IE "Downlink information for each radio link" is absent, not change its current DL Physical channel
configuration;

1> if "DPCH frame offset" isincluded for one or more RLsin the active set:
2> use its value to determine the beginning of the DPCH frame in accordance with the following:

3> if thereceived |E "DPCH frame offset” is across the value range border compared to the DPCH frame
offset currently used by the UE:

4> consider it to be arequest to adjust the timing with 256 chips across the frame border (e.g. if the UE
receives value 0 while the value currently used is 38144 consider this as a request to adjust the timing
with +256 chips).

3> if after taking into account value range borders, the received |E "DPCH frame offset" correspondsto a
request to adjust the timing with a step exceeding 256 chips:

4> set the variable INVALID_CONFIGURATION to FALSE.
3> and the procedure ends.
2> adjust the radio link timing accordingly.
If after state transition the UE enters CELL_FACH state, the UE shall, after the state transition:

1> if the IE "Frequency info" isincluded in the received reconfiguration message:

2> select asuitable UTRA cell according to [4] on that frequency.
1> if the IE "Frequency info" is not included in the received reconfiguration message:

2> select asuitable UTRA cell according to [4].

1> if the received reconfiguration message included the |E " Primary CPICH info" (for FDD) or "Primary CCPCH
info" (for TDD), and the UE selects another cell than indicated by this | E or the received reconfiguration
message did not include the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD):

2> initiate a cell update procedure according to subclause 8.3.1 using the cause "Cell reselection”;
2> when the cell update procedure completed successfully:
3> if the UEisin CELL_PCH or URA_PCH state:

4> initiate a cell update procedure according to subclause 8.3.1 using the cause "Uplink data
transmission”;

4> proceed as below.
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1> start timer T305 using itsinitia valueif timer T305 is not running and if periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" in system
information block type 1;

1> select PRACH according to subclause 8.5.17;

1> select Secondary CCPCH according to subclause 8.5.19;

1> use the transport format set given in system information;

1> if the IE"UTRAN DRX cycle length coefficient" isincluded in the same message:
2> ignore that |E and stop using DRX.

1> remove any H-RNTI stored;

1> clear thevariable H_RNTI;

1> if the contents of the variable C_RNTI is empty:
2> perform a cell update procedure according to subclause 8.3.1 using the cause " Cell reselection”;
2> when the cell update procedure completed successfully:

3> if the UEisin CELL_PCH or URA_PCH sate:

4> initiate a cell update procedure according to subclause 8.3.1 using the cause "Uplink data
transmission";

4> proceed as below.

If the UE wasin CELL_FACH state upon reception of the reconfiguration message and remainsin CELL_FACH state,
the UE shall:

1> if the IE "Frequency info" isincluded in the received reconfiguration message:
2> select asuitable UTRA cell according to [4] on that frequency;

2> if the received reconfiguration message included the |E "Primary CPICH info" (for FDD) or "Primary
CCPCH info" (for TDD), and the UE selected another cell than indicated by this IE or the received
reconfiguration message did not include the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info"
(for TDD):

3> initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
3> when the cell update procedure completed successfully:
4> proceed as below.

The UE shall transmit a response message as specified in subclause 8.2.2.4, setting the information elements as
specified below. The UE shall:

1> if the received reconfiguration message included the |E "Downlink counter synchronisation info"; or

1> if the received reconfiguration message is a RADIO BEARER RECONFIGURATION and the |E "New U-
RNTI" isincluded:

2> re-establish RB2;

2> set the new uplink and downlink HFN component of COUNT-C of RB2 to MAX (uplink HFN component of
COUNT-C of RB2, downlink HFN component of COUNT-C of RB2);

2> increment by one the downlink and uplink values of the HFN component of COUNT-C valuesfor RB2;

2> calculate the START value according to subclause 8.5.9;

2> include the calculated START values for each CN domain in the IE "START list" in the IE "Uplink counter
synchronisation info".
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1> if the received reconfiguration message did not include the IE "Downlink counter synchronisation info":
2> if thevariable START_VALUE_TO_TRANSMIT is set:
3> include and set the IE "START" to the value of that variable.
2> if thevariable START_VALUE _TO _TRANSMIT isnot set and the IE "New U-RNTI" isincluded:
3> calculate the START value according to subclause 8.5.9;

3> include the calculated START values for each CN domainin the IE "START list" in the IE "Uplink
counter synchronisation info".

2> if the received reconfiguration message caused a change in the RLC size for any RB using RLC-AM:
3> calculate the START value according to subclause 8.5.9;

3> include the calculated START values for the CN domain associated with the corresponding RB identity in
the IE"START list" inthe |E "Uplink counter synchronisation info".

1> if the received reconfiguration message contained the |E " Ciphering mode info" or contained the IE "Integrity
protection mode info":

2> set the |E "Status' in the variable SECURITY_MODIFICATION for all the CN domains in the variable
SECURITY_MODIFICATION to "Affected".

1> if the received reconfiguration message contained the |E " Ciphering mode info":

2> include and set the |E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1> if the received reconfiguration message did not contain the | E " Ciphering activation time for DPCH" in |E
"Ciphering mode info":

2> if prior to this procedure there exist no transparent mode RLC radio bearers:
3> if, at the conclusion of this procedure, the UE will bein CELL_DCH state; and
3> if, at the conclusion of this procedure, at least one transparent mode RLC radio bearer exists:
4> include the IE "COUNT-C activation time" and specify a CFN value for this|E.
2> if prior to this procedure there exists at |east one transparent mode RLC radio bearer:
3> if, at the conclusion of this procedure, no transparent mode RL C radio bearers exist:
4> include the IE "COUNT-C activation time" and specify a CFN value for this | E.

1> set the |E "RRC transaction identifier" to the value of "RRC transaction identifier" in the entry for the received
message in the table " Accepted transactions” in the variable TRANSACTIONS; and

1> clear that entry;
1> if thevariable PDCP_SN_INFO is not empty:
2> include the IE "RB with PDCP information list" and set it to the value of the variable PDCP_SN_INFO.

1> in TDD, if the procedure is used to perform a handover to a cell where timing advance is enabled, and the UE
can calculate the timing advance value in the new cell (i.e. in a synchronous TDD network):

2> set the |IE "Uplink Timing Advance" according to subclause 8.6.6.26.
1> if the IE "Integrity protection mode info" was present in the received reconfiguration message:

2> start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted response message.
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If after state transition the UE enters CELL_PCH or URA_PCH state, the UE shall, after the state transition and
transmission of the response message:
1> if the IE "Frequency info" isincluded in the received reconfiguration message:
2> select asuitable UTRA cell according to [4] on that frequency.
1> if the IE "Frequency info" is not included in the received reconfiguration message:
2> select asuitable UTRA cell according to [4].
1> prohibit periodical statustransmissionin RLC;
1> remove any C-RNTI from MAC;
1> clear thevariable C_RNTI;
1> remove any H-RNTI stored;
1> clear thevariable H_RNTI;

1> start timer T305 using itsinitial valueif timer T305 is not running and if periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity" in system
information block type 1;

1> select Secondary CCPCH according to subclause 8.5.19;
1> if the IE"UTRAN DRX cycle length coefficient" isincluded in the same message:

2> usethevalueinthe IE "UTRAN DRX Cycle length coefficient" for calculating Paging occasion and PICH
Monitoring Occasion as specified in subclause 8.6.3.2.

1> if the IE"UTRAN DRX cycle length coefficient" is not included in the same message:
2> set the variable INVALID_CONFIGURATION to TRUE.

1> if the UE enters CELL_PCH state from CELL_DCH state, and the received reconfiguration message included
the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell
than indicated by this | E or the received reconfiguration message did not include the IE "Primary CPICH info"
(for FDD) or "Primary CCPCH info" (for TDD):

2> initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
2> when the cell update procedure completed successfully:
3> the procedure ends.

1> if the UE enters CELL_PCH state from CELL_FACH state, and the received reconfiguration message included
the IE "Primary CPICH info" (for FDD) or "Primary CCPCH info" (for TDD), and the UE selected another cell
than indicated by this|E:

2> initiate a cell update procedure according to subclause 8.3.1 using the cause "cell reselection”;
2> when the cell update procedure is successfully completed:
3> the procedure ends.

1> if the UE enters URA_PCH state, and after cell selection the criteriafor URA update caused by "URA
reselection” according to subclause 8.3.1 is fulfilled:

2> initiate a URA update procedure according to subclause 8.3.1 using the cause "URA reselection”;
2> when the URA update procedure is successfully completed:

3> the procedure ends.
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8.2.2.4 Transmission of a response message by the UE, normal case
In case the procedure was triggered by reception of a RADIO BEARER SETUP message, the UE shall:

1> transmit a RADIO BEARER SETUP COMPLETE as response message on the uplink DCCH using AM RLC.
In case the procedure was triggered by reception of a RADIO BEARER RECONFIGURATION message, the UE shall:

1> transmit a RADIO BEARER RECONFIGURATION COMPLETE as response message on the uplink DCCH
using AM RLC.

In case the procedure was triggered by reception of a RADIO BEARER RELEASE message, the UE shall:

1> transmit a RADIO BEARER RELEASE COMPLETE as response message on the uplink DCCH using AM
RLC.

In case the procedure was triggered by reception of a TRANSPORT CHANNEL RECONFIGURATION message, the
UE shall:

1> transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message on the uplink
DCCH using AM RLC.

In case the procedure was triggered by reception of aPHY SICAL CHANNEL RECONFIGURATION message, the UE
shall:

1> transmit aPHY SICAL CHANNEL RECONFIGURATION COMPLETE as response message on the uplink
DCCH using AM RLC.

If the new stateis CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration
after the state transition, and the UE shall:

1> if the IE "Downlink counter synchronisation info" was included in the reconfiguration message; or

1> if the received reconfiguration message isa RADIO BEARER RECONFIGURATION and the |IE "New U-
RNTI" isincluded:

2> when RLC has confirmed the successful transmission of the response message:

3> re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all
their HFN component of COUNT-C valuesto the START value included in the response message for the
corresponding CN domain;

3> re-establish the RLC entitieswith RB identities 1, 3 and 4 and set the first 20 bits of all their HFN
component of COUNT-C val ues to the START value included in the response message for the CN
domain stored in the variable LATEST_CONFIGURED_CN_DOMAIN;

3> set the remaining bits of the HFN component of COUNT-C values of all UM RLC entities to zero;

3> re-initialise the PDCP header compression entities of each radio bearer in the variable
ESTABLISHED_RABS as specified in [36].

1> if thevariable PDCP_SN_INFO is empty:
2> if the received reconfiguration message contained the | E " Ciphering mode info":
3> when RLC has confirmed the successful transmission of the response message:
4> notify upper layers upon change of the security configuration;
4> perform the actions below.
2> if the received reconfiguration message did not contain the |E " Ciphering mode info":
3> when RLC has been requested to transmit the response message:

4> perform the actions below.
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1> if the variable PDCP_SN_INFO is non-empty:
2> when RLC has confirmed the successful transmission of the response message:
3> for each radio bearer in the variable PDCP_SN_INFO:
4> if the IE"RB started” in the variable ESTABLISHED_RABS is set to "started":
5> configure the RLC entity for that radio bearer to "continue".
3> perform the actions below.

If the new stateis CELL_PCH or URA_PCH, the response message shall be transmitted using the old configuration
before the state transition, but the new C-RNTI shall be used if the IE "New C-RNTI" was included in the received
reconfiguration message, and the UE shall:

1> when RLC has confirmed the successful transmission of the response message:
2> for each radio bearer in the variable PDCP_SN_INFO:
3> if the IE "RB started" in the variable ESTABLISHED RABS s set to "started":
4> configure the RLC entity for that radio bearer to "continue".
2> enter the new state (CELL_PCH or URA_PCH, respectively);
2> perform the actions below.
The UE shall:
1> set the variable ORDERED _RECONFIGURATION to FALSE;
1> if the received reconfiguration message contained the |E " Ciphering mode info":

2> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

2> set the |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
1> if the received reconfiguration message contained the |E "Integrity protection mode info":
2> dlow the transmission of RRC messages on al signalling radio bearers with any RRC SN;

2> set "Uplink RRC Message sequence number" for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO will
use the new integrity protection configuration;

2> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FAL SE; and
2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.

1> clear the variable PDCP_SN_INFO;

1> clear the variable START_VALUE_TO_TRANSMIT;

1> clear the variable SECURITY_MODIFICATION.

8.2.2.12b  Cell update procedure during security reconfiguration
If:

- acell update procedure according to subclause 8.3.1 isinitiated; and

- thereceived reconfiguration message causes either:

- thelE "Reconfiguration” in the variable CIPHERING_STATUS to be set to TRUE; and/or
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- thelE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to be set to TRUE:
the UE shall:

1> release dl radio resources;

1> indicate the release of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED RABS) to upper layers; and

1> clear any entry for the RRC CONNECTION RELEASE message in the tables " Accepted transactions' and
"Rejected transactions' in the variable TRANSACTIONS;

1> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;

1> clear the variable ESTABLISHED RABS;

1> if the received reconfiguration message contained the | E " Ciphering mode info":

2> set the |E "Reconfiguration” in the variable CIPHERING STATUS to FAL SE; and

2> clear thevariable RB_UPLINK_CIPHERING ACTIVATION_TIME INFO;

2> clear the variable SECURITY MODIFICATION;

1> if the received reconfiguration message contained the |E "Integrity protection mode info":

2> set the |E "Reconfiguration” in the variable INTEGRITY PROTECTION INFO to FALSE; and

2> clear the variable INTEGRITY PROTECTION_ACTIVATION_INFO.

1> enter idle mode;

1> perform the actions specified in subclause 8.5.2 when entering idle mode.

1> and the procedure ends.

NOTE: UTRAN should use RB Control messages to perform a SRNS relocation only in case of state transitions

from Cell-DCH to Cell-DCH.

8.3.1.6 Reception of the CELL UPDATE CONFIRM/URA UPDATE CONFIRM
message by the UE

When the UE receives a CELL UPDATE CONFIRM/URA UPDATE CONFIRM message; and
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- if the message isreceived onthe CCCH, and IE "U-RNTI" is present and has the same value as the variable
U_RNTI; or
- if the message isreceived on DCCH:
the UE may:
1> maintain alist of the set of cells to which the UE has Radio Linksif the IE "Cell ID" is present.
the UE shall:
1> stop timer T302;
1> in case of acell update procedure and the CELL UPDATE CONFIRM message:
2> includes "RB information elements"; and/or
2> includes "Transport channel information elements’; and/or
2> includes "Physical channel information elements’; and
2> if the variable ORDERED_RECONFIGURATION is set to FALSE:
3> set the variable ORDERED_RECONFIGURATION to TRUE.

1> act upon all received information elements as specified in subclause 8.6, unless specified otherwise in the
following:

2> if the |E "Frequency info" isincluded in the message:
3> if the IE "RRC State Indicator” is set to the value"CELL_FACH" or "CELL_PCH" or URA_PCH":
4> select asuitable UTRA cell according to [4] on that frequency;
4> act as specified in subclause 8.3.1.12.
3> if the IE"RRC State Indicator” is set to the value"CELL_DCH":
4> act on the |E "Frequency info" as specified in subclause 8.6.6.1.
2> use the transport channel(s) applicable for the physical channel typesthat is used; and
2> if the IE"TFS" is neither included nor previously stored in the UE for that transport channel(s):
3> use the TFS given in system information.
2> if none of the TFS stored is compatible with the physical channel:
3> delete the stored TFS;
3> use the TFS given in system information.
2> perform the physical layer synchronisation procedure as specified in [29];

2> if the CELL UPDATE CONFIRM message includes the |IE "RL C re-establish indicator (RB2, RB3 and
RB4)":

3> re-establish the RLC entities for signalling radio bearer RB2, signalling radio bearer RB3 and signalling
radio bearer RB4 (if established);

3> if thevalue of the |IE "Status' in the variable CIPHERING_STATUS of the CN domain stored in the
variable LATEST_CONFIGURED_CN_DOMAIN is set to "Started":

4> set the HFN components of the respective COUNT-C values for AM RLC entities with RB identity
2,RB identity 3 and RB identity 4 (if established) equal to the START value included in the latest
transmitted CELL UPDATE message for the CN domain stored in the variable
LATEST_CONFIGURED_CN_DOMAIN.

3GPP



Error! No text of specified style in document. 12 Error! No text of specified style in document.

2> if the CELL UPDATE CONFIRM message includes the |IE "RLC re-establish indicator (RB5 and upwards)":
3> for radio bearers with RB identity 5 and upwards:
4> re-establish the AM RLC entities;

4> if the value of the |IE "Status’ in the variable CIPHERING_STATUS of the CN domain asindicated in
the IE "CN domain identity" inthe |IE "RAB info" in the variable ESTABLISHED RABSis set to
"Started":

5> set the HFN components of the respective COUNT-C values for AM RLC entities equal to the
START vaueincluded in this CELL UPDATE message for the CN domain asindicated in the |IE
"CN domainidentity" in the IE "RAB info" in the variable ESTABLISHED RABS.

1> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the | E " Ciphering mode
info" or contained the |E "Integrity protection mode info":

2> set the |E "Status' in the variable SECURITY_MODIFICATION for all the CN domains in the variable
SECURITY_MODIFICATION to "Affected".

1> enter a state according to subclause 8.6.3.3 applied on the CELL UPDATE CONFIRM / URA UPDATE
CONFIRM message.

If the UE after state transition enters CELL_DCH state, it shall:
1> not prohibit periodical status transmissionin RLC;

1> for each CN domain for which a transparent mode radio bearer exists and for which the |E " Status' in the
variable CIPHERING_STATUS is set to "Started" for that CN domain:

2> choose an activation time for the ciphering on transparent mode radio bearers and include it in the response
message in the |E "COUNT-C activation time";

2> set the 20 MSB of the MAC-d HFN with the corresponding START value in the most recently sent |1E
"START list";

2> set the remaining LSB of the MAC-d HFN to zero;
2> apply ciphering on the transparent mode radio bearers;

2> start incrementing the COUNT-C value from the CFN that has been included in the IE "COUNT-C activation
time".

If the UE after state transition remainsin CELL_FACH state, it shall

1> start the timer T305 using itsinitial valueif timer T305 is not running and periodical cell update has been
configured by T305 in the IE "UE Timers and constants in connected mode" set to any other value than
"infinity";

1> select PRACH according to subclause 8.5.17;
1> select Secondary CCPCH according to subclause 8.5.19;
1> not prohibit periodical status transmissionin RLC;
1> if the IE"UTRAN DRX cycle length coefficient" isincluded in the same message:
2> ignore that |E and stop using DRX.
If the UE after state transition enters URA_PCH or CELL_PCH state, it shall:
1> prohibit periodical statustransmissionin RLC;
1> clear the variable C_RNTI;
1> stop using that C_RNTI just cleared from the variable C_RNTI in MAC;
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1> start the timer T305 using itsinitial valueif timer T305 is not running and periodical update has been configured
by T305 in the IE "UE Timers and constants in connected mode" set to any other value than "infinity";
1> select Secondary CCPCH according to subclause 8.5.19;
1> if the IE"UTRAN DRX cycle length coefficient" isincluded in the same message:

2> usethevaluein the IE"UTRAN DRX Cycle length coefficient" for calculating Paging Occasion and PICH
Monitoring Occasion as specified in subclause 8.6.3.2 in CELL_PCH state.

1> if the IE"UTRAN DRX cycle length coefficient" is not included in the same message:
2> set the variable INVALID_CONFIGURATION to TRUE.
If the UE after the state transition remainsin CELL_FACH state; and
1> the contents of the variable C_RNTI are empty:
it shall check the value of V302; and:
1> if V302 isequal to or smaller than N302:
2> if, caused by the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message:
3> the |IE "Reconfiguration” in the variable CIPHERING_STATUS is set to TRUE; and/or
3> the |IE "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO is set to TRUE:
4> abort the ongoing integrity and/or ciphering reconfiguration;

4> if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Ciphering mode info":

5> set the |E "Reconfiguration” in the variable CIPHERING_STATUSto FALSE; and
5> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

4> if the received CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |IE
"Integrity protection mode info":

5> set the |E "Reconfiguration” in the variable INTEGRITY_PROTECTION_INFO to FALSE; and
5> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
2> in case of a URA update procedure:
3> stop the URA update procedure; and
3> continue with a cell update procedure.

2> set the contents of the CELL UPDATE message according to subclause 8.3.1.3, except for the |E "Cell
update cause" which shall be set to "cell reselection”;

2> submit the CELL UPDATE message for transmission on the uplink CCCH;

2> increment counter V302;

2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
1> if V302 is greater than N302:

2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;

2> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> in case of acell update procedure:
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3> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> in case of a URA update procedure:

3> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> release dl itsradio resources;

2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED RABS) to upper layers;

2> clear the variable ESTABLISHED SIGNALLING _CONNECTIONS;
2> clear the variable ESTABLISHED_RABS;
2> enter idle mode;

2> other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
8.5.2;

2> and the procedure ends.

If the UE after the state transition remainsin CELL_FACH state; and

- aC-RNTI isstored in the variable C_RNTI;
or

- the UE after the state transition moves to another state than the CELL_FACH state:

the UE shall:

1> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the | E " Ciphering mode
info":

2> include and set the |E "Radio bearer uplink ciphering activation timeinfo" in any response message
transmitted below to the value of the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1> in case of acell update procedure:

2> set the |E "RRC transaction identifier" in any response message transmitted below to the value of "RRC
transaction identifier" in the entry for the CELL UPDATE CONFIRM message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry.
1> in case of a URA update procedure:

2> set the |E "RRC transaction identifier" in any response message transmitted below to the value of "RRC
transaction identifier" in the entry for the URA UPDATE CONFIRM message in the table " Accepted
transactions' in the variable TRANSACTIONS; and

2> clear that entry;
1> if the variable PDCP_SN_INFO is non-empty:

2> include the IE "RB with PDCP information list" in any response message transmitted below and set it to the
value of the variable PDCP_SN_INFO.

1> if thereceived CELL UPDATE CONFIRM or URA UPDATE CONFIRM message included the |E "Downlink
counter synchronisation info":

2> re-establish RB2;
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2> set the new uplink and downlink HFN component of the COUNT-C of RB2 to MAX (uplink HFN component
of the COUNT-C of RB2, downlink HFN component of the COUNT-C of RB2);

2> increment by one the downlink and uplink values of the HFN component of the COUNT-Cvalues for RB2;

2> calculate the START value according to subclause 8.5.9;

2> include the calculated START values for each CN domaininthe IE "START list" in the IE "Uplink counter
synchronisation info" in any response message transmitted below.

1> transmit a response message as specified in subclause 8.3.1.7;

1> if the IE "Integrity protection mode info" was present in the CELL UPDATE CONFIRM or URA UPDATE
CONFIRM message:

2> start applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted response message.

1> if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE
CONFIRM message in case of a cell update procedure:

2> set the variable ORDERED_RECONFIGURATION to FALSE.
1> clear the variable PDCP_SN_INFO;
1> when the response message transmitted per subclause 8.3.1.7 to the UTRAN has been confirmed by RLC:

2> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE " Ciphering mode
info":

3> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM
or RLC-UM;

3> set the |E "Reconfiguration” in the variable CIPHERING_STATUS to FALSE; and
3> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

2> if the CELL UPDATE CONFIRM / URA UPDATE CONFIRM message contained the IE "Integrity
protection mode info":

3> set "Uplink RRC Message sequence number" for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO to avalue such that next RRC message to be sent on uplink RBO
will use the new integrity protection configuration;

3> dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;
3> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FALSE.
2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO.
1> in case of acell update procedure:

2> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

1> in case of a URA update procedure;

2> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the variable
TRANSACTIONS.

1> set the variable CELL_UPDATE_STARTED to FALSE;
1> clear the variable SECURITY_MODIFICATION.

The procedure ends.
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8.3.1.7 Transmission of a response message to UTRAN
If the CELL UPDATE CONFIRM message:
- includesthe IE "RB information to release list":
the UE shall:
1> transmit a RADIO BEARER RELEASE COMPLETE as response message using AM RLC.
If the CELL UPDATE CONFIRM message:
- doesnot include the IE "RB information to release list"; and
- includesthe IE "RB information to reconfigure list"; or
- includesthe |E "RB information to be affected list":
the UE shall:
1> transmit a RADIO BEARER RECONFIGURATION COMPLETE as response message using AM RLC.
If the CELL UPDATE CONFIRM message:
- does not include "RB information elements’; and
- includes "Transport channel information elements”:
the UE shall:

1> transmit a TRANSPORT CHANNEL RECONFIGURATION COMPLETE as response message using AM
RLC.

If the CELL UPDATE CONFIRM message:

- does not include "RB information elements"; and

- does not include "Transport channel information elements’; and

- includes"Physical channel information elements’:
the UE shall:

1> transmit aPHY SICAL CHANNEL RECONFIGURATION COMPLETE as response message using AM RLC.
If the CELL UPDATE CONFIRM message:

- doesnot include "RB information elements’; and

- does not include "Transport channel information elements’; and

- doesnot include "Physical channel information elements’; and

- includes"CN information elements"; or

- includesthe IE "Ciphering mode info"; or

- includesthe |E "Integrity protection modeinfo"; or

- includesthe |E "New C-RNTI"; or

- includesthe IE "New U-RNTI":
the UE shall:

1> transmit aUTRAN MOBILITY INFORMATION CONFIRM as response message using AM RLC.
If the CELL UPDATE CONFIRM message:
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does not include "RB information elements"; and

does not include "Transport channel information elements’; and
does not include "Physical channel information elements’; and
does not include "CN information elements"; and

does not include the | E " Ciphering mode info"; and

does not include the |E "Integrity protection mode info"; and
does not include the |E "New C-RNTI"; and

does not include the |E "New U-RNTI":

the UE shall:

1> transmit no response message.

If the URA UPDATE CONFIRM message:

includes "CN information elements’; or
includes the | E " Ciphering mode info"; or
includes the |E "Integrity protection mode info"; or

includes any one or both of the IEs"New C-RNTI" and "New U-RNTI":

the UE shall:

1> transmit aUTRAN MOBILITY INFORMATION CONFIRM as response message using AM RLC.

If the URA UPDATE CONFIRM message:

does not include "CN information elements’; and

does not include the |E " Ciphering mode info"; and

does not include the |E "Integrity protection mode info"; and
does not include the |E "New U-RNTI"; and

does not include the |IE "New C-RNTI":

the UE shall:

1> transmit no response message.

If the new stateis CELL_DCH or CELL_FACH, the response message shall be transmitted using the new configuration
after the state transition., and the UE shall:

1> if the IE "Downlink counter synchronisation info" was included in the received CELL UPDATE CONFIRM or

URA UPDATE CONFIRM message:
2> when RLC has confirmed the successful transmission of the response message:

3> re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all
their HFN component of the respective COUNT-C val ues to the START value included in the response
message for the corresponding CN domain;

3> re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all their HFN
component of the respective COUNT-C values to the START value included in the response message for
the CN domain stored in the variable LATEST _CONFIGURED_CN_DOMAIN;

3> set the remaining bits of the HFN component of the COUNT-C values of all UM RLC entities to zero;
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3> re-initialise the PDCP header compression entities of each radio bearer in the variable
ESTABLISHED_RABS as specified in [36].

1> if thevariable PDCP_SN_INFO is empty:

2> if the CELL UPDATE CONFIRM or URA UPDATE CONFIRM message contained the |E " Ciphering mode
info":

3> when RLC has confirmed the successful transmission of the response message:
4> continue with the remainder of the procedure.

2> if the CELL UPDATE CONFIRM or URA UPDATE CONFIRM message did not contain the | E " Ciphering
mode info":

3> when RLC has been requested to transmit the response message,

4> continue with the remainder of the procedure.
1> if the variable PDCP_SN_INFO non-empty:
2> when RLC has confirmed the successful transmission of the response message:

3> for each radio bearer in the variable PDCP_SN_INFO:

4> if the IE "RB started” in the variable ESTABLISHED_RABS is set to "started":
5> configure the RLC entity for that radio bearer to "continue".
3> continue with the remainder of the procedure.

If the new stateis CELL_PCH or URA_PCH, the response message shall be transmitted in CELL_FACH state, and the
UE shall:

1> when RLC has confirmed the successful transmission of the response message:
2> for each radio bearer in the variable PDCP_SN_INFO:
3> if the IE "RB started" in the variable ESTABLISHED RABS s set to "started":
4> configure the RLC entity for that radio bearer to "continue".
2> enter the new state (CELL_PCH or URA_PCH, respectively).

1> continue with the remainder of the procedure.

8.3.1.12 T302 expiry or cell reselection
If any or several of the following conditions are true:
- expiry of timer T302;

- reselection to another UTRA cell (including the previoudly serving cell) before completion of the cell update or
URA update procedure;

the UE shall:
1> stop T302if it isrunning;
1> if the UE wasin CELL_DCH state prior to the initiation of the procedure; and
2> if timers T314 and T315 have elapsed while T302 was running:
3> enter idle mode.

3> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
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variable ESTABLISHED_RABS) to upper layers. Other actions the UE shall perform when entering idle
mode from connected mode are specified in subclause 8.5.2.
3> and the procedure ends.
2> if timer T314 has elapsed while T302 was running and,
3> if "T314 expired" inthe variable RB_TIMER _INDICATOR is set to FALSE and
3> if T315istill running:

4> release locally all radio bearers which are associated with any radio access bearers for which in the
variable ESTABLISHED RABS the value of the |E "Re-establishment timer" is set to "useT314";

4> indicate release of those radio access bearers to upper layers;
4> delete all information about those radio access bearers from the variable ESTABLISHED RABS;
4> set "T314 expired” in the variable RB_TIMER_INDICATOR to TRUE.
2> if timer T315 has elapsed while T302 was running and,
3> if "T315 expired" inthe variable RB_TIMER_INDICATOR is set to FALSE and,
3> if T314 is till running:

4> release locally all radio bearers which are associated with any radio access bearers for which in the
variable ESTABLISHED RABS the value of the |E "Re-establishment timer" is set to "useT315";

4> indicate release of those radio access bearers to upper layers;
4> delete all information about those radio access bearers from the variable ESTABLISHED RABS;

4> set "T315 expired” in the variable RB_TIMER_INDICATOR to TRUE.

1> check whether it isstill in"in service area’ (see subclause 8.5.5.2);

1> if the variable ORDERED_RECONFIGURATION is set to TRUE caused by the received CELL UPDATE
CONFIRM message in case of a cell update procedure:

2> set the variable ORDERED_RECONFIGURATION to FALSE.
1> in case of acell update procedure:

2> clear any entry for the CELL UPDATE CONFIRM message in the table " Accepted transactions” in the
variable TRANSACTIONS.

1> in case of a URA update procedure:
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2> clear any entry for the URA UPDATE CONFIRM message in the table " Accepted transactions' in the
variable TRANSACTIONS.
If the UE detects "in service area” if it has not entered idle mode, and:
1> if V302 isequal to or smaller than N302, the UE shall:
2> if the UE performed cell re-selection:
3> deleteits C-RNTI.
2> in case of acell update procedure:

3> set the contents of the CELL UPDATE message according to subclause 8.3.1.3;

§>_IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII'}

3> if the |[E "Downlink counter synchronisation info" was included in the received CELL UPDATE
CONFIRM message:

4> apply the new security (integrity protection) configuration received in the CELL UPDATE
CONFIRM on the CELL UPDATE message;

3> submit the CELL UPDATE message for transmission on the uplink CCCH.
2> in case of a URA update procedure:
3> set the contents of the URA UPDATE message according to subclause 8.3.1.3;

—

3> if the |E "Downlink counter synchronisation info" was included in the received URA UPDATE
CONFIRM message:

4> apply the new security (integrity protection) configuration received in the URA UPDATE CONFIRM
on the URA UPDATE message;

3> submit the URA UPDATE message for transmission on the uplink CCCH.
2> increment counter V302;
2> restart timer T302 when the MAC layer indicates success or failure to transmit the message.
1> if V302 is greater than N302, the UE shall:
2> clear thevariable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO;
2> clear the variable INTEGRITY_PROTECTION_ACTIVATION_INFO;
2> clear the variable PDCP_SN_INFO;
2> in case of acell update procedure:

3> clear the entry for the CELL UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> in case of a URA update procedure:

3> clear the entry for the URA UPDATE CONFIRM message in the table "Rejected transactions' in the
variable TRANSACTIONS.

2> release dl itsradio resources;
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2> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

2> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
2> clear the variable ESTABLISHED RABS;

2> set the variable CELL_UPDATE_STARTED to FALSE;

2> enter idle mode;

2> other actions the UE shall perform when entering idle mode from connected mode are specified in subclause
85.2

2> and the procedure ends.
If the UE does not detect "in service ared", it shall:

1> continue searching for "in service ared".

8.3.3.3 Reception of UTRAN MOBILITY INFORMATION message by the UE
When the UE receivesa UTRAN MOBILITY INFORMATION message, it shall:

1> act on received information elements as specified in subclause 8.6;

1> if the IE "UE Timers and constants in connected mode" is present:

2> store the values of the |E "UE Timers and constants in connected mode" in the variable
TIMERS _AND_CONSTANTS, replacing any previously stored value for each timer and constant; and

2> for each updated timer value:
3> dtart using the new value next time the timer is started;
2> for each updated constant value:
3> start using the new value directly;
1> if the IE "CN domain specific DRX cycle length coefficient” is present:

2> store the value of the IE "CN domain specific DRX cycle length coefficient" for that CN domain, replacing
any previously stored value; and

2> use the value to determine the connected mode paging occasions according to [4].

1> set the IE "RRC transaction identifier” in the UTRAN MOBILITY INFORMATION CONFIRM message to the
value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message in the
table "Accepted transactions’ in the variable TRANSACTIONS; and

1> clear that entry;

1> if the UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info" or contained the
IE "Integrity protection mode info":

2> set the |E "Status' in the variable SECURITY _MODIFICATION for all the CN domainsin the variable
SECURITY_MODIFICATION to "Affected";

1> if the UTRAN MOBILITY INFORMATION message contained the |E " Ciphering mode info":

2> include and set the |E "Radio bearer uplink ciphering activation time info" to the value of the variable
RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.

1> if the variable PDCP_SN_INFO is non-empty:
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2> include the |E "RB with PDCP information list" in the UTRAN MOBILITY INFORMATION CONFIRM
message and set it to the value of the variable PDCP_SN_INFO.

1> if thereceived UTRAN MOBILITY INFORMATION message included the |E "Downlink counter
synchronisation info":

2> re-establish RB2;

2> set the new uplink and downlink HFN component of COUNT-=Clof RB2 to MAX (uplink HFN component of
COUNT-C of RB2, downlink HFN component of COUNT-C of RB2);

2> increment by one the downlink and uplink values of the HFN component of COUNT-Cvalues for RB2;

2> calculate the START value according to subclause 8.5.9;

2> include the calculated START values for each CN domaininthe IE "START list" in the IE "Uplink counter
synchronisation info" inthe UTRAN MOBILITY INFORMATION CONFIRM message.

1> transmit aUTRAN MOBILITY INFORMATION CONFIRM message on the uplink DCCH using AM RLC;
1> if the IE "Integrity protection mode info" was present in the UTRAN MOBILITY INFORMATION message:

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted UTRAN MOBILITY INFORMATION CONFIRM message.

1> if the IE "Downlink counter synchronisation info" was included in the received UTRAN MOBILITY
INFORMATION message:

2> when RLC has confirmed the successful transmission of the response message:

3> re-establish all AM and UM RLC entities with RB identities larger than 4 and set the first 20 bits of all
| their HFN component of the respective COUNT-C val ues to the START value included in the response
message for the corresponding CN domain;

3> re-establish the RLC entities with RB identities 1, 3 and 4 and set the first 20 bits of all their HFN
component of the respective COUNT-C values to the START value included in the response message for
the CN domain stored in the variable LATEST _CONFIGURED_CN_DOMAIN;

’ 3> set the remaining bits of the HFN component of the COUNT-C values of all UM RLC entities to zero;

3> re-initialise the PDCP header compression entities of each radio bearer in the variable
ESTABLISHED_RABS as specified in [36].

1> if the variable PDCP_SN_INFO is empty; and
2> if the UTRAN MOBILITY INFORMATION message contained the | E " Ciphering mode info":

3> when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION
CONFIRM message, perform the actions below.

2> if the UTRAN MOBILITY INFORMATION message did not contain the IE " Ciphering mode info":

3> when RLC has been requested to transmit the UTRAN MOBILITY INFORMATION CONFIRM
message, perform the actions below.

1> if the variable PDCP_SN_INFO is nhon-empty:

2> when RLC has confirmed the successful transmission of the UTRAN MOBILITY INFORMATION
CONFIRM message:

3> for each radio bearer in the variable PDCP_SN_INFO:
4> if the IE "RB started" in the variable ESTABLISHED RABS s set to "started":
5> configure the RLC entity for that radio bearer to "continue".

3> clear the variable PDCP_SN_INFO.
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1> if the UTRAN MOBILITY INFORMATION message contained the |E " Ciphering mode info":

2> resume data transmission on any suspended radio bearer and signalling radio bearer mapped on RLC-AM or
RLC-UM;

2> set the | E "Reconfiguration™ in the variable CIPHERING_STATUSto FALSE; and
2> clear the variable RB_UPLINK_CIPHERING_ACTIVATION_TIME_INFO.
1> if the UTRAN MOBILITY INFORMATION message contained the | E "Integrity protection mode info":
2> dlow the transmission of RRC messages on all signalling radio bearers with any RRC SN;
2> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to FAL SE; and
2> clear thevariable INTEGRITY_PROTECTION_ACTIVATION_INFO.
1> clear the variable SECURITY_MODIFICATION.

The procedure ends.
8.3.34 Reception of an UTRAN MOBILITY INFORMATION CONFIRM message by
the UTRAN

When the network receives UTRAN MOBILITY INFORMATION CONFIRM message, UTRAN may delete any old
U-RNTI. The procedure ends.
8.3.3.5 Cell re-selection
If the UE performs cell re-selection, the UE shall:
1> initiate a cell update procedure according to subclause 8.3.1;
1> if the UTRAN MOBILITY INFORMATION message contains the |E "New C-RNTI"; and

1> if the UE has not yet submitted the UTRAN MOBILITY INFORMATION CONFIRM message to lower layers
for transmissioniand

121 - Dounk oot sychvoniton 1" was 1110 eV UTRAN MOBILITY

2> transmit aUTRAN MOBILITY INFORMATION FAILURE message on the uplink DCCH using AM RLC;

2> set the |IE "RRC transaction identifier" in the UTRAN MOBILITY INFORMATION FAILURE message to
the value of "RRC transaction identifier" in the entry for the UTRAN MOBILITY INFORMATION message
in the table " Accepted transactions”' in the variable TRANSACTIONS; and

2> clear that entry.
2> set the |E "failure cause” to the cause value "cell update occurred”;

2> when the UTRAN MOBILITY INFORMATION FAILURE message has been submitted to lower layers for
transmission:

3> continue with any ongoing processes and procedures as if theinvalid UTRAN MOBILITY
INFORMATION message has not been received and the procedure ends.

1> otherwise:

—

2> if the |E "Downlink counter synchronisation info" was included in the received UTRAN MOBILITY
INFORMATION message:
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3> apply the new security (integrity protection) configuration received in the UTRAN MOBILITY
INFORMATION message on the CELL UPDATE message to be transmitted:;

2> continue the procedure normally.

8.6.3.5 Integrity protection mode info

The |E "Integrity protection mode info" defines the new integrity protection configuration. At any given time, the UE
needs to store at most three different integrity protection configurations (keysets) in total for all signalling radio bearers
for all CN domains.

If the IE "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to TRUE, the UE shall:

1> ignore this second attempt to change the integrity protection configuration; and
1> set the variable INCOMPATIBLE_SECURITY_RECONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is present and if the |E "Reconfiguration” in the variable
INTEGRITY_PROTECTION_INFO is set to FALSE, the UE shall:

1> set the |E "Reconfiguration” in the variable INTEGRITY _PROTECTION_INFO to TRUE;

1> if IE "Integrity protection mode command” has the value "start" and the |IE " Status' in the variable
INTEGRITY_PROTECTION_INFO has the value "Not started”, and this |E was included in the message
SECURITY MODE COMMAND:

2> initiaise the information for al signalling radio bearers in the variable INTEGRITY_PROTECTION_INFO
according to the following:

3> set the |E "Uplink RRC Message sequence number” in the variable INTEGRITY _PROTECTION_INFO
to zero;

3> do not set the |IE "Downlink RRC Message sequence number" in the variable
INTEGRITY_PROTECTION_INFO;

3> set the variable INTEGRITY_PROTECTION_ACTIVATION_INFO to zero for each signalling radio
bearer inthe IE"ESTABLISHED_RABS".

2> set the |IE "Status' in the variable INTEGRITY _PROTECTION_INFO to the value " Started";

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

3> using the algorithm (UIA [40Q]) indicated by the |E "Integrity protection algorithm™ contained in the |IE
"Integrity protection mode info";

3> using the |E "Integrity protection initialisation number"”, contained in the |E "Integrity protection mode
info" asthe value of FRESH [40].

2> dtart applying the new integrity protection configuration in the downlink for each signalling radio bearer in
the IE"ESTABLISHED_RABS" except RB2 at the next received RRC message;

2> start applying the new integrity protection configuration in the downlink for signalling radio bearer RB2 from
and including the received SECURITY MODE COMMAND message;

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RB2 from
and including the transmitted SECURITY MODE COMPLETE message;

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearers other than
RB2 at the uplink activation time included in the |E "Uplink integrity protection activation info".

1> if |E "Integrity protection mode command” has the value "start" and the |E " Status' in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Started" and this |E was not included SECURITY MODE
COMMAND:
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NOTE: Thiscaseisusedin SRNSrelocation

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1 by:

3> using the algorithm (UIA [40]) indicated by the |E "Integrity protection algorithm™ contained in the |IE
"Integrity protection mode info";

3> using the |E "Integrity protection initialisation number", contained in the |E "Integrity protection mode
info" asthe value of FRESH [40].

2> let RBm be the signalling radio bearer where the reconfiguration message was received and let RBn be the
signalling radio bearer where the response message i s transmitted;

2> prohibit transmission of RRC messages on all signalling radio bearersin the IE"ESTABLISHED_RABS"
except on RBO and the radio bearer where the response message is transmitted;

2> start applying the new integrity protection configuration in the downlink for each signalling radio bearer in
the IE"ESTABLISHED_RABS" except RBm at the next received RRC message;

2> dtart applying the new integrity protection configuration in the downlink for signalling radio bearer RBm
from and including the received configuration message;

2> dtart applying the new integrity protection configuration in the uplink for signalling radio bearer RBn from
and including the transmitted response message;

2> start applying the new integrity protection configuration in the uplink for signalling radio bearers other than
RBn at the uplink activation time included in the IE "Uplink integrity protection activation info".

1> if IE "Integrity protection mode command" has the value "modify" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO has the value " Started" and this |E was included in SECURITY MODE
COMMAND:

2> store the (oldest currently used) integrity protection configuration until activation times have elapsed for the
new integrity protection configuration to be applied on all signalling radio bearers;

2> if there are pending activation times set for integrity protection by a previous procedure changing the
integrity protection configuration:

3> apply the integrity protection configuration at this pending activation time as indicated in this procedure.

2> dtart applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each signalling radio bearer n, indicated by the entry for signalling radio bearer nin the "RRC message
sequence number list" in the |IE "Downlink integrity protection activation info", included in the |E "Integrity
protection mode info";

2> perform integrity protection on the received message, applying the new integrity protection configuration, as
described in subclause 8.5.10.1;

3> if present, use the algorithm indicated by the |E "Integrity protection algorithm" (UIA [40]);

2> set the content of the variable INTEGRITY_PROTECTION_ACTIVATION_INFO according to the
following:

3> for each established signalling radio bearer, stored in the variable ESTABLISHED RABS:

4> select avalue of the RRC sequence number at which (activation) time the new integrity protection
configuration shall be applied in uplink for that signalling radio bearer according to the following:

5> for each signalling radio bearer that has no pending activation time as set for integrity protection
by a previous procedure changing the integrity protection configuration:

6> set a suitable value that would ensure a minimised delay in the change to the latest integrity
protection configuration.
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5> for signalling radio bearer that has a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration:

6> set the same value as the pending activation time for integrity protection;

5> consider this (pending) activation time to be elapsed when the selected activation time (as above)
isequal to the next RRC sequence humber to be used, which means that the last RRC message
using the old integrity protection configuration has been submitted to lower layers.

4> for signalling radio bearer RBO:

5> set the value of the included RRC sequence number to greater than or equal to the current value of
the RRC sequence number for signalling radio bearer RBO in the variable
INTEGRITY_PROTECTION_INFO, plusthe value of the constant N302 plus one.

4> prohibit the transmission of RRC messages on all signalling radio bearers, except for RB2, with RRC
SN greater than or equal to the value in the "RRC message sequence number list" for the signalling
radio bearer in the |E "Uplink integrity protection activation info" of the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO.

2> dtart applying the new integrity protection configuration in the uplink at the RRC sequence number, for each
RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer nin the "RRC
message sequence number list" inthe |E "Uplink integrity protection activation info", included in the variable
INTEGRITY_PROTECTION_ACTIVATION_INFO;

2> start applying the new integrity protection configuration in the uplink at the RRC sequence number for
signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration;

2> start applying the new integrity protection configuration in the downlink at the RRC sequence number, for
each RBn, except for signalling radio bearer RB2, indicated by the entry for signalling radio bearer nin the
"RRC message sequence number list" in the |IE "Downlink integrity protection activation info";

NOTE: For signalling radio bearers that have a pending activation time as set for integrity protection by a
previous procedure changing the integrity protection configuration, UTRAN should set thisvaluein IE
"Downlink integrity protection activation info".

2> dtart applying the new integrity protection configuration in the downlink at the RRC sequence number for
signalling radio bearer RB2, as specified for the procedure initiating the integrity protection reconfiguration.

If IE "Integrity protection mode command” has the value "Start" and the IE " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode command info"
was not included in the message SECURITY MODE COMMAND; or

If IE "Integrity protection mode command” has the value "Start" and the |IE " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Not started”, and the |E "Integrity protection mode info" was
included in the message SECURITY MODE COMMAND, and the |E "Integrity protection algorithm" is not included,;
or

If the |E "Integrity protection mode command” has the value "Modify" and the |E "Status' in the variable
INTEGRITY_PROTECTION_INFO has the value "Not Started"; or

If 1E "Integrity protection mode command” has the value " Start" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value " Started”, and the IE "Integrity protection mode command info" was
included in the message SECURITY MODE COMMAND; or

If there does not exist exactly one integrity protection activation timein the |E "Downlink integrity protection activation
info" for each established signalling radio bearer included in the |E " Signalling radio bearer information™ in the |IE
"ESTABLISHED_RABS'; or

If IE "Integrity protection mode command” has the value "Modify" and the |E " Status" in the variable
INTEGRITY_PROTECTION_INFO hasthe value "Started", and the IE "Integrity protection mode info" was not
included in the message SECURITY MODE COMMAND:

the UE shall:

1> ignore this attempt to change the integrity protection configuration; and
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1> set the variable INVALID_CONFIGURATION to TRUE.

If the IE "Integrity protection mode info" is not present, the UE shall:

1> not change the integrity protection configuration.

8.6.3.6 Void
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7.2 Processes in UE modes/states

NOTE: Thissubclause specifies what processes shall be active in the UE in the different RRC modes/states. The
related procedures and the conditions on which they are triggered are specified either in clause 8 or
elsewhere in the relevant process definition.

7.2.1 UE Idle mode
UE processes that are active in UE Idle mode are specified in [4].

The UE shall perform a periodic search for higher priority PLMNs as specified in [25].

7.2.2 UTRA RRC Connected mode

In this specification unless otherwise mentioned " connected mode" shall refer to "UTRA RRC connected mode".

7.2.2.1 URA_PCH or CELL_PCH state
Inthe URA_PCH or CELL_PCH state the UE shall perform the following actions:
NOTE: Neither DCCH nor DTCH are available in these states.
1> if theUEis"in service area":
2> maintain up-to-date system information as broadcast by the serving cell as specified in the subclause 8.1.1;
2> perform cell reselection process as specified in [4];
2> perform a periodic search for higher priority PLMNSs as specified in [25];

NOTE: If the DRX cyclelength is 80ms, then a search for higher priority PLMNs may not identify all the
available PLMNSs due to the paging occasion on the current serving cell coinciding with the MIB of the
cell of interest.

2> monitor the paging occasions and PICH monitoring occasions determined according to subclauses 8.6.3.1a
and 8.6.3.2 and receive paging information on the PCH mapped on the S-CCPCH selected by the UE
according to the procedure in subclause 8.5.19;

2> act on RRC messages received on PCCH and BCCH,;

2> perform measurements process according to measurement control information as specified in subclause 8.4
and in subclause 14.4;

2> maintain up-to-date BMC data if it supports Cell Broadcast Service (CBS) as specified in [37];

2> run timer T305 for periodical URA update if the UE isin URA_PCH or for periodical cell update if the UE is
in CELL_PCH.

1> if the UE is"out of service area:
2> perform cell reselection process as specified in [4];
2> run timer T316;

2> run timer T305.

71.2.2.2 CELL_FACH state
Inthe CELL_FACH state the UE shall perform the following actions:
NOTE: DCCH and, if configured, DTCH are available in this state.

1> if the UE is"in service area”:
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2> maintain up-to-date system information as broadcast by the serving cell as specified in subclause 8.1.1;
2> perform cell reselection process as specified in [4];

2> perform measurements process according to measurement control information as specified in subclause 8.4
and in subclause 14.4;

2> run timer T305 (periodical cell update);

2> listen to all FACH transport channels mapped on the SS=CCPCH selected by the UE according to the
procedure in subclause 8.5.19;

2> act on RRC messages received on BCCH, CCCH and DCCH;

2> act on RRC messages received on, if available, SHCCH (TDD only).
1> if the UE is"out of service area:

2> perform cell reselection process as specified in [4];

2> run timers T305 (periodical cell update), and T317 (cell update when re-entering "in service") or T307
(transition to Idle mode).

7.2.2.3 CELL_DCH state
Inthe CELL_DCH state the UE shall perform the following actions:
NOTE: DCCH and, if configured, DTCH are availablein this state.

1> read system information broadcast on FACH as specified in subclause 8.1.1.3 (applicable only to UEs with
certain capabilities and in FDD mode);

1> read the system information as specified in subclause 8.1.1 (for UEsin TDD mode);

1> perform measurements process according to measurement control information as specified in subclause 8.4 and
in clause 14,

1> act on RRC messages received on DCCH;
1> act on RRC messages received on BCCH (applicable only to UEs with certain capabilities and in FDD mode);
1> act on RRC messages received on BCCH (TDD only) and, if available, SHCCH (TDD only).
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855 Actions in "out of service area" and "in service area"

This subclause specifies the general actions the UE shall perform when it detects "out of service" or "in service" area.
The specific UE behaviour when it detects "out of service" or "in service area" and periodical update has been
configured by T305 in the IE "UE Timers and constantsin connected mode" set to any other value than "infinity" is
specified in subclause 8.3.1.

8551 Detection of "out of service" area

area”-The UE shall detect “out of service” areaas definedin [15].

8.55.1.1 Actions following detection of "out of service" area in URA_PCH or
CELL_PCH state

If the UE detects the "out of service ared' and the UE isin URA_PCH or CELL_PCH stateit shall perform the
following actions:

1> start timer T316;

1> perform processes described in subclause 7.2.2.

8.5.5.1.2 Actions following detection of "out of service" area in CELL_FACH state

If the UE detects the "out of service area’ and the UE isin CELL_FACH stateit shall perform the following actions.
The UE shall:

1> start timer T317 if not aready running;

1> perform processes described in subclause 7.2.2.

8.5.5.2 Detection of "in service" area
When a suitable cell is found based on the description in [4], the UE considersit as having detected "in service area.
8.5.5.2.1 Actions following Re-entry into "in service area" in URA_PCH or CELL_PCH
State
If the UE re-enters "in service ared" before T316 expiry the UE shall perform the following actions. The UE shall:
1> stop T316;

1> perform processes described in subclause 7.2.2.

8.5.5.2.2 Actions following re-entry into "in service area" in CELL_FACH state

If the UE detects "in service area" before T317 expiry the UE shall perform the following actions. If no cell update
procedure or URA update procedure is ongoing, the UE shall:

1> stop T317;
1> initiate the cell update procedure using as cause "Re-entering service ared’ as specified in subclause 8.3.1;
1> perform processes described in subclause 7.2.2.

If an cell update procedure or URA update procedure is ongoing, the UE shall:

1> perform the actions as specified in 8.3.1.

3GPP
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8.55.3 T316 expiry
On T316 expiry the UE shall perform the following actions. The UE shall:
1> if "out of service area" is detected:
2> dtart timer T317;
2> moveto CELL_FACH state;
2> perform processes described in subclause 7.2.2.
1> if "in service area" is detected:
2> initiate the cell update procedure using as cause "Re-entering service aread" as specified in subclause 8.3.1;

2> perform processes described in subclause 7.2.2.

8.554 T317 expiry
When the T317 expires, the UE shall:
1> move to idle mode;
1> release all dedicated resources;

1> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

1> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
1> clear the variable ESTABLISHED RABS;

1> perform actions specified in subclause 8.5.2 when entering idle mode from connected mode.
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7.2 Processes in UE modes/states

NOTE: Thissubclause specifies what processes shall be active in the UE in the different RRC modes/states. The
related procedures and the conditions on which they are triggered are specified either in clause 8 or
elsewhere in the relevant process definition.

7.2.1 UE Idle mode

UE processes that are active in UE Idle mode are specified in [4].

The UE shall perform a periodic search for higher priority PLMNs as specified in [25].

7.2.2 UTRA RRC Connected mode

In this specification unless otherwise mentioned " connected mode" shall refer to "UTRA RRC connected mode'".

7.2.2.1 URA_PCH or CELL_PCH state
Inthe URA_PCH or CELL_PCH state the UE shall perform the following actions:
NOTE: Neither DCCH nor DTCH are available in these states.
1> if the UE is"in service ared":
2> maintain up-to-date system information as broadcast by the serving cell as specified in the subclause 8.1.1;
2> perform cell reselection process as specified in [4];
2> perform a periodic search for higher priority PLMNSs as specified in [25];

NOTE: If the DRX cyclelength is 80ms, then a search for higher priority PLMNs may not identify all the
available PLMNSs due to the paging occasion on the current serving cell coinciding with the MIB of the
cell of interest.

2> monitor the paging occasions and PICH monitoring occasions determined according to subclauses 8.6.3.1a
and 8.6.3.2 and receive paging information on the PCH mapped on the S-CCPCH selected by the UE
according to the procedure in subclause 8.5.19;

2> act on RRC messages received on PCCH and BCCH,;

2> perform measurements process according to measurement control information as specified in subclause 8.4
and in subclause 14.4;

2> maintain up-to-date BMC dataif it supports Cell Broadcast Service (CBS) as specified in [37];

2> run timer T305 for periodical URA update if the UE isin URA_PCH or for periodical cell update if the UE is
in CELL_PCH.

1> if the UE is"out of service area":
2> perform cell reselection process as specified in [4];
2> runtimer T316;

2> run timer T305.

7.2.2.2 CELL_FACH state
Inthe CELL_FACH state the UE shall perform the following actions:
NOTE: DCCH and, if configured, DTCH are availablein this state.

1> if the UE is"in service area”:
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2> maintain up-to-date system information as broadcast by the serving cell as specified in subclause 8.1.1;
2> perform cell reselection process as specified in [4];

2> perform measurements process according to measurement control information as specified in subclause 8.4
and in subclause 14.4;

2> run timer T305 (periodical cell update);

2> listen to all FACH transport channels mapped on the SS=CCPCH selected by the UE according to the
procedure in subclause 8.5.19;

2> act on RRC messages received on BCCH, CCCH and DCCH;

2> act on RRC messages received on, if available, SHCCH (TDD only).
1> if the UE is"out of service area":

2> perform cell reselection process as specified in [4];

2> run timers T305 (periodical cell update), and T317 (cell update when re-entering "in service") or T307
(transition to |dle mode).

7.2.2.3 CELL_DCH state
Inthe CELL_DCH state the UE shall perform the following actions:
NOTE: DCCH and, if configured, DTCH are availablein this state.

1> read system information broadcast on FACH as specified in subclause 8.1.1.3 (applicable only to UEs with
certain capabilities and in FDD mode);

1> read the system information as specified in subclause 8.1.1 (for UEsin TDD mode);

1> perform measurements process according to measurement control information as specified in subclause 8.4 and
in clause 14;

1> act on RRC messages received on DCCH;
1> act on RRC messages received on BCCH (applicable only to UEs with certain capabilities and in FDD mode);
1> act on RRC messages received on BCCH (TDD only) and, if available, SHCCH (TDD only).
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855 Actions in "out of service area" and "in service area"

This subclause specifies the general actions the UE shall perform when it detects "out of service" or "in service" area.
The specific UE behaviour when it detects "out of service" or "in service ared" and periodical update has been
configured by T305 in the |IE "UE Timers and constantsin connected mode" set to any other value than "infinity" is
specified in subclause 8.3.1.

8551 Detection of "out of service" area

8.55.1.1 Actions following detection of "out of service" area in URA_PCH or
CELL_PCH state

If the UE detects the "out of service ared' and the UE isin URA_PCH or CELL_PCH stateit shall perform the
following actions:

1> start timer T316;

1> perform processes described in subclause 7.2.2.

8.5.5.1.2 Actions following detection of "out of service" area in CELL_FACH state

If the UE detects the "out of service area' and the UE isin CELL_FACH stateit shall perform the following actions.
The UE shall:

1> start timer T317 if not aready running;

1> perform processes described in subclause 7.2.2.

8.5.5.2 Detection of "in service" area
When a suitable cell is found based on the description in [4], the UE considersit as having detected "in service area.
8.5.5.2.1 Actions following Re-entry into "in service area" in URA_PCH or CELL_PCH
State
If the UE re-enters "in service aread" before T316 expiry the UE shall perform the following actions. The UE shall:
1> stop T316;

1> perform processes described in subclause 7.2.2.

8.5.5.2.2 Actions following re-entry into "in service area" in CELL_FACH state

If the UE detects "in service area" before T317 expiry the UE shall perform the following actions. If no cell update
procedure or URA update procedure is ongoing, the UE shall:

1> stop T317;
1> initiate the cell update procedure using as cause "Re-entering service ared’ as specified in subclause 8.3.1;
1> perform processes described in subclause 7.2.2.

If an cell update procedure or URA update procedure is ongoing, the UE shall:

1> perform the actions as specified in 8.3.1.
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8.5.5.3 T316 expiry
On T316 expiry the UE shall perform the following actions. The UE shall:
1> if "out of service ared’ is detected:
2> start timer T317,
2> moveto CELL_FACH state;
2> perform processes described in subclause 7.2.2.
1> if "in service ared’ is detected:
2> initiate the cell update procedure using as cause "Re-entering service aread" as specified in subclause 8.3.1;

2> perform processes described in subclause 7.2.2.

8.554 T317 expiry
When the T317 expires, the UE shall:
1> move to idle mode;
1> release al dedicated resources;

1> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

1> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
1> clear the variable ESTABLISHED_RABS;

1> perform actions specified in subclause 8.5.2 when entering idle mode from connected mode.

3GPP



3GPP TSG-RAN2 Meeting #29 R2-021451
Gyeongju, Korea, 13"-17" of May

CR-Form-v5

CHANGE REQUEST
* 25.331 CR 1498 ssrey - # Currentversion: 50.0 36

For HELP on using this form, see bottom of this page or look at the pop-up text over the ¥ symbols.

Proposed change affects: (U)SIM|:| ME/UE Radio Access Network|:| Core Network|:|

Title: ¥ “Out of service” area definition
Source: ¥ TSG-RANWG2
Work item code: 8 TEI Date: ¥ 2002-05-02
Category: #® A Release: 8 REL-5
Use one of the following categories: Use one of the following releases:
F (correction) 2 (GSM Phase 2)
A (corresponds to a correction in an earlier release) R96 (Release 1996)
B (addition of feature), R97 (Release 1997)
C (functional modification of feature) R98 (Release 1998)
D (editorial modification) R99 (Release 1999)
Detailed explanations of the above categories can REL-4 (Release 4)
be found in 3GPP TR 21.900. REL-5 (Release 5)

Reason for change: 3 Criteria for UE detection of ‘out of service area’ are not properly specified.

Summary of change: 3 A reference is included to the appropriate RAN4 specification.

Impact analysis:

Impacted functionality: UE timer handling

Correction: Correction to a function where the specification was missing
rules. Would not affect implementations behaving like indicated in the CR, would
affect implementations supporting the corrected functionality otherwise.

Interoperability:

Isolated impact: the impact is isolated; only the corrected functionality is affected

Consequences if ¥ Definition of ‘out of service area’ will be missing, leading to ambiguity of when to
not approved: start timers T316 and T317.

Clauses affected: ¥ 7.221,7.22.2,855.1

Other specs 38| X | Other core specifications ¥ 25.133
25.331v3.10.0, CR 1496
25.331v4.4.0, CR 1497
affected: || Test specifications

| | O&M Specifications

Other comments: 3

CR page 1



How to create CRs using this form:
Comprehensive information and tips about how to create CRs can be found at: http://www.3gpp.org/3G_Specs/CRs.htm.

Below is a brief summary:

1) Fill out the above form. The symbols above marked 8 contain pop-up help information about the field that they are
closest to.

2) Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word
"revision marks" feature (also known as "track changes") when making the changes. All 3GPP specifications can be

downloaded from the 3GPP server under ftp://ftp.3gpp.org/specs/ For the latest version, look for the directory name
with the latest date e.g. 2001-03 contains the specifications resulting from the March 2001 TSG meetings.

3) With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification
just in front of the clause containing the first piece of changed text. Delete those parts of the specification

which are not relevant to the change request.

CR page 2



Error! No text of specified style in document. 3 Error! No text of specified style in document.

7.2 Processes in UE modes/states

NOTE: Thissubclause specifies what processes shall be active in the UE in the different RRC modes/states. The
related procedures and the conditions on which they are triggered are specified either in clause 8 or
elsewhere in the relevant process definition.

7.2.1 UE Idle mode

UE processes that are active in UE Idle mode are specified in [4].

The UE shall perform a periodic search for higher priority PLMNs as specified in [25].

7.2.2 UTRA RRC Connected mode

In this specification unless otherwise mentioned " connected mode" shall refer to "UTRA RRC connected mode'".

7.2.2.1 URA_PCH or CELL_PCH state
Inthe URA_PCH or CELL_PCH state the UE shall perform the following actions:
NOTE: Neither DCCH nor DTCH are available in these states.
1> if the UE is"in service ared":
2> maintain up-to-date system information as broadcast by the serving cell as specified in the subclause 8.1.1;
2> perform cell reselection process as specified in [4];
2> perform a periodic search for higher priority PLMNSs as specified in [25];

NOTE: If the DRX cyclelength is 80ms, then a search for higher priority PLMNs may not identify all the
available PLMNSs due to the paging occasion on the current serving cell coinciding with the MIB of the
cell of interest.

2> monitor the paging occasions and PICH monitoring occasions determined according to subclauses 8.6.3.1a
and 8.6.3.2 and receive paging information on the PCH mapped on the S-CCPCH selected by the UE
according to the procedure in subclause 8.5.19;

2> act on RRC messages received on PCCH and BCCH,;

2> perform measurements process according to measurement control information as specified in subclause 8.4
and in subclause 14.4;

2> maintain up-to-date BMC dataif it supports Cell Broadcast Service (CBS) as specified in [37];

2> run timer T305 for periodical URA update if the UE isin URA_PCH or for periodical cell update if the UE is
in CELL_PCH.

1> if the UE is"out of service area":
2> perform cell reselection process as specified in [4];
2> runtimer T316;

2> run timer T305.

7.2.2.2 CELL_FACH state
Inthe CELL_FACH state the UE shall perform the following actions:
NOTE: DCCH and, if configured, DTCH are availablein this state.

1> if the UE is"in service area”:
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2> maintain up-to-date system information as broadcast by the serving cell as specified in subclause 8.1.1;
2> perform cell reselection process as specified in [4];

2> perform measurements process according to measurement control information as specified in subclause 8.4
and in subclause 14.4;

2> run timer T305 (periodical cell update);

2> listen to all FACH transport channels mapped on the SS=CCPCH selected by the UE according to the
procedure in subclause 8.5.19;

2> act on RRC messages received on BCCH, CCCH and DCCH;

2> act on RRC messages received on, if available, SHCCH (TDD only).
1> if the UE is"out of service area":

2> perform cell reselection process as specified in [4];

2> run timers T305 (periodical cell update), and T317 (cell update when re-entering "in service") or T307
(transition to |dle mode).

7.2.2.3 CELL_DCH state
Inthe CELL_DCH state the UE shall perform the following actions:
NOTE: DCCH and, if configured, DTCH are availablein this state.

1> read system information broadcast on FACH as specified in subclause 8.1.1.3 (applicable only to UEs with
certain capabilities and in FDD mode);

1> read the system information as specified in subclause 8.1.1 (for UEsin TDD mode);

1> perform measurements process according to measurement control information as specified in subclause 8.4 and
in clause 14;

1> act on RRC messages received on DCCH;
1> act on RRC messages received on BCCH (applicable only to UEs with certain capabilities and in FDD mode);
1> act on RRC messages received on BCCH (TDD only) and, if available, SHCCH (TDD only).
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855 Actions in "out of service area" and "in service area"

This subclause specifies the general actions the UE shall perform when it detects "out of service" or "in service" area.
The specific UE behaviour when it detects "out of service" or "in service ared" and periodical update has been
configured by T305 in the |IE "UE Timers and constantsin connected mode" set to any other value than "infinity" is
specified in subclause 8.3.1.

8551 Detection of "out of service" area

area™. The UE shall detect “out of service” areaas definedin [15].

8.55.1.1 Actions following detection of "out of service" area in URA_PCH or
CELL_PCH state

If the UE detects the "out of service ared' and the UE isin URA_PCH or CELL_PCH stateit shall perform the
following actions:

1> start timer T316;

1> perform processes described in subclause 7.2.2.

8.5.5.1.2 Actions following detection of "out of service" area in CELL_FACH state

If the UE detects the "out of service area' and the UE isin CELL_FACH stateit shall perform the following actions.
The UE shall:

1> start timer T317 if not aready running;

1> perform processes described in subclause 7.2.2.

8.5.5.2 Detection of "in service" area
When a suitable cell is found based on the description in [4], the UE considersit as having detected "in service area.
8.5.5.2.1 Actions following Re-entry into "in service area" in URA_PCH or CELL_PCH
State
If the UE re-enters "in service aread" before T316 expiry the UE shall perform the following actions. The UE shall:
1> stop T316;

1> perform processes described in subclause 7.2.2.

8.5.5.2.2 Actions following re-entry into "in service area" in CELL_FACH state

If the UE detects "in service area" before T317 expiry the UE shall perform the following actions. If no cell update
procedure or URA update procedure is ongoing, the UE shall:

1> stop T317;
1> initiate the cell update procedure using as cause "Re-entering service ared’ as specified in subclause 8.3.1;
1> perform processes described in subclause 7.2.2.

If an cell update procedure or URA update procedure is ongoing, the UE shall:

1> perform the actions as specified in 8.3.1.

3GPP



Error! No text of specified style in document. 6 Error! No text of specified style in document.

8.5.5.3 T316 expiry
On T316 expiry the UE shall perform the following actions. The UE shall:
1> if "out of service ared’ is detected:
2> start timer T317,
2> moveto CELL_FACH state;
2> perform processes described in subclause 7.2.2.
1> if "in service ared’ is detected:
2> initiate the cell update procedure using as cause "Re-entering service aread" as specified in subclause 8.3.1;

2> perform processes described in subclause 7.2.2.

8.554 T317 expiry
When the T317 expires, the UE shall:
1> move to idle mode;
1> release al dedicated resources;

1> indicate release (abort) of the established signalling connections (as stored in the variable
ESTABLISHED SIGNALLING_CONNECTIONS) and established radio access bearers (as stored in the
variable ESTABLISHED_RABS) to upper layers;

1> clear the variable ESTABLISHED_SIGNALLING_CONNECTIONS;
1> clear the variable ESTABLISHED_RABS;

1> perform actions specified in subclause 8.5.2 when entering idle mode from connected mode.
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