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3 Definitions and abbreviations

3.1 Definitions

For the purposes of the present document, the following terms and definitions apply:

Standalone A-GPS SMLC (SAS): logical node that interconnects to the RNC over the lupc interface viathe PCAP
protocol
This node provides GPS related data to the RNC and may perform the position cal culation function.

3.2 Abbreviations

For the purposes of the present document, the following abbreviations apply:

AALS5 ATM Adaptation Layer type 5

A-GPS Assisted GPS

ATM Asynchronous Transfer Mode

CRNC Controlling Radio Network Controller

GPS Global Positioning System

GT Global Title

IP Internet Protocol

M3UA SS7 MTP3 User Adaptation Layer

MTP Message Transfer Part

PCAP Position Calculation Application Part

RNC Radio Network Controller

SAS Standalone A-GPS SMLC

SCCP Signalling Connection Control Part

SCTP Stream Control Transmission Protocol

SMLC Serving Mobile Location Centre

SPC Signalling Point Code

SRNC Serving Radio Network Controller

SS7 Signalling System N°7

SSCF-NNI Service Specific Co-ordination Function - Network Node Interface

SSCOP Service Specific Connection Oriented Protocol

SSN Sub-System Number

UE User Equipment

UMTS Universal Mobile Telecommunication System

UTRAN Universal Terrestrial Radio Access Network
3.3 Specification Notations

For the purposes of the present document, the following notations apply:

[FDD] Thistagging of a word indicates that the word preceding the tag "[FDD]" applies only to FDD.
Thistagging of a heading indicates that the heading preceding the tag "[FDD]" and the section
following the heading applies only to FDD.

[TDD] Thistagging of a word indicates that the word preceding thetag "[TDD]" appliesonly to TDD,
including 3.84Mcps TDD and 1.28Mcps TDD. Thistagging of a heading indicates that the
heading preceding the tag "[TDD]" and the section following the heading applies only to TDD,
including 3.84Mcps TDD and 1.28Mcps TDD.

3GPP
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[3.84Mcps TDD] This tagging of aword indicates that the word preceding the tag “[3.84Mcps TDD]” applies
only to 3.84Mcps TDD. Thistagging of a heading indicates that the heading preceding the tag
“[3.84Mcps TDD]” and the section following the heading applies only to 3.84Mcps TDD.

[1.28Mcps TDD] This tagging of aword indicates that the word preceding the tag "[1.28Mcps TDD]" applies
only to 1.28Mcps TDD. This tagging of a heading indicates that the heading preceding the tag
"[1.28Mcps TDD]" and the section following the heading applies only to 1.28Mcps TDD.

[FDD - ...] This tagging indicates that the enclosed text following the "[FDD - " applies only to FDD.
Multiple sequential paragraphs applying only to FDD are enclosed separately to enable
insertion of TDD specific (or common) paragraphs between the FDD specific paragraphs.

[TDD - ...] This tagging indicates that the enclosed text following the "[TDD - " applies only to TDD
including 3.84Mcps TDD and 1.28Mcps TDD. Multiple sequential paragraphs applying only to
TDD are enclosed separately to enable insertion of FDD specific (or common) paragraphs
between the TDD specific paragraphs.

[3.84Mcps TDD - ...] Thistagging indicates that the enclosed text following the "[3.84Mcps TDD - " applies
only to 3.84Mcps TDD. Multiple sequential paragraphs applying only to 3.84Mcps TDD are
enclosed separately to enable insertion of FDD and TDD specific (or common) paragraphs
between the 3.84Mcps TDD specific paragraphs.

[1.28Mcps TDD - ...] Thistagging indicates that the enclosed text following the "[1.28Mcps TDD —" applies
only to 1.28Mcps TDD. Multiple sequential paragraphs applying only to 1.28Mcps TDD are
enclosed separately to enable insertion of FDD and TDD specific (or common) paragraphs
between the 1.28Mcps TDD specific paragraphs.

Procedure When referring to a procedure in the specification, the Procedure Name is written with the first
letters in each word in upper case characters followed by the word "procedure’, e.g. RNSAP
Basic Mobility Procedures.

Message When referring to a message in the specification, the MESSAGE NAME is written with all
lettersin upper case characters followed by the word "message”, e.g. RADIO LINK SETUP
REQUEST message.

Frame When referring to a control or data frame in the specification, the CONTROL/DATA FRAME
NAME is written with all letters in upper case characters followed by the words "control/data
frame", e.g. DCH data frame.

4 General Aspects
text omitted
4.5 lupc Interface Characteristics

451 Uses of SCCP

45.1.1 General

The SCCP, [5], [6], [7] and [8], is used to transport messages between the RNC and SAS. One user function of the
SCCP, called Positioning Calculation Application Part (PCAP), is defined [4].

Both connectionless and connection-oriented procedures are used to support PCAP. TS 25.453 explain whether
connection oriented or connectionless services should be used for alayer 3 procedure.

3GPP
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45.1.2 SCCP Addressing

Theinclusion of caller party address in SCCP message is mandatory. PCAP may use SSN, SPC and/or GT and any
combination of them as addressing schemes for the SCCP. When GT addressing is utilised, the following settings
shall be used:

- SSN Indicator = 1 (PCAP SSN as defined in [9]).

- Global Title Indicator = 0100 (GT includes translation type, numbering plan, encoding scheme and nature of
address indicator).

- Trandation Type = 0000 0000 (not used).
- Numbering Plan = 0001 (E.163/4).
- Nature of Address Indicator = 000 0100 (International Significant Number).

- Encoding Scheme = 0001 or 0010 (BCD, odd or even).

Routing indicator = 0 or 1 (route on GT or PC/SSN).
When used, the GT shall be the E.164 address of the relevant node.

4.5.1.3 SCCP connection establishment
Information Exchange services

A new SCCP connection is established when the RNC initiates a class-1 elementary procedure for Information
Exchange services, unless there is an existing SCCP connection associated with Information Exchange services: in
this case, the RNC may rely on the existing SCCP connection to initiate the class-1 elementary procedure.

An SCCP connection is always established by the RNC.

Initiation

included in the user data field of the SCCP CONNECTION REQUEST eennection-reguest message.

‘ The RNC sends SCCP eonnection+equest CONNECTION REQUEST message to the SAS. A PCAP messageis

Termination
- successful outcome:

| - The SCCP CONNECTION CONFIRM eennection-confirm message, which may optionally contain a
PCAP message in the user datafield, is returned to the RNC.

- unsuccessful outcome:

- If the SCCP signalling connection establishment fails, an SCCP CONNECTION REFUSAL eennection
refusal message will be sent back to the RNC. This message may contain a PCAP message.

3GPP
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CR {SSN=SAS, al=x, PCAP nessage}

CC {al=y, a2=x, PCAP nessage or no user data}
Lo e e e e e e e e e e e e e e e mm e mmmmmmm—— - -

or
CREF{ a2=x, PCAP nessage or no user dat a}

Lo e e e e e e e e e e e e e e e mm e mm e m— - - — - -
al = source |ocal reference,
a2 = destination |ocal reference,
x = SCCP connection reference at the RNC,
y = SCCP connection reference at the SAS.

Figure 1: Setting-up of RNC Initiated SCCP Signalling Connection with SAS

45.1.4 SCCP connection release

This procedure is always initiated by the RNC. An SCCP connection is released when the RNC realises that a given
signalling connection is no longer required. Thisis accomplished by the RNC sending a SCCP Released
RELEASED message.

4515 General SCCP Abnormal Conditions

If a user-out-of-service information or signalling-point-inaccessible information is received by the RNC, no new
attempt to establish SCCP connections towards the affected point code will be started until the corresponding user-
in-service information or signalling-point-accessible information is received.

When a user-out-of-service information or signalling-point-inaccessible is received by the RNC, an optional timer
may be started. When the timer expires, all the SCCP connections towards the affected point code will be released.
When the user-in-service or signalling-point-accessible is received, the timer is stopped.

If for any reason an SCCP connection is released, the optional timer expires or a connection refusal is received while
any of the SAS procedures are being performed or while a dedicated resource is still alocated, the procedures
associated to that SCCP connection shall be terminated (at both the RNC side and the SAS side).

text omitted
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9.2 Information Element Functional Definitions and Contents

9.21 General

Clause 9.2 presents the PCAP |E definitions in tabular format. The corresponding ASN.1 definitions are presented in
clause 9.3. In case there is contradiction between the tabular format in clause 9.2 and the ASN.1 definition, the ASN.1
shall take precedence, except for the definition of conditions for the presence of conditional elements, where the tabular
format shall take precedence.

When specifying information elements which are to be represented by bitstrings, if not otherwise specifically stated in
the semantics description of the concerned | E or elsewhere, the following principle applies with regards to the ordering
of bits:

- The first bit (Ieftmost bit) contains the most significant bit (MSB);

- The last bit (rightmost bit) contains the least significant bit (LSB);

- When importing bitstrings from other specifications, the first bit of the bitstring contains the first bit of the
concerned information;

CR page 3
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Rev.0

In the current PCAP specification, several extension IEs have been introduced.
Of course, these IEs are also added in the ASN.1 modules. But these extension
IEs do not fully rely on the existing ASN.1 definitions. The assignment of IDs of
the extension IEs in the Constants module does not utilise the definition of the
ProtocolExtensionID. In stead, these extension IEs utilise the definition of the
ProtocollE-ID. This unclear definition does not cause a syntax error, but this
might cause confusion. Therefore, this CR proposes to replace the
ProtocolExtensionID by the ProtocollE-ID and remove the definition of the
ProtocolExtensionID.

Summary of change: 38 - In chapter 9.3.5, the definition of the ProtocolExtensionID was removed.
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not approved: :
Impact Analysis

Impact assessment towards the previous version of the specification (same
release):

This CR has no impact with the previous version of the specification (same
release) because the range of ProtocollE-ID and ProtocolExtensionID are the
same and the replacement of ProtocolExtensionID would not result in any change
of bits on the line.

|Clauses affected: 8 9.3.5and 9.3.7
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9.35 Common Definitions

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEREEEEREEREEREEEEEEEEEREESEESESEEESEESEESESE]

-- Common definitions

EEEEEEEEEEEEEEEEEEEEEEEREEREEREERERESERESREEREEEEEEEEEESEEREESEESEESEESEESE]

PCAP- ConmonDat aTypes {
itu-t (0) identified-organization (4) etsi (0) nobil eDomain (0)
unt s- Access (20) nodul es (3) pcap(8) versionl (1) pcap- ConmonDat aTypes (3)

DEFI NI TI ONS AUTOVATI C TAGS :: =

BEG N

khkhkkhkhhkhhkhkhhkhhkhhk ok hhkhhkh ok hhkhhkhhkkhhkhhkhhk ok hhkhhkhhkhkhkhkhkhhkhkhkhkhkhkkk*x

-- Extension constants

EEEEEEEEEEEEEEEEEEEEEEEREEEEEEREEREEEEREREEREEEEREEREESRESRERESESRESEESRES]

maxPri vat el Es I NTEGER :: = 65535
maxPr ot ocol Ext ensi ons | NTEGER :: = 65535
maxPr ot ocol | Es I NTEGER :: = 65535

khkhkkhkhhkhhkhkhhkhhkhhkhkhhkhhkhhk ok hhkhhkhhk ok hhkhhkhhkhhkhkhhkhhkhkhhkhkhkhhkhkhkhkhkk*x

-- Common Data Types

khkhkkhkhhkhhkhkhhkhhkhhk ok hhkhkhhk ok hhk ok hhk ok hhkhhkh ok hkhhkkhkhhkhhkhhkhkhkhkhkhkk k%

Criticality 1= ENUMERATED { reject, ignore, notify }
Presence = ENUMERATED { optional, conditional, mandatory }
Privatel E-1D 1= CHO CE {

| ocal | NTEGER (0. .65535),

gl obal OBJECT | DENTI FI ER
}
Pr ocedur eCode 1= I NTEGER (0. . 255)
Protocol | E-1D 1= I NTEGER (0. . maxProtocol | Es)
Transacti onl D 1= CHA CE {

short TI D I NTEGER (0. .127),

| ongTI D | NTEGER (0. .32767)
}

3GPP
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Tri ggeri ngMessage 1= ENUMERATED { initiating-nessage, successful-outcone, unsuccessful -outcone,

END

<Not affected part is omitted>

9.3.7 Container Definitions

khkhkkhkhhkhhkhkhhkhhkhhkhkhhkhhkhhkhkhhkhhkhhk ok hhkhhkhhkkhkhkhhkhhkhhhkhkhkhkhkhkhkkhkkk*x

-- Container definitions

khkhkkhkhhkhhkhkhhkhhkhhkhkhhkhhkhhk ok hhk ok hhk ok hkhkhhkhhkhkhkhkhhkhk ok hkhkhhkhkhkhkhkhkkk*x

PCAP- Cont ai ners {
itu-t (0) identified-organization (4) etsi (0) nobil eDomain (0)
unt s- Access (20) nodul es (3) pcap(8) versionl (1) pcap-Containers (5) }

DEFI NI TI ONS AUTOVATI C TAGS :: =

BEG N

khkhkkhhkhhkhhkhkhhkhhkhhkhkhhkh ok hk ok hhkhhkhhk ok hhkhhkhhk ok hkhhkhhkkhkhkhhkhkhkhkhkhkhk kK

-- |E paraneter types from other nodul es.

khkhkkhkhhkhhkhkhhkhhkhhk ok hhkhhk ok hk ok hhkhhkhhk ok hhkhhkhhkhhhkhhkhhk ok hkhkhkhkhkhkhkhkhkk*x

| MPORTS
Criticality,
Presence,
Privatel E-1D,
—ProtocolExtensi-onlD-
Prot ocol | E- 1 D,
maxPri vat el Es,
maxPr ot ocol Ext ensi ons,
maxPr ot ocol | Es
FROM PCAP- ConmonDat aTypes;

EEEEEEEEEEEEEEEEEEEEEEEEEEEEEREEREEEEREEEEREREESEERESRERESRESESESEESEESEESESE]

-- Cass Definition for Protocol |Es

khkhkkhkhhkhhkhkhhkhhkhhk ok hkhkhhkhhk ok hhkhhkhhk ok hhkhhkhhk ok hkhhkkhkhkhkhkhhkhkhkhkhkhkhkk k%

PCAP- PROTOCOL- | ES ::= CLASS {
& d Protocol | E-I1 D UNI QUE,
&criticality Criticality,
&Val ue,

3GPP
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&presence Presence

}
W TH SYNTAX {

ID & d
CRI Tl CALI TY &criticality
TYPE &Val ue
PRESENCE &presence
}
- LR SRR SR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SRR EEEEEEEEE S
-- Cass Definition for Protocol Extensions
:: LR EEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEEE SRS SRR SIS SIS
PCAP- PROTOCOL- EXTENSI ON : : = CLASS {
& d Pr ot ocol | E- | DPretecel-Extensi-ont-D UNI QUE,
&criticality Criticality,
&Ext ensi on,
&presence Presence

}
W TH SYNTAX {

ID & d

CRITI CALI TY &criticality
EXTENSI ON &Ext ensi on
PRESENCE &presence

3GPP
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9.224 Criticality Diagnostics

The Criticality Diagnostics |E is sent by the RNC or the SAS when parts of areceived message have not been
comprehended or are missing. It contains information about which |E was not comprehended or is missing.

For further details on how to use the Criticality Diagnostics | E, see annex A.
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Table 25
IE/Group Name Presence Range IE type and Semantics description
reference

Procedure Code (0] INTEGER
(0..255)

Triggering Message (0] ENUMERAT | The Triggering Message is
ED(initiating | used only if the Criticality
message, Diagnostics is part of Error
successful Indication.
outcome,
unsuccessful
outcome,
outcome)

Procedure Criticality (0] ENUMERAT | This Procedure Criticality is
ED(reject, used for reporting the
ignore, Criticality of the Triggering
notify) message

(Procedure). Fhe-value

Transaction 1D (@) Transaction
ID

Information Element 0..<maxnoof

Criticality Diagnostics errors>

>|E Criticality M ENUMERAT | The IE Criticality is used for
ED(reject, reporting the criticality of the
ignore, triggering IE. The value
notify) 'Ignore" shall never be used.
>|E Id M INTEGER The IE Id of the not
(0..65535) understood or missing IE as
defined in the ASN.1 part of
the specification.
>Repetition Number (0] INTEGER The Repetition Number IE
(0..255) gives
- incase of a not
understood IE:
The number of
occurrences of the
reported IE up to and
including the not
understood occurrence
- in case of a missing IE:
The number of
occurrences up to but
not including the
missing occurrence.
Note: All the counted
occurrences of the reported
IE must have the same
topdown hierachical
message structure of IEs
with assigned criticality
above them.
>Message Structure (0] 9.2.2.23 The Message Structure |E
describes the structure
where the not understood or
missing IE was detected.
This IE is included if the not
understood IE is not the top
level of the message.
>Type of Error M ENUMERAT
ED(not
understood,

missing, ...)
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Table 26
Range bound Explanation
maxnooferrors Maximum number of IE errors allowed to be reported with a single
message.
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9.4 Message Transfer Syntax

PCAP shall usethe ASN.1 Basic Packed Encoding Rules (BASIC-PER) Aligned Variant as transfer syntax, as specified
in[97].

The following encoding rules apply in addition to what has been specified in X.691 [9]:

When a bitstring value is placed in a bit-field as specified in 15.6 to 15.11 in [9], the leading bit of the bitstring value
shall be placed in the leading bit of the bit-field, and the trailing bit of the bitstring value shall be placed in the trailing
bit of the bit-field.

NOTE - When using the "bstring" notation, the leading bit of the bitstring value is on the | eft, and the trailing bit of the
bitstring value is on theright. The term ‘leading bit’ isto be interpreted as equal to the term ‘first bit’ defined in [7].
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9.2.2.28 Transaction ID

42

3GPP TS 25.453 VV5.1.0 (2001-09)

The Transaction ID is used to associate all the messages belonging to the same procedure. M essages belonging to the

same procedure shall use the same Transaction ID.

The Transaction ID is determined by the initiating peer of a procedure.

The Transaction ID shall uniquely identify a procedure among all ongoing parallel procedures using the same procedure
code, and initiated by the same protocol peer.

Table 66
IE/Group Name Presence Range IE Type and Semantics Description

Reference

Transaction ID CHOICE The Transaction ID shall be
INTEGER interpreted for its integer
(0..127) or value, not for the type of
INTEGER encoding (“short” or “long”).
(0..32767)

3GPP
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This CR has [isolated impact] with the previous version of the specification (same
release) because some existing implementation may interpret that optional
information can not be included when reporting the error.

ONLY if there is impact:

This CR has an impact under [functional/protocol] point of view.
The impact [can] be considered isolated because the change affects error
handling.

Clauses affected: ¥ 10.1, 10.3.5

Other specs 38| X | Other core specifications #¥ 25.413v3.7.0 CR399
25.413 v4.2.0 CR400
25.419 v3.6.0 CR079
25.419 v4.2.0 CR080
25.423 v3.7.0 CR533
25.423 v4.2.0 CR534
25.433 v3.7.0 CR539
25.433 v4.2.1 CR540
affected: Test specifications

O&M Specifications

Other comments: 3*

How to create CRs using this form:
Comprehensive information and tips about how to create CRs can be found at:
http://www.3gpp.org/3G_Specs/CRs.htm. Below is a brief summary:

1) Fill out the above form. The symbols above marked 3 contain pop-up help information about the field that they are
closest to.

2) Obtain the latest version for the release of the specification to which the change is proposed. Use the MS Word
"revision marks" feature (also known as "track changes") when making the changes. All 3GPP specifications can be
downloaded from the 3GPP server under ftp://www.3gpp.org/specs/ For the latest version, look for the directory
name with the latest date e.g. 2000-09 contains the specifications resulting from the September 2000 TSG meetings.

3) With "track changes" disabled, paste the entire CR form (use CTRL-A to select it) into the specification just in front of
the clause containing the first piece of changed text. Delete those parts of the specification which are not relevant to
the change request.

3GPP



Release 5 78 3GPP TS 25.453 v5.1.0 (2001-09)

10 Handling of Unknown, Unforeseen and Erroneous
Protocol Data

10.1 General

Protocol Error cases can be divided into three classes:
- Transfer Syntax Error.
- Abstract Syntax Error.
- Logical Error.

Protocol errors can occur in the following functions within a receiving node.

PCAP _ A
functional Logical Errors
entity
Abstract Syntax Errors
N
1
I
!!
ASN.1 Decoding } Transfer Syntax Errors

Figure 10: Protocol Errors in PCAP

The information stated in subclauses 10.2, 10.3 and 10.4, to be included in the message used when reporting an error, is
what at minimum shall be included. Other optional information elements within the message may also be included, if
available. Thisis also valid for the case when the reporting is done with a response message. The latter is an exception
to what is stated in subclause 4.1.

10.2  Transfer Syntax Error

A Transfer Syntax Error occurs when the receiver is not able to decode the received physical message. Transfer syntax
errors are always detected in the process of ASN.1 decoding. If a Transfer Syntax Error occurs, the receiver should
initiate Error Indication procedure with appropriate cause value for the Transfer Syntax protocol error.

Examples for Transfer Syntax Errors are:

- Violation of value rangesin ASN.1 definition of messages. e.g.: If an | E has a defined value range of 0 to 10
(ASN.1: INTEGER (0..10)), and 12 will be received, then thiswill be treated as a transfer syntax error.

- Violationin list element constraints. e.g.: If alist isdefined as containing 1 to 10 elements, and 12 elements will
be received, than this case will be handled as a transfer syntax error.

- Missing mandatory elementsin ASN.1 SEQUENCE definitions (as sent by the originator of the message).

- Wrong order of elementsin ASN.1 SEQUENCE definitions (as sent by the originator of the message).
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10.3  Abstract Syntax Error

10.3.1 General

An Abstract Syntax Error occurs when the receiving functional PCAP entity:
1) receives|Esor IE groups that cannot be understood (unknown IE id);

2) receives |Esfor which the logical rangeisviolated (e.g.: ASN.1 definition: 0 to 15, thelogical rangeis0to
10 (values 11 to 15 are undefined), and 12 will be received; this case will be handled as an abstract syntax
error using criticality information sent by the originator of the message);

3) does not receive IEs or | E groups but according to the specified presence of the concerning object, the IEs or
| E groups should have been present in the received message;

4) receives|Esor |E groups that are defined to be part of that message in wrong order or with too many
occurrences of the same IE or |E group;

5) receives |Es or |E groups but according to the conditional presence of the concerning object and the specified
condition, the IEs or | E groups should not have been present in the received message.

Cases 1 and 2 (not comprehended |E/IE group) are handled based on received Criticality information. Case 3 (missing
IE/IE group) is handled based on Criticality information and Presence information for the missing |E/IE group specified
in the version of the specification used by the receiver. Case 4 (IEs or |1E groups in wrong order or with too many
occurrences) and Case 5 (erroneously present conditional 1Es or |E groups) result in rejecting the procedure.

If an Abstract Syntax Error occurs, the receiver shall read the remaining message and shall then for each detected
Abstract Syntax Error that belong to cases 1-3 act according to the Criticality Information and Presence Information for
the IE/IE group due to which Abstract Syntax Error occurred in accordance with subclauses 10.3.4 and 10.3.5. The
handling of cases 4 and 5 is specified in subclause 10.3.6.

10.3.2 Criticality Information

In the PCAP messages there is criticality information set for individual | Es and/or |E groups. This criticality information
instructs the receiver how to act when receiving an |E or an | E group that is not comprehended, i.e. the entire item (1E or
|E group) whichis not (fully or partially) comprehended shall be treated in accordance with its own criticality
information as specified in subclause 10.3.4.

In addition, the criticality information is used in case of the missing |E/IE group abstract syntax error (see
subclause 10.3.5).

The receiving node shall take different actions depending on the value of the Criticality Information. The three possible
values of the Criticality Information for an |E/IE group are:

- Reject IE.
- Ignore|E and Notify Sender.
- IgnorelE.

The following rules restrict when areceiving entity may consider an IE, an |E group, or an EP not comprehended (not
implemented), and when action based on criticality information is applicable:

1. IE or IE group: When one new or modified |E or |E group isimplemented for one EP from a standard version,
then other new or modified |Es or | E groups specified for that EP in that standard version shall be considered
comprehended by areceiving entity (some may still remain unsupported).

NOTE: Thisrestriction isnot applicable to a sending entity for constructing messages.

2. EP: The comprehension of different EPs within a standard version or between different standard versions is not
mandated. Any EP that is not supported may be considered not comprehended, even if another EP from that
standard version is comprehended, and action based on criticality shall be applied.



Release 5 80 3GPP TS 25.453 v5.1.0 (2001-09)

When the criticality information cannot even be decoded in a not comprehended IE or |E group, the Error Indication
procedure shall beinitiated with an appropriate cause value

10.3.3 Presence Information

For many IES/IE groups which are optional according to the ASN.1 transfer syntax, PCAP specifies separately if the
presence of these |IEY/IE groupsis optional or mandatory with respect to RNS application by means of the presence field
of the concerning aobject of class PCAP-PROTOCOL-IES, PCAP -PROTOCOL-IES-PAIR, PCAP -PROTOCOL -
EXTENSION or PCAP -PRIVATE-IES.

The presence field of the indicated classes supports three values:

1. Optional;
2. Conditional;
3. Mandatory.

If an IE/IE group is not included in a received message and the presence of the IE/IE group is mandatory or the presence
is conditional and the condition is true according to the version of the specification used by the receiver, an abstract
syntax error occurs due to a missing 1E/IE group.

If an IE/IE group isincluded in areceived message and the presence of the IE/IE group is conditional and the condition
isfalse according to the version of the specification used by the receiver, an abstract syntax error occurs due to this
erroneously present conditional |E/IE group.

10.3.4 Not comprehended IE/IE group

10.3.4.1 Procedure Code

The receiving node shall treat the different types of received criticality information of the Procedure Code | E according
to the following:

Reject |E:

- If amessageisreceived with a Procedure Code | E marked with "Reject IE" which the receiving node does not
comprehend, the receiving node shall reject the procedure using the Error Indication procedure.

Ignore | E and Notify Sender:

- If amessageisreceived with a Procedure Code |E marked with "Ignore |E and Notify Sender" which the
receiving node does not comprehend, the receiving node shall ignore the procedure and initiate the Error
Indication procedure.

IgnorelE:

- If amessageisreceived with a Procedure Code | E marked with "Ignore |E" which the receiving node does not
comprehend, the receiving node shall ignore the procedure.

When using the Error Indication procedure to reject a procedure or to report an ignored procedure it shall include the
Procedure Code | E, the Triggering Message |E, and the Procedure Criticality |E in the Criticality Diagnostics | E.

10.3.4.1A  Type of Message

When the receiving node cannot decode the Type of Message I E, the Error Indication procedure shall be initiated with
an appropriate cause value.

10.3.4.2 IEs other than the Procedure Code and Type of Message

The receiving node shall treat the different types of received criticality information of an IES/IE group other than the
Procedure Code | E according to the following:
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Reject | E:

If amessage initiating a procedure is received containing one or more |ES/I E groups marked with "Reject IE"
which the receiving node does not comprehend; none of the functional requests of the message shall be executed.
The receiving node shall reject the procedure and report the rejection of one or more |ES/I E groups using the
message hormally used to report unsuccessful outcome of the procedure. In case the information received in the
initiating message was insufficient to determine avalue for al |Es that are required to be present in the message
used to report the unsuccessful outcome of the procedure, the receiving node shall instead terminate the
procedure and initiate the Error Indication procedure.

If amessage initiating a procedure that does not have a message to report unsuccessful outcomeis received
containing one or more | EY/IE groups marked with "Reject |E" which the receiving node does not comprehend,
the receiving node shall terminate the procedure and initiate the Error Indication procedure.

If aresponse message is received containing one or more | ES/I E groups marked with "Reject IE", that the
receiving node does not comprehend, the receiving node shall consider the procedure as unsuccessfully
terminated and initiate local error handling.

Ignore | E and Notify Sender:

If amessage initiating a procedure is received containing one or more |ES/I E groups marked with "Ignore |E and
Notify Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the
not comprehended |ES/I E groups, continue with the procedure as if the not comprehended |ES/I E groups were not
received (except for the reporting) using the understood | ES/I E groups, and report in the response message of the
procedure that one or more IES/1E groups have been ignored. In case the information received in the initiating
message was insufficient to determine avalue for al 1Esthat are required to be present in the response message,
the receiving node shall instead terminate the procedure and initiate the Error Indication procedure.

If amessage initiating a procedure that does not have a message to report the outcome of the procedureis
received containing one or more |ES/1E groups marked with "Ignore | E and Notify Sender" which the receiving
node does not comprehend, the receiving node shall ignore the content of the not comprehended |ES/IE groups,
continue with the procedure asif the not comprehended |1ES/IE groups were not received (except for the
reporting) using the understood |ES/IE groups, and initiate the Error Indication procedure to report that one or
more | ES/| E groups have been ignored.

If aresponse message is received containing one or more | ES/I E groups marked with "Ignore | E and Notify
Sender" which the receiving node does not comprehend, the receiving node shall ignore the content of the not
comprehended | ES/I E groups, continue with the procedure as if the not comprehended |ES/IE groups were not
received (except for the reporting) using the understood |ES/I E groups and initiate the Error Indication
procedure.

IgnorelE:

If amessage initiating a procedure is received containing one or more |ES/I E groups marked with "Ignore IE"
which the receiving node does not comprehend, the receiving node shall ignore the content of the not
comprehended | ES/I E groups and continue with the procedure as if the not comprehended | ES/I E groups were not
received using the understood | ES/I E groups.

If aresponse message is received containing one or more | ES/I E groups marked with "Ignore IE" which the
receiving node does not comprehend, the receiving node shall ignore the content of the not comprehended IES/IE
groups.

When reporting not comprehended |ES/I E groups marked with "Reject IE" or "Ignore |E and Notify Sender" using a
response message defined for the procedure, the Information Element Criticality Diagnostics | E shall be included in the
Criticality Diagnostics | E for each reported 1E/IE group. The Repetition Number |E shall be included in the Information
Element Criticality Diagnostics |E if the reported | E/IE group was part of a"SEQUENCE OF" definition.

When reporting not comprehended | ES/IE groups marked with "Reject IE" or "Ignore |E and Notify Sender” using the
Error Indication procedure, the Procedure Code IE, the Triggering Message | E, Procedure Criticality IE, the
Transaction Id |E, and the Information Element Criticality Diagnostics |E shall be included in the Criticality
Diagnostics | E for each reported |E/IE group. The Repetition Number |E shall be included in the Information Element
Criticality Diagnostics |E if the reported | E/IE group was part of a"SEQUENCE OF" definition.
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10.3.5 Missing IE or IE group

The receiving node shall treat the missing |E/IE group according to the criticality information for the missing IE/IE
group in the received message specified in the version of the present document used by the receiver:

Reject |E:

- If areceived message initiating a procedure is missing one or more |ES/IE groups with specified criticality
"Reject IE"; none of the functional requests of the message shall be executed. The receiving node shall regject the
procedure and report the missing | ES/I E groups using the message normally used to report unsuccessful outcome
of the procedure. In case the information received in the initiating message was insufficient to determine avalue
for all IEsthat are required to be present in the message used to report the unsuccessful outcome of the
procedure, the receiving node shall instead terminate the procedure and initiate the Error Indication procedure.

- If areceived message initiating a procedure that does not have a message to report unsuccessful outcome is
missing one or more | ES/I E groups with specified criticality "Reject IE", the receiving node shall initiate the
Error Indication procedure.

- If areceived response message is missing one or more |ES/IE groups with specified criticality "Reject |E, the
receiving node shall consider the procedure as unsuccessfully terminated and initiate local error handling.

Ignore | E and Notify Sender:

- If areceived message initiating a procedure is missing one or more IES/IE groups with specified criticality
"Ignore |E and Notify Sender”, the receiving node shall ignore that those |Es are missing and continue with the
procedure based on the other |ES/I E groups present in the message and report in the response message of the
procedure that one or more IES/IE groups were missing. In case the information received in the initiating message
was insufficient to determine avalue for all 1Es that are required to be present in the response message, the
receiving node shall instead terminate the procedure and initiate the Error Indication procedure.

- If areceived message initiating a procedure that does not have a message to report the outcome of the procedure
is missing one or more |ES/IE groups with specified criticality "Ignore |E and Notify Sender", the receiving node
shall ignore that those |Es are missing and continue with the procedure based on the other |ES/I E groups present
in the message and initiate the Error Indication procedure to report that one or more | ES/I E groups were missing.

- If areceived response message is missing one or more |ES/I E groups with specified criticality "Ignore |E and
Notify Sender", the receiving node shall ignore that those |Es are missing and continue with the procedure based
on the other IEY/IE groups present in the message and initiate the Error Indication procedure to report that one or
more | ES/| E groups were missing.

IgnorelE:

- If areceived message initiating a procedure is missing one or more |ES/IE groups with specified criticality
"Ignore IE", the receiving node shall ignore that those | Es are missing and continue with the procedure based on
the other |EY/IE groups present in the message.

- If areceived response message is missing one or more |ES/IE groups with specified criticality "lIgnore IE", the
receiving node shall ignore that those |ES/I E groups are missing.

When reporting missing | ES/I E groups with specified criticality "Reject IE" or "Ignore |E and Notify Sender” using a
response message defined for the procedure, the Information Element Criticality Diagnostics | E shall be included in the
Criticality Diagnostics | E for each reported |E/IE group.

When reporting missing | ES/I E groups with specified criticality "Reject IE" or "Ignore |E and Notify Sender" using the
Error Indication procedure, the Procedure Code IE, the Triggering Message | E, Procedure Criticality IE, the
Transaction Id |E, and the Information Element Criticality Diagnostics | E shall be included in the Criticality
Diagnostics | E for each reported | E/IE group.
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10.3.6 IEs or IE groups received in wrong order or with too many

occurrences or erroneously present

If amessage with |Es or | E groups in wrong order or with too many occurrencesisreceived or if IEsor |E groups with a
conditional presence are present when the condition is not met (i.e. erroneously present), the receiving node shall behave
according to the following:

If amessage initiating a procedure is received containing | Es or |E groups in wrong order or with too many
occurrences or erroneoudy present, none of the functional requests of the message shall be executed. The
receiving node shall reject the procedure and report the cause value "Abstract Syntax Error (Falsely Constructed
Message)" using the message normally used to report unsuccessful outcome of the procedure. In case the
information received in the initiating message was insufficient to determine avalue for all IEs that are required to
be present in the message used to report the unsuccessful outcome of the procedure, the receiving node shall
instead terminate the procedure and initiate the Error Indication.

If amessage initiating a procedure that does not have a message to report unsuccessful outcomeis received
containing |Es or |1E groups in wrong order or with too many occurrences or erroneously present, the receiving
node shall terminate the procedure and initiate the Error Indication procedure, and use cause value "Abstract
Syntax Error (Falsely Constructed Message)".

If aresponse message is received containing | Es or |E groups in wrong order or with too many occurrences or
erroneoudly present, the receiving node shall consider the procedure as unsuccessfully terminated and initiate
local error handling.
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