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	Reason for change:
	Resource URI for Individual Authentication in Open API (A.2 Nausf_UEAuthentication API) is defined as following:

· Individual UE authentication
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/ue-authentications/{authCtxId}'
              required: true
              schema:
                type: string

· Individual RG authentication
          headers:
            Location:
              description: 'Contains the URI of the newly created resource according to the structure: {apiRoot}/nausf-auth/v1/rg-authentications/{authCtxId}'
              required: true
              schema:
                type: string

But the example (e.g. .../v1/ue_authentications/{authCtxId}/eap-session) given in 5.2.2.2.3.2 for EAP-based authentication with EAP-AKA’ method is wrong.

In addition, the resource for Individual Authenticaiton (Resource URI returned in the above Location header) is not reflected in the resource table 6.1.3.1-1.


	
	

	Summary of change:
	It is proposed to
· Correct the Location header example without sub-path “eap-session” in step 2a of 5.2.2.2.3.2.
· Update Figure 6.1.3.1-1 for Individual RG Authentication Resource
· Update Table 6.1.3.1-1 with resource for Individual Authentication
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* * * First Change * * * *
[bookmark: _Toc25270643][bookmark: _Toc34310296][bookmark: _Toc36464818][bookmark: _Toc51944548][bookmark: _Toc67728947]5.2.2.2.3.2	EAP method: EAP-AKA'
EAP-AKA' is the EAP method used in this procedure




Figure 5.2.2.2.3-1: EAP-based authentication with EAP-AKA' method
1.	The NF Service Consumer (AMF) shall send a POST request to the AUSF. The payload of the body shall contain at least the UE Id, Serving Network Name.
2a.	On success, "201 Created" shall be returned. The payload body shall contain the representation of the resource generated and the "Location" header shall contain the URI of the generated resource (e.g. .../v1/ue_authentications/{authCtxId}/eap-session). The AUSF generates a sub-resource "eap-session". There shall be only one sub-resource "eap-session" per UE per Serving Network identified by the supiOrSuci and servingNetworkName in AuthenticationInfo. The AUSF shall provide an hypermedia link towards this sub-resource in the payload to indicate to the AMF where it shall send a POST containing the EAP packet response. The body payload shall also contain the EAP packet EAP-Request/AKA'-Challenge.
2b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1. In particular, if the serving network is not authorized, the AUSF shall use the "Cause" SERVING_NETWORK_NOT_AUTHORIZED.
3.	Based on the relation type, the NF Service Consumer (AMF) shall send a POST request including the EAP-Response/AKA' Challenge received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumer (AMF).
4a.	On success, and if the AUSF and the UE have indicated the use of protected successful result indications as in IETF RFC 5448 [9] (to be superseded by draft-ietf-emu-rfc5448bis [17]), the AUSF shall reply with a "200 OK" HTTP message containing the EAP Request/AKA' Notification and an hypermedia link towards the sub-resource "eap-session".
4b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.
NOTE: Steps 4 to 5 are optional.
5.	The NF Service Consumer (AMF) shall send a POST request including the EAP Response/AKA' Notification received from the UE. The POST request is sent to the URI provided by the AUSF or derived by the NF Service Consumser (AMF).
6a.	If the EAP authentication exchange is successfully completed (with or without the optional Notification Request/Response messages exchange), "200 OK" shall be returned to the NF Service Consumer (AMF). The payload shall contain the result of the authentication, an EAP success/failure and the Kseaf if the authentication is successful. If the UE is not authenticated, the AUSF shall set the authResult to AUTHENTICATION_FAILURE.
6b.	On failure or redirection, one of the HTTP status code listed in table 6.1.7.3-1 shall be returned with the message body containing a ProblemDetails structure with the "cause" attribute set to one of the application error listed in Table 6.1.7.3-1.

* * * Next Change * * * *
[bookmark: _Toc25270669][bookmark: _Toc34310324][bookmark: _Toc36464846][bookmark: _Toc51944578][bookmark: _Toc67728977]6.1.3.1	Overview
The structure of the Resource URIs of the Nausf_UEAuthentication service is shown in Figure 6.1.3.1-1




Figure 6.1.3.1-1: Resource URI structure of the AUSF API
Table 6.1.3.1-1 provides an overview of the resources and applicable HTTP methods.
Table 6.1.3.1-1: Resources and methods overview
	Resource name
	Resource URI
	HTTP method or custom operation
	Description

	ue-authentications
(Collection)
	/ue-authentications
	POST
	Initiate the authentication process by providing inputs related to the UE

	
	/ue-authentications/deregister
	deregister
(POST)
	Clear the security context of the UE

	Individual UE authentication
(Document)
	/ue-authentications/{authCtxId}
	
	See NOTE 1

	5g-aka-confirmation
(Document)
	/ue-authentications/{authCtxId}/5g-aka-confirmation

	PUT
	Put the UE response from the 5G-AKA process.

	
	
	DELETE
	DELETE the authentication result.

	eap-session
(Document)
	/ue-authentications/{authCtxId}/eap-session
	POST
	Post the EAP response from the UE.
See NOTE 2.

	
	
	DELETE
	DELETE the authentication result.

	rg-authentications
(Collection)
	/rg-authentications
	POST
	Initiate the authentication process by providing inputs related to the FN-RG

	Individual RG authentication (Document)
	/rg-authentications/{authCtxId}
	
	See NOTE 3

	NOTE 1:	This resource represents the created individual UE authentication, the URI of the created resource is contained in the "Location" header of the "201 Created" response (See step 2a of Figure 5.2.2.2.2-1 and Figure 5.2.2.2.3.2-1). There are no service operations defined on this resource.
NOTE 2:	This POST is used to provide EAP response to the AUSF in a sub-resource (Document) generated by the first POST operation. As this operation is not idempotent (it triggers subsequent EAP operations), a PUT was not adequate.
NOTE 3:	This resource represents the created individual RG authentication, the URI of the created resource is contained in the "Location" header of the "201 Created" response (See step 2a of Figure 5.2.2.2.4-1). There are no service operations defined on this resource.



* * * End of Changes * * * *


image1.emf
NF Service 

Consumer

AUSF

1. POST .../ue-authentications (AuthenticationInfo)

2. 201 Created (UEAuthCtx)

3. POST «/ue-authentications/{authCtxId}/eap-session (EapSession)

4a. 200 OK (EapSession)

6a. 200 OK (EapSession)

5. POST «/ue-authentications/{authCtxId}/eap-session (EapSession)

2b. 4xx/5xx (ProblemDetails) or 3xx

4b. 4xx/5xx (ProblemDetails) or 3xx

6b. 4xx/5xx (ProblemDetails) or 3xx


Microsoft_Visio_2003-2010_Drawing.vsd
NF Service Consumer


AUSF


1. POST .../ue-authentications (AuthenticationInfo)


2. 201 Created (UEAuthCtx)


3. POST …/ue-authentications/{authCtxId}/eap-session (EapSession)


4a. 200 OK (EapSession)


6a. 200 OK (EapSession)


5. POST …/ue-authentications/{authCtxId}/eap-session (EapSession)


2b. 4xx/5xx (ProblemDetails) or 3xx


4b. 4xx/5xx (ProblemDetails) or 3xx


6b. 4xx/5xx (ProblemDetails) or 3xx



image2.emf
/ue-authentications

/5g-aka-confirmation

/eap-session

/{authCtxId}

//{apiRoot}/nausf-ausf/v1

/rg-authentications

/deregister


Microsoft_Visio_2003-2010_Drawing1.vsd
//{apiRoot}/nausf-ausf/v1


/ue-authentications


/5g-aka-confirmation


/eap-session


/{authCtxId}


/rg-authentications


/deregister



image3.emf
/ue-authentications

/5g-aka-confirmation

/eap-session

/{authCtxId}

//{apiRoot}/nausf-ausf/v1

/rg-authentications

/deregister

/{authCtxId}


Microsoft_Visio_2003-2010_Drawing2.vsd
//{apiRoot}/nausf-ausf/v1


/ue-authentications


/5g-aka-confirmation


/eap-session


/{authCtxId}


/rg-authentications


/deregister


/{authCtxId}



