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1	Overall description
CT4 thanks SA3 for their LS S3-211231 on end-to-end protection of HTTP message for Indirect communication. 

SA3 asked the following question:
SA3 would like to ask CT4 to perform such review and provide SA3 with guidance and the details of such HTTP parameters. SA3 would like to bring to CT4 attention the fact that any HTTP parameter that is subject to SCP modification, mediation, or alteration cannot be provided with end-to-end protection. With this information, does CT4 anticipates any possible restriction on CT4’s ability to define new headers or functionalities? 
Note when CT4 chooses to add new 3gpp-header(s) or new mediation capabilities to SCP which modify an existing header that is under the end-to-end protection, CT4 would need to communicate with SA3 to remove such header from end-to-end protection to ensure that end-to-end protection is not broken.
CT4 discourages end-to-end protection of HTTP headers and bodies and segregating the parameters based on SCP (or SEPP) modification criteria. There can be multiple SCPs and/or SEPPs involved in the service request/response path where SCP can modify the HTTP headers, and SEPP (or IPX) can modify the HTTP headers and/or HTTP body attributes.
Therefore, if SA3 defined such end-to-end protection on the parameters which cannot be modified by SCPs or SEPPs based on current specification, this would cause forward compatibility issues whenever SCP or SEPP would be allowed to modify the same parameters in later releases. 
For instance, if we assume that a parameter A is not modifiable by the SCP/SEPP in the 3GPP release N, but this is changed (allow SCP/SEPP to modify the same) in the later release N+1, an NF consumer supporting release N would assume that SCP(s)/SEPP(s) would not modify the parameter A and perform end-to-end protection on the service request. However, one of the SCP/SEPP in the path is upgraded on release N+1 and modifies the parameter A. In this case, the service request would be rejected by the NF producer.
CT4 also wants to inform that 3GPP defines new HTTP headers and/or new attributes in every release and it would be impractical to maintain the list of headers/attributes for which end-to-end protection may be applied or not. 
2	Actions
To SA3
ACTION: 	CT4 kindly asks SA3 to take the above feedback into account. 
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