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* * * First Change * * * *
[bookmark: _Toc97208956]3.1	Terms
For the purposes of the present document, the terms given in 3GPP TR 21.905 [1] and the following apply. A term defined in the present document takes precedence over the definition of the same term, if any, in 3GPP TR 21.905 [1].
example: text used to clarify abstract rules by applying them literally.
For the purposes of the present document, the following terms and its definitions given in 3GPP TS 23.554 [2] shall apply:
MSGin5G Service
MSGin5G message
MSGin5G UE
MSGin5G Group
MSGin5G Client
MSGin5G Server
Legacy 3GPP Message Gateway
Non-3GPP Message Gateway
Legacy 3GPP UE
Non-3GPP UE
Non-MSGin5G UE
Point-to-Point messaging
Point-to-Application messaging
Application-to-Point messaging
Group messaging
Broadcast messaging
Messaging Topic

* * * Next Change * * * *
[bookmark: _Toc97208958]3.3	Abbreviations
For the purposes of the present document, the abbreviations given in 3GPP TR 21.905 [1] and the following apply. An abbreviation defined in the present document takes precedence over the definition of the same abbreviation, if any, in 3GPP TR 21.905 [1].
AS	Application Server
BC	Broadcast
CAPIF	Common API Framework
[bookmark: OLE_LINK41]MSG-C	MSGin5G Client
MSG-S	MSGin5G Server
NIDD	Non IP Data Delivery
SEAL	Service Enabler Architecture Layer for Verticals

* * * Next Change * * * *
[bookmark: _Toc97208959]4	Overview
[bookmark: startOfAnnexes]The MSGin5G Service is designed and optimized for massive IoT device communication including thing-to-thing communication and person-to-thing communication and provides messaging capability in 5GS with messaging communication models including pPoint-to-pPoint, aApplication-to-pPoint/Point-to-Application, gGroup and bBroadcast messaging.
3GPP TS 23.554 [2] has specified the application layer architecture, architectural requirements, procedures, information flows and some APIs, in order to support the MSGin5G Service. Various features are defined to ensure the efficient use and deployment of MSGin5G Service, including configuration, registration, message delivery, message aggregation, segmentation and reassembly.
The present document specifies MSGin5G Sservices offered by MSGin5G Sservers and MSGin5G Gateway, and APIs in detail, needed over MSGin5G-2/3/4 interfaces for interworking between MSGin5G Server and Legacy 3GPP UE, Non-3GPP UE or Application Server, with following functionalities need to be supported:
1.	Server-side functionality with the sending and receiving of messages to/from Application Servers and/or other MSGin5G Service endpoints on other UEs, provided by MSGin5G Sserver.
2.	Interconnecting two different messaging delivery mechanisms and assure the message integrity between different message delivery mechanisms, provided by Message Gateway.
And the definition of APIs specified in TS 23.554 [2] clause 9 is introduced in present document.
* * * Next Change * * * *
[bookmark: _Toc34035582][bookmark: _Toc38877721][bookmark: _Toc36037575][bookmark: _Toc36037879][bookmark: _Toc43199803][bookmark: _Toc45132982][bookmark: _Toc59015725][bookmark: _Toc63171281][bookmark: _Toc66282318][bookmark: _Toc68166194][bookmark: _Toc70426549][bookmark: _Toc73433951][bookmark: _Toc73435999][bookmark: _Toc73437406][bookmark: _Toc75351816][bookmark: _Toc83768462][bookmark: _Toc93879125][bookmark: _Toc96996823][bookmark: _Toc97197229][bookmark: _Toc97209129]10	Security
TLS shall be used to support the security communication between the MSGin5G Sserver and the Aapplication server over MSGin5G-3 interface, and also between MSGin5G Sserver and the Message Gateway over MSGin5G-2 or MSGin5G-4 interface as specified in 3GPP TS 33.862 [19] and 3GPP TS 33.501 [20]. The access to the MSGin5G Sservice APIs shall be authorized by means of OAuth2 protocol (see IETF RFC 6749 [21]), based on local configuration, using the "Client Credentials" authorization grant. If OAuth2 is used, a client, prior to consuming services offered by the MSGin5G Sservice APIs, shall obtain a "token" from the authorization server.
* * * Next Change * * * *
[bookmark: _Toc24868676][bookmark: _Toc34154181][bookmark: _Toc36041125][bookmark: _Toc36041438][bookmark: _Toc43196715][bookmark: _Toc43481485][bookmark: _Toc45134762][bookmark: _Toc51189294][bookmark: _Toc51763970][bookmark: _Toc57206202][bookmark: _Toc59019543][bookmark: _Toc68170216][bookmark: _Toc74770094][bookmark: _Toc83768465][bookmark: _Toc93879128][bookmark: _Toc96996826][bookmark: _Toc97197232][bookmark: _Toc97209132]11.2	Security
When CAPIF is used for external exposure, before invoking the API exposed by the MSGin5G Sserver, the NF service consumer (e.g. the Aapplication Sserver) as API invoker shall negotiate the security method (PKI, TLS-PSK or OAUTH2) with CAPIF core function and ensure the MSGin5G Sserver has enough credential to authenticate the NF service consumer (e.g. the Aapplication sServer), see 3GPP TS 29.222 [8], clause 5.6.2.2 and clause 6.2.2.2.
If PKI or TLS-PSK is used as the selected security method between the NF service consumer (e.g. the Aapplication sServer) and the MSGin5G Sserver, upon API invocation, the MSGin5G Sserver shall retrieve the authorization information from the CAPIF core function as described in 3GPP TS 29.222 [8], clause 5.6.2.4. 
As indicated in 3GPP TS 33.122 [22], the access to the MSGin5G APIs may be authorized by means of the OAuth2 protocol (see IETF RFC 6749 [21]), using the "Client Credentials" authorization grant, where the CAPIF core function (see 3GPP TS 29.222 [8]) plays the role of the authorization server.
NOTE 1:	In this release, only "Client Credentials" authorization grant is supported.
If OAuth2 is used as the selected security method between the NF service consumer (e.g. the Aapplication Sserver) and the MSGin5G Sserver, the the NF service consumer (e.g. the Aapplication Sserver), prior to consuming services offered by the MSGin5G APIs, shall obtain a "token" from the authorization server, by invoking the Obtain_Authorization service, as described in 3GPP TS 29.222 [8], clause 5.6.2.3.2.
The MSGin5G APIs do not define any scopes for OAuth2 authorization. It is the MSGin5G Sserver responsibility to check whether the NF service consumer (e.g. the Aapplication Sserver) is authorized to use an API based on the "token". Once the MSGin5G Sserver verifies the "token", it shall check whether the MSGin5G Sserver identifier in the "token" matches its own published identifier, and whether the API name in the "token" matches its own published API name. If those checks are passed, the NF service consumer (e.g. the Aapplication Sserver) has full authority to access any resource or operation for the invoked API.
[bookmark: _GoBack]NOTE 2:	For aforementioned security methods, the MSGin5G Sserver needs to apply admission control according to access control policies after performing the authorization checks.
* * * End of Changes * * * *

