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Overall description
At CT1#127-e, CT1 discussed the requirements for storing KAUSF, KSEAF, SOR counter and UE parameter update counter on the USIM (or in the non-volatile memory of the ME, if no corresponding file is present on the USIM).

Currently, TS 24.501, annex C, specifies that the SOR counter and the UE parameter update counter shall be stored on the USIM, but there is no requirement when exactly the ME shall store these 2 counters and the associated keys KAUSF and KSEAF on the USIM.
According to TS 33.501, clause 3.1, the keys KAUSF and KSEAF are not part of the 5G NAS security context, so the requirements in TS 33.501, clause 6.8.1.1.1, Transition from RM-REGISTERED to RM-DEREGISTERED, for storing the 5G NAS security contexts are not applicable.
For the case when the network uses EAP based authentication, CT1 assumes that the ME can use the receipt of the EAP-success message as trigger to store KAUSF, KSEAF, the SOR counter and the UE parameter update counter on the USIM.
But CT1 could not reach a conclusion for the case when the network uses 5G AKA based authentication. For this case, CT1 has considered the following options: 

a)
Store KAUSF, KSEAF, the SOR counter and the UE parameter update counter on the USIM when the UE has calculated the authentication response RES from the 5G authentication challenge data and sends the Authentication Response.

b)
Store KAUSF, KSEAF, the SOR counter and the UE parameter update counter on the USIM when the UE receives the first NAS Security Mode Command creating a full native 5G NAS security context derived from KAUSF or when the UE receives and successfully verifies the integrity of the first SOR container or UE Parameter Update container protected with the new KAUSF.  

c)
Store KAUSF, KSEAF, the SOR counter and the UE parameter update counter on the USIM when the UE when the UE enters state 5GMM-DEREGISTERED from any other state except 5GMM-NULL (similar to the requirement for a full native 5G NAS security context).
Storing the parameters as defined in option a) was considered to be too early, as the network can still determine that the UE failed the authentication. Therefore, the UE should not override the old KAUSF which remains valid if the authentication fails.

Option b) seems to be better, as the receipt of the NAS Security Command or receipt and successful verification of the SOR container or UE Parameter Update container indicates that the network has taken the new KAUSF into use (i.e., the authentication procedure was successful). However, it is possible that the UE and the AUSF can get out-of-sync with regard to the KAUSF considered valid, because when the authentication procedure is a (re-)authentication performed via an already security protected connection, there is no requirement that the network immediately needs to initiate a NAS security control procedure – or that the UDM needs to send an SOR container or UE Parameter Update container anytime soon. So, if the UE performs a deregistration with power-off before any of these events occurs, it will delete the new KAUSF and the associated counters which are stored in the volatile memory only. At the next power-on the ME will consider the old KAUSF and the associated counters stored on the USIM as valid, whereas the AUSF will consider the new KAUSF and the associated counters as valid, and any SOR container or UE Parameter Update container the UE receives from the UDM will fail the integrity check – until the network triggers a new authentication and a new KAUSF is generated. 
Option c) can suffer from a similar issue as option a): if the UE performs a deregistration with power-off before any of the events listed for option b) occurs, then from the UE's point of view there is no guarantee that the network determined that the authentication procedure was successful. I.e., in worst case, during the deregistration procedure the UE will store the new KAUSF and the associated counters on the USIM and consider these as valid after the next power-on, whereas the network may determine that the authentication procedure was unsuccessful and kept the old KAUSF and the associated counters as valid.
Question: Can SA3 provide guidance when and under which conditions the UE should store KAUSF, KSEAF, SOR counter and UE parameter update counter on the USIM?
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Actions
To SA3 

ACTION: 
3GPP TSG CT WG1 kindly asks SA3 to provide guidance on when and under which conditions the UE should store KAUSF, KSEAF, SOR counter and UE parameter update counter on the USIM?
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Dates of next TSG CT WG1 meetings
TSG CT WG1 Meeting 127-bis-e (electronic)
25-29 January 2021

TSG CT WG1 Meeting 128-e (electronic)
25 February – 5 March 2021
