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	Reason for change:
	1) At CT1#122e, a list of SNPNs for which the N1 mode capability was disabled was added in TS 23.122, subclause 4.9.3.0 (CR #502r1, C1-200847). 

According to TS 24.501, when the UE receives a NAS reject message from an SNPN with cause #27 "N1 mode not allowed", the UE will start T3247 and increment an SNPN-specific attempt counter for 3GPP access. According to TS 23.122, the UE will also add the SNPN ID to the above list, but there is no handling for the list defined for the case when T3247 expires.

It is proposed to specify the mandatory requirements how to handle the entries of the list in CR #2048 to TS 24.501, and to update the description of the list of SNPNs for which the N1 mode capabilities was disabled in the present specification accordingly.

2) The CR #502r1 also specified a timer TG which is used to trigger an erasure of the list. The value of this timer is implementation dependent. 

But TG has already been used as name for the timer which triggers an erasure of the list of PLMNs for which N1 mode is not allowed. We prefer to specify a separate timer TJ for this purpose, in order to decouple the mechanisms for PLMN selection and SNPN selection as much as possible. It is also suggested that the value of that timer "shall not exceed the maximum possible value of background scanning timer T as specified in subclause 4.4.3.3.1". (The same limit applies for timers TD, TE, TF, TG and TH.)
3) Rev3: Currently there is a single list of SNPN-specific attempt counters for reject with causes #27, #74 and #75. So the UE will increment the same counter, regardless which of the 3 cause values is received from a specific SNPN. As discussed in more detail in C1-204517, it is more desirable to have a separate list of attempt counters for each cause value.

	
	

	Summary of change:
	1) Missing description of the handling of list entries upon expiry of T3247 is added, together with a reference to TS 24.501.

2) Name of the timer changed to TJ, upper limit added.
3) For each cause (#27, #74 and #75), a separate list of attempt counters is introduced.

	
	

	Consequences if not approved:
	1) Incomplete/inconsistent specification can result in a UE implementation which does not delete SNPN IDs from the list upon expiry of T3247. So when the reject message was sent by a rogue gNB the UE may avoid to select a certain SNPN for an unnecessary long time.

2) Re-use of the timer name - and of the timer - can result in unintended cross-effects, e.g. the list of PLMNS where N1 mode is not allowed could be erased much earlier than intended, if someone is setting up a fake SNPN.
3) Unwanted interaction between UE reaction on different reject causes: e.g. if a common attempt counter is used for cause #74 and #75, then an attacker could use the shorter backoff timer specified for cause #74 to increase the attempt counter up to the maximum value within a shorter time and then switch over to using #75 to achieve a more permanent damage. 
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4.9.3.0
General
The ME is configured with a "list of subscriber data" containing zero or more entries. Each entry of the "list of subscriber data" consists of:

a)
a subscriber identifier in the form of a SUPI containing a network-specific identifier or an IMSI except when the SNPN uses:
1)
the EAP based primary authentication and key agreement procedure using the EAP-AKA'; or

2)
the 5G AKA based primary authentication and key agreement procedure;
NOTE 1:
A subscriber identifier in the form of a SUPI containing a network-specific identifier or an IMSI is available in USIM if the SNPN uses the EAP based primary authentication and key agreement procedure using the EAP-AKA' or the 5G AKA based primary authentication and key agreement procedure.

b)
credentials except when the SNPN uses:

1)
the EAP based primary authentication and key agreement procedure using the EAP-AKA'; or

2)
the 5G AKA based primary authentication and key agreement procedure;

NOTE 2:
Credentials are available in USIM if the SNPN uses the EAP based primary authentication and key agreement procedure using the EAP-AKA' or the 5G AKA based primary authentication and key agreement procedure.
c)
an SNPN identity; and

d)
optionally, the unified access control configuration indicating for which access identities (see 3GPP TS 24.501 [64]) the ME is configured in the SNPN.

NOTE 3:
How the ME is configured with the "list of subscriber data" is out of scope of 3GPP in this release of the specification.

NOTE 4:
Multiple entries can include the same subscriber identifier and credentials.
NOTE 5:
Handling of more than one entry with the same SNPN identity is left up to MS implementation.
NOTE 6:
Handling of the case when the SNPN uses the EAP based primary authentication and key agreement procedure using the EAP-AKA' or the 5G AKA based primary authentication and key agreement procedure and the MS has multiple valid USIMs (3GPP TS 31.102 [40]) is left up to MS implementation.

The MS shall maintain a list of "temporarily forbidden SNPNs" and a list of "permanently forbidden SNPNs" in the ME. Each entry of those lists consists of an SNPN identity.

The MS shall add an SNPN to the list of "temporarily forbidden SNPNs", if a message with cause value #74 "Temporarily not authorized for this SNPN" (see 3GPP TS 24.501 [64]) is received by the MS in response to an LR request from the SNPN. In addition, if:

-
the message is integrity-protected; or

-
the message is not integrity-protected, and the value of the SNPN-specific attempt counter for 5GMM cause #74 for that SNPN is equal to the MS implementation specific maximum value as defined in 3GPP TS 24.501 [64];

then the MS shall start an MS implementation specific timer not shorter than 60 minutes.The MS shall remove an SNPN from the list of "temporarily forbidden SNPNs", if:

a)
there is a successful LR after a subsequent manual selection of the SNPN;

b)
the MS implementation specific timer not shorter than 60 minutes expires;

c)
the timer T3247 expires and the value of the SNPN-specific attempt counter for 5GMM cause #74 for that SNPN is less than the MS implementation specific maximum value as defined in 3GPP TS 24.501 [64];
d)
the MS is switched off; or

e)
an entry of the "list of subscriber data" with the SNPN identity of the SNPN is updated or the USIM is removed if: 
-
EAP based primary authentication and key agreement procedure using EAP-AKA'; or
-
5G AKA based primary authentication and key agreement procedure;


was performed in the selected SNPN.

If an SNPN is removed from the list of "temporarily forbidden SNPNs" list, the MS shall stop the MS implementation specific timer not shorter than 60 minutes, if running.
The MS shall add an SNPN to the list of "permanently forbidden SNPNs", if a message with cause value #75 "Permanently not authorized for this SNPN" (see 3GPP TS 24.501 [64]) is received by the MS in response to an LR request from the SNPN.
The MS shall remove an SNPN from the list of "permanently forbidden SNPNs", if:

a)
there is a successful LR after a subsequent manual selection of the SNPN;

b)
the timer T3247 expires and the value of the SNPN-specific attempt counter for 5GMM cause #75 for that SNPN is less than the MS implementation specific maximum value as defined in 3GPP TS 24.501 [64] ; or

c)
an entry of the "list of subscriber data" with the SNPN identity of the SNPN is updated or the USIM is removed if: 
-
EAP based primary authentication and key agreement procedure using EAP-AKA'; or
-
5G AKA based primary authentication and key agreement procedure;


was performed in the selected SNPN.

When the MS reselects to a cell in a shared network, and the cell is a suitable cell for multiple SNPN identities received in the broadcast information as specified in 3GPP TS 38.331 [65], the AS indicates these multiple SNPN identities to the NAS according to 3GPP TS 38.304 [61]. The MS shall select one of these SNPNs. If the registered SNPN is available among these SNPNs, the MS shall not select a different SNPN.

The MS operating in SNPN access mode shall maintain one or more lists of "5GS forbidden tracking areas for roaming", each associated with an SNPN. The MS shall use the list of "5GS forbidden tracking areas for roaming" associated with the selected SNPN. If the MS selects a new SNPN, the MS shall keep the list of "5GS forbidden tracking areas for roaming" associated with the previously selected SNPN. If the number of the lists to be kept is higher than supported, the MS shall delete the oldest stored list of "5GS forbidden tracking areas for roaming". The MS shall delete all lists of "5GS forbidden tracking areas for roaming", when the MS is switched off and periodically (with period in the range 12 to 24 hours). The MS shall delete the list of "5GS forbidden tracking areas for roaming" associated with an SNPN, when the entry of the SNPN in the list of subscriber data" is updated or when the USIM is removed if:

-
the EAP based primary authentication and key agreement procedure using the EAP-AKA'; or
-
the 5G AKA based primary authentication and key agreement procedure;

was performed in the selected SNPN.
NOTE 7:
The number of the lists of "5GS forbidden tracking areas for roaming" supported by the MS is MS implementation specific.

If a message with cause value #15 (see 3GPP TS 24.501 [64]) is received by an MS operating in SNPN access mode, the TA is added to the list of "5GS forbidden tracking areas for roaming" of the selected SNPN. The MS shall then search for a suitable cell in the same SNPN but belonging to a TA which is not in the "5GS forbidden tracking areas for roaming" list of the selected SNPN.
The MS should maintain a list of SNPNs for which the N1 mode capability was disabled due to receipt of a reject from the network with 5GMM cause #27 "N1 mode not allowed". When the MS disables its N1 mode capability due to receipt of a reject from an SNPN with 5GMM cause #27 "N1 mode not allowed":

-
the MS should add the SNPN identity of the SNPN which sent a reject with 5GMM cause #27 "N1 mode not allowed" to the list of SNPNs for which the N1 mode capability was disabled and should start timer TJ if timer TJ is not already running. The number of SNPNs for which the N1 mode capability was disabled that the MS can store is implementation specific, but it shall be at least one. The value of timer TJ is MS implementation specific, but shall not exceed the maximum possible value of background scanning timer T as specified in subclause 4.4.3.3.1;
-
in automatic SNPN selection, the MS shall not select an SNPN for which the N1 mode capability was disabled as SNPN selection candidates, unless no other SNPN is available;
-
if the MS maintains a list of SNPN-specific N1 mode attempt counters for 3GPP access as specified in 3GPP TS 24.501 [64] and T3247 expires, then the MS removes for each SNPN-specific N1 mode attempt counter for 3GPP access that has a value greater than zero and less than the MS implementation-specific maximum value the respective SNPN from the list of SNPNs for which the N1 mode capability was disabled, as specified in subclause 5.3.20.3 in 3GPP TS 24.501 [64]; and
-
the MS shall delete stored information on SNPNs for which the N1 mode capability was disabled when the MS is switched off, the USIM is removed, the entries of the "list of subscriber data" for the SNPNs are updated, or timer TJ expires.
NOTE 8:
The expiry of timer TJ does not cause a reset of the SNPN-specific N1 mode attempt counters for 3GPP access (see 3GPP TS 24.501 [64]).
