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* * * * * * * FIRST CHANGE * * * * * * *
[bookmark: _Toc36108247]21.1	General
This clause defines procedures for communication between MCData message store client and MCData message store function as well as MCData server and MCData message store function as specified in subclause 7.13.1 of 3GPP TS 23.282[2]. The communication between the MCData message store client and MCData message store function shall use HTTP over TLS as specified in annex A of 3GPP TS 24.482 [24].	Comment by Shahram: 24.482 doesn’t cover MCData Server to MCData message storage (NE-to-NE) interactions. That’s why further below, I have included a new FFS.
The MCData message store function shall act as an HTTP server as defined in annex A of 3GPP TS 24.482 [24].
The MCData message store client in the role of an HTTP client shall include the MCData access token (with the “Bearer” authentication scheme) in the Authorization header field of an HTTP request as specified in 3GPP TS 24.482 [24].
NOTE 1:	In procedures for communication between MCData message store client and MCData message store function, the MCData ID which is the identity of the MCData user is part of MCData access token as specified in 3GPP TS 24.482 [24].
The MCData server in the role of an HTTP client shall use the OAuth 2.0 framework to obtain an access token (i.e.  MCData access token) following the Client Credentials Grant type as specified in RFC 6749 [x]. The scope of the access token shall enable the MCData server to have access to the entire MCData message store accounts. MCData server shall include the access token (with the “Bearer” authentication scheme) in the Authorization header field of an HTTP request as specified in RFC 6749 [x].
NOTE 2:	In procedures for communication between MCData server and MCData message store function, since the access token obtained by the MCData server is not associated with any single user account, the MCData ID which is the identity of the MCData user is not part of the access token. As a result, the identity of the MCData user is provided as the value of the resource URL variable, "boxId" as specified in subclause 5.2 of OMA-TS-REST_NetAPI_NMS-V1_0-20190528-C [66]. 
Editor's note:	Whether Mission Critical security framework specs (24.482 & 33.180) are futher specified to include Network Element to Network Element authorization using OAuth 2.0 “client credential” grant type is FFS 

The HTTP server (i.e. MCData message store) shall validate the MCData access token as specified in 3GPP TS 24.482 [24].
NOTE 1:	MCData ID which is the identity of the MCData user is part of MCData access token as specified in 3GPP TS 24.482 [24].	Comment by Shahram: Moved to the top for better information flow in light of the newly added paraghraphs in this revised CR
Editor's note:	How the user is identified in communication between the MCData Server and MCData message store function (MCData-8) is FFS. 
The interface between MCData message store client and MCData message store function (i.e. MCData-7) as well as the interface between MCData server and MCData message store function (i.e. MCData-8) shall be based on the RESTful API as specified in OMA-TS-REST_NetAPI_NMS-V1_0-20190528-C [66].
NOTE 32:	Procedures defined for communication between the MCData message store client and MCData message store function as well as MCData server and MCData message store function in the following sections reference subclause 6 “Detailed specification of the resources” of OMA-TS-REST_NetAPI_NMS-V1_0-20190528-C [66]. Additional information related to RESTful resources, data types and sequence diagrams are found in subclause 5 and JSON examples in appendix D of OMA-TS-REST_NetAPI_NMS-V1_0-20190528-C [66]. 
	Comment by Shahram: Moved to the top for better information flow in light of the newly added paraghraphs in this revised CR

* * * * * * * NEXT CHANGE * * * * * * *
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