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Introduction

The current description of the authenticate() method is unclear if the challenge is encrypted by the framework before it is sent to the application/SCF or if the framework sends it unencrypted and the application/SCF encrypts it as part of the authentication process. 

As indicated by Alcatel during the meeting in Sophia, encryption of the challenge is superfluous and does not add any security (N5-020285). This CR proposes therefore to clarify in the framework specification that the challenge will not be encryoted by the framework, but that the response is encryppted by the application/SCF instead.

Proposed Changes

The following changes are proposed to 29.198-03:

6.3.1.1 Interface Class IpClientAPILevelAuthentication 

Inherits from: IpInterface.
<<Interface>>

IpClientAPILevelAuthentication



authenticate (challenge : in TpOctetSet) : TpOctetSet

abortAuthentication () : void

authenticationSucceeded () : void



Method

authenticate()

This method is used by the framework to authenticate the client.  The challenge sent by the framework shall be unencrypted.  The client must respond with the correct responses to the challenges presented by the framework. The response shall be encrypted using the mechanism prescribed by selectEncryptionMethod. The number of exchanges is dependent on the policies of each side.  The whole authentication process is deemed successful when the authenticationSucceeded method is invoked.  The invocation of this method may be interleaved with authenticate() calls by the client on the IpAPILevelAuthentication interface.

Returns <response> : This is the response of the client application to the challenge of the framework in the current sequence. The response will be based on the challenge data, and shall be encrypted with the mechanism prescribed by selectEncryptionMethod().  

Parameters

challenge : in TpOctetSet

The challenge presented by the framework to be responded to by the client.  The challenge is not encrypted. The challenge mechanism used will be in accordance with the IETF PPP Authentication Protocols - Challenge Handshake Authentication Protocol [RFC 1994, August1996]. The challenge will be encrypted by the client with the mechanism prescribed by selectEncryptionMethod().
Returns

TpOctetSet

6.3.1.5 Interface Class IpAPILevelAuthentication 

Inherits from: IpAuthentication.
The API Level Authentication Framework interface is used by client to perform its part of the mutual authentication process with the Framework necessary to be allowed to use any of the other interfaces supported by the Framework. 

<<Interface>>

IpAPILevelAuthentication



selectEncryptionMethod (encryptionCaps : in TpEncryptionCapabilityList) : TpEncryptionCapability

authenticate (challenge : in TpOctetSet) : TpOctetSet

abortAuthentication () : void

authenticationSucceeded () : void



Method

authenticate()

This method is used by the client to authenticate the framework.  The challenge sent by the client shall be unencrypted. The framework must respond with the correct responses to the challenges presented by the client.  The response shall be encrypted using the mechanism prescribed by selectEncryptionMethod. The domainID received in the initiateAuthentication() can be used by the framework to reference the correct public key for the client (the key management system is currently outside of the scope of the OSA APIs). The number of exchanges is dependent on the policies of each side.  The whole authentication process is deemed successful when the authenticationSucceeded method is invoked.  The invocation of this method may be interleaved with authenticate() calls by the framework on the client's APILevelAuthentication interface.

Returns <response> : This is the response of the framework to the challenge of the client in the current sequence. The response will be based on the challenge data, encrypted with the mechanism prescribed by selectEncryptionMethod().  

Parameters

challenge : in TpOctetSet

The challenge presented by the client to be responded to by the framework. The challenge is not encrypted. The challenge mechanism used will be in accordance with the IETF PPP Authentication Protocols - Challenge Handshake Authentication Protocol [RFC 1994, August1996]. The challenge will be encrypted with the mechanism prescribed by selectEncryptionMethod().
Returns

TpOctetSet

Raises

TpCommonExceptions, P_ACCESS_DENIED
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