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Introduction

The Client of the Framework typically initiates the authentication process by invocation of the selectEncryptionMethod() on an IpAPILevelAuthentication interface. The encryption method to be applied is negotiated but if no acceptable encryption method is listed by the Client the Framework raises P_NO_ACCEPTABLE_ENCRYPTION_CAPABILITY.

It is possible, however, for the Client to invoke authenticate() before invoking selectEncryptionMethod(). IN this scenario no encryption capability has been agreed. It may be that the Framework does not require encryption, in which case the authentication process continues. If, however, the Framework considers it essential that encryption is applied it needs to indicate this. 

It is suggested that P_NO_ACCEPTABLE_ENCRYPTION_CAPABILITY is raised by the Framework to indicate to the Client that a capability must be chosen.

Lucent Technologies would like to kindly request the Joint API Group to consider this change for approval.
Detailed Changes

**** FIRST MODIFIED SECTION ****

6.3.1.5 Interface Class IpAPILevelAuthentication

Method

authenticate()

This method is used by the client to authenticate the framework.  The challenge will be encrypted using the mechanism prescribed by selectEncryptionMethod. The framework must respond with the correct responses to the challenges presented by the client.  The domainID received in the initiateAuthentication() can be used by the framework to reference the correct public key for the client (the key management system is currently outside of the scope of the OSA APIs). The number of exchanges is dependent on the policies of each side.  The whole authentication process is deemed successful when the authenticationSucceeded method is invoked.  The invocation of this method may be interleaved with authenticate() calls by the framework on the client's APILevelAuthentication interface.
If selectEncryptionMethod hasn’t previously been invoked, the Framework will raise P_NO_ACCEPTABLE_ENCRYPTION_CAPABILITY if the Framework’s policy requires that encryption should be applied. This exception will also be raised by this method if no acceptable encryption capability was indicated to the Framework by selectEncryptionMethod.
Returns <response> : This is the response of the framework to the challenge of the client in the current sequence. The response will be based on the challenge data, decrypted with the mechanism prescribed by selectEncryptionMethod().  

Parameters

challenge : in TpOctetSet

The challenge presented by the client to be responded to by the framework. The challenge mechanism used will be in accordance with the IETF PPP Authentication Protocols - Challenge Handshake Authentication Protocol [RFC 1994, August1996]. The challenge will be encrypted with the mechanism prescribed by selectEncryptionMethod().
Returns

TpOctetSet

Raises

TpCommonExceptions, P_ACCESS_DENIED, P_NO_ACCEPTABLE_ENCRYPTION_CAPABILITY
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