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4	Elementary procedures for Mobility Management


4.1	General


This section describes the procedures used for mobility management for non-GPRS services and for GPRS-services at the radio interface (Reference Point Um).


The main function of the Mobility Management sublayer is to support the mobility of user terminals, such as informing the network of its present location and providing user identity confidentiality.


A further function of the MM sublayer is to provide connection management services to the different entities of the upper Connection Management (CM) sublayer (see GSM 04.07).


There are two sets of procedures defined in this chapter: 


-	MM procedures for non-GPRS services (performed by the MM entity of the MM sublayer); and 


-	GMM procedures for GPRS services (performed by the GMM entity and GMM-AA entity of the MM sublayer), see GSM 04.07 [20].


All the MM procedures described in this section can only be performed if a RR connection has been established between the MS and the network. Else, the MM sublayer has to initiate the establishment of a RR connection according to the procedures specified in section 3.3. The GMM procedures described in this section, use services provided by the RR sublayer without prior RR connection establishment.


GMM procedures are mandatory and applicable only for GPRS MSs and networks supporting those MSs. For GPRS MSs which are IMSI attached for both GPRS and non-GPRS services, some MM procedures are replaced by GMM combined procedures provided that the network operates in network operation mode I, i.e. is supporting combined GMM procedures. GMM combined procedures are not applicable for the GPRS MS operation mode C but are mandatory for the GPRS MS operation modes A and B and networks supporting network operation mode I, see GSM 03.60.


4.1.1	MM and GMM procedures


4.1.1.1	Types of MM and GMM procedures


Depending on how they can be initiated, three types of MM procedures can be distinguished:


1)	MM common procedures:


	A MM common procedure can always be initiated whilst a RR connection exists. The procedures belonging to this type are:


Initiated by the network:


-	TMSI reallocation procedure;


-	authentication procedure;


-	identification procedure;


-	MM information procedure;


-	abort procedure.


	However, abort procedure is used only if an MM connection is being established or has already been established i.e. not during MM specific procedures or during IMSI detach procedure, see section 4.3.5.


Initiated by the mobile station:


-	IMSI detach procedure (with the exceptions specified in section 4.3.4).


ii)	MM specific procedures:


	A MM specific procedure can only be initiated if no other MM specific procedure is running or no MM connection exists. The procedures belonging to this type are:


-	normal location updating procedure;


-	periodic updating procedure;


-	IMSI attach procedure.


iii)	MM connection management procedures:


These procedures are used to establish, maintain and release a MM connection between the mobile station and the network, over which an entity of the upper CM layer can exchange information with its peer. A MM connection establishment can only be performed if no MM specific procedure is running. More than one MM connection may be active at the same time. Depending on how they can be initiated, two types of GMM procedures can be distinguished:


i)	GMM common procedures: 


Initiated by the network when a GMM context has been established:


-	P-TMSI (re-) allocation;


-	GPRS authentication and ciphering;


-	GPRS identification;


-	GPRS information.


ii)	GMM specific procedures:


	Initiated by the network and used to detach the IMSI in the network for GPRS services and/or non-GPRS services and to release a GMM context:


-	GPRS detach.


	Initiated by the MS and used to attach or detach the IMSI in the network for GPRS services and/or non-GPRS services and to establish or release a GMM context:


-	GPRS attach and combined GPRS attach;


-	GPRS detach and combined GPRS detach.


	Initiated by the MS when a GMM context has been established:


-	normal routing area updating and combined routing area updating;


-	periodic routing area updating.





4.1.1.2	MM-GMM co-ordination for GPRS MS’s


4.1.1.2.1	GPRS MS operating in MS operation modes A or B in a network that operates in operation mode I


If the network operates in network operation mode I, GPRS MSs that operate in MS operation modes A or B and wish to be or are simultaneously IMSI attached for GPRS and non-GPRS services, shall use the combined GPRS attach and the combined and periodic routing area updating procedures instead of the corresponding MM specific procedures IMSI attach and normal and periodic location area updating. 


NOTE:	A GPRS MS operating in MS operation modes A or B in a network that operates in operation mode I, shall perform the combined GPRS attach or routing area update procedure regardless the value of the ATT flag.


If a GPRS MS is operating in MS operation modes A or B in a network that operates in operation mode I the IMSI detach shall be performed by the GMM using the combined GPRS detach procedure


NOTE:	A GPRS MS operating in MS operation modes A or B in a network that operates in operation mode I, shall perform the combined GPRS detach procedure regardless the value of the ATT flag.


A GPRS MS operating in MS operation modes A or B in network that operates in operation mode I, uses the combined GMM common and specific procedures in place of the MM common and specific procedures, so all conditions describing when to trigger a MM common and MM specific procedure listed in subsections 4.3 and 4.4 shall not apply.


A GPRS MS is operating in MS operation modes A or B in a network that operates in operation mode I should not use any timers relating to MM common or MM specific procedures, (i.e T3210, T3211, T3212, T3213, T3220) except in some error and abnormal cases.


4.1.1.2.2	GPRS MS operating in MS operation modes A or B in a network that operates in operation mode II or III


If the network operates in network operation mode II or III, GPRS MSs that operate in MS operation modes A or B and wish to be or are simultaneously IMSI attached for GPRS and non-GPRS services, shall use the MM common and MM specific procedures listed in subsections 4.3 and 4.4. The applicability of periodic updating is further specified in section 4.4.2.


If the authentication procedure performed by MM, is rejected by the network (i.e upon receive of AUTHENTICATION REJECT), the MS shall in addition set the GPRS update status to GU3 ROAMING NOT ALLOWED and shall, if available, delete the P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number stored. The SIM shall be considered for GPRS and non-GPRS services as invalid until switching off or the SIM is removed. The MS shall abort any GMM procedure and shall enter state GMM-DEREGISTERED.
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4.3.2	Authentication procedure


The purpose of the authentication procedure is twofold:


	First to permit the network to check whether the identity provided by the mobile station is  acceptable or not (see GSM 03.20);


	Second to provide parameters enabling the mobile station to calculate a new ciphering key.


The cases where the authentication procedure should be used are defined in GSM 02.09.


The authentication procedure is always initiated and controlled by the network.


4.3.2.1	Authentication request by the network


The network initiates the authentication procedure by transferring an AUTHENTICATION REQUEST message across the radio interface and starts the timer T3260. The AUTHENTICATION REQUEST message contains the parameters necessary to calculate the response parameters (see GSM 03.20). It also contains the ciphering key sequence number allocated to the key which may be computed from the given parameters.


4.3.2.2	Authentication response by the mobile station


The mobile station shall be ready to respond upon an AUTHENTICATION REQUEST message at any time whilst a RR connection exists. It shall process the challenge information and send back an AUTHENTICATION RESPONSE message to the network. The new ciphering key calculated from the challenge information shall overwrite the previous one and be stored on the SIM before the AUTHENTICATION RESPONSE message is transmitted. The ciphering key stored in the SIM shall be loaded in to the ME when any valid CIPHERING MODE COMMAND is received during an RR connection (the definition of a valid CIPHERING MODE COMMAND message is given in section 3.4.7.2). The ciphering key sequence number shall be stored together with the calculated key.


4.3.2.3	Authentication processing in the network


Upon receipt of the AUTHENTICATION RESPONSE message, the network stops the timer T3260 and checks the validity of the response (see GSM 03.20).


4.3.2.4	Ciphering key sequence number


The security parameters for authentication and ciphering are tied together in sets, i.e. from a challenge parameter RAND both the authentication response SRES and the ciphering key can be computed given the secret key associated to the IMSI.


In order to allow start of ciphering on a RR connection without authentication, the ciphering key sequence numbers are introduced. The sequence number is managed by the network in the way that the AUTHENTICATION REQUEST message contains the sequence number allocated to the key which may be computed from the RAND parameter carried in that message.


The mobile station stores this number with the key, and indicates to the network in the first message (LOCATION UPDATING REQUEST, CM SERVICE REQUEST, PAGING RESPONSE, CM RE-ESTABLISHMENT REQUEST) which sequence number the stored key has. When the deletion of the sequence number is described this also means that the associated key shall be considered as invalid.


The network may choose to start ciphering with the stored key (under the restrictions given in GSM 02.09) if the stored sequence number and the one given from the mobile station are equal.


4.3.2.5	Unsuccessful authentication


If authentication fails, i.e. if the response is not valid, the network may distinguish between the two different ways of identification used by the mobile station:


-	the TMSI was used;


-	the IMSI was used.


If the TMSI has been used, the network may decide to initiate the identification procedure. If the IMSI given by the mobile station then differs from the one the network had associated with the TMSI, the authentication should be restarted with the correct parameters. If the IMSI provided by the MS is the expected one (i.e. authentication has really failed), the network should proceed as described below.


If the IMSI has been used, or the network decides not to try the identification procedure, an AUTHENTICATION REJECT message should be transferred to the mobile station.


After having sent this message, all MM connections in progress (if any) are released and the network should initiate the RR connection release procedure described in section 3.5.


Upon receipt of an AUTHENTICATION REJECT message, the mobile station shall set the update status in the SIM to U2 ROAMING NOT ALLOWED, delete from the SIM the stored TMSI, LAI and ciphering key sequence number. The SIM shall be considered as invalid until switching off or the SIM is removed.


Additionally, the MS shall set the GPRS update status to GU3 ROAMING NOT ALLOWED and shall, if available, delete the P-TMSI, P-TMSI signature, RAI and GPRS ciphering key sequence number stored. The SIM shall be considered for GPRS and non-GPRS services as invalid until switching off or the SIM is removed. 


The MS shall abort any GMM procedure and shall enter state GMM-DEREGISTERED.


If the AUTHENTICATION REJECT message is received in the state IMSI DETACH INITIATED the mobile station shall follow section 4.3.4.3.


If the AUTHENTICATION REJECT message is received in any other state the mobile station shall abort any MM specific, MM connection establishment or call re-establishment procedure, stop any of the timers T3210 or T3230 (if running), release all MM connections (if any), set timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection. start timer T3240 and enter the state WAIT FOR NETWORK COMMAND, expecting the release of the RR connection. If the RR connection is not released within a given time controlled by the timer T3240, the mobile station shall abort the RR connection. In both cases, either after a RR connection release triggered from the network side or after a RR connection abort requested by the MS-side, the MS enters state MM IDLE, substate NO IMSI.


4.3.2.6	Abnormal cases


(a) RR connection failure:


	Upon detection of a RR connection failure before the AUTHENTICATION RESPONSE is received, the network shall release all MM connections (if any) and abort any ongoing MM specific procedure.


(b) Expiry of timer T3260:


	The authentication procedure is supervised on the network side by the timer T3260. At expiry of this timer the network may release the RR connection. In this case the network shall abort the authentication procedure and any ongoing MM specific procedure, release all MM connections if any, and initiate the RR connection release procedure described in section 3.5.
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Figure 4.2/GSM 04.08: Authentication sequence: (a) authentication; (b) authentication rejection.
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4.4	MM specific procedures


A MM specific procedure can only be started if no other MM specific procedure is running or no MM connection exists between the network and the mobile station. The end of the running MM specific procedure or the release of all MM connections have to be awaited before a new MM specific procedure can be started.


During the lifetime of a MM specific procedure, if a MM connection establishment is requested by a CM entity, this request will either be rejected or be delayed until the running MM specific procedure is terminated (this depends on the implementation).


Any MM common procedure (except IMSI detach) may be initiated during a MM specific procedure.


Unless it has specific permission from the network (follow-on proceed) the mobile station side should await the release of the RR connection used for a MM specific procedure before a new MM specific procedure or MM connection establishment is started.


NOTE:	The network side may use the same RR connection for MM connection management.


If the network operates in network operation mode I, GPRS MSs that operate in MS operation modes A or B and wish to be or are simultaneously IMSI attached for GPRS and non-GPRS services, shall use the combined GPRS attach and combined, normal, and periodic routing area updating procedures instead of the corresponding MM specific procedures IMSI attach and normal and periodic location area updating. 


If the network operates in network operation mode II or III, GPRS MSs that operate in MS operation modes A or B shall use the MM specific procedures. The applicability of periodic updating is further specified in section 4.4.2.


4.4.1	Location updating procedure


The location updating procedure is a general procedure which is used for the following purposes:


-	normal location updating (described in this section);


-	periodic updating (see section 4.4.2);


-	IMSI attach for non-GPRS services (see section 4.4.3).


The normal location updating procedure is used to update the registration of the actual Location Area of a mobile station in the network. The location updating type information element in the LOCATION UPDATING REQUEST message shall indicate normal location updating. The conditions under which the normal location updating procedure is used by a mobile station in the MM IDLE state are defined for each service state in section 4.2.2.


Only applicable for mobile stations supporting VGCS listening or VBS listening: A mobile station in RR group receive mode is in the MM IDLE state, substate RECEIVING GROUP CALL (NORMAL SERVICE) or RECEIVING GROUP CALL (LIMITED SERVICE). To perform a location updating, the MS in RR group receive mode shall leave the group receive mode, establish an independent dedicated RR connection to perform the location updating as described above and return to the RR group receive mode afterwards.


The normal location updating procedure shall also be started if the network indicates that the mobile station is unknown in the VLR as a response to MM connection establishment request.


To limit the number of location updating attempts made, where location updating is unsuccessful, an attempt counter is used. The attempt counter is reset when a mobile station is switched on or a SIM card is inserted.


Upon successful location updating the mobile station sets the update status to UPDATED in the SIM, and stores the received Location Area Identification in the SIM. The attempt counter shall be reset.


The detailed handling of the attempt counter is described in 4.4.4.6 to 4.4.4.9.


The Mobile Equipment shall contain a list of "forbidden location areas for roaming", as well as a list of "forbidden location areas for regional provision of service". These lists shall be erased when the MS is switched off or when the SIM is removed, and periodically (with period in the range 12 to 24 hours). The location area identification received on the BCCH that triggered the location updating request shall be added to the suitable list whenever a location update reject message is received with the cause "Roaming not allowed in this location area" or with the cause "Location Area not allowed". The lists shall accommodate each 10 or more location area identifications. When the list is full and a new entry has to be inserted, the oldest entry shall be deleted. 


The cell selection processes in the different states are described in GSM 03.22 and GSM 05.08.


The location updating procedure is always initiated by the mobile station.


4.4.2	Periodic updating


Periodic updating may be used to notify periodically the availability of the mobile station to the network. Periodic updating is performed by using the location updating procedure or the routing area updating procedure (see section 4.7.5.1). The location updating type information element in the LOCATION UPDATING REQUEST message shall indicate periodic updating.


The procedure is controlled by the timer T3212 in the mobile station. If the timer is not already started, the timer is started each time the mobile station enters the MM IDLE substate NORMAL SERVICE or ATTEMPTing TO UPDATE. When the MS leaves the MM Idle State the timer T3212 shall continue running until explicitly stopped.


The timer is stopped (shall be set to its initial value for the next start) when:


-	a LOCATION UPDATING ACCEPT or LOCATION UPDATING REJECT message is received;


-	an AUTHENTICATION REJECT message is received;


-	the first MM message is received, or ciphering mode setting is completed in the case of MM connection establishment, except when the most recent service state is LIMITED SERVICE;


-	the mobile station has responded to paging and thereafter has received the first correct layer 3 message except RR message;


-	the mobile station is deactivated (i.e. equipment powered down or SIM removed).


When the timer T3212 expires, the location updating procedure is started and the timer shall be set to its initial value for the next start. If the mobile station is in other state than MM Idle when the timer expires the location updating procedure is delayed until the MM Idle State is entered.


The conditions under which the periodic location updating procedure is used by a mobile station in the MM IDLE state are defined for each service state in section 4.2.2.


If the mobile station is in service state NO CELL AVAILABLE, LIMITED SERVICE, PLMN SEARCH or PLMN SEARCH-NORMAL SERVICE when the timer expires the location updating procedure is delayed until this service state is left. The (periodic) location updating procedure is not started if the BCCH information at the time the procedure is triggered indicates that periodic location shall not be used. The timeout value is broadcasted in the SYSTEM INFORMATION TYPE 3 message on the BCCH, in the Control channel description IE, see section 10.5.2.11.


The T3212 timeout value shall not be changed in the NO CELL AVAILABLE, LIMITED SERVICE, PLMN SEARCH and PLMN SEARCH-NORMAL SERVICE states.


When a change of the T3212 timeout value has to be taken into account and the timer is running (at change of the serving cell or, change of the broadcast value of T3212), the MS shall behave as follows:


	Let t1 be the new T3212 timeout value and let t be the current timer value at the moment of the change to the new T3212 timeout value; then the timer shall be restarted with the value t modulo t1.


When the mobile station is activated, or when a change of the T3212 timeout value has to be taken into account and the timer is not running, the mobile station shall behave as follows:


	Let t1 be the new T3212 timeout value, the new timer shall be started at a value randomly, uniformly drawn between 0 and t1.
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